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Abstract. TCP performs reasonably well over the Internet where packet losses are mainly due to network
congestion. However, TCP suffers significant throughput degradation over hybrid wireless/IP networks
where packet losses are also due to transmission errors in wireless segments and during mobile host
handovers. In this paper, the micro-scale behavior and packet-level performance of four popular TCP
variants over wireless links are assessed, and a heuisgment-in-Flight Estimation algorithior

TCP senders is proposed and evaluated. Extensive simulations confirm that the enhanced TCP is more
robust against packet losses, can achieve better end-to-end performance, and still keeps the fairness and
compatibility with ordinary TCP variants.
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1 Introduction

The integration of the Internet and wireless networks is expected to offer multimedia
services to mobile and fixed users from anywhere at anytime in the near future.
There are many different interworking strategies to connect voice-oriented cellular
systems and other wireless segments to IP-based data networks [1]. Moreover, the
next generation cellular systems are also IP-centric. However, an essential issue
here is how to support various existing Internet applicatieng, web surfing and
packetized audio/video, running properly and efficiently over hybrid wireless/wired
networks with prescribed end-to-end QoS provisioning.

The performance degradation of TCP over wireless links has received much at-
tention recently. Various approaches in different protocol layers to mitigate this defi-
ciency have been proposed, and they are compared and surveyed in [3, 4]. Data link
layer approaches try to transparently enhance the quality of wireless links by For-
ward Error Correction (FEC), local acknowledgment, and selective retransmissions.
However, the end-to-end TCP control logic might be interfered by the complicated
lower layer control mechanisms, which may result duplicate retransmissions in mul-
tiple layers or rapid changes in packet transit time [6]. Transport layer approaches,
which might adopt implicit snooping or explicit notification, or split connection
with or without end-to-end semantics, try to help TCP endpoints not to mistakenly
react to packet losses due to transmission errors as those due to network congestion.
It should be mentioned that the interoperability between these approaches and the
original protocols need further investigation.

The strategy adopted in this paper is different from those aforementioned and
other approaches discussed in [4] where brand new transport protocols are proposed.
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This paper investigates the performance and behaviors of existing algorithms em-
bedded in popular TCP variants over generalized wireless links, and proposes a
heuristic algorithm for TCP senders to improve the end-to-end performance. This
strategy is taken here in recognition that today there exists a large number of TCP/IP
installations and TCP/IP-enabled applications over the global Internet. Therefore,
it is much easier for an enhanced TCP sender which is compatible with and fair to
ordinary TCP variants to be adopted and deployed incrementally.

The remainder of this paper is organized as follows. Section 2 gives a brief
overview of four popular TCP variants and their embedded algorithms of interest,
as well as an analysis comparing the recovery cost of two loss detection schemes
used in these algorithms. Section 3 investigates the performance degradation of
these TCP variants over wireless links, and the deficiency is explained by some
unexpected TCP endpoint behaviors. An enhancement to TCP senders by incorpo-
rating a heuristic Segment-in-Flight Estimation algorithm to recapture the capacity
wasted by ordinary TCP variants is proposed and evaluated in Section 4. The de-
scription of the algorithm, simulation comparisons, and fairness validation of the
enhanced TCP are also presented. Concluding remarks are given in Section 6.

2 TCP Congestion Control Algorithms

This section first outlines the principle of congestion control in which building
blocks for various TCP algorithms and variants are discussed. These algorithms
are designed to combat network congestion, but also can be triggered by transmis-
sion errors. Two practical schemes to detect and recover packet losses are then
compared analytically in terms of achievable throughput.

2.1 Congestion Control Principles
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Figure 1: TCP Congestion Algorithms
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In adaptive dynamic control, TCP senders, which assume the underlying network
and receivers are passive and routers only drop packets when overloaded, are de-
signed to react to packet losses due to network congestion. Figure 1(a) shows the
relation betweewffered loadandperformance gaipwhere a larger throughput with

a shorter delay gives a higher gain. When a network is slightly loaded in region I,
an increase in load sees an obvious increase in gain. When a network is almost fully
loaded or in its equilibrium state in region Il, the same load increase only has a slight
increase in gain. An overloaded network in region Il then unavoidably encounters
congestion collapse with increased packet losses, extremely low throughput, and
unacceptable long delay.

The illustrated congestion collapse was actually observed in the 1980's, and it
has motivated the design and incorporation of TCP congestion control algorithms
since then. Ideally, it is expected that a network should be operated near the adjacent
areas of region | and Il, where load and gain are both optimized. However, due
to the unpredictable dynamics in network resources and user requirements, most
operating networks usually oscillate between regions | and I, and sometimes even
in region Ill. TCP senders treat acknowledgmeadi returned from receivers on a
packet reception as an input signal. Since a packet aadktsavel a round between
sender and receiver, a receiaakindicates a packet has already left the network, so
a new packet can be sent. The spacing between conseaakivalso help the TCP
sender, as producer to cope with the rate that the bottleneck link, asoasumer
can afford. This packet conservation law is also knowneak Self-clocking”.

The absence oéck for a particular packet is interpreted as an indication of
packet loss. TCP congestion control assumes that packet losses are caused by net-
work congestion. According to Fig. 1(a), TCP senders consider that the system is
approaching or already in region lll, so drastic actions have to be taken to bring it
back to region | or Il. These actions are known as TCP congestion control algorithms
which will be overviewed in the following subsection.

2.2 Algorithms and Variants

TCP has evolved into many incremental variants in the last two decades, mostly
driven by the design and incorporation of new congestion control algorithms. Cur-
rently, Reno and NewRenoare two mainstream TCP variants, whilahoeis an
old but still existing variant. TCESACK is an emerging variant and now becomes
more and more widely supported. Besides these four popular TCP variants, there
are other experimental algorithms proposed in the literature.

TCPTahoefeatures th&low-Start, Congestion AvoidanceandFast Retrans-
mit phases [7]. When a TCP connection is established, the sender initializes its
congestion windowdwnd to one Maximum Segment Size (MSS), and sets the
Slow-Start thresholdsgthreshto the advertised receiver windowand). The re-
ceiver normally returnackaccumulatively every other packet with the delaged
(delacR policy. If cwndis belowssthreshthe Slow-Start algorithm increaseand
exponentially by one MSS for every nesek otherwise the Congestion Avoidance
algorithm increaseswndlinearly by MSSMSS for every newack as Fig. 1(b) shows.

cwnd
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The sender samples round-trip tinrét) once per sender windovewnd the min-
imum of cwndand rwnd) and calculates the smoothett (srtf) and its deviation
(rttv). A timer associated with a packet irsevndis armed with amtt timeout ¢to)

value derived fronsrtt andrttv, when this packet is sent. The reception ofaak

for this packet cancels the timer, and a new timer for another packet will be set up.
If a timeout occurs, the oldest unacknowledged packet is resent, sgiileeshis
throttled to half of the currentwnd andcwndis reset to its initial value. When

a sender gets three duplicateks (dupacls), it assumes that the oldest unacknowl-
edged packet is lost, arfdst-retransmi that packet, whilssthreshrandcwndare
reassigned as a timeout occurs in Tahoe.

Based on the algorithms in Tahoe, T&enofurther introduces &ast Recov-
ery algorithm that adjustswndmore optimistically. When invoking Fast Retrans-
mit on the thirddupack(triple-dupacl, Reno sets botksthrestandcwndto half of
its currentcwnd Therefore, Congestion Avoidance is followed after a trighlgack
in Reno instead of Slow Start in Tahoe. Fig. 1(b) shows the evolutioowoid
andssthreshfor Reno. Also, as thack self-clockingprinciple implies, adupack
indicates that a packet has left the network. Thus, during Fast Recovery, TCP can
temporarilylnflate Cwndwhen senders receikipacls. When a nevack (newack
comes, TCP exits from Fast Recovery, and defletesdconservatively.

However, neither Tahoe nor Reno in most cases has the ability to recover mul-
tiple packet losses in ormvndwithout relying on a timeout, as shown in Fig. 1(c),
since there are insufficiedupacls to identify the next lost packet. As analyzed in
the next subsection, timeout costs much more thgrackto recover a lost packet,
and it also reduceswndto the initial value, which severely degrades the achiev-
able throughput in the next femts. TCPNewReno[13] improves Reno with an
additionalPartial Acknowledgment (pack algorithm. When TCP enters the Fast
Recovery phase, it records the highest sequence nuimiber(it has ever sent. If a
newaclarrives but does not covbiseq TCP evaluates it asgackand assumes that
there are more packets lost in the sesmand NewReno conservatively retransmits
the oldest unacknowledged packet opeakfor everyritt.

TCPSACK [12] enables TCP receivers to retur®alective Acknowledgment
option which also acknowledges received but nonconsecutive packets, since the or-
dinary ack only acknowledges the latest consecutive packets. Due to the header
length constraint, TCP receivers can return up to three pairs of sequence numbers in
the SACK option. The first pair specifies the consecutive data block which contains
the packet that triggers théek and the other two just repeat the first two pairs in the
previous SACK-ea@ck This redundant design reduces the risk if the prevamkss
lost. With the sending history it maintains, an SACK-capable TCP sender then has
the capability to determine exactly which packets are received and which are indeed
lost. SACK is applicable to all previous TCP variants and is able to retransmit all
known lost packets in the nertt if cwndpermits. An SACK-capable sender can
skip the SACKed packets during retransmission, unless a timeout occurs.

Commercial TCP implementations normally conform to one of these four vari-
ants, with a set of built-in congestion control algorithms varying from the origi-
nal Slow-Start to the most promising Selective Acknowledgment. No matter how
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these algorithms react, any packet losses, signaled by timeout ordtipkek are
assumed to be an indication of network congestion. Extensive reactions such as
Additive Increase and Multiplicative Decrease (AIMD) to regulatend and ex-
ponential backoff forto are taken to avoid congestion collapse. These algorithms
work reasonably well when the Internet is scaled from a closed research platform to
a global information infrastructure as far as the assumption on packet losses remains
valid in most situations. However, with the popularization of emerging link layer
technologies that have different characteristieg, Geostationary-Earth-Orbit or
Lower-Earth-Orbit satellites, varietal Digital Subscriber Lines and Cable Modems,
and Radio-Frequency or Infrared wireless links, the consistency and efficiency of
these algorithms deserve a revisit. Moreover, large bandwidth-delay product [8],
asymmetric [10], and unidirectional links also have impacts on TCP performance.

2.3 Timeout vs. Triple-dupack

Besides timeout and tripldupackbased loss detection schemes, Explicit Conges-
tion Notification (ECN) is recently proposed to notify TCP senders in a proactive
manner even before network congestion and packet losses actually occur. However,
ECN requires the support from Active Queue Management (AQM) capable routers,
which has not been widely deployed yet. More importantly, ECN alone is not a
fully reliable scheme since the notification can also get lost during severe conges-
tion. Therefore, tripledupackand timeout are still the second and final guards for
TCP senders to detect and recover packet losses.

lowndMS§) .
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Figure 2: Timeout v.s. Triplelupack

Here we consider a simplified scenario where only timeout or tdplgack
occurs. Suppose at timE whencwnd = W x MSS, a packet is lost. During
[T, T + rtt], this packet is retransmitted, anthnd is either throttled to one MSS

if triggered by timeout or t8*='S2 if by triple-dupack In both casesssthresh =

W=MSS " Subsequently;wnd evolves differently in these two cases. It takes approx-

imatelylog, % x rtt for cwnd to reachssthresh in the timeout case, wherwnd

is increased exponentially by a factor Dff the receiver returns aack for every
received packet. Then in the Congestion Avoidance phase it takes approximately

10r a factor of1.5 if delackis enabled at TCP receivers. Here we consider a fact@rtofgive the
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Wrtt for cwnd to reachiV « MSS, when another packet loss occurs. The number
of packets pumped into the network in the Slow Start phase is

2(1 — 2082 & w
2+2?+W+T%f¥:AL—Tjgil:Zijmzﬂvfz

in the Congestion Avoidance phase, the number is

22t 29237 8

WW WW1  3Ww?

Therefore, the average throughput for these two phases is

W — 2+ 3W2 \[ss
log, % + % rtt

Thtimeout =

For the tripledupackcase, it always takeavnd about@ to encounter an-
other packet loss, and the number of packets pumped into network during this period
is % Therefore, the average throughput for this case is

3W MSS

Thdupack = 4 it

To compareélhyimeout aNdThgypack, define

W —24 372 3 MSS
Thaitt = Thiimeout— Thaupack = (————— 52— — ——)——,
diff htlmeout dupack (|092W*1+% 4 ) rit
or |
=300 Wy — 2 MSS
Thair = W
log,W — 1+ 5 rtt
Since

whenW > 2 and

b

7*3:+2WW—2:0, W =2
=W w —2<0, W>2

we have Thmeout < Thaupacr WhenW > 2, which is the case for practical network-
ing scenarios. WhelW = 2, actually there is no difference between Slow Start and
Congestion Avoidance in terms ofond evolution.

This analysis confirms that tripléupackhas much less impact than timeout on
achievable throughput after a packet loss occurs. Also, tdpfgacktakes much
less time to detect packet losses than timeout, since the TCP timeout algorithm is
designed to be very conservative and many implementation choices such as coarse

timeout-based scheme a quicker recovery.
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timer granularity make it even more conservative. Ideally, if all packet losses were
detected and recovered by tripdepack the performance would be improved sub-
stantially. In practice TCP has to rely on both triglepackand timeout since some-
times there is nalupackor insufficientdupacls for the lost packet. The above
analysis gives the upper and lower throughput bounds. Section 3 reveals that TCP
suffers many unnecessary timeouts over wireless links. This recognition motivates
the proposal of a heuristic algorithm in Section 4, which eliminates some of the
unnecessary timeouts.

3 TCP Performance over Wireless Links

In this section, the performance of TCP variants over wireless links is studied by
software simulations. The simulation setup and the simulation parameters are de-
scribed in the next subsection.

3.1 Simulation Setup

A
MH data encapsulated
packet data packet
. acI.< dgtal ack ~MH
wired link  FA wireless
(b) link

Figure 3: Simulation Configuration

The simulation model is based on the IETF Mobile IP (MIP) approach [2]. In
Fig. 3(a), Mobile Host (MH) is a node which travels around the Internet and wants
to maintain its ongoing communications with Correspondent Host (CH). MH has
a home address$or identification purpose. When away from i®me network

MH is additionally assigned aare-of addressvhich reflects its current point of
attachment. Home Agent (HA) is a node in MH’s home network and is informed of
MH’s current location. HA then intercepts packets sent to MH’s home address and
tunnels them to MH’s care-of address. Foreign Agent (FA) is a node in MH's visited
network which assists the control and packet exchange between MH and HA.

a
bad state
PER=y
B 1-8

Figure 4: Wireless Links Model

1-a
good state
PER=x
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The wireless lossy link between FA and MH is approximated by a two-state
(namelygoodandbad states) generic model [14, 15] shown in Fig. 4. Each state
has an independent submodel of its error behav@ya function of air-link quality,
user mobility, and packet length. df and3 are thegood-to-badandbad-to-good
state transition probabilities, the steady residence probabilities for a link in the good
and bad state arg_% and 377 . Letx andy be the Packet Error Rates (PER) in the

good and bad states. Then-= Ifi%qé”‘ is theoverall average error rate

Two types of applications are considered in the simulation. One is an FTP-
like bulk data transfer that is conveyed by TCP. The other one is UDP-transported
Constant Bit Rate (CBR) voice stream that has neither error nor flow control in the
transport layer. As shown in Fig. 3(b), both data flows are unidirectional from CH
to MH. The available bandwidth and propagation delay for wired links among any
two nodes of CH, HA and FA are M bps and 5ms, and those for wireless links
between FA and MH are 12R bps and 25ms. Although wireless links can have
extra radio control protocols, only the characteristics observed by upper layers are
of interest here.

According to the BSD reference implementation, the timer granularity is set
about 500ms for TCP senders in thes2simulator [16] to samplett and calculate
rto, and is about 20@hs for TCP receivers omack delaying. TCP MSS and UDP
payload are both 518ytes, and TCPrwnd is about 8K bytes, which is assigned
on purpose in the simulation to avoid any network congestion. The TCP and UDP
sourceandsinkagents ims2have been modified accordingly with additional vari-
ables. and their values are captured after the simulation for offline analysis. FTP
source is persistentg,, it always has new data to send, and only keeps idle if it is
limited by the TCP flow and congestion regulation. The PCM coded voice stream
is also persistent at a constant data rate of®4s.

3.2 Observed End-to-End Performance

The observed end-to-end TCP performance over wireless lossy links, in terms of
throughput degradation, is presented in the following. The simulation duration is

100 seconds, and different initial randomization seeds are used to eliminate the

simulation dynamics and the system warming-up effects.

3.2.1 Packet Loss vs. Throughout Degradation

Fig. 5 illustrates the throughput degradation of FTP and CBR applications as a
function of the overall packet loss rateover wireless links. In this simulation,

a = [ = 0.3 for the state locality, and ranges from0.01 to 0.13 in a step of

0.005 while z is always0.01. Due to the combined TCP error and congestion con-
trol, the throughput of FTP traffic, no matter transported by which TCP variants,
degrades dramatically in a negative-exponential manner, even when there are only
few packet losses. TCP has to wait for a triplgpsackor timeout to detect packet
losses, which causes the persistent sender to enter an idle state temporarily. While
retransmitting the lost packet, TCP also shriaksd which decreases the amount
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of in-flight packets. Both sender being idle and the shrinking ofctivad reduce

the achievable application throughput. In contrast, the throughput degradation for
the UDP-transported CBR is proportional2ZoMoreover, TCP may easily lose the
desiredack self-clockingespecially with the defaulielack Figure 5 shows that
withoutdelack(ND), TCP can better maintaigick self-clockingaind get a relatively
higher throughput.

3.2.2 Clustered vs. Random Error
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Figure 6: Clustered vs. Random Error - Tahoe
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The simulation further indicates that the stronger a lossy link exhibits clustered error
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behaviors, the more degradation TCP suffers. The results shown in Fig. 6 pertain to
the cases where = y = 0.03 for a randomized error link and = 0 andy = 0.06

for a clustered error linki.e,, z = 0.03 in both cases. The number of received
FTP packets over the randomized error link 443 when the simulation ends, and

that over the clustered link is onl\262, or about12.5% less. The results in Fig. 6
show that TCP performs poorly in a clustered error environment. This phenomenon
reveals that the TCP congestion algorithms are designed and optimized to combat
randomized losses due to network congestion, and these algorithms might misbe-
have when the packet losses are in burst due to transmission errors over wireless
links.

3.3 Explored Endpoint Behaviors

The TCP performance degradation observed above is explained by some unexpected
TCP endpoint behaviors discussed below.

3.3.1 Multi-Loss in One Window

s
a3 a5 ar7 a9 8.1 83 85 87 89 91 93

Simulation Time (sec)
(b) Reno

Figure 7: Multiple Packet Losses

When lossy links exhibit clustered error behaviors, it is quite common that more
than one packet can get lost in the sasmend e.g, packets#613 and #614 in

Fig. 7(b) and packet$935 and#936 in Fig. 7(a) withx = 0.01 andy = 0.09.

Both Tahoe and Reno are triggered by a triglgsackto fast-retransmit the first
unacknowledged packet. However, there are usually insuffidigpécls to trigger
further recoveries for other lost packets. After this Fast Retransmit, Reno halves
its cwndwith cwndinflating by sending packe619, and normally has to wait for

a timeout to recover the second lost packet in the sanwred On the other hand,
Tahoe re-initializes itewndand follows Slow-Start immediately after the first Fast
Retransmit. If multiple packet losses are consecutive, Tahoe usually outperforms
Reno in error recovery. Therefore, in the following discussions, Tahoe is chosen
as a representative TCP variant since it is more robust than Reno over wireless
links. NewReno and SACK are designed to recover multiple losses isvong and

Fig. 5 does show that in most cases SACK outperforms NewReno since it has the
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capability to recover multiple packet losses in ottebut both SACK and NewReno
are challenged by the next unexpected behavior.

3.3.2 Tiny Congestion Window
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Figure 8: Tiny Congestion Window

Since congestion regulations are frequently enforced when TCP flows over lossy
links, cwndremains very small over relatively long intervals. As shown in Fig. 8
wherez = 0.01 andy = 0.09, cwndis about two MSS around the runtin&.6sec

and two full-sized packets are pumped into the network. The second one goes
through successfully, while the first one is lost. In this situation, Fast Retransmit
fates to fail since it is impossible for a triptitapackto return. However, the sender
should well anticipate that the first packet is lost. Most BSD-derived TCP imple-
mentations require at least thrdepacls to trigger Fast Retransmit and Recovery
procedures, as what happened around the ruritimi@sec. This requirement elim-
inates the side effect of packet reordering which also cadepack However,

Fig. 8 indicates that in some situations this constraint is actually undesirable.

3.3.3 Resent Packet Loss

The third serious problem is that the resent packet may get lost again when TCP
flows through lossy links that exhibit very clustered error behaviors. In this case,
TCP has to recover lost packets by the exponential back-off timeouts. In Fig. 9
wherexz = 0.01 andy = 0.15, packet#618 is resent three times, triggered by
consecutive timeouts and interleaved exponentially) Btec, 1.4sec and2.8sec.

Neither standard nor experimental TCP has the capability to detect and identify the
loss of resent packets. Once it occurs, the sender remains unnecessarily idle for a
comparatively long timee.g, a total of4.9sec in Fig. 9. AIMD-basedcwndreg-

ulation and exponential timer backoff are designed to combat severe and persistent
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Figure 9: Resent Packet Loss

network congestion, and are too conservative for wireless lossy links.

4 Proposal for an Enhanced TCP Sender

In this section, the sources that trigger the end-to-end TCP retransmisis&gns,
timeout and tripledupack are first quantitatively decomposed. An algorithm that
enhances the TCP robustness and avoids some unnecessary timeouts is then pro-
posed and evaluated in many detailed aspects.

4.1 TCP Retransmission Decomposition

Fig. 10 show the effect of decomposing the sources that trigger the end-to-end TCP
retransmissionsx-dupackrepresents how margupacls have been received when
a timeout occursfailed-dupackmeans when a timeout occurs TCP has already re-
ceivedx dupaclk and there are a total »f1 packets outstandingucceededupack
denotes a Fast Retransmit event triggered by a tdpjgack When the overall error
rate is less than 3.5%, packet losses are more likely detected and recovered by triple-
dupack When the error rate goes higher, timeout becomes the dominant event for
retransmission, which is less efficient than tripi@eackaccording to the analysis
in Section 2.3. Meanwhile, the numberfafled-dupackincreases rapidly. This fact
suggests that there is a large number of timeouts that can actually be avoided, so
that the TCP performance can be improved considerably.

A tiny cwndis not the only cause that prevents the efficient trigilgackfrom
being effective. TCP senders might also be kept unnecessarily idle if a receiver
only advertises &ery small windowor the connection isession-limitegi.e., the
application does not always have sufficient data to fully utilize the available sender
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Figure 10: TCP Retransmission Decomposition

window. An enhanced TCP sender is proposed in the following to deal with all
these situations and to improve the TCP performance.

4.2 Segment-in-Flight Estimation Algorithm

If a TCP sender has accumulated a certain numbelupficls and has the confi-
dence that the next unacknowledged packet is lost, it can invoke Fast Retransmit
immediately. The number afupacls should be accumulated is a function of the
number of currently unacknowledged packets througlSesgment-In-Flight Esti-
mation &ifes) algorithm proposed in this paper.

A new variablesifest, which is an estimation of TCP sender on the amount of
in-flight segments and is zero initially, is proposed to be added at the sender for
every active TCP session. When a new data packet is siéadt is increased by
one. When the TCP sender getsi@wack sifest is decreased by the number of
acknowledged segments, but it is always kept non-negative. If a timeout occurs or
the sender has been idle for more than dhesifest is zero again since the sender
is going to re-probe the network. If the sender retransmits a packet triggered by
schemes other than a timeosifest remains the same, since it is assumed that the
previous copy of this packet has already left the network. Since there is no need to
modify TCP receivers or intermediate systems difilestenhanced TCP sender can
be deployed incrementally and interact with ordinary TCP receivers compatibly.

When a TCP sender already hagfest- — 1) dupacls, or the number ofiu-
packs has exceeded the fixed threshold, and if the most unacknowledged packet has
not been resent in the lasgt, this packet is resent immediately according to Fast
Retransmit. More new data packets can be pumped into the network, if allowed
by cwndor the cwnd inflatingalgorithm, to trigger morecks to help TCP end-
points regairack self-clocking Integrating thesifestalgorithm with ordinary TCP
variants is quite straightforward and conflict-free. The enhanced TCP sender might
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have less tolerance on re-ordered packets, and the estimation error may accumulate
for a while. However, whesifestis effective, since there are only a few in-flight
segments and the estimation is re-initialized periodically, the probabilitypéck
occurrence due to packet recording is negligible according to our performance study.
Integration with Large Initial Window (LIW) [9] is expected to further enhance
sifests capability to avoid unnecessary idle periods at TCP senders. When a TCP
sender performs Slow-Start after a timeout or Fast Retransmit, let TCP probe the
available data pipe with a two-segment init@ind If only the first packet gets
lost, sifesthas the capability to fast-retransmit the lost packet without waiting for a
timeout. If only the second packet gets lost, the TCP sender can pump more packets
into the network once thackof the first one returns, and still has a chance to recover
the lost packet without a timeout. When both packets are lost, the TCP sender has to
wait for a timeout. This is the same situation when TCP probes with a one-segment
initial cwndand the packet gets lost. However, the chance for both packets getting
lost in the enhanced scheme is much smaller.

4.3 Performance Evaluation

The performance of thsifestenhanced TCP is evaluated and compared with ordi-
nary TCP variants.

4.3.1 Performance with SIF

The TCP modules ins2are modified accordingly to incorporate the proposiéest
algorithm, and the LIW option. These add-on modules are switchable for any in-
stanced TCP agents through fhéL script, and can be changed dynamically during
the simulation.
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Figure 11: End-to-End Performance Comparisons

As shown in Fig. 11(a) where = 0.01 andy = 0.15, thesifestalgorithm im-
proves the TCP performance in terms of a higher throughput and lower idle periods.
When the simulation ends, the number of acknowledged packgs ifor Tahoe,
and1111 for the sifestenhanced Tahoe, which 19.2% higher. Theack curve of
Tahoe has many flat segmenésg, during the runtimes 37 to 42:c and 64 to 69
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sec), which indicate that during these periods the TCP sender is kept idle to wait
for timeouts. If the link quality is not too bad, tisfestenhanced Tahoe can suc-
cessfully avoid most noticeable sender timeouts, keepinghne comparatively

large, and consequently yielding a higher throughput. Integrating with LIW, the
sifestenhanced Tahoe performs even better. The number of acknowledged packets
for the hybrid SIF/LIW Tahoe i§245, which is33.6% higher than the plain Tahoe
and12.1% higher than the Tahoe enhanced with $iifestalgorithm alone.

The performance gains due to thdestalgorithm for other TCP variants are
quite similar. For example, when= 0.01 andy = 0.15, 1059 or 831 packets are
received for Reno with or without thafestalgorithm, respectively. Furthermore,
sifestalso improves the TCP performance over randomized lossy links. \When
y = 0.08, 1116 or 970 packets are received when the simulation ends for NewReno
with or without thesifestalgorithm, respectively.

Fig. 11(b) gives the throughput comparison as a functiorr,ond has the
same simulation settings as Fig. 5. When the error rate is comparativelglgw (

z < 0.03), the difference between Tahoe and $ifestenhanced Tahoe is quite triv-

ial, since it is still in the region that the original algorithms function properly. When

z > 0.07, the enhancement due to thigestalgorithm becomes quite obvious, since
many timeouts and unnecessary idle periods are avoided, as depicted in Fig. 12(a)
when comparing to Fig. 10. Even when thsidestenhanced Tahoe receives more
packets, it has fewer timeouts. Fig. 12(b) gives a better comparison by normalizing
the number of timeout and Fast Retransmit events every 1000 acknowledged pack-
ets. It is obvious that about an half of the timeouts have been replaced by the more
efficient Fast Retransmit with thefestalgorithm. This explains the performance
improvement observed in Fig. 11.

es During Simulations
ences Every 1000 Acked Packets

Averaged Packet Error Rate
(b)

Figure 12: Retransmission Decomposition Comparison

4.3.2 Fairness with Ordinary TCP

The performance gain due to te#estalgorithm is further demonstrated from the
margin that the ordinary TCP has wasted, not from the fair portion that other ordi-
nary TCP sessions should share. To illustrate this, simulation parameters are slightly
modified. Now the bandwidth for wireless links is increased to K3s, and an
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additional FTP session conveyed by the ordinary TCP from CH to MH is intro-
duced. Increasing the available bandwidth for wireless links is to ensure that these
TCP connections are still congestion-free, with other parameters remain the same.
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Figure 13: Fairness Validation

First, two FTP sessions conveyed by Tahoe A and Tahoe B, both are ordinary
TCP, are simulated. Due to the phase effect between any two competing TCP con-
nections, Fig. 13 shows that there is a slight performance difference between Tahoe
A and Tahoe B, but the difference is almost independent dfhen the same sim-
ulation is repeated with an ordinary Tahoe (A) andifestenhanced Tahoe (B).

Fig. 13 illustrates theifestenhanced Tahoe A outperforms the ordinary Tahoe B
significantly when: goes higher. However, the ordinary Tahoe B that is competing
with the sifestenhanced Tahoe A has almost the same performance as that when it
runs with an ordinary Tahoe. This fact confirms that $ifestalgorithm does not

take any fair shares that other competing TCP connections should have, which is the
design objective of this algorithm. Similar simulation evaluations indicate that the
sifestenhanced Reno, NewReno and SACK also have the fairness and compatibility
properties with ordinary TCP variants.

5 Related Work

After the discovery of the TCP performance degradation over wireless and other
lossy links [6, 11], there are many empirical measurement studies in the literature
that confirmed similar observations with different network settings [4, 5]. In con-

trast, besides the investigation of TCP performance over Mobile IP for end-to-end
TCP connections in hybrid wireless/wired networks, this paper further features an
in-depth exploration of internal TCP end-point behaviors that are responsible for
the performance degradation. This approach allows us to exactly identify the prob-
lems and then develop sifestalgorithm that improves the TCP robustness when
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the number of in-flight segments is small. Moreover, the performance improvement
also applies when the receiver only has small buteg,(a PDA) or the application
is session limitedd.g, multi-request-reply transactions).

Many brand new schemes in different protocol layers have been proposed in the
literature to improve the TCP performance in these challenged networks (refer to [4,
3, 5] and the references therein for more discussions and comparisons). However,
due to the compatibility and interoperability issues, most new schemes failed to be
developed and deployed in an incremental manner over the Internet, since they need
to introduce dramatic changes at intermediate systems or receivers. The approach
adopted in this paper takes advantage of the existing TCP variants and only adds
a new variable per connection at the TCP sender. For most Internet applications,
the centralized servers are the TCP sender for bulk data transfer. This fact enables
us only to upgrade the TCP implementation in these servers, which are much less
in magnitude than individual clients, to improve the performance perceived by all
wireless and mobile users. Also the competition among service providers can speed
up this server-based deployment incrementally.

Recently, Limited Transmit was proposed by Allmainal. [17] to allow TCP
senders to keep probing the network with new packets that have not been transmit-
ted yet when receivindupacls. This scheme can somehow alleviate the occurrence
of timeout by triggering moreupacls to reach the fixed threshold of 3. However,
this scheme still suffers when the receiver window is small or the application is
session limited. More importantly, without an estimation of in-flight segments, the
TCP sender still does not have the capability to retransmit the lost packets in a
timely manner. Given the fact that TCP (except for TCP SACK) is an accumula-
tively acknowledged protocol, the armed timer for old packets inevitably runs the
risk of unnecessary timeout when waiting for the exttgacls triggered by new
data packets. In contrast to the reactive approach employed by Limited Transmit
which mandates additional control delay, sifestalgorithm always keeps a proac-
tive and up-to-date estimation of in-flight segments and retransmits the lost packet
immediately when it has accumulated enough confidence.

6 Conclusions

This paper presents an analysis and evaluation of the end-to-end TCP performance
and the responsible endpoint behaviors over wireless links. An enhanced TCP
sender with the Segment-in-Flight Estimation algorithm is proposed to improve the
TCP performance over wireless links, in terms of higher application throughput and
less sender idle time. It is demonstrated that, by trading off the deficient timeout by
the much more efficiendupackon loss detection and recovery, TCP performance
over wireless links can be improved considerably, while the fairness, compatibility
and scalability with ordinary TCP are still well maintained.
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