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ABSTRACT

Vehicular ad hoc networks are emerging as an
effective technology for providing a wide range
of safety applications to by-vehicle passengers.
Ensuring secure operation is one of the prerequi-
sites for deploying reliable VANETs. In this arti-
cle we argue that public key infrastructure is the
most viable mechanism for securing VANETS as
it can meet most VANET security requirements.
However, PKI cannot provide certain security
requirements such as location privacy, efficient
authentication, and distributed and fair revoca-
tion. To complement the security services provid-
ed by PKI, we introduce complementary security
mechanisms that can meet the aforementioned
security requirements. Since denial of service
attacks have severe consequences on network
availability, which is one of the VANET security
requirements, we propose a mechanism for miti-
gating the effect of DoS attacks in VANETS.
Simulation results show that the complementary
mechanisms together with PKI can efficiently
secure VANETS.

INTRODUCTION

Due to the foreseen impact of the vehicular ad
hoc network (VANET) offering a variety of safe-
ty applications, extensive attention in industry
and academia has been directed toward bringing
VANETS: into real life and standardizing net-
work operation. As a result, IEEE developed the
IEEE 1609 Wireless Access in Vehicular Envi-
ronments (WAVE) standard for VANETs.
Moreover, the American Society for Testing and
Materials (ASTM) and IEEE have developed
dedicated short-range communication (DSRC)
as the basic vehicular communications technolo-
gy, where DSRC has bandwidth of 75 MHz at
5.9 GHz frequency. Figure 1 shows the basic
VANET network model, which mainly consists
of vehicles or onboard units (OBUs), fixed infra-
structure roadside units (RSUs) sparsely dis-
tributed all over the network, and a trusted
authority (TA), which is responsible for provid-
ing security materials (certificates, keys, etc.) to

all the entities in the network. Vehicle-to-vehicle
(V2V) and vehicle-to-infrastructure (V2I) com-
munications are two basic vehicular communica-
tion modes, which allow vehicles to communicate
with each other or with RSUs, respectively.

In VANET safety-related applications, drivers
may take life-critical actions based on messages
received from other vehicles. However, any mali-
cious behavior of a user, such as injecting false
information, or modifying and replaying the dis-
seminated messages, could be fatal to other
users. In addition, users are very conservative
about their privacy-related information. For
example, users will not accept having their driv-
ing routes unconditionally accessed by the public.
Therefore, security and privacy preservation are
among the critical challenges in the deployment
of VANETS. To satisfy the security and privacy
requirements, it is prerequisite to elaborately
design a suite of mechanisms to achieve security
and privacy preservation for practical VANETS.

In this article we first identify the require-
ments to secure VANETS, and argue that public
key infrastructure (PKI) is the most viable solu-
tion to secure VANETSs. We also point out some
limitations of PKI in securing VANETs. We
then introduce a set of mechanisms to mitigate
the limitations of PKI. Since denial of service
(DoS) attacks have severe consequences on net-
work availability, which is one of the VANET
security requirements, we propose a novel
mechanism that can mitigate the effect of this
type of attacks.

SECURING VANETS

In order to secure VANETS, the following secu-

rity requirements should be met [1]:

* Authentication: Entity authentication is
required to ensure that the communicating
entities are legitimate. In addition, data
authentication is also a concern to ensure that
the contents of the received data is neither
altered nor replayed.

* Non-repudiation: Non-repudiation is necessary
to prevent legitimate users from denying the
transmission or contents of their messages.
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Figure 1. Basic VANET network model.

* Privacy: Preserving users’ privacy is mainly
related to preventing disclosure of their real
identities and location information.

e Access control: Access control is necessary to
define the operations that each entity in the
network can perform. In addition, any misbe-
having entity should be revoked from the net-
work to protect the safety of other legitimate
entities in the network. Moreover, any actions
taken by that misbehaving entity should be
repealed.

e Availability: Users may be frustrated if
VANET services become temporarily unavail-
able due to attacks such as DoS attacks.

In this section, we argue that PKI is the most

viable mechanism for securing VANETS as it

can meet most VANET security requirements.

In addition, we identify some limitations of PKI.

EMPLOYING PKI T0 SECURE VANETS

The security requirements of data authentica-
tion and non-repudiation can be achieved by
employing digital signatures. Implementing
digital signatures can be achieved via asymmet-
ric cryptography where each entity has a pub-
lic/private key pair. Any entity can use its
unique private key to generate a unique digital
signature for an outgoing message. When a
signed message is received, the recipient uses
the sender’s public key to verify the digital sig-
nature of the sender of the message. Successful
digital signature verification implies that the
content of the message is not altered, and only

the sender can generate this message (i.e.,
achieving data authentication and non-repudia-
tion). For entity authentication, the public key
of each entity must be authentic to all the enti-
ties in the network. Therefore, securing
VANETS requires PKI, where a TA generates
an authentic certificate for each entity in the
network binding the entity’s public key to its
identity.

Access control can be achieved by defining
the permitted actions for each entity in the
attributes of its certificate. Furthermore, revoca-
tion can be achieved by employing certificate
revocation lists (CRLs), which contain the cer-
tificate identities of misbehaving nodes. Before
verifying any received message, each node checks
whether or not the sender is included in the up-
to-date CRL.

Intuitively, complete privacy preservation
can achieve users’ privacy. However, it is a dou-
ble-edged sword and shown to be unsuitable for
VANETS, since an attacker could abuse it to
cover malicious behaviors. Therefore, condi-
tional privacy preservation is of vital impor-
tance to secure vehicular communications,
which can be achieved by employing anony-
mous certificates. Since anonymous certificates
do not contain any information about the real
identity of the certificate holder, vehicles can
authenticate each other while preserving their
privacy, and only the TA has the ability to iden-
tify the real identity of a vehicle from its anony-
mous certificate.

Intuitively, complete
privacy preservation
can achieve users’
privacy. However,

it is 0 double-edged
sword and shown to
be unsuitable for
VANET, since an
atfacker could abuse
it to evade the
malicious behaviors.
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There is a necessity
for mechanisms that
can accelerate the
authentication in PKI
fo ensure relible
VANETs. Therefore,
besides PKI,
additional security
mechanisms
providing location
privacy, distributed
and fair revocation,
and efficient
authentication are
required fo efficiently
secure VANETs.

1 An outsider attacker is
one who does not possess
any authentic security cre-
dentials (e.g., certificates,
keys).

LimiTaTioNS of PKI

PKI has some limitations in securing VANETS.

Privacy — Although anonymous certificates in
PKI can guarantee identity privacy, they cannot
support location privacy. If a vehicle changes its
certificate between two observation points con-
trolled by an attacker while moving in the same
lane and with the same speed on the road, an
attacker can correlate the certificates used by
that vehicle and hence track the vehicle. In addi-
tion, the anonymity set is defined as the set of
vehicles changing their anonymous certificates
between two observation points launched by an
attacker. If the anonymity set size of a vehicle
changing its certificate is one, an attacker is
capable of tracking it. Accordingly, a mechanism
for ensuring location privacy is needed to over-
come this PKI limitation.

Revocation — To revoke a vehicle in PKI, a CRL
has to be issued by the TA (i.e., centralized
revocation) and broadcast by the infrastructure
RSUs. The network scale of VANETS is expect-
ed to be very large. Hence, the distribution of
CRLs is prone to long delays. In addition, dur-
ing the early deployment of VANETsS, it is
expected that RSUs will be sporadically dis-
tributed in the network. In practice, revocation
of misbehaving vehicles should take place as fast
as possible to prevent these vehicles from jeop-
ardizing the safety of other vehicles.

Fair revocation is also a concern to avoid
revoking innocent vehicles. For example, if vehi-
cle A broadcasts disputed message M due to an
unintentional misoperation, and other vehicles
immediately report M to the TA, vehicle A will
be revoked by the TA. Obviously, this is unfair
to vehicle A. Therefore, revocation policies in
VANETSs should be further explored from
coarse-grained to fine-grained.

Efficient Authentication — According to DSRC, each
vehicle has to broadcast a message, which
includes its current position, speed, and other
telematic information, every 300 ms. In such a
scenario each vehicle may receive a large num-
ber of signed messages every 300 ms. The ability
for each vehicle to check CRL for a large num-
ber of certificates and verify the senders’ signa-
tures on the received messages in a timely
manner forms an inevitable challenge to
VANETS, especially in the context of PKI where
these processes may take a long time. Hence,
there is a necessity for mechanisms that can
accelerate the authentication in PKI to ensure
reliable VANETS.

Therefore, besides PKI, additional security
mechanisms providing location privacy, distribut-
ed and fair revocation, and efficient authentica-
tion are required to efficiently secure VANETS.

ComPLEMENTING PKI 10
EFFICIENTLY SECURE VANETS

In this section we present a set of mechanisms
complementing the security services offered by
PKI for VANETS:.

COMPLEMENTING PRIVACY

We address the problem of location privacy in
order to complement the privacy provided by
PKI.

Location Privacy — Several works in the literature
has addressed the problem of location privacy in
VANETs. Sampigethaya et al. [2] proposed to
use random silent periods where each vehicle
opts to remain silent for a random period to
protect its location privacy. This method is suit-
able for VANET applications excluding safety
applications, as safety applications require vehi-
cles to periodically transmit safety messages.
Freudiger et al. [3] used Cryptographic MIX-
zones (CMIX) to provide location privacy. In
CMIX an RSU at a selected road intersection
establishes a group key with the vehicles enter-
ing the intersection. The group key shared
between all the vehicles in the intersection is
used to encrypt all the communications in that
intersection to create a CMIX. In addition, all
the vehicles in the CMIX are forced to change
their certificates. As a result of the forced certifi-
cate change and random direction change of
each vehicle at road intersections, an attacker on
the roadside cannot link a certificate to a partic-
ular vehicle, hence providing location privacy.
We have proposed achieving location privacy
by using random encryption periods (REPs) [4],
where a vehicle changing its certificate sur-
rounds itself with an encrypted communication
zone using group communications until it
ensures that all the conditions to be tracked are
violated. Only unrevoked vehicles in this zone
can decrypt the communication using the shared
group key. In this way an outsider attacker! will
not be able to capture the messages broadcast by
the vehicles as the outsider attacker does not
have the group key. The encrypted communica-
tions zone continues until sufficient ambiguity
about which vehicle changed its certificate is cre-
ated to confuse the attacker. To evaluate REP,
we simulate a Manhattan mobility model using
Matlab, where vehicles arrive according to a
Poisson process at a rate of 50 vehicles/s. In the
simulation each street consists of four lanes (two
in each direction). Figure 2 shows a comparison
of the ratio between the anonymity sets of differ-
ent sizes and the total number of anonymity sets
for the case without and with REP, and with
CMIX. It should be noted that as the size of the
anonymity set increases, the probability of track-
ing a vehicle decreases. It can be seen that with-
out using REP, the anonymity sets of size one
are 100 percent of the total anonymity sets. Also
for CMIX, only 18.18 percent of the total
anonymity sets achieves set size greater than
one, while 81.82 percent of the anonymity sets
still have size one at the end of the simulation.

COMPLEMENTING REVOCATION

We study distributed and fair revocation in
order to complement the revocation provided by
PKI.

Distributed Revocation — Raya et al. [5] addressed
the problem of local revocation where they pro-
posed an eviction technique consisting of the fol-
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lowing components: localized misbehavior detec-
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misbehaving vehicle to locally quarantine the
misbehaving vehicle until a centralized revoca-
tion decision is issued by the TA. In addition,
Raya et al. employed game theory to model the
local revocation of an accused vehicle as a game
between the neighboring vehicles of the accused
vehicle [6]. Moreover, they developed a local
revocation game for VANETS considering the
high mobility of the vehicles.

We have proposed an efficient decentralized
revocation (EDR) protocol for VANETS, which
enables a group of neighboring vehicles to com-
pletely revoke a nearby misbehaving vehicle [7].
The EDR protocol is based on a secret sharing
scheme, where a master secret key is divided
mathematically into a number of shadows (or
simply parts), and the shadows are probabilisti-
cally distributed to all the vehicles. When a vehi-
cle misbehaves, one of its neighboring vehicles
acts as a revocation coordinator and sends a
revocation of the misbehaving vehicle request to
the neighboring vehicles. Each vehicle of the
neighboring vehicles uses its shadow to calculate
a revocation share and forwards it to the revoca-
tion coordinator. The revocation shares are cal-
culated in such a way that it is infeasible to
recover the shadows used in calculating the revo-
cation shares. Then the revocation coordinator
combines all the shares to generate a revocation
message to completely remove the misbehaving
vehicle from the network. EDR is independent
of the RSUs and the TA, which makes it suit-
able for the early deployment phase of VANETsS,
where a non-uniform RSU distribution is expect-
ed. Also, EDR distributes the revocation load to
all the vehicles, thus avoiding overwhelming the
TA. Moreover, it achieves fast revocation of mis-
behaving vehicles, thus decreasing the time win-
dow in which a misbehaving vehicle can
broadcast malicious messages. EDR can be used
as a standalone revocation protocol or integrat-
ed with the CRL technique to compensate for
the absence of RSUs in some areas.

We conduct Network Simulator-2 (NS-2) sim-
ulation for revocation scenarios, using EDR and
the centralized revocation employing CRL, trig-
gered by a vehicle at three different locations:
locationl, location2, and location3 correspond-
ing to initial distances of 2.7 km, 4.7 km, and
10.3 km, respectively, from the TA at the begin-
ning of the simulation. The revocation process is
triggered every 10 s during the simulation, and
the corresponding revocation delay is measured.
Figure 3 shows the conventional CRL revocation
delay Tcg; and the EDR revocation delay Tgpr
in milliseconds vs. the simulation time. The CRL
revocation delay T¢cg,, is the delay between send-
ing a revocation request to the TA from one of
the neighboring vehicles of a misbehaving vehi-
cle until the new CRL is broadcast in the geo-
graphic area containing the misbehaving vehicle.
The EDR revocation delay Tgpg is the delay
from the moment the revocation coordinator
issues a revocation request until the revocation
message of the misbehaving vehicle is broadcast
in the geographic area containing the misbehav-
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Figure 2. The impact of REP on the anonymity set size for the Manhattan

mobility model.

ing vehicle. It can be seen from Fig. 3 that Tgpr
is almost the same for the three locations, and is
confined within the range of 21-35 ms. This is
due to the fact that the proposed protocol is
independent of the TA. On the other hand, it
can be seen that T¢g; increases with distance
from the TA. Consequently, the delay saving of
the proposed EDR protocol compared to con-
ventional CRL revocation increases with dis-
tance from the TA. It should be noted that Tgpr
and T¢g;, correspond to the vulnerability window
a misbehaving vehicle has until it is revoked for
EDR and CRL, respectively. During the vulner-
ability window, the misbehaving vehicle can still
jeopardize the safety of neighboring vehicles. It
can be seen that EDR has a smaller vulnerability
window than the CRL technique, which increas-
es the safety level in VANETs.

Fine-Grained Revocation Policy in VANETs — We have
proposed an efficient privacy-preserving commu-
nication scheme with blacklists, named PPCB, for
vehicular communications [8]. Briefly stated, in
PPCB each vehicle maintains a blacklist which
records all identifiers of other vehicles that are
temporarily locally blocked by the vehicle. Here,
the identifier does not refer to the real identity;
instead, it is one kind of local link information.
The vehicle can use it to check whether another
vehicle could contact it within a time period. At
the same time, the local blacklist cannot be
shared with other vehicles, so unlinkability can
still be provided, which is fair to another vehicle
B if B only does one misoperation occasionally.
In order to identify the real malicious vehicles,
the TA will periodically collect blacklists from all
vehicles. From these blacklists, the TA can reveal
the real identities of these suspicious vehicles. If
the same real identity appears in the blacklists
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more than a threshold, the TA will revoke the
vehicle; otherwise, the vehicle’s behavior is recog-
nized as malfunctioning, not malicious.

COMPLEMENTING AUTHENTICATION EFFICIENCY

In order to complement the authentication capa-
bilities provided by PKI, we introduce mecha-
nisms to accelerate the main processes of the
authentication, which are the revocation status
check and signatures verification processes,
respectively.

Accelerating the Revocation Status Check Process — In
a certificate-based authentication system such as
PKI, the authentication of a received message is
performed by checking that the sender’s certifi-
cate is not included in the current CRL and veri-
fying the sender’s signature. Since the number of
vehicles in VANETSs is in millions, and each
vehicle possesses a number of certificates to pro-
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tect its identity privacy, the size of the CRL
maybe very large, which could result in long
delays to check the revocation status of a sender.

We have proposed the Message Authentica-
tion Acceleration (MAAC) protocol for VANETS
[9], which replaces the time-consuming CRL
checking process by an efficient revocation check
process. The revocation check process uses a fast
keyed hash message authentication code
(HMAC), which deterministically generates a
fixed size unique output for an arbitrary block of
data using some secret key. HMAC is easy and
efficient to calculate but computationally infeasi-
ble to invert. In MAAC, the key used in calculat-
ing the HMAC is a group key shared only
between unrevoked vehicles. When a vehicle
broadcasts a message, it appends to the message
an HMAC, calculated using the shared group key,
as proof that it has not been previously revoked.
The recipient vehicle calculates its own HMAC
on the received messages using its group key and
compares the received HMAC with the calculated
one. If a match occurs, the sender is not previous-
ly revoked since the secret key is shared only
between unrevoked vehicles and vice versa. Thus,
MAAC can avoid the need to check the CRL,
hence alleviating the effect of the long delay to
check the revocation status of senders. Through
simulations, it is demonstrated that MAAC can
accelerate the message authentication.

A direct impact of improving the authentica-
tion efficiency in MAAC is improving the mes-
sage loss ratio is incurred due to the
authentication computation overhead. To evalu-
ate the improvement in message loss ratio, we
conduct simulations using NS-2 for a city street
scenario. The simulation area is 7.4 km x 7.4 km,
and the maximum speed of the vehicles is 60
km/h. We are interested in the average message
loss ratio, which is defined as the average ratio
between the number of messages dropped every
300 ms, due to the message authentication delay,
and the total number of messages received every
300 ms by a vehicle. Figure 4 shows the average
message loss ratio vs. average number of vehicles
within the communication range of each vehicle
for message authentication employing CRL lin-
ear check, CRL binary check, and MAAC,
respectively, for a CRL containing 20,000 certifi-
cates. It can be seen that the message loss ratio
increases with the number of vehicles within
communication range for all the schemes under
consideration. Also, message authentication
employing MAAC significantly decreases the
message loss ratio compared to that employing
either the linear or binary CRL revocation status
check. The reason for the superiority of MAAC
is that it incurs the minimum revocation status
check delay compared to the linear and binary
CRL revocation check processes.

Accelerating the Signature Verification Process — To
accelerate the signature verification process in
VANETSs, we have developed an efficient
online/offline signature scheme[10]. The online/
offline signature can divide the signature genera-
tion procedure in two phases. The first phase is
executed offline (which is irrelevant to the mes-
sage to be signed), and the second phase is per-
formed online (after the message to be signed is
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given). Since the online/offline signature casts
costly computations executed in the offline phase,
the online phase is typically very fast. However,
the signature verification in existing online/offline
signature schemes is comparatively slow. For
example, the typical online/offline RSA signature
requires an additional modular exponentiation
operation g”" mod n in the verification phase.
Different from these previously reported
schemes, our online/offline Rabin signature is
efficient in both signing and verification phases
(i.e., the online phase only requires four modular
multiplications [Mu] and one modular square
[Sq], and the verification algorithm also only
requires 6Mu + 3Sq. Therefore, it can accelerate
the authentication process in VANETS.

Table 1 presents the measured running time
for 1024-bit RSA signature, the online/offline
RSA signature, and the online/offline Rabin
schemes [10], which are tested on an Intel Pen-
tium III 1.4 GHz machine. From the table, we
can see the fast verification of the online/offline
Rabin scheme makes it more suitable for the
efficient authentication required in VANETS.

MITIGATING THE EFFECT OF DOS ATTACKS

An outsider attacker can launch a DoS attack by
continuously broadcasting invalid signatures to
exhaust other legitimate vehicles and prevent
them from processing other messages received
from legitimate users. The effect of this kind of
attack is devastating to the network, and it may
completely hinder the vehicular communication.

In this section we propose a mechanism for
mitigating the effect of this kind of DoS attacks
as follows.

THE PROPOSED MECHANISM

In order to mitigate the effect of the aforemen-
tioned type of DoS attacks, we propose that
each vehicle keeps tracking of all the invalid sig-
natures received in period AT. Then each vehicle
calculates the invalid signature ratio as the ratio
between the number of invalid signatures in AT
and the total number of received messages in
AT. When the invalid signatures ratio in a vehi-
cle reaches a threshold predefined by the TA
during system initialization, the vehicle starts to
append HMAC to all outgoing signed messages.
The HMAC is calculated on every outgoing mes-
sage using a group key, which can be efficiently
established in a VANET using the technique
proposed in [9] shared between the unrevoked
vehicles. Upon receiving a message, each vehicle
calculates HMAC on the received message using
its group key, and compares the calculated with
the received HMAC. If there is a match, the
vehicle continues to verify the signature on the
message. If a mismatch occurs, the vehicle drops
the message immediately. When the ratio of
invalid signatures falls below the threshold in a
vehicle, it stops appending the HMAC to outgo-
ing messages.

The delay of using the Secure Hash Algo-
rithm-1 (SHA-1) as the HMAC function is 0.42
us. However, the delay of verifying a signature
using the Elliptic Curve Digital Signature Algo-
rithm (ECDSA), which has been adopted by the
WAVE standard, is 2.4 ms. Figure 5 shows the

Signature RSA Online/offline RSA Online/offline
9 (e = 65,537) (e = 65,537) Rabin

(Online) signing  52.235 ms 0.002 ms 0.011 ms

Verification 0.811 ms 54.023 ms 0.020 ms

Table 1. Measured running time.
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Figure 5. Authentication delay under different scenarios.

authentication delay in milliseconds vs. the num-

ber of valid messages for three scenarios:

* DoS attack where ECDSA and the proposed
mechanism are employed for authentication.

* DoS attack where ECDSA only is employed
for authentication.

* There is no attack (i.e., all the messages are
valid), where ECDSA is employed for authen-
tication.

In the DoS attack scenarios we consider an
attacker contaminating the communicated mes-
sages by adding a number of invalid messages to
be equal to 10, 20, and 30 percent of the number
of valid messages, respectively. It can be seen
that the invalid messages in the DoS attack sce-
nario where ECDSA and the proposed mecha-
nism are employed have a slight effect on the
authentication delay compared to the scenario
where there is no DoS attack. However, the
invalid messages in the DoS attack scenario
where only ECDSA is employed have a signifi-
cant impact on the authentication delay. In addi-
tion, appending HMAC to the messages enables
the vehicles to more quickly detect and drop the
invalid signatures than in the case where only
signatures are appended to the messages and the
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The presented
solutions for location
privacy can protect
the location privacy
of vehicles against
outsiders. How to
protect the location
privacy of vehicles
against legitimate
insiders in traditional
certificate-based PKI
is sfill an open
research issue.

recipients have to verify the signatures. Conse-
quently, the proposed mechanism can mitigate
the effect of DoS attacks.

CONCLUSION AND OPEN RESEARCH ISSUES

In this article, we have presented a number of
security mechanisms to complement the PKI
security services for privacy, efficient authentica-
tion, and revocation. Furthermore, we have pro-
posed a mechanism for efficiently mitigating the
effect of a DoS attack.

The presented solutions for location privacy
can protect the location privacy of vehicles
against outsiders. How to protect the location
privacy of vehicles against legitimate insiders in
traditional certificate-based PKI is still an open
research issue. Also, mitigating the impact of
DoS attacks launched by insider attackers is an
important research issue as insider attackers can
generate authentic signatures, and it will be diffi-
cult for other vehicles to detect this type of DoS
attack. In addition, the problem of efficiently
distributing the revocation information (e.g.,
CRL) to the vehicles in VANETS is a challeng-
ing issue as the network scale is very large.
Another challenging topic is building a global
reputation-based system while supporting privacy
preservation because preserving the privacy of
users requires frequent identity changes. Conse-
quently, linking the reputation of a user to all its
identities may contradict preserving the privacy
of that user.
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