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Abstract—In multihop wireless networks, the rational packet
droppers may not relay others’ packets because packet relay con-
sumes their resources without benefits and the irrational packet
droppers drop packets intentionally to disrupt the packet-
transmission process, which may fail the multihop communica-
tion. Cooperation stimulation mechanisms can motivate the ra-
tional packet droppers to relay packets, but they cannot identify
the irrational packet droppers. In this paper, we develop a me-
chanism called TRIPO that adopts stimulation and punishment
strategies for thwarting packet dropping attack. TRIPO uses mi-
cropayment to stimulate the rational packet droppers to relay
others’ packets and enforce fairness, and uses reputation system
to identify and evict the irrational packet droppers. We propose a
novel monitoring technique to measure the nodes’ frequency of
dropping packets based on processing the payment receipts in-
stead of using medium overhearing technique. The receipts can be
processed to extract financial information to reward the coopera-
tive nodes that relay packets, and contextual information, such as
the broken links, to build up the reputation system. Extensive
analytical and simulation results demonstrate that TRIPO can
secure the payment and precisely identify the irrational packet
droppers with almost no false-positive nodes, which can improve
the network performance in terms of packet-delivery ratio.

Index Terms—Cooperation stimulation, reputation
gray/black hole attacks, and packet-dropping attack.

systems,

1. INTRODUCTION

ULTIHOP wireless networks (MWN5s) have been emerg-
ing for enabling new applications and enhancing the
network performance and deployment [1], [2], [3]. In MWN:Ss,
the mobile nodes act as routers to relay the source nodes’ pack-
ets to their destinations. Multihop packet relay can extend the
communication range using limited transmit power and en-
hance the network throughput and capacity [4], [5]. Moreover,
MWNs can be deployed more readily and at low cost in devel-
oping and rural areas. However, the reliability of the packet-
relaying nodes cannot be guaranteed because they are auto-
nomous and self-interested, which endangers the network
proper operation.
The rational packet droppers do not cooperate in relaying
packets because packet relay consumes their valuable re-
sources, such as energy and computing power, without any
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immediate benefits. Moreover, the irrational packet droppers,
such as compromised and faulty nodes, involve themselves in
communication sessions with the intention of dropping the
packets to disrupt the packet-transmission process. Note that
the words “route” and “session” are used exchangeably in this
paper. Packet-Dropping attack considerably degrades the net-
work connectivity and performance in terms of packet delivery
ratio and throughput and the presence of even a small number
of attackers results in repeatedly dropped packets, which may
fail the multihop communication [7], [8].

Cooperation stimulation mechanisms [9], [10] use credits (or
micropayment) to motivate the rational packet droppers to re-
lay packets. The nodes earn credits for relaying others’ packets
and spend them to relay their packets, i.e., these mechanisms
make relaying packets more beneficial for the nodes than drop-
ping them. However, cooperation stimulation mechanisms can-
not identify the irrational packet droppers assuming that the
nodes will relay the packets faithfully with using credits. This
assumption cannot be guaranteed in MWNs because, unlike
single-hop networks that are run by the equipments of the op-
erators, packet-relay is performed by user provided equipment.
Some attackers may drop packets to disrupt the packet-
transmission process and broken nodes may have a software or
hardware fault that prevents them from relaying the packets
successfully. In IP networks, the malfunction of the network
equipments is an important source for the network unavailabili-
ty [11]. It is impossible to know whether a packet is dropped
for malicious or non-malicious reasons, e.g., due to faulty
nodes and bad channel condition, so it is necessary to measure
the nodes’ frequency of dropping packets and the nodes that
consistently drop the packets are considered attackers because
they pose a severe threat to the network proper operation [9],
[10].

In this paper, we develop TRIPO, a novel mechanism that
can Thwart the Rational and Irrational Packet dropping attacks
by adopting stimulation and punishment strategies. TRIPO uses
credits to stimulate the rational packet droppers to relay pack-
ets, and uses reputation system to identify and evict the irra-
tional packet droppers. With TRIPO, uncooperation will not be
an abuse because the nodes are stimulated and not forced to
relay others’ packets using their own devices because packet
relay incurs a cost of energy and other resources, but frequently
dropping packets are an obvious abuse due to disrupting the
network proper operation. Since a trusted party may not be
involved in a communication route, the nodes in the route
submit receipts (proofs of packet-relay) to an offline trusted
party. For efficient implementation, we propose a novel tech-
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nique for measuring the nodes’ frequency of dropping packets
based on processing the receipts instead of using the traditional
medium overhearing technique [9], [10]. The trusted party can
process the receipts to extract financial information to reward
the intermediate nodes and charge the source and destination
nodes, and contextual information, such as the broken link, to
build up a reputation system to identify the irrational packet
droppers. A node’s reputation value is degraded whenever it is
involved in a broken link, otherwise it is improved. A node is
identified as irrational packet dropper and excluded from the
network when its reputation value degrades to a threshold be-
cause it becomes a threat to the network proper operation and
its packet dropping action is genuine and cannot be temporary.
Securing the route discovery is outside the scope of this work
that focuses on thwarting Packet-Dropping attacks, but TRIPO
can be implemented on the top of a secure routing protocol
such as [12] and [13].

In addition to thwarting Packet-Dropping attack, TRIPO can
enforce fairness, discourage Resource-Exhaustion attack, and
efficiently charge the future services. The fairness issue arises
when some nodes take advantage of the network more than
others. For example, although the nodes situated at the network
center relay more packets than others, they are not compen-
sated. Moreover, the nodes that use the network more generate
more traffic than others. In order to enforce fairness, TRIPO
can compensate the nodes that relay more packets by reward-
ing credits. Since the nodes pay for relaying their packets,
TRIPO can discourage launching Resource-Exhaustion attack
by sending spurious packets to exhaust the resources of the
intermediate nodes. TRIPO can also be used for charging the
future services of the wireless networks because the communi-
cation sessions may occur without involving an infrastructure
and the mobile nodes may roam among different foreign net-
works [14], [15]. Extensive analytical and simulation results
demonstrate that TRIPO can secure the payment and precisely
identify and evict the irrational packet droppers with almost no
false-positive nodes, which can improve the network connec-
tivity and performance in terms of packet delivery ratio and
throughput.

The main contributions of this paper are four-fold: (1) This
is the first work that points out that cooperation stimulation
alone is not sufficient for thwarting Packet-Dropping attack,
and TRIPO is the first mechanism that adopts stimulation and
punishment strategies for thwarting Packet-Dropping attack in
MWNs; (2) We propose a novel technique for monitoring the
nodes’ frequency of dropping packets based on processing the
payment receipts instead of using medium overhearing tech-
nique; (3) We develop a novel reputation system that can pre-
cisely identify the irrational packet droppers; and (4) We pro-
gram a simulator to evaluate TRIPO and the simulation results
demonstrate that all the irrational packet droppers can be iden-
tified with almost no false-positive nodes.

The remainder of this paper is organized as follows. Section
2 reviews the related works. Section 3 presents the system
models and Section 4 proposes TRIPO. Security analysis and
performance evaluation are given in Sections 5 and 6, respec-
tively, followed by conclusion and future work in Section 7.

2. RELATED WORKS

For cooperation stimulation mechanisms, the intermediate
nodes usually compose undeniable proofs of relaying the pack-
ets, called payment receipts, which contain the identities of the
payers and the payees and the payment amount. Since the con-
nection to a trusted centralized unit, called the accounting cen-
ter (AC), may not be available on regular basis, the nodes ac-
cumulate the receipts and submit then when the connection is
possible to update their credit accounts. For cooperation en-
forcement mechanisms, each node usually monitors the trans-
missions of its neighbors to make sure that the neighbors relay
others’ packets, and thus packet droppers (rational or irrational)
can be identified and punished.

2.1 Cooperation Stimulation Mechanisms

In Sprite [16], the source node signs the identities of the
nodes in the route and appends the signature to its message.
The intermediate nodes verify the signature and compose
signed receipts. Using game theory, Sprite determines the
charges and rewards to motivate each node to report its mes-
sage forwarding activities honestly and proves the correctness
of the proposed mechanism. Ad hoc-VCG [17] uses game
theory for routing the packets through greedy and selfish nodes
that accept payments for forwarding others’ packets if the
payments cover the costs, such as energy, incurred in forward-
ing the packets. They have shown that it is in the nodes’ best
interest to reveal their true costs for forwarding messages and
the mechanism guarantees that routing is done along the most
cost efficient path in a game-theoretic sense by paying to the
intermediate nodes a premium over their actual costs of for-
warding packets.

Unlike Sprite that charges only the source node no matter
how the destination node is interested in the communication,
FESCIM [18] adopts fair charging policy by charging both the
source and destination nodes when both of them are interested
in the communication. In PIS [19], the source node attaches a
signature to each message and the destination node replies with
a signed ACK. PIS can reduce the receipts’ number by generat-
ing a fixed-size receipt per session regardless of the number of
messages instead of generating a receipt per message in Sprite.
ESIP [20] proposes a communication protocol that can be used
for a cooperation stimulation mechanism. The protocol uses the
public key cryptography and the identity based cryptography to
reduce the number of signing and verifying operations. The
source and destination nodes generate hash chains and sign
their roots. For each message, the source node appends the pre-
image of the last sent hash value from its chain and a keyed
hash value for each intermediate node to ensure the message
integrity at each hop. The destination node replies with ACK
packet containing the pre-image of the last sent hash value
from its chain. By this way only two signatures can be generat-
ed for the whole session, i.e., one signature from the source
node and one signature from the destination node. In [21], in-
stead of submitting payment receipts to the AC, each node
submits a brief payment report containing its alleged charges
and rewards of different sessions. The AC uses lightweight
statistical methods to identify the cheating nodes that report
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incorrect payment. However, due to the nature of the statistical
methods, the colluding nodes may manage to steal credits and
the payment clearance may be long delayed until identifying
the cheating nodes that submit incorrect reports.

Different from these works, TRIPO can identify the irration-
al packet droppers. Although the proposed protocol in ESIP
can be used with TRIPO, we use simple communication proto-
col due to space limitation and to focus on our contribution,
i.e., identifying the irrational packet droppers.

2.2 Cooperation Enforcement Mechanisms

In [7], two modules called watchdog and path-rater are im-
plemented in each node. When node A transmits a packet to B
to relay to C, the watchdog module of node A overhears the
medium to make sure that B relays the packet. Node A increas-
es the reputation value of node B when it overhears the packet
relay; otherwise, node A decreases the reputation value of B.
Node A accuses B of dropping packets as soon as its reputation
value degrades to a threshold. Based on the watchdog’s accusa-
tions, the path-rater module chooses the path that avoids the
packet droppers without punishing them, which imposes extra
load on the honest nodes without compensation. In OCEAN
[22], a node’s reputation value is initialized to neutral (0),
every positive behavior (relaying a packet) results in an incre-
ment (+1), and every negative behavior (dropping a packet)
results in a decrement (—2). Once a node’s reputation value
falls below a threshold (—40), the node is identified as packet
dropper. However, in [7] and [22], the nodes depend only on
their observations to evaluate the packet dropping frequency of
the other nodes and they do not share their evaluations, which
may degrade the effectiveness of the mechanism because the
honest nodes that drop the packets temporarily, e.g., due to the
network congestion or other reasons, may be falsely identified
as packet droppers.

For CONFIDANT [23] and CORE [24], each node combines
its evaluation with the evaluations of other nodes to calculate a
node’s reputation value. Only the positive evaluations are
propagated in CORE to prevent maliciously defaming the
nodes’ reputations by propagating negative evaluations, and
only the negative evaluations are propagated in CONFIDANT
to prevent the colluding nodes from falsely boosting their repu-
tations by propagating positive evaluations. However, in order
to precisely judge the real behavior of a node, both the negative
and positive behaviors should be considered. Moreover, in
CORE and CONFIDANT, the packet droppers are isolated
from the network unilaterally by each node by avoiding them
in routing and denying relaying their packets, which may result
in widespread false accusations because when node A denies
relaying the packets of a packet dropper, the neighbors of A
may consider its behavior illegal.

In SORI [25], each node counts the number of packets re-
layed both by and for a neighboring node, and the ratio of these
counts is combined with reports from other nodes to calculate
the node’s reputation value. However, the less frequently se-
lected nodes by the routing protocol such as those at the net-
work perimeter have bad reputation falsely. In [26], 2-hop ACK
technique is used to monitor the nodes’ frequency of dropping

packets instead of using the medium overhearing technique.
Node A accuses the neighboring node B of dropping a packet if
node A does not receive ACK from the 2-hop away node C, but
the mechanism completely fails when two neighboring nodes
collude to issue fake ACKs.

TABLE 1: COMPARISON BETWEEN COOPERATION ENFORCEMENT MECHANISMS

AND TRIPO.
ration enforcement me-
Cooge ation enforceme e TRIPO
chanisms
itori . . Processing thy t
Momt()rmg Overhearing the medium channel. rocessing the paymen
technique receipts.
Credits sed t -
. The nodes that relay more packets redits are used to com
Fairness pensate the nodes that
are not compensated.
relay more packets.
Relaying others’ packets and run- Relaying others’ packets
o L. ning the monitoring technique and submitting the receipts
Motivations e g N I P
consume the nodes’ resources are beneficial for the
without direct benefits. nodes for earning credits.
- The nodes” mobility may not
11 isely assessing thei .
allow precisely assessing their The TP can monitor the
behavior. .
Inaccuracy due to packet colli nodes over a long time and
Effectiveness| . Y p different sessions to pre-
ston. cisely judge their beha-
- The attackers can adjust the Vi;)rsyJ &
transmission power to circumvent h
the mechanism.

The main differences between the cooperation enforcement
mechanisms and TRIPO are given in Table 1. The cooperation
enforcement mechanisms cannot enforce fairness because they
do not compensate the nodes that relay more packets such as
those situated at the network center and force the nodes to relay
others’ packets without any benefits and punish them when
they do not cooperate no matter how they have previously con-
tributed to the network. In cooperation enforcement mechan-
isms, misbehavior is beneficial for the nodes, e.g., the nodes
may relay the packets to avoid punishment, but they do not
monitor their neighbors to save their resources and make use of
the other nodes’ evaluations to avoid routing their packets
through the packet droppers, which degrades the effectiveness
of the mechanisms. Moreover, to differentiate between a
node’s unwillingness and incapability to relay packets, the co-
operation enforcement mechanism should monitor the nodes
over long time and different sessions because packet drop may
just happen accidently, e.g., due to low resources, node mobili-
ty, bad channel condition, and network congestion, but the me-
chanisms may not have sufficient time to precisely judge a
node’s behavior due to the node mobility.

In addition, the medium overhearing technique suffers from
inefficiency and inaccuracy problems because the assumption
that the transmitted packets by a node can be overheard by all
the nodes in its neighborhood cannot be ensured for the follow-
ing reasons: (1) When node B relays a packet to C, node A
cannot overhear the packet relay because of packet collision,
i.e., due to another concurrent transmission in its neighborhood
[27]; (2) Since node A can know if B has relayed a packet but
cannot know if C received it, node B can save its power and
circumvent the monitoring technique if node A is closer than
node C by adjusting its transmission power such that the signal
is strong enough to be overheard by the monitoring node A but
too weak to be received by the true recipient node C [27]; and
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(3) The overhearing monitoring technique is not power effi-
cient for transmitters because they have to use the full trans-
mission power instead of adapting the power according to the
distance separating the transmitter and the receiver to avoid
false accusations [28]. For example, if the required power to
relay packets from B to C is less than the required power to
reach A from B, the packets sent from B to C will not be over-
heard by A. Consequently, node A will not be able to validate
any packet relay event by node B and thus may wrongly accuse
B of dropping the packets.

& Mobile node

é Base station

Fig. 1: The architecture of multihop wireless networks.

AR

Mobile ad hoc network Multihop cellular network

3. SYSTEM MODELS

3.1 Network and Communication Models

As illustrated in Fig. 1, the considered multihop wireless
network includes an offline trusted party (TP), mobile nodes,
and base stations in some networks. The TP contains the ac-
counting center (AC) and the reputation system (RS). The TP
generates private/public key pair and certificate with unique
identity for each node to participate in the network. Once the
TP receives the payment receipts from the network nodes, it
processes them to extract financial and contextual information.
The financial information is passed to the AC to update the
nodes’ credit accounts, and the contextual information is
passed to the RS to update the nodes’ reputation values. Once
the RS detects an irrational packet dropper, the TP revokes the
node by not renewing its certificate. TRIPO can be imple-
mented on the top of any on-demand routing protocol, such as
DSR [29], to establish an end-to-end route between the source
and the destination nodes. The source node’s packets may be
relayed several hops by the intermediate nodes to the destina-
tion node. The nodes can contact the TP at least once during a
period, called updating time, which can be in the range of few
days. During this connection, the nodes submit the receipts and
renew their certificates. This connection can occur via the base
stations, Wi-Fi hotspots, or wired networks such as Internet.

3.2 Threat and Trust Models

The mobile nodes and the base stations are probable attack-
ers but the TP is fully secure. The mobile nodes are autonom-

ous and self-interested and the base stations may belong to
different operators that are motivated to misbehave, e.g., to
steal credits. It is impossible to realize secure payment between
two entities without a trusted third party [30]. The attackers can
be classified into two classes: rational attackers and irrational
packet droppers. The rational attackers misbehave when they
can achieve more benefits than behaving honestly. Specifically,
they attempt to steal credits, pay less, and communicate freely.
On the contrary, the irrational packet droppers aim to disrupt
the packet-transmission process by dropping the packets with-
out considering their interests and the attack cost such as ener-
gy and credits. The irrational packet droppers may launch
Black-Hole attack by continuously dropping all the packets
they are supposed to relay, or Gray-Hole attack by intentional-
ly dropping the packets in some sessions and behaving regular-
ly in other sessions to circumvent the reputation system but the
ratio of misbehaving sessions should be large to launch effec-
tive attacks. The irrational packet droppers may be compro-
mised, malfunctioned, or faulty nodes.

The attackers have full control on their nodes and thus they
can change the nodes’ operation. Uncooperation in relaying
others’ packets will not be an abuse because the nodes are sti-
mulated and not forced to relay others’ packets using their own
devices, but the high frequency of dropping packets is an abuse
due to disrupting the network proper operation. The attackers
may work individually or collude with each other to launch
sophisticated attacks. The colluding irrational packet droppers
may launch Reputation-Boost and False-Accusation attacks.
For the Reputation-Boost attack, the attackers attempt to falsely
augment their reputations to escape the consequence of drop-
ping the packets; and for the False-Accusation attacks, the at-
tackers attempt to defame the reputation values of some honest
nodes to evict them from the network. The gained experience
from the currently used mechanisms and protocols in civilian
applications emphasizes that the large-scale irrational collusion
attacks are highly unlikely [31], [32]. The reputation systems
are susceptible to collusion attacks due to the nature of these
systems. Our objective is to protect the payment against the
large-scale collusion attacks and protect the reputation system
against the small-scale irrational collusion attacks launched by
a low number of colluders, e.g., in the range of ten, and im-
prove the robustness of the reputation system against the large-
scale collusion attacks.

For the trust models, the network nodes fully trust the TP to
manage their credit accounts and reputation values, but the TP
does not trust any node in the network.

3.3 Payment Model

We adopt fair and general-purpose charging policy by sup-
porting cost sharing between the source and the destination
nodes when both of them are interested in the communication.
The payment-splitting ratio is service-dependent and depends
on the beneficiary of the communication, e.g., the ratio is 0.5 if
the source and destination nodes are equally interested in the
communication and DNS server should not pay for name reso-
lution. For the rewarding policy, TRIPO can be integrated with
any rewarding policy such as the proposed one in [17] that
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considers that the reward for relaying a packet is proportional
to the incurred energy in relaying the packet. However, to fo-
cus on our contributions, similar to [18], [19], [20], [21], we
use fixed rewarding rate, e.g., A credits per unit-sized packet.
The AC charges the source and the destination nodes for every
transmitted message even if it does not reach to the destination
node, but the AC rewards the intermediate nodes only for the
delivered messages. Table 2 gives the used notations in this
paper.
TABLE 2: THE USEFUL NOTATIONS.

Symbol Description

X, Y X is concatenated to Y.

CSR(X) Complete session receipt for X delivered messages.

HM) The hash value resulted from hashing M.

IDA The identity of an intermediate node A.

IDs and IDp, ;l“];l;a lr(::ggg;:, e(;i[ .the source node (S) and the destination node

ISR(X) Incomplete session receipt for X-1 delivered messages and one
sent message.

Mx The message sent in the Xth data packet.

R a(t) and The short-term and the long-term reputation values of node A

Rpa(t) at time t, respectively, where R a(t) and Ry a(t) € [0, 1].

Sa(D) The state of node A at t%n}e t. SA(t? € {+1,0, -1} which corres-
ponds to {Honest, Suspicious, Evicted}.
The session identifier that includes the identities of the nodes in

SI the session and the time stamp of the session establishment
(TS).

Siga(X) The signature of an intermediate node A on X.

Sigs(X) and The signatures of the source and the destination nodes on X,

Sigp(X) respectively.

TS The time stamp of a session establishment.

The trusted party
Network Nodes Cheating nodes

Contextual

information droppers

Regular
nodes

Financial
information

Renewed

..\ Receipts
Communication
certificates

Fig. 2: The architecture of TRIPO.
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Fig. 3: The exchanged security tags in a session.

4. THE PROPOSED TRIPO

As shown in Fig. 2, TRIPO has four main phases. For Com-
munication Phase, the nodes are involved in communication
sessions and compose payment receipts. The nodes accumulate
the receipts and submit them when the connection to TP is
available. For Processing Phase, the TP processes the receipts
to extract financial and contextual information and passes them
to the Credit Update Phase and the State Update Phase to up-
date the nodes’ credit accounts and states. Once the RS identi-
fies an irrational packet dropper, the TP evicts it by not renew-
ing its certificate.

4.1 Communication Phase

4.1.1 Route Establishment

In order to establish an end-to-end route, the source node
broadcasts the Route Request Packet (RREQ) that contains the
identities of the source (IDs) and the destination (IDp) nodes,
its certificate, time stamp (TS), the payment-splitting ratio (Pr),
and its signature Ag= Sigs(IDs, IDp, TS, Pr). The source node
is charged the ratio of Pr of the total payment and the destina-
tion node is charged the ratio of 1-Pr. After receiving the
RREQ packet, a network node A signs the packet’s signature to
generate Ay, i.e., Ax = Siga(As) as shown in Fig. 3. This signa-
ture authenticates node A and holds it accountable for dropping
the next packets, i.e., the TP can make sure that node A indeed
participated in the session. Then, node A broadcasts the RREQ
packet after appending its identity (IDy), certificate, and Ax.

The destination node receives RREQ packets for different
routes to the source. If the verifications of the signatures of the
first received RREQ packet, e.g., Ac =
Sigc(Sigp(Siga(Sigs(IDs, IDp, TS, Pr)))) in Fig. 3, fail, the des-
tination node verifies the signatures of the second received
RREQ packet and so on. In this way, if an intermediate node
manipulates the RREQ packet, it cannot prevent establishing
the session. The destination node generates a hash chain by
iteratively hashing a random value Vg S times to obtain a final
hash value V| called the root of the hash chain, where Vx| =
H(Vy). The destination node signs the signature layers, V,, and
SI to generate the authentication code of the nodes in the ses-
sion or Ap, e.g., Ap= Sigp(Vy, SI, Ac) in Fig. 3. SI contains the
identities of the nodes in the session and TS, e.g., SI = IDs,
ID,, IDg, IDc, IDp, TS in Fig. 3. Ap can authenticate the nodes
in the session with reduced packet overhead because it requires
less space than attaching a separate signature for each node. Ap
also authenticates the hash chain and links it to the session. The
destination node sends back the Route Reply Packet (RREP)
containing SI, V,, its certificate, and Ap_ After receiving the
RREP packet, each intermediate node verifies Ap and relays
the packet after adding its certificate. For example, node B au-
thenticates S and A from the RREQ packet’s signature (An)
and authenticates C and D from the RREP packet’s signature
(Ap). The intermediate nodes store Ap, SI, and V, for compos-
ing the payment receipt.

4.1.2 Data Generation and Relay

As illustrated in Fig. 3, the source node appends the message
My and its signature Sigs(SI, X, H(My)) to the Xth data packet,
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where H(My) is the hash value of Mx. Signing the hash of the
message instead of the message can reduce the receipt size be-
cause the smaller-size H(My) is attached to the receipt instead
of Mx. Upon receiving the packet, each intermediate node veri-
fies the source node’s signature to ensure the message integrity
and authenticity and verify the payment data that includes SI
and X. The intermediate nodes save only the last received sig-
nature for composing the receipt because it is sufficient to
prove transmitting X messages, e.g., after receiving the Xth
data packet, the intermediate nodes deletes Sigs(SI, X-1, HMx.
1)) and saves Sigs(SI, X, HMy)).

4.1.3 ACK Generation and Relay

For each data packet, Fig. 3 shows that the destination node
sends back ACK packet containing the pre-image of the last
sent hash value from the hash chain. V; is released in the first
ACK and V, in the second and so on. Each intermediate node
verifies the hash values by making sure that Vy is obtained
from hashing V. The payment approval and integrity can be
ensured because the hash function is one-way, i.e., only the
destination node can generate the hash chain. Therefore, in-
stead of generating a signature per ACK to secure the payment,
one signature is generated per S ACK packets. The nodes store
only the last released hash value for the receipt composition.
The number of delivered messages can be computed from the
number of hashing operations to map Vx to V.

ISR(0
D =8I, Pr, V,
St = H(Ap)

a) The last received packet is RREP.

ISRA
D = SL Pr, V07 17 H(Ml)7

St = H( Sigs(SL. 1, HM,)), Ap)

b) The last received packet is M;.

ISRKX
D =8I, Pr, Vy, X, HMx), Vx.

St = H(Sigs(SL X. HMy)), Ap)

¢) The last received packet is Mxand X > 1.

CSRX
D =S]J, Pr, Vy, X, HMx), Vx

St = H(Sigs(SL X, HMy)), Ap)

d) The last received packet is the ACK of Mx.
Fig. 4: The format of the session receipt.

4.1.4 Receipt Composition and Submission

When the session is completed or broken, each node in the
session composes a receipt. It can be seen from Fig. 4 that a
session receipt contains two main parts: Descriptor (D) and
Security Token (St). The Descriptor contains the session iden-
tifier, the number of messages (X), the hash value of the last
message (HMy)), V, and the last hash value (V). The Securi-

ty Token is a security proof that prevents payment repudiation
and manipulation, and thus ensures that the receipt is undenia-
ble, unmodifiable, and unforgeable. In order to reduce the re-
ceipt size, the Security Token is composed by hashing the sig-
natures instead of attaching the signatures. Since the connec-
tion to the TP may not be available on regular basis, the nodes
store the receipts and submit them in batch to the TP for re-
demption.
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Fig. 5: The composed receipts when the last packet is data, ACK or RREP.

If a node drops the RREP, data, or ACK packets, the route is
considered broken and re-established. As illustrated in Fig. 5, if
the session is broken during relaying the RREP packet, the
nodes that received the packet submit Incomplete Session Re-
ceipt (ISR(0)) to enable the RS to identify the attackers that
frequently drop the RREP packets. The format of the ISR(0) is
shown in Fig. 4(a). If the session is broken during relaying the
Xth data packet, the nodes that received the packet submit the
Incomplete Session Receipt for X packets or ISR(X). In Fig.
4(b), ISR(1) does not contain V; because the first ACK packet
is not received. In Fig. 4(c), for X > 1, ISR(X) contains the
source node’s signature for X messages, but the last released
hash value is Vx.; instead of Vx because the ACK of the Xth
message is not received. This receipt is called “Incomplete Ses-
sion” because it is submitted only when the session is broken.
Submitting ISR(X) by node C entails that the node has success-
fully relayed X-1 packets and received one, but it is clear that
all the nodes before C in the session (A and B) have indeed
relayed the Xth data packet. If the last received packet is the
Xth ACK, the nodes submit the Complete Session Receipt or
CSR(X). Fig. 4(d) shows that CSR(X) contains the source
node’s signature for X packets and Vy that is a proof of receiv-
ing the Xth ACK. This receipt is called “Complete Session”
because the session is complete if all the nodes in the session
submit CSR(X).

4.2 Processing Phase

Once the TP receives the receipts of a session, it first uses
the session’s unique identifiers (SI) to make sure that the re-
ceipts have not been processed before. Then, to verify the cre-
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dibility of the receipts, the TP creates the receipt’s Security
Token by generating the nodes’ signatures and hashing them.
The receipt is credible if the resultant hash value is identical to
the receipt’s Security Token. The TP verifies the destination
node’s hash chain by making sure that V, is obtained from
hashing Vx X times. The TP processes the receipts to extract
the financial and the contextual information. The financial in-
formation includes who pays whom and how much, and the
contextual information reflects the nodes’ misbehaviors in
terms of payment cheating and packet dropping. This informa-
tion is called contextual because it is not carried in the receipts
but extracted from the context of the receipts such as the for-
mat (ISR or CSR) and the number of messages. The TP classi-
fies each session into fair or cheating, and the fair sessions are
further classified into complete or broken. A fair session is
complete when the source node transmits its last message, but
it is broken when at least one link is broken during transmitting
the data, ACK, or RREP packets. For cheating session, at least
one node does not submit the receipt or submits tampered re-
ceipt for rational reasons such as paying less or for irrational
reasons to circumvent the RS.

A session is complete when all the nodes in the session sub-
mit Complete Session Receipts for the same number of packets
or CSR(X). For the broken sessions, there are only four possi-
ble cases shown in Fig. 6. The TP can identify the broken link
from the format of the receipts and/or the number of messages.
In Fig. 6(a), if the link between nodes A and B is broken during
relaying the RREP packet, the nodes from B to D submit
ISR(0), but the nodes from S to A do not submit receipts. Since
node A may drop the RREP packet but does not submit the
receipt to circumvent the RS, the system accuses the two nodes
in the broken link of dropping the packet. In Section 4.4, we
will discuss how the RS can precisely differentiate between the
honest nodes and the irrational packet droppers. In Figs. 6(b,
c), the link between nodes B and C is broken during relaying
the Xth data packet. If X = 1, the nodes B and C submit ISR(1)
and ISR(0), otherwise they submit ISR(X) and CSR(X-1), re-
spectively. In Fig. 6(d), the link between nodes A and B is bro-
ken during relaying the ACK of My, so they submit ISR(X) and
CSR(X), respectively.

The TP classifies a session into cheating if it is not complete
or broken. Without loss of generality, Table 3 gives numerical
examples for cheating sessions. For Case 1, the source node
submits receipt with smaller number of messages to pay less
because the intermediate and destination nodes cannot com-
pose CSR(5) without the signature of the source node for five
messages. For Case 2, the source and destination nodes collude
to submit receipts with less payment because the intermediate
nodes cannot compose their receipts without the signature of
the source node for seven messages and V;. As shown in Fig. 2,
the nodes that submit incorrect receipt such as node S in Case 1
and S and D in Case 2 are evicted. For Case 3, node A cannot
compose its receipt without the signature of the source node for
four messages and V,. For Case 4, the receipt of node B is not
consistent with the receipts of the other nodes. Node B may
drop the 9th data packet and submit less-payment receipt to
circumvent the RS, or the other nodes collude to accuse node B

of cheating. For Case 5, the source and the destination nodes
may collude to create receipts for more messages, but they
cannot fabricate receipts for fake sessions to falsely accuse
nodes of dropping packets because the signatures of the inter-
mediate nodes are required to compose valid receipt, which is
important to make False-Accusation attack difficult. The only
way the attackers can falsely accuse an honest node of drop-
ping packets is by neighboring the node and dropping packets
or by paying more credits by submitting receipts for more mes-
sages such as Cases 4 and 5. For Case 6, node B dropped the
6th data packet and does not submit the receipt, or the other
nodes collude to falsely accuse node B, but the colluders have
to neighbor node B to compose valid Ap that contains the sig-
nature of node B and use Ap to compose valid receipts.

ISR(0)  ISR(0) ISR(0)
O @&
a) Dropping the RREP packet.

ISR)  ISR(D  ISR(D) ISR(0) ISR(©)

b) Dropping the first data packet.
ISRX) ISRX)  [sR(x)  CSREX-1) CSRX-1)

-3

¢) Dropping the Xth data packet.
ISRX) ISRX) CSR(X) CSRX) CSRX)

e Box B

d) Dropping the Xth ACK.
Fig. 6: The possible cases for dropped packets.

TABLE 3: NUMERICAL EXAMPLES FOR CHEATING SESSIONS.

Case S A B C D
1 CSR(3) | CSR(5) | CSR(5) | CSR(5) | CSR(5)
2 CSR(6) | CSR(7) | CSR(7) | CSR(7) | CSR(6)
3 - CSR(4) - - -
4 ISR(9) ISR(9) | CSR(3) | CSR(®) | CSR(8)
5 CSR(6) | CSR(5) | CSR(5) | CSR(5) | CSR(6)
6 ISR(6) ISR(6) CSR(5) | CSR(5)

4.3 Credit-Account Update Phase

The AC clears the receipts of the fair sessions according to
the charging and rewarding policy discussed in Section 3.3. For
the cheating sessions, the AC clears the receipts in such a way
that prevents stealing credits and punishes the cheating nodes
to discourage cheating actions. For example, Cases 1 and 2 in
Table 3 are cleared for five and seven messages, respectively
because it is obvious that S cheats in Case 1 and S and D cheat
in Case 2. For Case 3, node A is rewarded for four messages,
nodes B and C are not rewarded because they do not submit the
receipt, and S and D are charged for four messages. For Cases
4 to 6, each node is rewarded or charged according to the pay-
ment of its receipt, so the payee that does not submit a receipt
is not rewarded, the payee that submits less-payment receipt is
rewarded less, and the payers that submit more-payment re-
ceipts are charged more. In this way, the nodes that submit in-
correct receipts always lose credits.
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4.4 State Update Phase

As shown in Fig. 2, the contextual information is used to up-
date the nodes’ reputation values to identify the irrational
packet droppers. The RS performs the following three
processes: (1) In Rating Calculation, a rating is calculated for
each node in a session; (2) In Reputation Update, a node’s rep-
utation value is updated by aggregating its session rating with
its old reputation value; and (3) In State Update, once a node’s
reputation value reaches to a threshold, the node is identified as
irrational packet dropper and evicted.

4.4.1 Rating Calculation

A node’s rating is the probability that the node drops packets
in a session, so the nodes that are not in a broken link receive
positive rating (0) because they cannot be packet droppers. In
other words, all the nodes in complete sessions receive positive
ratings, and the nodes that are not in the broken link of a bro-
ken session receive positive ratings. For the Cases 4 to 6 in
Table 3, all the nodes receive negative ratings of (1), and thus if
an attacker manipulates its receipts, he loses credits and also
receives negative ratings. For the two nodes in a broken link,
two techniques are proposed to calculate their negative ratings,
called Simple and Weighted Rating Techniques.

A. Simple Rating Technique (SRT)

The two nodes in a broken link receive equal negative rat-
ings of (1), i.e., the two nodes are equally accused of dropping
the packets regardless of their history of dropping packets. The
rationale of this technique is that the irrational packet droppers
should be involved in much more broken links than the honest
nodes to launch effective attacks, so they can be identified be-
cause they collect much more negative ratings. The technique
is called simple because it requires simple computations and
small storage area.

B. Weighted Rating Technique (WRT)

The two nodes in a broken link receive ratings that are pro-
portional to their frequency of dropping packets in the past. If
the link between two neighboring nodes A and B is broken in
session j, Eq. 1 is used to calculate the rating of A (R, ;) which
is the reputation value of node A (R a(t)) to the summation of
the two nodes’ reputation values. By the same way, the rating
of node B (Rg}) is its reputation value to the summation of the
two nodes’ reputation values, or (Rgj = 1-R4;). As shown in
Fig. 7, if nodes A and B have the same reputation value
(Reea(t) = Ry p(t)), they receive equal negative ratings of 0.5,
but the node with worse (higher) reputation value receives
more negative rating and vice versa. The rationale of this tech-
nique is that the worse-reputation node is more likely the pack-
et dropper because it has been involved in more broken links.
The main advantage of WRT is that if an honest node and an
irrational packet dropper are involved in a broken link, they
receive low and high negative ratings, respectively, which
enables the RS to precisely differentiate between the honest
nodes and the irrational packet droppers because the reputa-
tion values of the irrational packet droppers degrade much
faster than those of the honest nodes do. In other words, the
irrational packet droppers cannot cause big reduction in the

reputation values of the honest nodes, but the honest nodes can
cause big reduction in the reputation values of the irrational
packet droppers.

RLta(t)
Ry = ——— 1
A Rpt,a(D) + Ry s(t) &y
1 T T T T T T
Rﬂ,i
D8R : B
ED.B-- _— : 1
Tl L TR T - - —
F : ' RU!H(t)=0.1
0] 7 A SO SO .. ...... ........ i

The weighted rating

0 0.1 02 0.3 0.4 05 06 07 08 0o 1
RLt‘Am

b) B is an irrational packet dropper.

Fig. 7: The weighted ratings of two nodes in a broken link.

In Fig. 7(a), B is an honest node because its reputation value
is low. If node A is also honest, e.g., with a reputation value
between 0.05 and 0.15, the two nodes receive ratings between
0.4 and 0.6. However, if node A is an irrational packet dropper,
e.g., with a reputation value of 0.8, nodes A and B receive rat-
ings of 0.89 and 0.11, respectively. In Fig. 7(b), node B is an
irrational packet dropper with a reputation value of 0.8. If node
A is also irrational packet dropper with a reputation value close
to 0.8, the ratings of the two nodes is around 0.5. In other
words, an irrational packet dropper receives less and more neg-
ative ratings when it neighbors irrational packet droppers and
honest nodes, respectively, so an irrational packet dropper can
be identified in shorter time when it neighbors honest nodes
more because its reputation value degrades faster. Due to this
property, if the number of honest nodes is larger than the num-
ber of irrational packet droppers, WRT can accelerate the de-
gradation of the irrational packet droppers’ reputation values,
i.e., the well-behaving majority can kick out the misbehaving
minority.
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4.4.2 Reputation Update

Using a reputation system is necessary to keep track of the
nodes’ long-term packet dropping activities because packets
may be dropped for non-malicious reasons, e.g., due to mobili-
ty, or temporarily, e.g., due to network congestion, but the high
frequency of dropping packets is an obvious misbehavior. The
RS computes a reputation value for each node by accumulating
its ratings. A node’s rating is the probability that a node drops
packets in one session, but the reputation value is an evaluation
to the node’s packet dropping activities over a large number of
sessions. In Fig. 8, the RS stores a rating window for the latest
Y ratings of node A, where R, is the rating of node A in ses-
sion number j, and Ry € {0, 1} and [0, 1] in SRT and WRT,
respectively. After computing a new rating, the rating window
is shifted to right to cancel the oldest rating (R, ;), and the new
rating is stored at right. Then, with Eq. 2, the short-term reputa-
tion value (Rga(t)) is calculated by averaging the latest 7y rat-
ings, which is an evaluation to the node’s packet dropping ac-
tivities in the latest y sessions. Finally, with Eq. 3, the new
long-term reputation value (RyA(t)) is calculated by aggregat-
ing Rg A(t) with the old long-term reputation (Ry, a(t-1)), where
Rsia(t), Riga(t), and o € [0, 1]. Ry a(t) expresses the probabili-
ty that node A is an irrational packet dropper, i.e., Ry a(t)
should be large for the irrational packet droppers. o is called
fading factor that determines the given weight to the nodes’
past packet dropping events. The value of o determines how
fast the long-term reputation value builds up and falls down,
i.e., the lower value o is, the faster the old reputation value is
forgotten, and vice versa. In order to improve the effectiveness
of the reputation system, o should be greater than 1-a because
Ry, a(t-1) is calculated over more sessions than Rg a(t).

A node’s reputation value is updated by Rg a(t) instead of
only the latest rating (good or bad) to precisely differentiate
between the honest and the irrational packet droppers. In this
way, the long-term reputation values of the honest nodes de-
grade slower than those of the irrational packet droppers do
because their short-term reputation values are smaller. By the
same way, the long-term reputation values of the honest nodes
improve faster than those of the irrational packet droppers do
when they receive positive ratings because the honest nodes’
short-term reputations are smaller. Moreover, the honest nodes
can filter out their negative ratings in two levels: shifting the
rating window forgets the node’s behavior in one session, and
using o forgets a ratio of the node’s past behavior.
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4.4.3 State Update

A node’s state is a conclusion for its behavior based on the
accumulated experience on it (or its reputation value), which
can be an expectation to its behavior in the future. A node’s
state space includes three mutually disjoint states: honest or
regular node (+1), suspicious or undecided (0), and evicted (-
1). From Eq. 4, the state of node A (Sa(t)) is honest if the
node’s long-term reputation value is below the honest threshold
Ry; Sa(t) is evicted if the node’s long-term reputation value is
above the malicious threshold R,;; otherwise, Sa(t) is suspi-
cious. Moreover, a node is identified as irrational packet drop-
per and evicted when it spends ® consecutive sessions in the
suspicious state because the node receives negative ratings
more than the normal rate. A node is also evicted when the
difference between the spent times in the honest and the suspi-
cious states is less than [ because the node receives positive
ratings less than the normal rate.
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Fig. 9: A node’s state transition diagram.

The state transition diagram of a node is shown in Fig. 9.
Suspicious node may be honest but its reputation value is tem-
porarily degraded, so instead of taking a harsh reaction by cha-
racterizing this node as irrational packet dropper, the RS col-
lects more information about the node’s behavior to figure out
whether its misbehavior is temporary or genuine. If a suspi-
cious node is honest, it should be able to improve its reputation
value and return to the honest state, but the irrational packet
dropper stays for some time in the suspicious state before being
evicted. As shown in the figure, a node is transferred directly
from the honest to the evicted state without passing through the
suspicious state when it commits a clear cheating action such
as node S in Case 1 in Table 3. R, can reveal the attackers that
drop packets more than the normal rate, B can reveal the at-
tackers that drop packets in a large number of consecutive ses-
sions such as broken nodes that misbehave after gaining good
reputation, and ® can reveal the attackers that spend long time
in the suspicious state such as Gray-Hole attackers. Since we
cannot know whether a packet is dropped due to non-malicious
reasons or intentionally, the attackers may drop packets with
keeping their reputations above the thresholds of the reputation
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system to avoid eviction. If the thresholds are close enough to
the normal rate, the reputation system can force the attackers to
drop packets at a lower rate than the system’s thresholds, i.e.,
the RS can force the smart attackers to behave in such a way
that is not severe threat to the network proper operation. Ry
enables an honest node to filter out its negative ratings because
the node is identified honest as long as its reputation value is
less than Ry,. The system tolerates the degradation of a node’s
reputation value up to R, provided that the node improves its
reputation and returns to the honest state.

5. SECURITY ANALYSIS

5.1 Defense against Payment Manipulation

For Double-Rewarding attack, the attacker attempts to clear
a receipt multiple times to increase its rewards. TP can thwart
the attack and identify the attacker because each receipt has
unique identifier (SI). For Double-Spending attack, the attacker
attempts to generate identical receipts for different sessions to
pay once. In TRIPO, a session’s identifier is unrepeatable be-
cause it contains the identities of the nodes in the route and
time stamp. For Receipt-Forgery-or-Manipulation attack, the
attackers attempt to forge receipts or manipulate valid receipts
to increase their rewards. This is impossible in TRIPO with
using secure hash function and public-key cryptography be-
cause it is not possible to forge or modify the nodes’ signatures,
compute the hash value of the signatures without computing
the signatures, and compute Vy from V.. For Free-Calling
(or Riding) attacks, two colluding intermediate nodes in a legi-
timate session manipulate the session packets to add their data
to communicate freely. To thwart this attack, the integrity of the
packets should be checked at each node, and thus the first node
after the colluder can detect the packet manipulation and drop
the packet. For the data, RREQ, and RREP packets, the nodes’
signatures can ensure the integrity of the packets. The integrity
of the ACK packets can also be ensured by verifying the hash
chain elements.

For Packet-Replay attack, the internal or external attacker
record valid packets and replay them in different place and/or
time to establish sessions under the name of others to commu-
nicate freely. To thwart this attack, a fresh time stamp is used to
establish a session to ensure that stale packets can be identified
and dropped. For Impersonation attack, the attackers imperso-
nate legitimate nodes to communicate freely or steal credits.
This attack is not possible because the nodes use their private
keys to sign the packets. For Reduced-Payment attack, some
intermediate nodes may collude with the source and destination
nodes to submit receipts with less payment. In TRIPO, even if
a group of nodes colludes to reduce the rewards of an honest
node, the node can submit a receipt with the correct payment,
such as Cases 1 to 3 in Table 3. For Receiver-Robbery attack,
the colluding nodes attempt to steal credits from the destination
node by sending bogus messages that the destination node pays
for them. In TRIPO, the intermediate nodes are rewarded only
when the destination node acknowledges receiving correct da-
ta, and a route cannot be established if the destination node is
not interested in the communication because its signature is
required.

10

5.2 Defense against Irrational Packet Dropping Attack

Unlike the cooperation enforcement mechanisms that may
not have sufficient time to judge the nodes’ real behavior due
to the nodes’ mobility, TRIPO can monitor the nodes over dif-
ferent sessions and long time to precisely identify their beha-
viors. Moreover, packet drop is beneficial for the nodes in co-
operation enforcement mechanisms because packet relay con-
sumes their resource without benefits, but packet relay is bene-
ficial for the nodes in TRIPO to earn credits. In TRIPO, singu-
lar attackers cannot launch Reputation-Boost attacks, and they
have to neighbor the victim nodes and drop packets to launch
False-Accusation attacks. First, neighboring the victim nodes
may not be easy due to the nodes’ mobility; second, the attack-
ers also receive negative ratings and falsely accusing a node
does not guarantee that this accusation will be effective be-
cause the node can filter out its negative ratings; finally, fre-
quently launching False-Accusation attack reduces the effec-
tiveness of the attack with using WRT because the honest
nodes and the attackers receive less and more negative ratings,
respectively, which also makes it difficult for an attacker to
play with multiple identities to launch stronger attacks. Al-
though the honest nodes may receive negative ratings when
they neighbor irrational packet droppers, the neighbors change
due to node mobility, which can distribute the negative ratings
instead of concentrating them on few nodes. Moreover, since
dropping the RREQ packets is not abuse, an honest node can
protect its reputation value by not involving itself in sessions
with the neighbors that frequently drop packets.

Reputation systems are susceptible to collusion attacks due
to the nature of these systems. The impact of small-scale collu-
sion attacks can be mitigated by categorizing ratings by identi-
ties. The system can construct neighbor density table (NDT)
for the negative and positive ratings of a node’s rating window.
The density of the negative (or positive) ratings of node B in
the NDT of node A is the number of negative (or positive) rat-
ings that are caused when B was neighbor to A to the total
number of negative (or positive) ratings in the rating window
of node A, i.e., the density of the negative (or positive) ratings
reflects the frequency that node B caused negative (or positive)
ratings to node A. Obviously, in small-scale collusion attack,
the colluders have much higher densities than the other nodes.
Investigating the NDT in deciding a node’s state can improve
the mechanism’s robustness. For example, in Reputation-Boost
and False-Accusation attacks, few nodes have high densities in
a node’s positive and negative ratings, respectively, and the
node’s reputation value becomes bad and good with excluding
these false ratings, respectively. NDT can prevent a small
number of colluders from falsely improving their reputation
values and evicting honest nodes from the network, and thus
forces the attackers to collude with a large number of nodes,
which is not easy in civilian and large-scale networks [31],
[32]. Certainly, if the densities of the NDT are flat or dominat-
ed by a large number of nodes, the RS can have a strong belief
about the node’s real behavior. Several measures can be taken
to improve the robustness against large-scale collusion attacks.
Clearance fees can be imposed to clear the payment of a ses-
sion to discourage submitting receipts for fake sessions to
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launch Reputation-Boost attack. If colluders tamper their re-
ceipts to accuse a victim, they lose credits and defame their
reputation values, e.g., Cases 4 to 6 in Table 3.

Eq. 5 gives the probability that a node receives at least a ra-
tio of R, negative ratings in 7y sessions, or the probability of
identifying a node as irrational packet dropper, where P is the
probability of receiving a negative rating in a session. Obvious-
ly, P should be much larger for packet droppers than the honest
nodes because they drop much more packets. Fig. 10 shows
that if R, € [0.35, 0.55], the reputation system can perfectly
differentiate between the honest nodes and the irrational packet
droppers. However, if R, is low, e.g. [0, 0.35), honest nodes
may be falsely identified as packet droppers, and if R, is too
tolerant, e.g. (0.55, 1], packet droppers may not be identified.
Thus, R, can control the tradeoff between the false accusation
probability and the probability of identifying the packet drop-
pers. The increase of P increases P;(y) at the same Ry, and thus
some honest nodes may be falsely identified as packet droppers
if R;,, does not have enough tolerance.

P(y) = ley R

W) P (1 =Py (5)
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Fig. 10: The effect of Rm on the reputation system at y = 50.

From Fig. 11, increasing the size of 7y increases P;(y) of the
irrational packet droppers and decreases Pi(y) of the honest
nodes, which can reduce the number of honest nodes that are
falsely identified as packet droppers and the number of irra-
tional packet droppers that are not identified. For example, if
R,y €[0.3, 0.7] and y = 10, some honest nodes may be falsely
identified as packet droppers and some irrational packet drop-
pers may not be detected, but the RS can perfectly identify the
nodes’ behaviors when y= 100 or 250. However, this does not
mean that the RS has to wait long time until the nodes partici-
pate in 7y sessions for identifying the irrational packet droppers
because a node’s rating window is not empty when the node
first joins the network but has initial value. From Fig. 12, the
aggressive attackers that drop packets with very high rate, i.e.,
having large P, can be identified after participating in a low
number of sessions (or shorter time). For example, the proba-
bilities to identify the irrational packet droppers after partici-
pating in 20 sessions are 0.87, 0.92, and 0.96 for P of 0.6, 0.63,
and 0.66 respectively.
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Fig. 12: The effect of P on P;(X) at Rm = 0.5.

In order to evaluate the overhead and the effectiveness of
TRIPO, a network simulator is programmed using MATLAB.
35 mobile nodes with 125 m radio transmission range are ran-
domly deployed in a square cell of 1000 m by 1000 m. We
adopt the modified random waypoint model [33] to emulate the
nodes’ mobility. Specifically, a node travels towards a random
destination uniformly selected within the network field; upon
reaching the destination, it pauses for some time; and the
process repeats itself afterwards. The node speed is uniformly
distributed in the range [0, 10] m/s and the pause time is 10 s.
The constant-bit-rate traffic source is implemented in each
node as an application layer, and the source and destination
nodes are randomly chosen. The DSR routing protocol [29] is
simulated over distributed coordination function of the IEEE
802.11 medium access control protocol. The time stamp (TS), a
node’s identity (ID4), and the number of messages (X) are five,
four, and two bytes, respectively. 300 sessions are held in each
updating time, packet transmission rate is 0.5 packets per
second, and 25 packets are transmitted in each session if the
route is not broken. To determine proper thresholds, we run a
training phase assuming that all the nodes are honest to investi-
gate the expected and tolerable ratio of dropping the packets.
The parameters Ry, ®, B, ¥, and o are 0.19, 100, 100, 50, and
0.78, respectively. The initial rating window is the repeat of the
pattern ‘00001°, so the nodes’ initial reputation values and
states are 0.2 and honest, respectively.

In Table 4, the number of false-positive nodes is the average
number of honest nodes that are falsely identified as irrational
packet droppers, and the detection time is the average number
of updating times for identifying all the irrational packet drop-
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pers. The attack strength 1:X means that the attackers behave
as irrational packet droppers in one session and behave normal-
ly in X-1 sessions to circumvent the RS. However, the attacker
has to drop a large ratio of the packets to launch effective at-
tacks, i.e., X should be small. When X = 1, the attackers launch
Black-Hole attacks by dropping all the packets they should
relay, otherwise they launch Gray-Hole attacks. The simulation
results given in Table 4 can demonstrate the intuitive tradeoff
between the detection time and the number of false positive
nodes, which can be controlled by R,,. Less tolerance to the
negative ratings (R,, = 0.35) shortens the detection time but
increases the number of false-positive nodes. This tradeoff is
sharper in SRT than WRT because the honest nodes collect
more negative ratings. It takes longer to identify the nodes that
misbehave less frequently such as the attackers with 1:2 attack-
ing strength because they lose their reputation values slowly.
The increase of the ratio of the attackers increases the number
of false-positive nodes because the honest nodes collect more
negative ratings due to neighboring more attackers, and the
victims could not improve their reputation values with the
same rate they degrade. Nevertheless, for R;, =0.35 and X =1,
when a large ratio of 42.86% (16 nodes) of the nodes drop all
the packets they should relay, almost no node is falsely accused
in WRT but around 13.25 nodes (37.8%) are falsely accused in
SRT. That is because honest nodes receive less negative ratings
in WRT, i.e., WRT can better filter out the negative ratings of
the honest nodes, which is important to precisely identify the
irrational packet droppers.

The number of false-positive nodes can be reduced in SRT
with increasing Ry, e.g., for X = 1 and 42.86% of the nodes are
attackers, the increase of R, from 0.35 to 0.6 reduces the num-
ber of false-positive nodes from 13.35 (37.8%) to 2.8 (8%).
However, the increase of R, means that the attackers can drop
more packets with keeping their reputation values above the
system thresholds and the detection time increases. R, can be
less in WRT, e.g., R, = 0.35, for short detection time and low
number of false-positive nodes because the attackers and the
honest nodes collect more and less negative ratings, respec-
tively comparing with SRT. Moreover, the simulation results
demonstrate that the increase of the number of attackers in-
creases the detection time because some attackers may not par-
ticipate in any sessions in an updating time, and the attackers
receive less negative ratings due to neighboring more attackers
and fewer honest nodes in WRT. In addition, the number of
false-positive nodes increases with reducing ¥, which confirms
our observation in Fig. 11.

Since the thresholds of the reputation system have direct im-
pact on the system’s effectiveness, our centralized reputation
system can compute good thresholds from the nodes’ reputa-
tion values and periodically tune them. For example, if the rep-
utation values of the majority of the nodes are less than 0.3, R,,
can be decided as 0.3 assuming that the majority of the nodes
behave honestly. Moreover, since the nodes contact the TP
over discrete times, the detection and eviction times can be
reduced with issuing shorter-lifetime certificates to the bad-
reputation nodes. Moreover, investigating the rate of change of
the reputation values can reduce the detection time for some
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attackers, e.g., this rate of change is larger for the Gray-Hole
attackers than the honest nodes.

TABLE 4: SIMULATION RESULTS.

Detection time| Number of Number of
Attack Attackers’ | (in updating | false-positive | false-positive
strength Ru ratio times) nodes (y=50) | nodes (y=15)
SRT | WRT | SRT | WRT | SRT | WRT
5% 1 1.85 2.8 0 8.85 0.16
035 42.86% 1.9 4.4 13.35 0.1 16.17 | 0.56
1 5% 2.25 14 0 0 0.9 0
08 o86% | 53 | 98 | 085 0 285 | 0
5% 1.15 | 10.95 3.6 0 11.35 0.72
0-35 4286% | 2 |2365] 10 0 126 | 224
12 5% 38.8 [102.85 0 0 1.75 0
0.6 42.86% |95.75| 109.8 0.2 0 5.95 0

6. PERFORMANCE EVALUATION

Packet-Dropping attack degrades the network performance
significantly. From [7] and [8], the average throughput de-
grades by 16% to 32% if 10% to 40% of the nodes drop pack-
ets, and the end-to-end packet delay linearly increases with the
increase of the number of attackers. Moreover, since a new
receipt is generated when the session is broken and re-
established, Packet-Dropping attack increases the number of
receipts. The attack also wastes the consumed energy and
bandwidth in transmitting the packet from the source to the
attacker. A packet cannot reach to its destination if any inter-
mediate node drops the packet, and thus the packet delivery
ratio (PDR) decreases with the growth of the number of attack-
ers. Eq. 6 gives the probability of dropping a packet by an irra-
tional packet dropper in a session with n nodes (or n-2 inter-
mediate nodes). Py, is the ratio of the irrational packet dropper,
which is equivalent to the probability that an intermediate node
is an irrational packet dropper. The packet delivery ratio of a
route with n nodes (PDR(n)) is the number of delivered data
packets to the number of sent packets in the route. In Eq. 7,
PDR(n) and PDRy(n) are the average packet delivery ratios of a
route with n nodes with and without the irrational packet drop-
pers, respectively. Fig. 13 shows that a low ratio of irrational
packet droppers as 20% can reduce the packet delivery ratio
by 74% and 60% for routes with eight and six nodes, respec-
tively. Moreover, the increase of n or P,, increases the packet
dropping probability and thus degrades the PDR.

B,(n) =1- (1 —PBy)"? (6)

7

Public-key cryptography is necessary for securing the wire-
less networks [12], [13]. TRIPO uses public-key cryptography
to enable the TP and the intermediate nodes to verify the pay-
ment. Instead of generating a signature per ACK packet, a hash
chain is used to reduce the number of public-key-cryptography
operations. The proposed communication protocol in [20] can
be used with TRIPO to replace the source node’s signatures
with hashing operations. Digital signature technology and

PDR(n) = PDR,(n) - (1 — B,(n))
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hardware implementation have been improved and fast signa-
ture schemes are currently available. For example, ‘“on-
line/offline” digital signature [34] is computed in two steps: an
off-line step that is computationally more demanding and inde-
pendent of the message is performed before the message to be
signed is available; and a lightweight on-line step is performed
once the message to be signed becomes available. Moreover,
the FPGA implementation of the RSA signature scheme can
perform the signing and verifying operations in several millise-
conds [35]. In route establishment, the nodes in the route use
signatures to authenticate themselves not only to secure TRIPO
by holding the nodes accountable for dropping packets but also
to thwart many attacks that can be launched by external attack-
ers (that are not members in the network) [36]. For example,
the external attackers may launch Resource-Exhaustion attacks
by frequently flooding the network with RREQ packets to ex-
haust the nodes’ resources. In this authentication process, each
node performs one signing operation and multiple verifying
operations, and thus RSA signature scheme may be a proper
choice because the verifying operations require much less
computational time and energy than the signing operations
[37]. Moreover, dropping the data packets is more serious than
dropping the RREP packets because they are much longer, so
the number of public-key-cryptography operations and receipts
can be significantly reduced if TRIPO aims to identify only the
data-packet droppers. In this case, ISR(0) receipts are not sub-
mitted, and the nodes can authenticate themselves in the RREP
packets in order to reduce the number of public-key-
cryptography operations because the RREP packets are
processed only by the nodes in the route.
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Fig. 13: The expected drop in the PDR due to irrational packet dropping at-

tacks.

The simulation results show that the average receipt size is
126.6 bytes using SHA-1 hash function with digest value of 20
bytes [38]. The ratings of SRT and WRT are stored in one and
seven bits, respectively, and thus a rating window for 320 rat-
ings requires storage area of 40 and 280 bytes, respectively.
Moreover, the storage area can be significantly reduced by
making the size of the rating window dynamic. The rating win-
dows can be short for the good-reputation nodes and long for
the bad-reputation nodes, e.g., suspicious nodes, to better judge
their behavior. In addition, the overhead of TRIPO can be sig-
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nificantly reduced by running the reputation system only on-
demand when TP notices that the packets are dropped more
than the normal rate, and the system can be run only for the
suspected nodes that are frequently involved in broken links.

7. CONCLUSION AND FUTURE WORK

In this paper, we have proposed a novel mechanism that
adopts stimulation and punishment strategies to thwart Packet-
Dropping attack in multihop wireless networks. Credits are
used to stimulate the rational packet droppers to relay others’
packets and the payment receipts can be processed to detect the
broken links to build a reputation system to identify the irra-
tional packet droppers. SRT offers equal negative ratings to the
two nodes in a broken link but WRT offers more negative rat-
ing to the node that dropped more packets in the past. Our ana-
Iytical and simulation results demonstrate that our mechanism
can secure the payment against singular and colluding attack-
ers. Moreover, WRT can precisely identify the irrational packet
droppers with almost no false-positive nodes. The reputation
system is secure against small-scale irrational collusion attacks
and robust against large-scale collusion attacks because the
attackers lose credits and defame their reputations.

The honest nodes have different packet-dropping rates, i.e.,
the nodes with large hardware-capability and low mobility
have less packet-dropping probability. In our future work, we
will develop a routing protocol to route traffic through the
nodes having low packet-dropping probability to integrate the
nodes’ past behavior into routing decisions as a second line of
defense against Packet-Dropping attack and to improve route
stability and thus the network performance. In addition, in or-
der to reduce the overhead of submitting and clearing the re-
ceipts, each node can store the receipts’ and Security Token and
submits only lightweight payment reports containing the al-
leged charges and rewards. A security mechanism will be de-
veloped to request the and Security Token when the nodes’
reports are not consistent to identify the cheating nodes. The
mechanism should thwart different cheating strategies to secure
the payment.
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