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s a means to improve road safety and efficiency

and to provide high-performance data transmis-

sion service for vehicular networks, group-based
vehicular communications (e.g., platoon) has
attracted a lot of attention from both academia and
industry. In this article, we introduce group-based vehic-
ular communication and address two major security
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challenges: 1) securely and dynamically setting up and
managing the group for a decentralized network, which
guarantees the confidentiality and integrity of informa-
tion being exchanged among vehicles; and 2) secure
group access and mobility management for the central-
ized network, which enables group members to securely
and efficiently access the Internet, especially while mov-
ing across heterogeneous networks. We propose an
integrated network architecture for secure group com-
munication, taking advantage of the software-defined

IEEE VEHICULAR TECHNOLOGY MAGAZINE | DECEMBER 2017

Authorized licensed use limited to: University of Waterloo. Downloaded on March 18,2026 at 18:51:23 UTC from IEEE Xplore. Restrictions apply.



network (SDN) technology in fifth generation (5G) mo-
bile networks.

The Benefits and Security Issues of 5G-VANETs

With the rapid development of information and communi-
cation technologies, equipping vehicles with radar, LIDAR,
global positioning systems, and computer vision tech-
niques is expected to be the next frontier in the automo-
tive revolution [1]. Internet connectivity for infotainment
has become an essential part of on-board communica-
tions [2]. Group-based vehicular ad hoc networks (VANETS)
communication has attracted a lot of attention from both
academia and industry for its ability to provide high data
packet delivery ratios and throughput, reduced control
packet overhead, and minimized delay and packet drop
rates. For instance, an effective approach for autonomous
vehicles is to change the driving pattern from individual
driving to a platoon-based driving [3], [4]. Vehicles on the
road with some common interests (e.g., destination,
hobby, groups of friends, etc.) can cooperatively form a
platoon-based driving pattern, in which a vehicle follows
another one and maintains a small and nearly constant
distance from the preceding vehicle. Such a platoon-based
driving pattern can significantly improve road capacity
and energy efficiency. In addition, the clustering algo-
rithms in VANETS, associating vehicles into groups, which
has been widely studied [5], can provide high-perfor-
mance data transmission.

Currently, IEEE 802.11p [16] has been developed as the
main communications standard for vehicular networking,
while the emerging 5G cellular networks represent practi-
cal and convenient marketing solutions to enable ubiqui-
tous and reliable connections to vehicles. The media-rich
Internet content delivery for vehicles requires high-rate
Internet access, but the existing wireless technologies,
such as long-term evolution (LTE), LTE-advanced (LTE-
A), and Wi-Fi, are straining to accommodate the explo-
sively growing data traffic because of the shortage of the
spectrum. The 5G wireless systems, with improved data
rates, capacity, latency, and quality of service (QoS), are
expected to be a promising solution in the near future.

Recently, several standards forums and organizations,
including the Third-Generation Partnership Project (3GPP),
Huawei Technology, and the Datang Telecom Technology
and Industry Group, have engaged in cellular-assisted ve-
hicle-to-everything (V2X) communication technology [e.g.,
LTE for vehicles (LTE-V)] standard development, which is
one of the technologies with the most potential in the 5G
era [6]. LTE-V can be further divided into two work modes:
LTE-V-Cell for a centralized network and LTE-V-Direct for a
decentralized network. The former is the extension of the
existing cellular technology, and is designed mainly for tra-
ditional Internet service. The latter introduces the LTE de-
vice-to-device (D2D) and realizes vehicle-to-vehicle (V2V)
communication. As a promising new network paradigm in
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5G, SDN-based VANETSs [7] enable flexible ubiquitous con-
nections, fast rerouting, and real-time network manage-
ment with the software controller. One of the main features
of the SDN is the separation of the control plane and data
plane and centralization of control functions. With a pro-
grammable SDN controller, network operators can easily
configure new network devices and quickly deploy new
applications. Vehicle users are able to access network ser-
vices anywhere, anytime, regardless of the network type
(e.g., Wi-Fi, LTE, LTE-A, 5G).

However, in most of the existing literature, the secu-
rity issues for group-based VANETs communication are
not taken into full consideration, which may decrease the
reliability of the system and even present serious safety
concerns for passengers and other road users. These se-
curity issues include: 1) how to securely and dynamically
set up and manage the group for a decentralized network,
which guarantees the confidentiality and integrity of the
critical information exchanging among vehicles; and 2)
how to ensure secure group access and mobility manage-
ment for the centralized network so that group members
can securely and efficiently access the Internet, especially
when they move across different networks. In this article,
we aim to address the above security issues in the SDN-
based 5G-VANETSs integrated networks.

Network Architecture

Figure 1 illustrates the architecture of the SDN-enabled
5G-VANET integrated network. To support this architec-
ture, appropriate SDN Protocols, such as OpenFlow and
Simple Network Management Protocol (SNMP), will be
applied to base stations, wireless access points, and
other network entities through an external standardized
application programming interface (API). OpenFlow is in
charge of data path control, and SNMP can be used for
Internet Protocol Security (IPsec) establishment. The SDN
controller can be placed anywhere since it is just a pro-
gram running on a server.

The network architecture is designed based on the exit-
ing 3GPP LTE evolved packet core architecture. The access
network (AN) can be either 3GPP or non-3GPP. To support
Mobile Internet Protocol version 6 (MIPv6), the base sta-
tions [i.e., evolved Node B (eNodeBs)] or other wireless
access points function as mobile access gateways to pro-
vide vehicles with wireless access to the Internet. In the
core network, the mobility management control (MM-C)
plane substitutes the mobility management entity (MME)
and communicates with the OpenFlow controller using
an APL In our architecture, the MM-C is responsible for
vehicle authentication and authorization and intra-3GPP
mobility management. Different from the MME, the MM-C
will not be responsible for the serving gateway (S-GW) and
packet data network gateway (P-GW) selection. The S-GW
can be separated into the S-GW control (SGW-C) plane and
S-GW data (SGW-D) plane. SGW-C is responsible for the
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GPRS Tunneling Protocol (GTP) tunnel and [Psec estab-
lishment. SGW-D represents an advanced OpenFlow switch
(OF-switch) that can encapsulate/decapsulate GTP packets.
This switch applies the rules received from the OpenFlow
controller. Its responsibility is just packet forwarding be-
tween eNodeBs and P-GW. P-GW still has the same function
as in the 3GPP standard and acts as an anchor of mobility
between 3GPP and non-3GPP technologies. Therefore, it
plays a role in the local mobility anchor (LMA).

In the SDN-enabled 5G-VANET integrated network, ve-
hicles employing LTE-V technology and equipped with a
built-in cellular module can connect to the 3GPP AN via
the eNodeB. LTE-V can be further divided into two work
modes: LTE-V-Cell for the centralized network and LTE-
V-Direct for the decentralized network. Therefore, the in-
troduction of LTE-V-Direct can meet the requirements of
low latency and high reliability among connected vehicles.
Moreover, vehicles equipping other wireless communi-
cation modules can also access the core network via the
non-3GPP AN. To provide secure and efficient data trans-
mission, we define the concept of secure mobile gateways.

Different from the traditional fixed gateway, a secure
mobile gateway refers to the dual-interfaced vehicle that
relays data from other vehicle sources to the backhaul net-
work and guarantees the security during data transmis-
sion. The main network elements and function description
are summarized in Table 1.

Security Challenges in the

Group-Oriented Vehicular Environment

Figure 2 shows the two work modes of the LTE-based
V2X system: V2V and vehicle-to-infrastructure (V2I).
The V2I mode, which consists of LTE-V-Cell and IEEE
802.11p, is an extension of the existing technology and is
designed mainly for traditional Internet service. V2V
mode (LTE-V-Direct) introduces the D2D to realize the
V2V communication. Consequently, there are two major
security challenges for the group-oriented vehicular
environment in these two modes: 1) how to securely and
dynamically manage the group in the decentralized net-
work and 2) how to control the handover signaling over-
load (introduced by group handover authentication and
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TABLE 1 The functions of the main network elements.

Network Elements Function

MM-C The MM-C belongs to the control plane and is a substitute for MME. MM-C communicates with the
OpenFlow controller using API. It is responsible for vehicle authentication and authorization and
intra-3GPP mobility management.

SGW-C The SGW-C belongs to the control plane.The SGW-C is separated from the S-GW and is responsible
for GTP tunnel and IPsec establishment.

SGW-D The SGW-D is separated from the S-GW and represents an advanced OF-switch.The SGW-D applies
the rules received from the OpenFlow controller. Its responsibility is packet forwarding between
eNodeBs and the P-GW.

P-GW The P-GW reserves the same function as the 3GPP standard and is responsible for acting as an
anchor of mobility between 3GPP and non-3GPP technologies. In fact, it plays a role in the LMA.

Vsme The dual-interfaced vehicle is a secure mobile gateway (Vgye) that is different from the traditional

fixed gateway. It relays data from other vehicle sources to the backhaul network and ensures security

during data transmission.
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FIGURE 2 The architecture for the two work modes of the LTE-based V2X system: (a) a decentralized network and (b) a centralized network.

Vsue: the vehicle acts as a secure mobile gateway.

[Psec establishment) and reduce handover latency when
a large number of group members need to securely
access the Internet in the centralized network.

Secure Dynamic Group Management

in the Decentralized Network

The vehicle group can form in a distributed manner via
some sort of clustering algorithm. A VANET clustering
algorithm works by associating vehicles into groups,
according to some rule sets, and selecting a vehicle as
the cluster head (CH). For instance, platoon-based driv-
ing, where vehicles on the road cooperatively form a pla-
toon, can significantly improve road capacity and energy
efficiency. In some applications, the CH can mediate
between the cluster and the rest of the network in the
same way as a wireless access point. In [5], Benslimane
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et al. propose a clustering-based adaptive mobile gate-
way management scheme in integrated VANET-3G net-
works to cope with some shortcomings brought by
traditional fixed gateways.

However, in such a dynamic and distributed group sce-
nario, all vehicle members are mutually distrustful, even
when they’ve never met each other prior. Therefore, the
vehicle members should first authenticate themselves
before joining the group. Furthermore, the confidentiality
and integrity of important information exchanged among
vehicles should be guaranteed because the information
involves users’ privacy and even relates to users’ safety.
In addition, the members of the group may change quite
dynamically, and vehicles may join or leave the group at
any time. Consequently, managing the group in a distrib-
uted manner is a challenging issue.
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Secure Group-Oriented Access and Mobility
Management in the Centralized Network

It is well known that in mobility management for IP-
based VANETSs, the issue of seamless handover is of
great importance for guaranteeing service continuity
and QoS, when an automobile is handed off to another
network. MIPv6 and network mobility basic support
(NEMO-BS) have been developed to provide mobility
management for the mobile network. However, the
handover delay and mobility support for heterogeneous
network roaming are still challenging issues. In the
aspect of secure vehicular [Pv6 communications, Fer-
nandez et al. used [Psec and Internet key exchange ver-
sion 2 (IKEv2) to secure [Pv6 NEMO [8], concluding that
applied [Psec and IKEv2 in vehicular communication for
secure I[P communications are efficient and necessary.
However, the original [Psec is not suitable for a group-
oriented vehicle environment because of the large com-
munication and computation overhead.

Moreover, when a group of vehicles want to access
the Internet, they first need to securely access the wire-
less network and should send their access authentica-
tion requests toward the core network successively
over a short period, or even at the same time. These op-
erations will lead to a communication and computation
burden on the network. The recent Authentication and
Key Agreement (AKA) Protocols dedicated to the 3GPP
evolved packet system (EPS), known as EPS-AKA, or for
non-3GPP ANs (e.g., Wi-Fi), known as Extensible Authen-
tication Protocol (EAP)-AKA, cannot provide a group au-
thentication mechanism. If a large number of vehicles
in a group need to access the network almost simulta-
neously, the Traditional Authentication Protocols (e.g.,
EPS-AKA or EAP-AKA) will suffer from high signaling
overhead, decreasing the QoS of the network, because
every vehicle must perform a full AKA authentication
procedure with the home subscriber server, respec-
tively. Because the traditional AKA Protocols are not
suitable for group-oriented VANETs communications,
we consider designing new group-based Authentication
and Key Agreement Protocols.

Security Solutions in the Group-Oriented

Vehicular Environment

In this section, we introduce the solutions for secure
group communication in decentralized network and cen-
tralized network, respectively.

Secure Group Management Scheme

in the Decentralized Network

To achieve specific goals, vehicles need to find a suitable
vehicle to act as their secure group manager (i.e., Vswg) and
form a group (e.g., platoon). The role of the Vsug varies
depending on the algorithm, i.e., it may include routing or
relaying functions, and it may also be responsible for

determining the group membership. Group management
procedures are different based on whether the vehicle
has become a Vswg or member. As a Vswg, the vehicle will
poll the members of its group and assess the group sta-
tus. As a member, the vehicle will periodically evaluate its
link to its Vsmg, either by waiting for a poll frame from the

Vsmg or by actively sending live messages. The secure

group management scheme (SGMS) can support the fol-

lowing operations in the group management:

m group joining: a new group member can be added to
the group with privacy preservation

m group leaving: a group member can be removed from
the group

m group merging: an emerging group of vehicles want to
be added to the group

m group partition: a subgroup is split from the group, as
shown in Figure 3.

Although the Vswc can act as the group founder and key
distribution server, such a centralized method will be both
expensive and unexpectedly complex and is not suitable
for dynamic peer group settings. Therefore, the distrib-
uted key agreement technique is required. Contributory
group Key Agreement Protocols can generate group keys
based on contributions from all group members, and this
technique can be a building block of secure group setup.
An example scheme of SGMS design can be found in [9].

We derive the properties of the relative distributed
key management frameworks in VANETSs, and show the
results in Table 2. The proposed SGMS follows these
four properties:

m group key secrecy: the SGMS guarantees that it is com-
putationally infeasible for a passive adversary to dis-
cover any group key

m forward secrecy: the SGMS guarantees that a passive
adversary who knows a contiguous subset of old
group keys cannot discover subsequent group keys

m backward secrecy: the SGMS guarantees that a passive
adversary who knows a contiguous subset of group
keys cannot discover preceding group keys

m key independence: the SGMS guarantees that a passive
adversary who knows any proper subset of group keys
cannot discover any other group key not included in
the subset.

We confirm that the proposed SGMS is superior to other
relevant schemes, particularly, that the proposed SGMS
can securely and efficiently support the dynamic group
management in VANETSs in a distributed manner.

Secure Access and Mobility Management
in the Centralized Network

Efficient Group Handover Authentication

Regarding handover authentication, to authenticate all
vehicles simultaneously and avoid authentication signal-
ing overload in group-based communications, there are
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FIGURE 3 During group management, these four operations must be considered: (a) group joining, (b) group leaving, (c) group merging,

and (d) group partition.

two categories of protocols: symmetric-cryptosystem-

based (SC-based) and asymmetric-cryptosystem-based

(AC-based) group handover authentication. Accordingly,

we present two group handover Authentication and Key

Agreement Protocols:

m AC-based group handover authentication: By utilizing the
identity-based aggregate signature (IBGS) technique
[13], the group-oriented handover authentication can
be proposed. In an aggregate signature scheme, multi-
ple signatures can be aggregated into a compact aggre-
gate signature even if these signatures are on many
different documents and were produced by many dif-
ferent signers. Particularly, in IBGS, the verifier does
not need to obtain and/or store various signer public
keys to verify; instead, the verifier only needs a descrip-
tion of who signed what, along with two constant-
length tags: i.e., the short aggregate signature and the
single public key of a private key generator (PKG).
Therefore, the IBGS is suitable for VANETs. When each

vehicle registers with the core network, it contacts the
PKG, provides its identity, and then receives its private
key. Only the authenticated vehicle user can get the
private keys from the PKG. The PKG can be integrated
with the authentication server, which has pre-estab-
lished secure channels with the MM-C plane by using
the Network Domain Security/IP security mechanism.
By adopting the IBGS, the Vsme can collect all signa-
tures of members in the same group and aggregate
them to a new signature (SIG.g). Then, the Vg sends
SIG.gs to the network and all members in the group can
be authenticated at the same time. The independent
session key can be negotiated between the core net-
work and each group member. Therefore, this scheme
can relieve the authentication signaling overload occur-
ring at the network nodes significantly.

SC-based group handover authentication: Constrained by
the computation, battery, and storage capabilities of the
vehicle-mounted devices, AC-based group handover

Table 2 Comparisons among the distributed key management schemes in VANETSs.

Scheme [10] DIKE [11] Hao’s Scheme [12] SGMS
Road-side unit assistance Yes Yes Yes Limited
Group setting Yes No Yes Yes
Privacy preservation Yes Yes Yes Yes
Group joining Yes Yes No Yes
Group leaving Yes Yes No Yes
Group merging No No No Yes
Group partition No No No Yes

DIKE: Dynamic privacy-preserving key management scheme.
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IN THE PROPOSED SGMF, ALL VEHICLES IN THE
GROUP FORM A PRIVATE NETWORK, IN WHICH
EACH GROUP MEMBER HAS AN INNER IP ADDRESS
AND UNIQUE IDENTITY THAT FORM A PRIVATE
ADDRESSING IDENTIFIER.

authentication may not be suitable for resource-con-
strained devices due to the application of the public key
system. Therefore, SC-based group handover authenti-
cation can be proposed by adopting aggregate message
authentication code techniques [14]. The supplier pro-
vides a group identity (/Dc:) and a group key (GK;) to
each group for authentication. Each vehicle has a pre-
shared secret key (Kv;-;) with the authentication serv-
er when it is first registered in the authentication server.
The Vsmg can collect all message validation codes of
members in the same group and aggregate them to a
new message authentication parameter (MACagg). Then,
the Vsmg sends MACags to the network and all members
in the group can be authenticated at the same time.
Moreover, the independent session key can be negotiat-
ed between the core network and each vehicle. Thus,
SC-based group handover authentication not only can
relieve authentication overhead occurring at the
MM-C and eNodeB but is also suitable for resource-
constrained environment.

Secure and Efficient Group Mobility

Management Framework

The original IPsec is not suitable for a group-oriented
vehicle environment; therefore, we adopt the modified
[Psec packet and addressing method [15] to design a
secure and efficient group mobility management frame-
work (SGMF). In the proposed SGMF, all vehicles in the
group form a private network, in which each group mem-
ber has an inner IP address and unique identity that form
a private addressing identifier (PAI). Private IP address
spaces were originally defined to delay IPv4 address
exhaustion, but they are also a feature of IPv6 addresses
for security purposes. Group members cannot directly
access the Internet by using PAIL. The Vsmg have a public
[P address and can mediate between the group members
and the 5G core network.

When group members want to send or receive data to/
from the Internet, they first need to communicate with
the Vsmg. The Vswe plays a role in the secure mobile gate-
way to provide secure and efficient data transmission for
other group members. For example, when sending data,
each group member generates their own packet with an
inner IP header, i.e., PAL Then they send the encrypted
packets to the Vswg by using the group key (Triple Data
Encryption Standard/Advanced Encryption Standard).
The Vsmc collects all encrypted packets from group

members and assembles them in sequence to form an
entire IP payload. The IP payload is then encapsulated
into a new IP packet with a new outer IP header. For au-
thenticating the IP packet, an Encapsulating Security
Payload Authentication (ESP Auth) trailer needs to be
added to the IP packet.

When IP layer (L3) handover occurs, both the handover
authentication and IPsec tunnel establishment should be
optimized simultaneously. Because security and mobility
management-related applications (e.g., MM-C, SGW-C, and
[Psec) that are implemented on top of the controller can
define the behavior of the switches and eNodeBs/access
points, thus creating a reconfigurable 5G-VANET, we can
easily adopt the proposed group handover authentication
(PGHA) running within IKEv2 between the Vsug and the
MM-C/SGW-C plane for authentication and key agreement.
At the same time, the L3 handover process should be per-
formed. The SDN concept of a logically centralized control
can be implemented in MIPv6 Protocols, e.g., proxy MIPv6
(PMIPv6) through OpenFlow; we designed the SGMF based
on PMIPv6. For instance, the controller resides in the back-
bone network and connects to all the gateways and the an-
chor. The Vgygs implement the OpenFlow Protocol, after
which the controller communicates with them. The Vswg
notifies the controller about attachment on behalf of group
members through a PMIPv6 control message in the Open-
Flow Protocol, and the controller performs all the PMIPv6-
related mobility control signaling with the anchor on behalf
of Vsme. Theoretically, most of the extension and improve-
ment schemes of PMIPv6 can be applied to the proposed
framework. The complete procedure of a group handing
off from a non-3GPP AN to eNodeB is presented in Figure 4.
The procedure of a group handing off from eNodeB to a
non-3GPP AN is similar to the procedure depicted in Fig-
ure 4, as the proposed framework is unified.

By applying the group Handover Authentication Proto-
cols to the proposed mobility management framework, the
SGMF can provide group-based authentication and key
agreement, which enables vehicle members to securely
and efficiently access the Internet, especially when they
move across heterogeneous networks. The SGMF is se-
cure against hostile eavesdroppers as well as various
other attacks specific to group settings, such as denial of
service, impersonation, and man-in-the-middle attack.

For performance evaluation, we consider two types of
schemes: traditional schemes without supporting group-
oriented VANET (TRADIP) and our proposed scheme. Theo-
retically, most of the PMIPv6 extension and improvement
schemes can be applied to the proposed framework. There-
fore, for the sake of analysis, we make a concrete analysis
by adopting PMIPv6 to the proposed framework as TRADIP.
We consider four cases: TRADIP with EPS-AKA, TRADIP with
PGHA, SGMF with EPS-AKA, and SGMF with PGHA.

Figure 5 shows the comparison of the average signal-
ing cost. We can see that the average signaling cost of
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FIGURE 4 The hand-off procedure of a group from a non-3GPP AN to eNodeB. CoA: care of address; CN: corresponding node; SA: security

association; HoA: home address.

the SGMF is essentially independent of the number of
vehicles (n), and the average signaling cost of SGMF with
EPS-AKA is larger than that of SGMF with PGHA since
EPS-AKA needs to require additional authentication vec-
tors (the number of authentication vectors is x); We can
conclude that the TRADIP with EPS-AKA has the largest
signaling cost; the SGMF with PGHA has the lowest sig-
naling messages for handover compared with the other
schemes, thus showing the best performance in view
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of handover signaling cost. Figure 6 illustrates the aver-
age handover latency comparison among four cases. The
handover latencies of TRADIP with EPS-AKA and TRADIP
with PGHA are significantly larger than that of SGMF with
EPS-AKA and SGMF with PGHA. This is because the pre-
authentication is adopted in the proposed SGMF. TRADIP
with EPS-AKA and TRADIP with PGHA have longer hando-
ver delays than other schemes. On the other hand, the
other two schemes show nearly the same handover delay.
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FIGURE 6 A comparison of the average handover latency between
TRADIP and SGMF.

Conclusions

In this article, we have investigated secure group com-
munications in SDN-based 5G-VANETSs, which aim to
address major security challenges in both decentralized
and centralized networks. We have proposed a unified
communication approach for group-oriented vehicular
environment. The performance evaluation demonstrated
that our approach outperforms other mobility manage-
ment schemes with the handover authentication in terms
of handover signaling overhead and latency.

Future Directions

Round-efficient group key agreement is important for the
distributed key management, especially in VANETS, since
the dynamic and multihop nature of VANET communica-
tion impacts the stability of links. The fewer rounds there
are, the higher the success rate for group key agreement.
Therefore, designing the round-efficient group Key

FIGURE 5 A comparison of the average signaling cost between TRADIP and SGMF: (a) n= 10, x= 10 and (b) n =100, x = 20.

Agreement Protocol for VANETs is still a challenge. In
addition, vehicles on the road with some common inter-
ests (e.g., destination, hobby, groups of friends, etc.) can
cooperatively form a group for some specific goals;
hence, setting up the group with privacy preserving
when considering the vehicles’ social attributes is an
attractive topic. Due to the human factor, the rational
secure multiparty computation is a candidate solution.
There are also a set of mobility management and secure
[P communications schemes for group-oriented vehicu-
lar environments, which could be improved. The SDN-
based MIPv6 Protocol should be investigated, since most
existing MIPv6 Protocols are designed based on a tradi-
tional network architecture and have a series of limita-
tions. Also, the more flexible and lightweight secure IP
communication scheme in the high-mobility scenario
should be proposed to replace [Psec that have some
inherent shortcomings. Finally, the proposed cross-layer
authentication mainly occurs above the physical layer
(e.g., L2 and L3), and a more efficient cross-layer authen-
tication mechanism involving physical layer could be
proposed, which can further significantly reduce the
handover authentication latency. We hope this article
sheds more light on secure and efficient group communi-
cation for autonomous vehicles.
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