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Abstract—Information security and customers’ privacy in
smart grid are significant concerns. Existing security and pri-
vacy preserving schemes consider that the consumption reports
for electricity consumption aggregation and billing purposes are
sent periodically. These periodic messages increase the computa-
tion and communication burden on restricted-capabilities smart
meters. In this paper, we propose a lightweight security and pri-
vacy preserving scheme that is based on forecasting the electricity
demand for a cluster of houses in the same residential area; it lim-
its the cluster’s connection with electricity utility only when the
cluster needs to adjust its total demand. The scheme efficiently
satisfies the security and privacy requirements in customer-side
networks, i.e., communication between customers and power util-
ity. At the same time, it significantly reduces the communication
and computation overhead. Moreover, the proposed scheme uti-
lizes NTRU cryptosystem to further reduce the computation
complexity.

Index Terms—Building area networks (BANs), home area
networks (HANSs), lattice-based scheme NTRU.

I. INTRODUCTION

MART GRID is the incorporation between traditional

power grid and communication and information tech-
nologies, where various networking techniques are utilized to
exchange information about grid’s conditions and customers’
demands between different parties to improve power genera-
tion and distribution and reduce electricity losses. Through
diverse networking technologies, three main networks are
deployed in smart grid: the first type is the home area net-
work (HAN), which is responsible for computing electricity
consumption for customers. To perform its task, HAN consists
of a smart meter that connects to house’s smart appliances in
order to aggregate their consumption readings. This aggre-
gated value is forwarded to service provider to calculate the
electricity bill. Two other networks are considered HANS:
1) building area networks (BANs); and 2) industrial area net-
works (IANs). BAN is a connection between several HANs
within the same residential area while IAN connects HANS in
the same industrial area. The second network is the neighbor
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area network (NAN) that connects HANS in a specific zone
with the main control center (CC) for utility company. NAN
forwards electricity consumption reports for the region to CC.
The last network is the wide area network (WAN), which is uti-
lized by NANSs to forward the electricity reports to CC [2]-[5].
In this paper, we refer to HANs, BANs/IANs, and NANs
networks as customer-side network.

The upgrade of power grid exposes it to the cyber secu-
rity threats that communication networks suffer from, such
as malicious attacks to forge the consumption reports, extract
personal information, or establish denial of service (DoS)
attacks. Security concerns in smart grid can be categorized
into three major groups [2], [4], [6]-[8]: the first concern
is the network availability. Malicious adversaries can launch
availability attacks, DoS attacks, on network’s resources. They
attempt to block or corrupt network’s resources and make them
unavailable to legitimate parties. Second, data integrity is a
significant concern. In integrity attacks, adversaries attempt
to tamper or fabricate the exchanged messages in the grid,
such as forging electricity consumption messages. Finally,
information privacy is an essential concern especially for cus-
tomers. Personal information and daily habits can be revealed
to outsiders from the electricity consumption pattern for
customers.

In this paper, we study the security and privacy threats for
smart grid’s customer-side networks, i.e., HANs, BANs/IANs,
and NANs and propose a lightweight lattice-based security and
privacy preserving scheme. Our scheme is based on forecast-
ing the future electricity demand for a cluster of customers
in the same residential area; it limits the whole cluster’s con-
nection with electricity utility only when the cluster needs to
adjust its total electricity share. The proposed scheme guaran-
tees security and privacy demands, i.e., customers privacy, data
integrity, and network resources and information availability,
for customer-side networks. It is also a lightweight and effi-
cient in terms of communication and computation complexities
so that it is suitable for limited-capabilities devices, i.e., smart
meters.

The remaining of this paper is organized as follows.
Section II discusses related works and existing solutions.
Section III introduces our system model, security param-
eters, and design goals. Section IV reviews lattice-based
NTRU scheme and its signing NTRU signature scheme (NSS)
scheme. In Section V, we present our proposed scheme.
Section VI gives security analysis, while Section VII eval-
uates the performance of our scheme. Finally, Section VIII
concludes this paper.
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II. RELATED WORK

Smart grid encounters new security challenges, which
require powerful security schemes. Many studies propose
solutions to confront these concerns; these studies can
be divided into three categories. First one is connecting
smart meters to hardware devices, such as temper-resistance
devices or electrical batteries, to conceal the real electric-
ity consumption [9]-[11]. These procedures alleviate the
computation and communication load, but it is not prac-
tical to connect such expensive devices to each deployed
smart meter besides the necessary maintenance operations.
Second category is distorting the consumption value by
adding noise to the message at smart meter and removing
it at CC [12]-[14]. These methods conserve the computa-
tion abilities, but suffer from difficulties in reconstructing
original data and billing accuracy. Final category utilizes
cryptographic schemes to guarantee information security and
customers’ privacy, such as employing public key infrastruc-
ture [15] or key-policy attribute-based encryption [16], [17].
Other studies [18]-[20] utilize the homomorphic feature for
certain public key schemes; these schemes aggregate the
electricity consumption for a region without revealing the
individual consumption values. However, applying public key
schemes especially the homomorphic schemes increases the
overheads. For instance, the privacy-preserving aggregation
scheme based on homomorphic Paillier [19] requires from
100 to 220 ms computational costs as messages’ num-
ber increased. The homomorphic schemes are not scalable,
since their performances degrade as the meters’ number
increased [8].

Other works propose the authentication schemes [21]—[23]
to guarantee information integrity and confidentiality, but the
authentication operation increases the computation and com-
munication burden. The lightweight Diffe—-Hellman authen-
tication scheme [21], for example, causes an average delay
varied from 1 to 10 s as the meters’ number increased. Also,
the meter should previously have a secret value to create
its authentication key. Other studies employ the anonymiza-
tion techniques to conceal the link between the meter’s real
identity and its electricity consumption. These techniques are
based on issuing two identities (real and pseudorandom) for
each device, create binding factors, or attach credentials to
prove messages’ validity [24], [25]. These methods guaran-
tee users’ privacy but increase the overhead, as they perform
several processes especially at the setup phase. Moreover,
they depend on the presence of a third trusted party most
of time.

In addition to aforementioned concerns, existing solutions
are based on periodic consumption reports, which deplete
devices’ resources. Alternatively, in our proposed scheme,
messages are only exchanged if total demand of the cluster
should be adjusted. Thus, it can significantly reduce com-
munication complexity, as messages are sent occasionally.
Similarly, the computation burden is light because of the
little number of exchanged messages. Moreover, exploiting
lightweight NTRU cryptosystem further reduces computation
overhead.
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Fig. 1. System model.

III. SYSTEM MODEL
A. Network Model

Our system model is shown in Fig. 1. Specifically, we
consider a residential area that consists of a number of
BANs = {BAN{, BANjy, ..., BAN,,} connected with the main
CC via NAN network, which only forwards the messages
between BANs in the region and CC without performing any
operations. CC is located in the main center for the utility
company, and the communication between CC and NAN is
through a secured wired connection.

Each BAN has a server with a reasonable memory, pro-
cessing unit, and a gateway to connect to CC and involved
HANs. BAN also connects to a storage unit, which could
be the batteries of electric vehicles (EVs) for some of
householders in the area. BAN consists of a cluster of
HANs = {HAN{, HANj, ..., HAN,}; we assume that each
BAN has up to 100 HANSs to further reduce the overhead on
BAN’s server. HAN could be a house or a unit in a building;
each HAN has a smart meter to estimate the electricity con-
sumption of it. The communication between BAN gateways
and their HANSs is through the inexpensive WiFi technology.
Both CC and BAN gateways have public keys provided by
a trusted authority (TA). Each smart meter has a unique ID
issued by TA and stored in a secured place in its memory. CC
considers each BAN as one unit and does not know details
about the involved HANs in each BAN.

B. Adversary Model and Security Requirements

We consider that both CC and BANs are honest but curi-
ous, i.e., they will not attempt to tamper HANSs’ data, but
they are curious to know the detailed consumption pattern
for each user. However, an adversary ./ in the region may
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try to eavesdrop the exchanged messages between different
parties or launch some active attacks, such as falsify the inter-
cepted messages, or begin a replay attack. Moreover, ./ can
launch a DoS attack to make the server unavailable to autho-
rized users. To prevent .<7’s malicious actions, the following
security requirements should be satisfied.

1) Customers Privacy: Users’ private information are not
revealed to outsiders; ./ cannot gain any knowledge
about individual consumers in the cluster. Also, CC does
not need to know the details of individual user’s con-
sumption; it considers only total consumption and total
bill for each BAN, as it deals with each cluster as a one
unit.

2) Confidentiality and Messages Integrity: Users’ elec-
tricity consumption and billing amounts are protected
from any adversary. Even if </ eavesdrops any mes-
sage, he/she cannot extract any information from it.
Additionally, integrity should be guaranteed. If .o
attempts to resend/modify a message, this malicious
action should be detected. In addition, the BAN’s
database should be secured against any unauthorized
access or modification so that any .« cannot intrude or
falsify its records.

3) Availability: BAN’s server should be available to autho-
rized parties all the time, i.e., DoS attacks are prevented.

C. Design Goals

The objective of the proposed scheme is to preserve the
consumers’ privacy and information confidentiality in addi-
tion to alleviate computation and communication overhead
on limited-capabilities smart meters. These objectives can be
divided into twofold.

1) The proposed scheme should guarantee security require-
ments for different parties in the network. Customers’
privacy should be secured in addition to assure infor-
mation integrity and confidentiality. Furthermore, the
availability of network’s resources should be preserved.

2) It also should be efficient and lightweight communica-
tion and computation overhead so that it is applicable
for restricted-capabilities smart meters.

IV. PRELIMINARIES

Our proposed scheme exploits NTRU cryptosys-
tem [26], [27], which is a lattice-based alternative for
RSA and Elliptic Curve Cryptography public key schemes.
In NTRU scheme, encryption and decryption processes are
simple polynomial multiplication operations so that NTRU is
simple for implementation and very fast compared to other
asymmetric schemes. In addition, NTRU scheme is efficiently
secure against powerful attacks, such as lattice-basis reduction
attacks and attacks through quantum computers.

A. NTRU Cryptographic Scheme

NTRU utilizes the hardness of shortest vector prob-
lem (SVP) [29] and learning with error (LWE) [30] problem.
We utilize the revised version of NTRU [33] that exploits the
worst-case lattice to define the secret key parameters.

1) NTRU Cryptosystem:

a) Notation: Let n be a power of 2, ® = xn + 1,
R =7Z[x]/®, q is a prime number that & has n linear fac-
tors mod g (g = Imod2n) : & = [[,_, i = [[;,(x —
®j)mod ¢, R; = R/gR = Zlx],/®, and RS is the set of
invertible elements of R,,.

b) Key generation: Let n,q € Z,p € R, and o € R.
The pair (sk,pk) € R x Ry is generated by sampling
value f from the discrete Gaussian distribution Dz ,, where
o > Poly(n) - ¢"/**€ for an arbitrary € > 0, compute the secret

key f by
f=p-f+1 (1)

where (f mod q) € RZ;, and f = 1 mod p, and sample secret
value g from Dyz» , where (g mod g) € R;. Finally, return
secret key sk = f and public key pk = h, where

h=pg/f € Ry. 2

c) Encryption: To encrypt a message M, sender S gener-
ates two random values s, e <— T, and computes ciphertext as

C=hs+pe+MeR,. 3)

d) Decryption: Receiver R decrypts C by secret key f as
C=f-CeR, 4)

M = C mod p. (5)

2) NTRU Signature Scheme: NSS [28] is a fast authentica-
tion and signature scheme; we utilize the new ring-signature
NSS scheme [32].

a) Notations: Given a prime dimension N, a modulus g,
a key size d, and a verification bound parameter NB, there
are two polynomials f and g that are invertible modulo ¢ and
satisfy that d + 1 of their coefficients equal 1, d coefficients
equal —1, and the remaining equal 0. These parameters are
used to compute public key for all users

h=f""%g(mod g). (©)
Then compute the small polynomials (F, G) satisfying
f*xG—g*xF=q. @)

b) Key generation: For user i, a random polynomial
ri € Ry is selected to set

fi=f*ri, gi=g*ri ®)
Fi=Fxr! )
Gi=Gxr . (10)

Then the output Sk; = (f;, gi, Fi, Gi).
c) Signing process: Signer S hashes the message M to
create a random vector (mp, mp)(mod g) and writes mj, my in

(11)
(12)

Gixmy — F;xmyp =Ai+q*Bi
—gikmy +fixmy = a; + q *b;.
Then, the signature on M is the polynomial s; given by

Si :fl*B,—}—F,*b,(modq) (13)
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d) Verification: The verifier V hashes the message M
to create the random vector (m, m»), and then computes the
value

t; = s; % h(mod q). (14)

Afterward, V verifies that if the following condition holds:

Il s; —my |1* + |l t; — ma |*< NB. (15)

Then, the signature is valid. Two pairs of keys are used in our
proposed scheme to provide higher security level; the first pair
is used for encryption and the other one is utilized in signing
process.

V. PROPOSED SCHEME

Our proposed scheme is divided into two phases. The first
phase is initialization phase, which is responsible for estab-
lishing the connection among different parties and initializing
the electricity supply agreement. The second phase is message
exchange phase, which organizes the electricity consumption
operation in BAN’s region.

A. Phase 1 (Initialization)

1) Key Generation: TA generates two pairs of keys for CC
and BAN gateway as follows.

a) Encryption keys: TA computes CCs secret key fec as:
Jee =P - fee + 1, where (fec mod g) € R; and foc = 1 mod p
and samples g.. from Dz» , so that gcc mod g € R;. Then,
TA computes hee = pgec/fec € R,’;. So, the pair (hcc, foc) 1S
CCs encryption public and private keys, respectively.

For BAN gateway, TA computes its secret key foan as: foan =
p 'fban + 1, where (fpanmodg) € R;‘ and fpan = I modp. Then,
samples gpan from Dz 5 so that gpan mod g € R;‘. Next, TA
computes nyan = P gban/foan € R;. Then, the pair (/pan, foan)
is BAN’s public and private keys.

b) Signing keys: TA chooses polynomials f and g that
are invertible modulo ¢. f and g satisfy that d + 1 of their
coefficients equal 1, d coefficients equal —1, and the remaining
equal 0. TA then computes public key for all users: & = f~! %
g (mod g). TA computes small polynomials (F, G), where f *
G—-—gxF=q.

To generate signing key for CC, TA selects a random poly-
nomial rec € R, and sets fecs = f * rec, gees = & * Tee. Then,
TA computes Fo. = F * rc_c1 and G.. = G % rc_cl. Therefore,
CCs signing key is Skee = (feess &eess Feer Gee)-

To generate signing key for BAN gateway, TA selects
a random polynomial rpan € Ry and sets foans = f *
Tban> 8bans = & * Tban. Then, TA computes Fpyn = F * rc_cl
and G = G * rc_cl. Therefore, BAN’s signing key is Skpan =
(fbans» gbans> Foan, Gan)-

2) Demand Forecast: The approximate requirement of elec-
tricity for each HAN in the range is computed by a forecasting
function, g(), from the historical consumption levels of the
HAN during a specific time period. For example, g() could
be the average electricity consumption every month for the
HAN in last five years. Applying g(), the average electric-
ity consumption value is calculated for all HANs in BAN’s
cluster so that HAN;, HAN>, ..., HAN, have the amounts
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X1,X2, ..., Xy, respectively, where x; = g(HAN;) and n is
the number of HANs in BAN region. BAN is responsible
for applying g() to obtain the electricity share for each HAN.
BAN stores the ID for each HAN and the corresponding pair of
electricity demand and current price in its database, ID;, x;, pc.
BAN then aggregates the total demand for all smart meters in
the cluster and computes the total required energy amount for
BAN during the billing period

x=§:@hmw-wh)+€

where € is an extra amount of electricity used as backup.

a) Backup value calculation: After applying g(), BAN
needs to set a value for € as: each BAN gateway connects
to a fixed number of HANs m, which runs from 1 to 100
HANSs. Also, BAN can predict the expected number of EVs
in the area Ngv_expected- Assume that the available capacity
for EV; to store electricity is C;, which is known for each EV.
So, BAN can compute the total expected available capacity to

store extra power as
Cgy = Z Ci
i

where i run from 1 to Ngv_expected- Then, € is calculated as a
ratio of Cgy

(16)

GZF*CEV

where 0 < r < 1 is a scaling factor. The value of r increases
when the number of involved HANS m increases, because more
HANS in the cluster requires more backup value for emergency
cases. So, as the number of HANS increases, € increases.
During initialization phase, BAN needs to select the optimal
number of EVs to work as a storage unit for the cluster. The
optimal number of EVs to store € can be computed by

min Ngy(m)

subject to
€m) < ) Citm).i € {1..... Neurrem (m)}
Nev(m) = Neurrent(m), Neurrent(m) € {1, ..., Nmax (m)},
and m € {1, ..., 100}. (17)

Ngy is the optimal number of EVs to store €; e(m) is the
total required electricity backup value for the cluster when the
number of HANs equals m, where m can run from 1 to 100
HANs within the same cluster; C;(m) is the available capacity
storage for electricity in EV;; i = 1, .. ., Neurrent, Where Neurrent
is the number of EVs that are currently available in the clus-
ter’s region from the total number of EVs in the cluster Nypax.
This optimization model computes the optimal (minimum)
number of EVs to store € for BAN’s cluster in the case of
different number of HANS. € is stored in BAN’s storage unit,
i.e., number of EVs owned by householders, for emergency.
If HANs require more electricity than the assigned share and
BAN gateway cannot satisfy the extra share, it supplies the
extra electricity from €. However, these cases rarely happen,
because the electricity share for each HAN is predefined via
accurate forecasting function, and any increase/decrease in
the demand is expected to be within a limited range. In cer-
tain situations, when one HAN asks for increasing its share,
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another one may want to decrease the share; so, BAN trans-
fers electricity between them without using €. Generally, if all
HANs want to increase their shares, the increase is expected
to be within €. But, if the total share’s increase is beyond e,
a specific procedure is activated to satisfy it.

3) Electricity Agreement: BAN considers x as its fixed
demand per month. BAN gateway is responsible now for
accomplishing an agreement with CC to supply the connected
HANs with their electrical needs per month. CC deals with
BAN as a one unit; it has no information about individual
HANSs in BAN’s range.

a) Agreement request message:

i) At BAN gateway: BAN gateway establishes the con-
nection by sending an agreement request message m, to
CC; BAN signs the electricity amount x, and encrypts it
by CCs public key to provide m,. BAN hashes x to create
(x1,x2)(mod g) and write

Gpan * X1 — Fyan * X2 = Apan1 + ¢ * Bpani

—&bans * X1 + foans * X2 = @ban1 + ¢ * bpan1-

The signature on x is the polynomial Span, given by

Sban; = Jbans * Bban1 + Fban * bpan1 (mod q).

The result is (x, Span,). Then, BAN computes m; =
X|ISban, I Ts111k1, where Ty is time stamp and k; is a random
nonce; they are used to prevent replay attacks. Next, BAN
encrypts the message mj by CCs public key. BAN sets two
random values s; and e; < Y, and uses /e to obtain the
cipher text, my = heesy + pey +my € R;. Subsequently, BAN
gateway sends the agreement request message m, to CC.

ii) At CC: CC decrypts the received message by its
private key. First, CC calculates m| = foc my € R, then
m; = mj mod p. Second, CC verifies BAN’s signature Sban;
on the message m| = X|[Span, |Z51/lk1; CC hashes the mes-
sage x to create a random vector (x1, x2)(mod g), computes
Tban; = Sban, * h(mod ¢), and verifies that || span, — X1 ||2
+ |l toan; — X2 |2< NB. If this condition holds, then the
signature is valid. Subsequently, CC checks the validity of
timestamp 7y and nonce ki, and accepts the message if they
are acceptable. CC receives many agreement requests from dif-
ferent BANs; it compares the expected total electricity demand
for the area with the expected electricity supply and attempts
to balance between them. CC should have enough power gen-
eration resources to satisfy the electricity requirement for all
BANS in the region during the billing period, i.e., one month.

b) Agreement response message:

i) At CC: If CC accepts BAN’s request, it encrypts the
value y, y = (x, pe), which contains the assigned electricity
amount x and the expected price p,., to obtain the agreement
response message m,-. Then, it sends m, to BAN.

ii) At BAN: BAN receives m, and decrypts it using
its private key and verifies CCs signature. Then, BAN checks
the timestamp and nonce validity. Now, BAN guarantees the
electricity share x from CC during the whole billing period
and knows approximately the expected bill.

B. Phase 2 (Exchange Message)

At the beginning, BAN gateway supplies each HAN by a
specific electricity share based on the previously calculated
amount. BAN computes the current payment b; for each HAN;
by: b; = x; * p * Tj, where x; is the electricity share for HAN;,
p is the current electricity price, and 7j is the time period that
the HAN; consumes its share x; by the price p. BAN gateway
encrypts b; before storing it in the database, e.g., b; = E(b;).
Only the BAN’s operator knows the exploited key and can
decrypt the stored values.

1) Demand Change:

a) At HAN: If HAN wants to change (increase/decrease)
the current share to a new share x;_pew, it sends a demand
message my to BAN gateway. First, a timestamp T3 and
nonce k3 are attached to my to prevent replay attacks; m3 =
Xi—new [[1di|| T3 1lx3. Next, HAN; encrypts the message m3 by
BAN’s public key. HAN; sets two random values s3 and
€3 < Yg; using Aban, it obtains: mg = hpans3 +pe3+ms € Ry.
Subsequently, HAN; sends demand message m; to BAN.

b) At BAN: BAN gateway decrypts the message my.
First, BAN calculates: 3 = foan - mq € Ry, and then
computes m3 = 73 mod p. Note that the demand message
sends only when the power demand for HAN is altered.
Thus, the communication overhead is light. BAN supplies
HAN with the new share and computes new payment for it:
bi_new = Xi—new * p * Tj. BAN encrypts b;_pew, and then
stores it with pervious payment values in HANs record in
BAN’s database.

2) Price Change: When the electricity price changes, BAN
receives a price message from CC with the new price ppew;
this message is broadcasted to all connected BANS. ppew =
pnllTs3llk3, where p, is the new price, Ts3 is a timestamp and
k3 is a random nonce. The price message is sent in plaintext;
it is only signed by CCs public key: CC hash ppey to create
(Pnew1 Pnew2)(mod q), and write

Gee * Prewl — Fec * Prew2 = Acc2 + ¢ * Beea
—8ccs * Prewl T fees * Prew2 = dec2 + G * beea.

The signature on ppeyw is the polynomial sec, = fees * Bec2 +
Fee % beco(mod g). The result is the pair (Pnews Sccy)-

a) At BAN: When BAN receives (pnew, Scc,), it checks
the validity of CCs signature scc, On ppew = paullTs3llk3:
BAN hashes the message ppew to create a random vector
(Pnew1 Pnew2)(mod q), then computes fec, = Scc, * h(mod q),
and verify that || Scc, —Pnew1 ”2 + || feecy —Pnew2 ||2§ NB. If this
condition holds, then the signature is valid. Next, BAN checks
the validity of T3 and k3; if they are valid, BAN gateway
ensures that the message is legitimate. But, HANs in BAN’s
range has no connection with CC; they only trust BAN gate-
way. So, BAN signs ppew by its signing key and then forwards
the pair (Pnew, Sban,) to the connected HANS.

b) At HAN: When HAN receives (Pnew, Sban,), it checks
BAN’s signature Span, validity: HAN hashes message ppew to
create a random vector (Ppew1, Pnew2) (mod g), and compute the
value fuan, = Sban, ¥1(mod q). Verify that || Sban, — Pnewt I> +
| tban, — Pnew2 ||2§ NB. If this condition holds, then the signa-
ture is valid. Next step, HAN checks the validity of 74 and k4;
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if they are valid, HAN gateway ensures that the message is
legitimate. Notice that the message is sent only when the elec-
tricity price changes. If any HAN needs to alter its electricity
consumption considering the new price, then it sends a demand
message my to BAN gateway asking for a new electricity share
Xi—new- The demand message is sent only when HAN wants
to update its electricity share, i.e., the consumed electricity in
HAN increases/decreases. BAN gateway still supplies HAN
by the last requested amount of electricity until HAN sends
new my.

3) Billing Process: BAN gateway computes the payment
values for each HAN by multiplying consumed amount by
current electricity price and accumulates it with previous val-
ues, and saves the result in HANs record in the database.
These records help in tracking the payment amounts for
HANSs during the billing period to assure accountability. At
the end of billing period, BAN computes the total bill for
each HAN B;(B; = ), by), and aggregates the region’s total
bill S(S =) ;B;). The billing message S is signed by BAN’s
private key and encrypted using CCs public key: BAN hash S
to create (S1, S2)(mod g) and writes

Gpan * S1 — Fpan * $2 = Apan3 + ¢ * Bpan3
—8bans * S1 + foans * S2 = @pan3 + g * bpan3.

The signature on S is Span; = foans * Bban3 + Foan *
bpanz(mod ¢g). The result is (S, Span;). Then, BAN computes
ms = S||Sbans | Ts511ks. Next, BAN encrypts ms. BAN sets two
random values s5 and es < Y, and uses /e to obtain:
mp = heess + pes + ms € R,. Subsequently, BAN gateway
sends the billing message my to CC.

a) At CC: CC uses fc to decrypt mp. CC then verifies
BAN’s signature span;, and checks the validity of timestamp
and nonce, and accepts the message if they are acceptable.

C. Electricity Share Adjustment Procedure

Electricity share adjustment procedure is a procedure to
handle the case when the fixed assigned share for BAN (x)
does not fit the current electricity requirements (y). As in
Algorithm 1, there are four different cases.

Case 1: If x is slightly larger than y, then the extra elec-
tricity is stored in EVs’ batteries.

If x is slightly smaller than y, then remaining
demand of electricity is consumed from stored
power in EVs.

If x is much smaller than y and EVs’ batteries can-
not cover the remaining demand, BAN gateway
asks for more electricity from CC.

If x is much larger than y and EVs’ batteries
does not have a room for the remaining demand
of electricity, BAN gateway sells the extra power
to CC.

As the accuracy of employed forecasting function increases,
the probability for cases 3 and 4 to occur decreases. However,
if case 3 or 4 is repeated, BAN will ask CC to change its fixed
value x in the agreement to y.

Case 2:

Case 3:

Case 4:
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Algorithm 1 BAN Electricity Share Adjustment Procedure
1: BAN Electricity Share Adjustment Procedure
2: x: The fixed demand for BAN
y: The current actual demand for BAN
z: The EV remaining capacity
B:B = |lx — y|| The difference between x and y
3: if (x>y&ﬂ < z) then
4 B = EViagery
5: else if (x <y & B < z) then
6: B < EVbattery
7
8
9

:else if (x <y & B > z) then
. Bz« CC
: else if (x < y & B > z) then
10: B —z—>CC
11: end if

VI. SECURITY ANALYSIS

The proposed scheme is expected to preserve customers’
privacy in the cluster. In addition, it guarantees the security
requirements: confidentiality, integrity, availability, authentic-
ity, and accountability. This section analyzes the security
characteristics of our proposed scheme.

Customers Privacy is Preserved: Private information that
clearly identifies the customers’ habits or life style is preserved
in the proposed scheme. CC does not know the electricity con-
sumption for each customer in BAN; instead, it receives the
bill for the whole BAN § as a one unit. In other words, the
individual bills b;s are not exposed to any party outside BAN
even the utility. Consequently, any outsider cannot obtain any
information about each customer’s bill. Moreover, the outsider
adversaries cannot know the total bill S, because the billing
message is encrypted by CCs public key and CC only can
decrypt it. For the adversaries who attempt to compromise the
exchanged messages between BAN gateway and different par-
ties, they cannot reveal any information since the exchanged
messages between BAN and CC are encrypted using BAN
and CCs public keys. Similarly, the messages from HANs
to BAN are encrypted by BAN’s public key. As a result, no
unauthorized party can decrypt these messages.

For instance, an adversary </ intercepts the demand request
sent from HAN; to BAN, and tries to detect its share x;, <&/
cannot acquire any knowledge about x;, because the demand
message is encrypted by Zpan, and only BAN gateway has the
decryption key fpan. It is an NP-hard problem to extract fian
from Apa,. Even if o7 has unlimited computation resources,
more powerful than quantum computers, and could compro-
mise fpan, and detect x;, then he/she also cannot extract any
private information about HAN;, because x; is HAN;’s share in
a relatively large time period and does not reveal the detailed
user’s consumption pattern. According to BAN’s database, it
is located in a secured place; no attacker can reach to it.
However, if an attacker attempts to compromise the database,
he/she needs to discover the applied encryption key to decrypt
its contents. Suppose 7 succeed to obtain the record for a
specific customer from the database, </ knows only the elec-
tricity needs for this customer for a long period of time (from
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one month to 6 h) and cannot acquire any detailed informa-
tion about the real-time electricity consumption pattern for that
consumer.

Messages’ Confidentiality is Guaranteed: The confidential-
ity of exchanged messages is guaranteed in the proposed
scheme; the agreement messages between CC and BAN are
confidential because of using public keys for CC and BANS.
Also, the messages from HANs to BAN are encrypted using
BAN’s public key. If &7 tries to impersonate a smart meter
to compromise its messages, he/she fails because the smart
meter’s ID is stored in a secure place, and ./ cannot obtain it.
As a result, no impersonation attacks succeed. According to
price message, if .27 intercepts it, it is not a concern, because
he/she can only know the current price of electricity, which is
not secret, but cannot modify the message, as it is signed by
BAN’s private key. Moreover, the message cannot be resend
again by .« because of the involved timestamp and nonce val-
ues. No man in the middle (MITM) attacks success. If .7 only
eavesdrops the messages as in passive MITM attack, he/she
cannot decrypt the messages. While in active MITM attack,
if & attempts to modify/falsify the message, the attack is
detected, as ./ cannot mimic BAN’s signature or discover
the secret IDs for smart meters.

Messages’ Integrity is Assured: The messages from
CC/BAN are hashed and signed using its signing key. While
the messages from smart meters contain the hashed value of
their secret IDs; only BAN can check the validity of smart
meter’s ID by comparing it with the corresponding ID stored
in its database. The integrity of the stored data in the database
is assured too; if any attacker attempts to modify the stored
data, BAN’s operator will detect the attack, because the stored
data are encrypted by a secret key known only to the operator.

Authenticity for Different Parties is Guaranteed: Both CC
and BAN are authenticated by their public keys. Therefore, the
messages encrypted/signed by them are authenticated. As well,
the attached unique IDs authenticate smart meters’ demand
messages.

Availability of Resources is Confirmed: BAN gateway is
always available and no DoS attacks succeed. DoS attack may
be launched by a malicious node that sends a huge number of
messages to the server until it goes down. In each BAN, there
is a specific number of HANSs that provides a limited number
of messages, and BAN’s server capabilities are prepared to
deal with that number; this expected number of received mes-
sages cannot cause overflow or congestion. Consequently, if
BAN notes that the number of messages is larger than expected
or an individual HAN sends a huge number of messages, BAN
does not respond to these requests and isolates the malicious
HAN. For instance, consider a BAN’s cluster with 80 HANs
and the price is expected to change three times a day. Then,
BAN gateway assumes that all HANs will send a demand
change message for every price change (e.g., three demand
messages per HAN per day). Therefore, the maximum number
of demand messages that BAN gateway can receive when the
price changes is 80, and the total number of demand messages
during the day is around 240. Accordingly, if BAN gateway
receives a large number of messages in a short period of time,
it discards the messages and blocks the malicious HAN.

Accountability and Tracking Historical Processes are
Guaranteed: If any householder wants to validate of the bill’s
value, he/she can check his/her monthly record in BAN’s
database. HANs record indicates the amount of consumed
electricity and the corresponding price. These records assure
the correctness of payment amount for each HAN in BAN.

The limited number of transmitted messages enhances secu-
rity and customer’s privacy and reduces adversary’s chance
to acquire any knowledge about the system. In addition, the
deployed NTRU cryptosystem prevents attackers from extract-
ing any knowledge about private keys from the corresponding
public keys or any intercepted message. Suppose an .o/
with reasonable computation capabilities captures a message
exchanged between BAN gateway and CC or between BAN
and one of the HANSs, such as the billing message m;, sent from
BAN to CC. & cannot extract any information from the mes-
sage, because <7 needs to knows CCs private key f.. to decrypt
my, and obtains ms(ms = riis mod p and 15 = foc - my € Ry).
In addition, &7 cannot modify the message, as he/she requires
BAN’s private signing key parameters (fpans, bans) to forge its
signature on the message. ./ also cannot resend the message,
as it contains a timestamp and nonce number. CC and BANs’
secret parameters ( fec, 8ces feess &cess foans &bans fbanss bans) are
designated exploiting the hardness of SVP and LWE prob-
lems. If .o attempts to compromise CCs private key f.c, he/she
requires to check all the nonzero vectors in R x R, field, and
according to SVP, if a lattice L with norm .4 and a basis of
a vector space V are given, it is an NP-hard problem to find
the shortest nonzero vector v in V, given that .4 (v) = A(L),
even by the powerful lattice basis reduction algorithms. Even if
</ manages to formulate a number of approximate equations
n to determine f.., the problem will be converted to LWE
problem as

{fce, a1) =y bi(mod p)
{fces a2) &5 bar(mod p)

{fecs an) ~y bn(mod p).

Then, </ requires 2°" equations/time using best known algo-
rithm to solve LWE problem to obtain f.. value, which is an
NP-hard problem [31]. Consequently, </ cannot compromise
the secret key f.. even via a quantum computer. As a result, the
data confidentiality and integrity are guaranteed. In addition,
the authenticity of different parties is confirmed.

In conclusion, our proposed scheme preserves customers’
privacy and fulfills different security requirements for the
involved parties in customer-side network.

VII. PERFORMANCE EVALUATION

This section studies communication and computation com-
plexity for our scheme.

A. Communication Overhead

The number of exchanged messages between different par-
ties (CC, BAN, and HANS) is very small. During initialization
phase, CC and each BAN are exchanging two messages to
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Fig. 2. Communication overhead traditional versus proposed scheme.

setup the electricity-share agreement, but HANs do not par-
ticipate in this phase. In second phase, HANs send demand
messages only if they require altering their electricity share
due to change in HANs’ consumption or in electricity price.
Note that HANs electricity share may remain the same during
the whole billing period; therefore, no demand messages are
sent. Furthermore, two price messages are disseminated only
in case of price modification; first one is broadcasted from CC
to connected BANs; and second message is forwarded from
BAN to its HANs. In addition, BAN should send one billing
message to CC indicating the payment amount for whole BAN.
However, this message is sent once at the end of billing period,
i.e., every month.

Consequently, the total number of messages is changed from
three messages (two agreement messages and one billing mes-
sage) to d + 3 messages, where d is the number of demand
messages during the month. Therefore, d is a small num-
ber as the electricity share for each HAN is not expected to
change frequently. Since the electricity share is predefined for
each HAN, we assume that HAN updates its share when elec-
tricity price changes only. If time-of-use pricing plan [34] is
used, there are three different prices during the day known as
off-peak, mid-peak, and on-peak prices. Therefore, we con-
sider that the maximum number of demand messages is three
demand messages per HAN every day. While in the tradi-
tional periodic-pattern schemes, each HAN sends its reading
message every 1 h or 15 min. Fig. 2 shows communica-
tion overhead for our proposed scheme versus a periodic-
pattern scheme in terms of different number of connected
HANSs. As shown, our proposed scheme saves a significant
number of messages compared with the traditional periodic
schemes. In a cluster of 100 HANs, our scheme requires
at maximum 300 demand messages per day, while periodic
schemes need 2400 messages (if demand messages are sent
every hour).

Fig. 3 shows the variation in communication burden for our
proposed scheme at different number of demand messages.
Fig. 3 includes six different scenarios.

Case 1: Only portion of HANs send one demand mes-

sage a day, while the remaining does not send any
messages.
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Case 2:
Case 3:

All HANs send one demand message per day.
Number of HANs send two messages, other group
of HANs send one message, and the remaining
does not send any.

All HANs send two demand messages per day.
Group of HANs send three messages, other number
of HANs send two messages, some HANs send
one message, and the remaining does not send any
messages.

Case 6: All HANs send three demand messages every day.
Axiomatically, the communication complexity grows as num-
ber of demand messages increases but within a limited value.
The number of messages rises from one message when the
cluster has only one HAN to maximally 300 messages when
the cluster has 100 HANs. Thus, the maximum number of
messages is no more than 300 messages per month, which is
a trivial communication overhead for the network.

Case 4:
Case 5:

B. Computation Complexity

Suppose that computation time for encryption, decryption,
signing, and verification operations are T,, T4, Ts, and T,
respectively. During initialization phase in our scheme, CC
and each BAN exchange agreement request and agreement
response messages. Thus, each of CC and BAN needs to per-
form one encryption, one decryption, one signing and one
verification process. Accordingly, the computation time for
this phase is 2 * (T, + T4+ Ts + T,) units. In second phase, if
HANSs share changes, HAN preforms one encryption operation
per each demand message, while BAN decrypts the message.
Thus, we have (T, +Ty) units per message. In case of modified
price, two price messages are sent from CC to BANs and from
each BAN to its connected HANs. As a consequent, both CC
and BAN sign the price message once; as well, BAN and HAN
verify the message once. Hence, the computation time for price
message is 2% (Ts+ T,) units. So, the total computation opera-
tions in this phase equals m* (T, +Ty)+ 2T+ (m+1)%T,),
where m is the number of HANs in the cluster. During
payment process, only billing message is sent from BAN
to CC; it requires one encryption, one decryption, one sign
and one verification process. The computation time for this
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TABLE I
TOTAL COMPUTATION OVERHEAD PER HAN PER MONTH
TRADITIONAL VERSUS PROPOSED SCHEME

Computation Overhead
810+ T + 810 * Tp + 810 * T's 4+ 810 * Ty,
90+ T +90 * Tp 4+ 90 * T's + 90 * Ty,

Traditional
Proposed

message is (T, + Ty + Ts + Ty) units. While, the performed
operations on BAN’s database, i.e., computing electricity
shares and bills, are trivial computation loads and can be
neglected.

We exploits the moderate security mode for public key
NTRU cryptosystem with private key = 530 bits, public key =
1169 bits, and plaintext size = 187 bits. For NSS signing
parameters, the used private key = 502 bits, public key =
1757 bits, and signature size = 1757 bits. We expect three
demand messages per HAN every day in our scenario; each
demand message requires two operations: 1) one encryption
and 2) one decryption. Also, three price messages are applied;
each one requires two signing and two verification operations.
BAN also requires three signing and three verification opera-
tions every day for the first send of the price message from CC
to BAN. Moreover, the second price message from BAN to
each HAN requires three signing and three verification opera-
tions per day. So, the operations for one HAN per day are
three encryption, three decryption, three signing, and three
verification operations.

On the other hand, each HAN sends its reading message
every hour in the periodic-pattern schemes. Each reading mes-
sage necessitates four processes: 1) one encryption; 2) one
decryption; 3) one signing; and 4) one verification operation.
In addition, CC should reply by control message; if we assume
these control messages are sent as price changes. Thus, there
are three control messages per day for each HAN. As result,
each HAN needs 27 encryption, 27 decryption, 27 signing,
and 27 verification operations per day. Table I demonstrates
the total computation overhead for our proposed scheme ver-
sus a periodic-pattern scheme for each HAN per month. As
the number of HANs in the cluster increases, the computa-
tion overhead increases. Consequently, the total computation
operations for the whole cluster in our proposed scheme per
month equal [2% (T, + Ty + Ts + T))] + 30 * ([3x m * (T, +
Tl +[6%(T) +3x(m+ D« (1)) +[Te+Ta+Ts+T0)]1 =
[(90xm~+3)*(To+Tz) ]+ 183 Ts+[(90xm+93)x T, ] operations,
where m is the number of HANs in the BAN cluster. While, the
periodic-pattern scheme computes 810xn* (T, + T3+ Ts+T,)
operations per month, where n is the number of connected
HANSs (we assume that m and n have the same value. However,
n value could be much greater that m).

We evaluate the performance of our proposed scheme ver-
sus the traditional periodic scheme when both schemes exploit
NTRU cryptosystem as encryption scheme and NSS as sign-
ing scheme. Fig. 4 compares the worst case of our proposed
scheme, when all HANSs in the cluster send their maximum
number of demand messages, with the moderate case of the
traditional scheme, when every HAN sends periodic demand
message every hour. It can be seen that there is significant
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difference in computation overhead between the two schemes;
our proposed scheme consumes much less computation time
than the traditional one, especially as the number of HANs
increases. In the proposed scheme, the computation delay
increases from 8.7 to 255.21 ms per day as the number of
HANS increases from 1 to 100. While the traditional scheme
computation time increases from 410 to 3486.2 ms per day.
Consequently, our proposed scheme remarkably decreases the
overall computation time.

If the number of demand messages varies from zero (when
the HAN does not want to change its share during the
day) to the maximum number of messages (e.g., three mes-
sages a day), the total computation operations for the whole
cluster in our proposed scheme per month equals [2 * (T, +
Tg+Ts+Ty)]4+30x([dsxm* (Te+Tg)]+[6% (Ts) + 3% (m+
D (T)D +[(Te +Ta+Ts+T)] = [B0*d*xm+3) x (T, +
Ty)]+183xTs+[(90xm+93) «T,] operations, where m is the
number of HANSs in the BAN cluster, and d is the number of
demand messages, d € {0, 1, 2, 3}. Fig. 5 shows the impact of
demand messages’ number on the computation time in our pro-
posed scheme (Fig. 5 includes the same six cases as in Fig. 3).
Although computation complexity rises as number of demand
messages increases, this increase is not a heavy computation
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overhead on the network’s resources. For instance, computa-
tion time per day increases from 7.14 ms when the cluster has
only one HAN to 225.21 ms as maximum when the cluster
has 100 HANs. In conclusion, our proposed scheme not only
guarantees security and privacy requirements for customer-side
network, but also ensures low communication and computation
overhead.

VIII. CONCLUSION

Consumers privacy and information confidentiality are
major concerns for customer-side networks in smart grid.
In contrary to the existing solutions, we have proposed a
lightweight security and privacy preserving scheme based
on predicting the expected electricity demand for a cluster
of HANs. The proposed scheme guarantees the electricity
customers’ privacy in addition to assuring the confidential-
ity and integrity of the exchanged electricity consumption
messages. It also restricts the connection with the provider
only when the total cluster’s demand needs to be adjusted.
Security analysis and simulation results demonstrate that the
proposed scheme satisfies security and privacy requirements
for householders, at the same time, guarantees light commu-
nication and computation burden. In the future work, we aim
to study the impact of malicious BANs on the performance of
customer-side networks.
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