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Abstract—Device authentication is a critical and challenging
issue for the emerging Internet of Things (IoT). One promising
solution to authenticate IoT devices is to extract a fingerprint
to perform device authentication by exploiting variations in
the transmitted signal caused by hardware and manufactur-
ing inconsistencies. In this paper, we propose a lightweight
device authentication protocol [named speaker-to-microphone
(S2M)] by leveraging the frequency response of a speaker and
a microphone from two wireless IoT devices as the acous-
tic hardware fingerprint. S2M authenticates the legitimate user
by matching the fingerprint extracted in the learning process
and the verification process, respectively. To validate and eval-
uate the performance of S2M, we design and implement it in
both mobile phones and PCs and the extensive experimental
results show that S2M achieves both low false negative rate
and low false positive rate in various scenarios under different
attacks.

Index Terms—Acoustic hardware fingerprinting, device

authentication, Internet of Things (IoT), wireless security.

I. INTRODUCTION

LARGE number of objects are expected to be connected
to Internet, such as smart phones, vehicles, sensors, and
wearable devices, giving rise to a new era of Internet of Things
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(IoT) [1]. The IoT enables physical objects to sense, commu-
nicate, and perform certain actions on demand by integrating
embedded systems, sensors, actuators, communication capa-
bilities, and so on. It can facilitate a multitude of applications,
including smart home, smart city [2], and intelligent trans-
portation system [3], which will have a profound effect in
almost every aspects of our daily life. Along with the advan-
tages of IoT is the security issue [4]-[6]. With IoT, the
security threats are even extended from the cyber world to
cyber-physical world. In such a context, the attackers can not
only compromise information but also manipulate the physical
objects, which will severely influence the physical world.

One of the fundamental mechanisms to secure IoT is device
authentication, which can verify the identity of IoT entities
and control their access. The main reason lies in the fact
that all the identity-based attacks (e.g., MAC address spoof-
ing) are usually considered as the first step of many other
attacks [7]-[9], such as man-in-the-middle attack, data mod-
ification, and denial of service attack. Traditional solutions
are mainly based on cryptographic systems, such as WPA,
WPA2 (802.111), and 802.11w, which however have a track
record of being compromised [10]-[12]. Moreover, the IoT
devices usually have only limited computing resources, which
might not be able to support some complex cryptographic
mechanisms.

Alternatively, some promising approaches [13]-[23] have
been proposed which exploit physical layer characteristics
to enhance device identity authentication. As mentioned
in [24], the existing physical-layer device identification
schemes can be roughly classified into three categories:
1) software-based [13], [14]; 2) channel fingerprinting-
based [15]-[20]; and 3) hardware fingerprinting-based
ones [21]-[23]. Unfortunately, the existing approaches suffer
from the following major shortcomings: 1) software-based pro-
tocols cannot distinguish between different physical devices
running the same software; 2) channel fingerprinting-based
approaches may not work well in a highly dynamic environ-
ment, where the channel state or received signal strength (RSS)
changes dramatically over time; and 3) most hardware
fingerprinting-based schemes still suffer mimic attacks (details
in Section II).

Considering that audio communication (including audio-
based near field communication [25]) is increasingly mature
and commercialized, many existing wireless devices are
equipped with microphones and speakers, such as smart
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phones, tablets, smart appliances, and connected vehicles. To
complement the existing authentication solutions for IoT, in
this paper, we design a wireless device identity authentication
protocol utilizing acoustic hardware (speaker/microphone) fin-
gerprints, named speaker-to-microphone (S2M). The proposed
authentication mechanisms can be applied in various scenarios,
such as mobile social networking, vehicle to vehicle com-
munication, and smart home. Briefly speaking, S2M utilizes
frequency response (FR) between the speaker/microphone of
a pair of wireless devices as their acoustic hardware fin-
gerprint [26]. Since the speaker/microphone components are
typically designed for human speech, those components are
designed for handling low-frequency sound waves rather than
high-frequency ones. Moreover, due to the differences in the
hardware manufacturing process and other uncontrollable fac-
tors, each microphone and speaker have unique defects and
characteristics. In other word, there are not two speakers
(microphones) are exactly the same. Moreover, we find that
the differences are further enlarged when those acoustic hard-
wares are installed to different wireless devices so that it is
possible for us to differentiate reflection in the FR. The key
insights of our scheme are summarized as follows: 1) the same
speaker/microphone pairs have a similar FR curve at any time
and any place when some conditions are satisfied (details in
Section IV); 2) different speaker/microphone pairs have differ-
ent FR curves (details in Section IV); and 3) the properties of
FR curve of speaker/microphone pairs cannot be replicated or
copied from one device to another (details in Section VII-A).

We consider the following scenario to illustrate the main
idea of S2M. Assume that a wireless device (named Alice)
would like to authenticate herself to another one (named Bob)
in the presence of an active adversary (named Eve). For
authentication, the initiator Alice first establishes a connection
with the authenticator Bob via the audio handshake method.
Second, Alice generates the audio signals for authentication
and transmits it to Bob through her speaker. After receiv-
ing the audio signals, Bob calculates the FR and extracts the
fingerprint. Then Bob stores Alice’s ID and the fingerprint.
So far, the above series of operations could be considered as
learning process. When identity authentication is required (i.e.,
in authentication process), Alice generates the audio signals
for authentication and transmits them to Bob again through
her speaker. After Bob receives, it will match the fingerprints
from learning and authentication processes. If the output of
the matching algorithm (MA) is positive, authentication is
successful; otherwise, the authentication fails.

Compared with the state-of-the-art related work, the
proposed protocol has higher security and lower requirement
of hardware. Moreover, the protocol can be used for many
wireless applications, such as wireless network access authen-
tication and device authentication in audio payment system.
However, there are four main issues need to be carefully
addressed.

A. Generation and Transmission of the Audio Signals for
Authentication With High Efficiency

As we know, Alice needs to send some audio signals to
Bob for feature extraction. For instance, an intuitive approach
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Fig. 1. Spectrum of ambient noise.

is that Alice sends S(f;) = sin(2zfit),i € {1,..., N} to Bobin
sequence, where S(f;) represents the amplitude of the transmit-
ted acoustic pressure at frequency f;. However, a larger value
of N means longer transmission time; otherwise, a smaller
value of N means a lower resolution of fingerprint. S2M
addresses this problem by leveraging mix-frequency technol-
ogy, which generates the mixed audio signals by combining
various frequency components (details in Section V).

B. Elimination of the Negative Effects of Ambient Noise

In order to become an efficient and practical system with
rigorous security, S2M must be proved to have a good
performance in public spaces, such as conference rooms, cafes,
roadsides, and hotels, where the ambient (acoustic) noise can
cause significant effect on fingerprints extraction. To char-
acterize the effect, we measure the received acoustic power
in some typical environments, including conference rooms,
hotels, malls, and cafes during busy hours. As shown in Fig. 1,
the received power of ambient noises in all of these environ-
ments are negligible when the frequency reaches 3 kHz. Thus,
in S2M, we can exploits the frequencies that are lager than
4 kHz for FR extraction using a high-pass filter.

C. Elimination of the Negative Effects of Echoes

Due to the adverse effects of multipaths, the fingerprints
between leaning and authentication process are not identi-
cal. Thus, an MA is needed to eliminate the negative effects
of echoes. To do this, we propose a new method, named
deviation-ratio-based MA (D-MA) (details in Section V-C)
with which S2M achieves a high successful authentication rate
and a low false acceptance rate.

D. Elimination the Negative Effects of Distance and
Detection the Active Attack

The S2M can work well when the fingerprint is learned
and verified at the similar distance. It is likely to fail when
the fingerprint is measured at one distance, while it is tested
at a different distance. It also does not work well, when
one or more active attackers are transmitting high frequency
audio signals from their speakers. To solve these problems, we
design an extended protocol based on S2M, named E-S2M,
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which leverages a multiposition learning algorithm and an
automatic fingerprint MA to realize variable distance authen-
tication, and utilizes an active attack detection algorithm to
detect an active attack (details in Section VI).

We summarize our main contributions as follows.

1) We propose a device authentication protocol, named
S2M, which leverages the FR of acoustic hardware
(speaker/microphone) as a fingerprint on a wireless
device to authenticate the other one. Based on S2M, we
design an extended protocol E-S2M to achieve variable
distance authentication and active attack detection.

2) We evaluate S2M (rep. E-S2M) through extensive exper-
iments using mobile phones in a number of scenarios
under different attacks. The results show that the oper-
ating distance of S2M (rep. E-S2M) can reach up to
5 m, and the successful authentication rate can achieve
98% (rep. 97%). Experiments also show that both
S2M and E-S2M achieve a low false acceptance rate
(less than 2%).

3) We design and implement the software application of
S2M and E-S2M which are suitable for operation on
mobile phones and PCs.

This paper is organized as follows. We review the state-
of-the-art related work in Section II. Section III introduces
the acoustic attenuation model and adversarial models used
in this paper. In Section IV, we analyze the characteristics of
speaker and microphone pairs. We present S2M in Section V.
An extended protocol E-S2M is presented in Section VI.
Section VII gives the experimental studies. We conclude this
paper in Section VIIL.

II. RELATED WORK

Channel fingerprinting-related device authentication is
based on the fact that the channel state information (CSI)
is location-specific due to path loss and channel multipath
fading [15]-[20], [29]. In [15], the vector of received signal
strengths (RSSs), observed from a wireless client’s transmis-
sion by a predetermined set of nearby APs, is used as a
“signalprint” to detect identity-based attacks. This method was
further studied in [16]-[18]. However, due to the fact that RSS
is a coarser information of CSI and has a high correlation with
the transmit power and distance, RSS is naturally more suit-
able for localization [27] and key distribution [28] rather than
device authentication. For instance, Chandrasekaran et al. [16]
used RSS to detect spoofing which leads to 10% false alarm
and missed attack rates. Wang et al. [29] leveraged car-
rier frequency offset and CSI as physical layer signatures to
achieve privacy-preserving location authentication.

Jiang et al. [19] proposed CSITE by using CSI magnitude
measurements averaged in time over multiple frames to form a
client signature. Although CSI provides detailed information
about the channel, it is not available in the current device
driver [24]. In the subsequence work, Xiong and Jamieson [20]
proposed SeArray, which uses the angle-of-arrival information
to construct highly sensitive signatures to identify a client.
However, SeArray must be equipped at the AP with multiple
antennas, which limits its application.
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Hardware fingerprinting-based schemes [21]-[23] is based
on the reflection of defects or unique design of the hardware on
the transmitted waveforms. One of them is physically unclon-
able function [23], which generates fingerprinting based on
the complex physical characteristics of the ICs in the wireless
devices. As mentioned in [24], the disadvantage of this proto-
col lies in its requirement of specially manufactured ICs. Clock
skew fingerprinting is another hardware fingerprinting-based
method [21]. Unfortunately, an attackers can easily mimic
the clock skew of legitimate user by manipulating the time-
stamps. Radiometric fingerprinting is based on the fact that
the unique characteristics of a hardware transceiver cannot be
replicated or copied from one device to another [22]. However,
this scheme is vulnerable to impersonation and replay attacks
if the attacker is more powerful [24], [30].

Acoustic fingerprinting has been studied in recent
papers [31]-[33]. Zhu et al. [33] presented a context-free
and geometry-based approach to recover keystrokes by using
keyboard acoustic emanations to calculate the relative posi-
tions among keystrokes and the microphones equipped in
the smartphones. Das et al. [31] discussed the feasibility of
using microphones and speakers to uniquely fingerprint indi-
vidual devices. They leverage Gaussian mixture models to
classify the device into one of several recorded audio finger-
prints. Zhou et al.’s work [32] is the most closely related to
ours, which propose a scheme to generate stable and unique
device ID stealthy for smartphones by exploiting the FR of
the speaker. In order to reduce the nonlinear effects of the
speaker, Zhou et al. [32] adopted the stimulation which con-
sists of a series of cosine wave from 14 to 21 kHz with 100 Hz
gap between neighboring frequency points. Different from
Zhou et al. [32], we consider wireless device authentication
with the FR of a speaker and a microphone from two wireless
device. We leverage max-frequency technology to reduce the
time of acoustic signals transmission and fingerprinting extrac-
tion. Moreover, we analyze security of the proposed scheme
with mobile phones under different attacks, and find that the
fingerprinting of microphone is the key to resist the audio
replay attack. Furthermore, we consider the impact of dis-
tance between the sender and receiver on S2M, and propose
a solution to achieve variable distance authentication.

III. MODELING

Before diving into details on S2M, some basics on acoustic
attenuation model and adversarial models are given as follows.

A. Acoustic Attenuation Model

Acoustic attenuation is a measurement of the energy loss
of sound propagated in media. Due to the fractal microstruc-
tures of media, such an acoustic attenuation typically exhibits
a frequency dependency characterized by a power law

S(f,x) = So(f)e @ (1)

where a(f) = ao(2nuf)", f denotes the frequency; x is
wave propagation distance; So(f) and S(f,x) represent the
amplitude of transmitted and received acoustic pressure at
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frequency f, respectively; the tissue-specific coefficients «g
and 7y are empirically obtained by fitting measured data [33].

Due to the inability of the acoustic components (i.e., speaker
and microphone) to faithfully reproduce tones of certain
frequencies, the phenomenon of selective attenuation of cer-
tain frequencies happens. Consequently, when sound waves
are transmitted by a speaker and received by a microphone,
the acoustic attenuation model can be rewritten as

S(f, %) = Ls(f)Lar(f)So(fe @~ 2)

where Ls(f) is the loss of a speaker, Ly/(f) is the loss of a
microphone.

The FR of a speaker/microphone pair at frequency f is
defined as

S(f,x) —a(f)x
oy = 20lg s Lu(e ]

3)

FR £ R(f) = 201log

where log(-) is the logarithmic function with base 10.

Based on (3), we observe that radio frequency characterizes
the physical characteristics of speaker and microphone pairs.
In order to achieve authentication of wireless devices, an intu-
itive idea is to use FR as the acoustic hardware fingerprint.
However, the receiver (i.e., authenticator) can not calculate
the FR as it does not know the transmitted acoustic pressure
So(f). To overcome this problem, we use

E={EUM}

to represent the fingerprints of speaker and microphone pairs,
where f; is the selected frequency for feature extraction and
E(f;) is defined as follows:

E(fi) = 201og S(fi, x) = R(fi) +20log[So(f)].  (5)

ie{l,...,N} (€]

B. Adversarial Model in Device Authentication

We design S2M based on a strong adversarial model. We
summarize our assumptions about the attacker Eve as follows.
1) The adversary power is computationally unbounded, i.e.,

it can run an infinite number of steps.

2) The adversary is active and can masquerade other nodes
by forging their identities.

3) The adversary knows the authentication protocol and its
parameters settings.

Based on these assumptions, we consider the following four
attack models in this paper.

1) Audio Replay Attack: An adversary Eve first records the
audio signals from a legitimate sender, and then imper-
sonates the legitimate one by replaying the recordings.

2) Changing Distance Attack: Eve intends to improve the
successful probability of attack by adjusting the distance
between the receiver and him.

3) Same-Type-Device Attack: Eve has a device with the
same brand (i.e., the same manufacturer) as that of the
legitimate transmitter, and he pretends the transmitter by
sending the same audio signal as the real transmitter.

4) Composition Attack: Eve has a device with the same
brand as that of the legitimate transmitter, and he
launches a replay record attack with changing distances.
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Fig. 2. Fingerprints for the same pair of devices. (a) From Huawei 3C to

HTC T328D. (b) From SONY ZI1 to HTC T328D.

1) Evaluation Metrics: In this paper, we mainly focus on
two evaluation metrics: 1) false negative (FN) error rate and
2) false positive (FP) error rate. Specifically, the FN rate is
the number of legitimate sender’s audio signals (for authenti-
cation) that are incorrectly identified as the attacker’s signal
over the totally received number of audio signals for authenti-
cation. Similarly, the FP error rate is the number of attacker’s
signals which are incorrectly considered to be sent from the
legitimate sender over the totally received number of audio
signals for authentication. The main objective is to design a
wireless device identification scheme with both the low FP
error rate and the FN error rate.

IV. AcousTiCc HARDWARE CHARACTERISTICS

As a valid fingerprint, the physical characteristic of finger-
print must has two properties: 1) the stability and 2) otherness.
The stability is that the characteristic does not change along
with the changing of time and space; and the otherness means
that the characteristic between different devices is big enough
to differentiate. In order to verify E has those properties, we
conduct extensive experiments as follows.

First of all, we consider the stability of the same speaker and
microphone pairs. From (5), we assume that E(f;) is invari-
able when f;, x and Sy (f;) are fixed. To verify these conclusion,
we measure & for the same pair of devices (from Huawei 3C
and SONY Z1 to HTC T328D, respectively) at four different
locations, including a cafe, a roadside, a hotel, and a confer-
ence room. As shown in Fig. 2, the measurement values of &
at different locations are similar but not identical. The reason
is that multipath (i.e., echo) can affect the received audio sig-
nals, and then affects the values of E. Fortunately, as we can
see from the figure, the difference is very slight. Thus, we can
eliminate the effects of echo by designing a fingerprint MA
carefully.

The second experiment considers the difference of speak-
ers between wireless devices. Fig. 3 depicts the fingerprints
(i.e., the function E) from different speakers to the same
microphone (i.e., from phones: Huawei 3C, ZTE U960,
ZTE N880, Samsung S5560, MX3, SONY Z1, Mi2, Huawei
honor™, Huawei P1, to phone: HTC T328D). The fingerprints
are measured by transmitting tones of frequencies between
4 and 20 kHz (with step size 400), from one device to another,
while placing the devices in a fixed distance of 10 cm from
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each other. The results (Fig. 3) show that the fingerprint
differences for two mobile phones are obvious.

Finally, we consider the difference of microphones among
wireless devices. Fig. 4 depicts the fingerprints from one
speakers to different microphones (i.e., from phone: Huawei
3C, to phones: HTC T328D, Samsung S5560, MX3, Samsung
Notel, ZTE U960, Huawei C9, Huawei honor+, and HTC
S710D). The fingerprints are also measured by transmitting
tones of frequencies between 4 and 20 kHz (with step size
400) in a fixed distance of 10 cm. The results (Fig. 4) show
that the microphone differences between mobile phones are
obvious.

V. AUTHENTICATION PROTOCOL

In this section, we present a lightweight device authen-
tication protocol, named S2M consisting of two process:
1) learning process and 2) verification process. The purpose
of learning process is to extract and store the fingerprint sam-
ples of legitimate wireless devices. Verification process aims to
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Fig. 5. Timing diagram for S2M. (a) Learning process. (b) Verification
process.

determine whether two fingerprints are from the same device
or not. Fig. 5 illustrates the flow of our S2M protocol.

A. Learning Process

Learning process consists of three stages: 1) audio-
handshake phase; 2) mixed-signal generation phase; and
3) feature extraction and storage phase.

1) Audio-Handshake Phase: During this phase, the iden-
tity interaction and synchronization of legitimate nodes (Alice
and Bob) must be achieved. With no doubt, it can be achieved
by using conventional wireless communication (e.g., Wi-Fi
and Bluetooth). However, in order to reduce the dependence
on hardware and wireless network infrastructures, as well as
expand the application scope of S2M, we realize the iden-
tity interaction and synchronization by utilizing of audio data
transmission scheme: dual-tone multifrequency [34].

The steps of this phase are described as follows.

1) Alice encodes her ID number into Sound(ID4) with

audio encoding, and sends it to Bob using speaker.

2) After receiving the audio signals, Bob first decodes
ID4 with audio decoding, and then encodes IDp into
sound(IDp) and sends back to Alice by speaker. After
that, Bob prepares to receive the audio signals from
Alice for feature extraction.

3) If Alice receives the audio signals, she decodes IDp from
the signals sent by Bob. Otherwise, Alice returns step 1.

2) Mixed-Signals Generation Phase: After obtaining Bob’s
ID, Alice needs to send some audio signals, which are denoted
by Sound(Authy), to Bob for feature extraction. To enable Bob
to calculate fingerprints E, an simple approach is that Alice
sends

So(fi) =sinQnfit) ie{l,...,N}
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to Bob in sequence. However, this method falls into the follow-
ing dilemma: a larger value of N of frequencies improves the
resolution of fingerprint, but increases the transmission time;
while a smaller number N of frequencies decreases the trans-
mission time, but deteriorates the resolution of fingerprint at
the same time.

In order to obtain a high-resolution fingerprint and reduce
the transmission time simultaneously, we leverage mix-
frequency technology, which generates the mixed audio signals
by combining the various frequency components. Specifically,
the mixed-signals Sound(Authy) can be denoted by

N
Sound(Authy) = Z ]%] sin(2m (o + fai — 1)1) (6)

i=1

where ¢ is the minimum frequency, and fa is the length of
step. In our system, we set g = 4kHz and fo = 0.4 kHz. That
is, N =41, fi =4kHz, f, =4.4kHz, ---, and fy = 20kHz.
The steps of this phase are described as follows.
1) Alice generates the mixed-signals Sound(Authy)
with (6), and sends the signa/lsg Bob using speaker.
2) Bob receives the signals Sound(Authy) with micro-
phone, where

S/OLFd(AuthA) = Sound(Authy4) 4 Noise + Echoes.

3) Feature Extraction and Storage Phase: To extract the
feature of devices pairs, Bob needs to compute & from the
re/cgl Sound(Authy). Thus, Bob has to convert the signals
Sound(Auth,) from time domain to frequency domain. To do
this, we utilize fast Fourier transform (FFT), an algorithm for
computing the Fourier transform of a set of discrete data val-
ues. Given a finite set of data points, the FFT expresses the
data in terms of its component frequencies. By using FFT, the
sound pressure amplitude is denoted by

< S(f), ..., S(fy) >= FFTN<m1(AuthA)). 7

Here, FFTy is the function returning the local maximum FFT
values S(f1),...,S(fn) at frequency ranges [f; — FS,f1 +
FS], ..., [fn —FS, fy + FS], respectively (as shown in Fig. 6).
The objective of taking the local maximum is to eliminate the
impact of frequency shift. In our system, we set F'S = 5Hz.
Thus, the fingerprint E4 of Alice and Bob can be written as

Ea = 20log(<S(f1), ..., S(fn)>). ®)

The steps of this phase are described as follows.

1) When Bob receives the mixed-signals, he extracts the
fingerprint E4 using (7) and (8), and records the pairs
<IDg, Eg>.

2) Bob sends one period sine wave of frequency 10 kHz
to Alice (it means success in learning process).

3) After receiving the signals with frequency 10 kHz, Alice
records IDp; otherwise, Alice returns to the mixed-
signals generation phase.

x 10"

o

3 3o
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] £
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Fig. 6. Signals conversion from time domain to frequency domain. (a) Time
domain signals. (b) Signals after FFTy.

B. Verification Process

Verification process is also divided into three phases:
1) audio-handshake phase; 2) mixed-signal generation phase;
and 3) feature extraction and matching phase.

Audio-Handshake Phase: The audio-handshake phase of
verification process is similar to that of learning process. The
steps of this phase are described as follows.

1) Alice encodes ID4 into Sound(ID4) with audio encod-

ing, and sends it to Bob.

2) After receiving the signals from Alice, Bob decodes ID4
and checks whether the IDy4 is already stored locally (if
not, the authentication fails).

3) Bob sends Sound(IDp) to Alice, and then is ready to
receive the signals for feature extraction from Alice.

4) If Alice receives the audio signals, she decodes IDp with
audio decoding and checks whether the IDp is already
stored locally (if not, the authentication fails); otherwise,
Alice goes back to the step 1.

Mixed-Signal Generation Phase: The mixed-signal genera-
tion method of this phase is the same as that in the learning
process. Thus, we omit the details here.

Feature Extraction and Matching Algorithm Phase: The
feature extraction method of this phase is similar to that in
learning process. The goal in the fingerprint MA is to deter-
mine whether 84 ~ E/;, where Ej is the fingerprint extracted
in the learning process and E/, is the fingerprint extracted in
verification process (details of MA 1is given in Section V-C).
Specifically, if MA(E4, EA) = Y, the authentication is suc-
cessful (i.e., 84 ~ E;‘); otherwise, the authentication fails.
The steps of this phase are described as follows.

1) Bob extracts the fingerprint &, using (7) and (8).

2) Bob calls MA with the input E and E. If
MA(E,, EI’A) = Y, Bob sends one period sine wave of
frequency 10 kHz to Alice; otherwise, the authentication
fails.

3) If Alice receives the audio signals with the frequency
10 kHz, the authentication is successful; otherwise,
Alice goes back to mixed-signal generation phase.

C. Fingerprint Matching

Low energy consumption of the scheme is one of our
main concerns since many wireless devices usually powered
by batteries. In order to design a low energy consumption
authentication protocol, it is necessary to propose a lightweight
fingerprint MA. In this paper, we consider two lightweight
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Fig. 7. PCCs between the legitimate sender (ZTE N886) and the attackers
(HTC S710D, MX3, and Huawei C9) under different authentication distances.

approaches for fingerprint matching: 1) correlation-coefficient-
based MA (C-MA) and 2) D-MA.

An possible approach for fingerprint matching is to use
Pearson correlation coefficient (PCC), which is 1 in the
case of a perfect positive linear relationship (correlation), —1
in the case of a perfect decreasing (negative) linear rela-
tionship, and some value between —1 and 1 in all other
cases, indicating the degree of linear dependence between the
variables.

Let E4 = <&1, ..., &v> be the fingerprint in the learning
process, and E), = <&{,...,&y> be the fingerprint in the
verification (authentication) process. The PCC is defined as

R B e AV it &
PCC(c,a):N_IZ< - )( o ) ©)

i=1

where £ and &' are the mean of E4 and EA, respec-
JO/ - Y & -52% and o =

\/(1/(N — 1)) vazl (Ei’ — E_’)2. This method sets a threshold
Th. Bob computes PCC(E, E') with (9), and compares the
value of PCC(E, E') with the threshold Th. That is,

Y, if PCC(E,E’) >Th
N, otherwise.

tively, o =

C-MA(Th, &, &) = { (10)

Fig. 7 plots the PCCs between the legitimate sender and
the attackers under different authentication distances, where
ZTE N886 is the legitimate sender, HTC T328d is the authen-
ticator, and HTC S710D, MX3 as well as Huawei C9 are
the attackers who want to impersonate ZTE N886. It shows
that: 1) the PCCs at the legitimate sender are unstable with
the variation of authentication distance and 2) there is no
a clear dividing line between the legitimate sender and the
attackers. Based on the above observations, it is difficult to
find a suitable threshold to distinguish between a legitimate
sender and an attacker. Thus, C-MA does not work in our
scenario.

To overcome the above issues, in the proposed protocol, we
design a new MA, named D-MA. The algorithm takes two fin-
gerprints E4 and &/ as inputs. It first calculates the absolute
value of corresponding components of two fingerprints vec-
tors, and then compares each absolute value with a deviation
threshold A. Specifically, denoting

S=|{n: 6~ < Al (an
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Algorithm 1 D-MA
Parameter: deviation threshold A; matching threshold 7#.
Input: fingerprint in learning process and in verification pro-
cess B4 =< &,---.&v > and B =< &, & >,
respectively.
Output: Y/N

1: S=0

2: forroundn=1,---,N do

3 if & — &, <A then

S=S+1

end if
end for
DR =5
. if DR < Th then
Output Y
10: else
11:  Output N
12: end if

D A A

the ratio of N — § to S can be considered as a metric on
N-dimensional vector space RV, named deviation ratio (DR).
That is to say, we define

=N—S= |{n }En—é,” > A}|
S |{nt g —&f = Al

where | A| means the cardinality of set A. Finally, the algo-
rithm compares DR(Ey4, E)) with a matching threshold Th. If
DR(E4, EA) < Th, the algorithm output Y (Yes); otherwise,
output N (No). That is,

12)

Y, if DR(E, &) <Th

N, otherwise. (13)

D-MA(A, Th, E, ) = {

Note that DR(E4, E);) reflects the similarity of two finger-
prints. For instance, DR(E4, EA) < 0.5 means that there are
at least (2/3)N pairs of the corresponding component in the
two fingerprints victor such that their absolute values are less
than A. The details of D-MA are shown in Algorithm 1.

In order to select the appropriate deviation threshold A and
the matching threshold Th, we conduct extensive experiments
to investigate the relationship among A, Th and authentication
errors (i.e., the FN and FP errors). In our experiments, more
than 50 mobile phones are used and more than 20000 finger-
prints are extracted under different authentication distances.
Fig. 8 shows the authentication error rate with different devi-
ation thresholds and matching thresholds. We can see that, for
each Th, a larger A increases the rate of FN error but improves
the rate of FP error. Especially, when the matching threshold
Th is 0.4 and the deviation threshold A is 8, both the FN and
FP error rate are less than 0.5%, Thus, in our system, we set
deviation threshold A = 8 and matching threshold Th = 0.4.

VI. EXTENDED PrROTOCOL E-S2M

In this section, we design an E-S2M to realize authentication
under variable distance in presence of an active adversary.
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A. Audio Source Randomization

From Figs. 3 and 4, we can observe that the fingerprints
of many phone pairs always decrease with the frequency,
which can be explained from (3). Obviously, it is unfavorable
to the security of the proposed scheme. Hence, it is neces-
sary to enhance the randomness of fingerprint to improve the
security. One feasible way is to add the randomness of the
mixed-signals Sound(Auths). The details of this method is
as follows. In the mixed-signals generation phase in learning
process, Alice first randomly chooses a set of real numbers

(¢1, ..., pn) from standard normal distribution, and then she
generates the following mixed-signals:
N .
Sound(R-Auths) = 3 —#— sin(2 (g0 +fa (i — 1))0).
i=1 24j=1%j

(14)

In authentication process, Alice transmits the mixed-signals
Sound(R-Authy) instead of Sound(Authy) for fingerprints
extraction. Fig. 9 shows the fingerprint with and without
source randomization. The result shows that the fingerprint
with source randomization has more drastic change (i.e., more
random) than that without randomization. Therefore, it is more
difficult to be forged by adversaries.

B. Variable Distance Authentication Protocol

So far, we assume that the distances between sender and
receiver in learning and verification process are the same in
the proposed scheme. Hence, this scheme only applies to the
scenarios where: 1) the sender and the receiver are fixed at
some places and 2) the sender (or receiver) can move such
that the distance between them in verification process is equal
to that in learning process.

To extend the application of S2M, we design an extended
protocol of S2M such that the new protocol can achieve
authentication at different distances between the users. Based
on S2M, the new protocol includes two algorithms: 1) mobile
learning algorithm and 2) automatic fingerprint MA. The main
idea of the former is to acquire the fingerprints at differ-
ent distances; the idea of the latter is to choose an optimum
fingerprint out of the fingerprints at different distances for
matching.

We first present the mobile learning algorithm. In learning
process, Alice and Bob consult with an effective range [, r]
of authentication, and then they proceed the following steps.

1) Alice and Bob first move their positions such that the
distance between them is equal to r, and then perform
learning process of S2M [i.e., Section V-A, the obtained
fingerprint at Bob is denoted by E4(0)].

2) Alice walks toward Bob with moving distance ALy, and
then they perform the learning process of S2M [the
fingerprint at Bob is denoted by E4(1)].

3) Fori>1,if r— X;ALi—1 > [+ (1/2)AL;—1, and then
Alice and Bob repeat step 2 with moving distance AL;
[the fingerprint is denoted by Ey4(i)]; otherwise, stop.

After implementing this algorithm, Bob obtains a list of fin-
gerprints <Z4(0), Ea(1), ..., E4(M)>. Denote the maximum
moving distance by AL = max{ALy, ..., ALy}. The effect of
AL on the performance of E-S2M will be discussed in the end
of this section.

Then, we introduce automatic fingerprint MA. For authen-
tication, Alice and Bob perform the previous scheme in
the authentication process (i.e., Section V-B) by replacing
the D-MA with automatic fingerprint MA as follows. Let

E, = <&,...,&v> be the fingerprint obtained by Bob
in this process. For each m € {1,...,M}, let Ex(m) =
<€1(m), ..., En(m)>.
1) Foreach n € {l1,..., N}, Bob computes a, = min{|§, —
Em)| -m=1,...,M}.
2) Foreachm € {1,..., M}, Bob computes A,, = {n:a, =

&, — & (m)|,n=1,...,N}

3) If mg be the index such that |A,,)| = max{|A,| : m =
1,..., M}, Bob computes D-MA(A, Th, B4+, EA*) with
inputs E4(mp) and E/,.

The details of automatic fingerprint MA are shown in

Algorithm 2.

We conduct extensive experiments to investigate the rela-
tionship between the maximum moving distance AL and the
error rates, in which more than 50 different mobile phone
groups are used and 20000 fingerprints are extracted. From
Fig. 10, it can be seen that: 1) the rate of FP error is stable
as AL increases and 2) a larger A increases the rate of FN
error. Especially, when AL < 50 cm, both the FN and FP error
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Algorithm 2 Automatic Fingerprint MA

input: the fingerprints in learning process < Ej(m) >,=
{< &(m), -, &v(m) >}M_; the fingerprint in verification

process B, =< &1, -+, &y >.
Output: Y/N.
I: forroundn=1,---,N do
2 an=min{|§r/{_gl‘l(m)| :m=17"'7M}
3: end for
4: forround m=1,--- ,M do
5: Am={nian=|§,2—§n(m)|,n=1,---,N}
6: end for
7: if |Ajpy| = max{|A,] :m=1,---, M} for index mg then
8:  run D-MA(A, Th, E4(my), E;‘)
9: end if
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Fig. 10. Impact of change maximum moving distance AL on error rate.

rates are less than 0.03, i.e., only 2 or 3 places’ fingerprints
are required to achieve the FN error rate under 3% when the
effective range is 0 — 1 m. Thus, in our system, we set the
maximum moving distance AL = 50 cm.

C. Active Attack Detection Algorithm

We consider the scenario of active attacks in which one or
more attackers are transmitting high frequency audio signals
from their speakers when Alice is sending mixed-signals to
Bob in the verification process. Due to the fact that the high
frequency signals transmitted by attacker may have negative
effect on the reception of the real fingerprints by Bob, the
proposed protocol does not work well in such situations. To
solve the problem, we design an active attack detect algorithm
in which Alice processes as follows.

1) In the learning process, Alice first records the mixed-
signals with the microphone [the recording signal
denoted by Sound(R-Authy)], and then obtains the fin-
gerprint E4+ of speaker and microphone pair of herself
from Sound(R-Authy) with (7) and (8).

2) In the verification process, following the same steps as
the learning process, Alice first obtains the new finger-
print €}, and then computes D-MA (A, Th, Ex+, E.).
If the output is N, then the active attacking is considered
as occurring.

To evaluate the performance of the detection algorithm,

we carry out an experiment as follows. Two mobile phones
Samsung Notel and Samsung Note2 are considered as the
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Fig. 11. Reply attack: the DRs (from attacker) for different scenarios.

legitimate users, while a Samsung Note3 acts as an attacker
who transmits interference with different frequency compo-
nents during in the authentication process. Setting the devia-
tion threshold A = 8 and the matching threshold Th = 0.4, we
have Pr(Det) = 58% and Pr(Succ|Unde) = 98.2%, where Det
is the event that an attack is detected, Succ is the event that
an authentication between Alice and Bob is successful, and
Unde is the event that an attack is undetected. The experimen-
tal results show that almost every undetected attack can result
in to a successful authentication. The reason is that, when the
frequency components in interference signals transmitted by
an attacker do not include or marginally include the frequency
components in signals sent by Alice, the interference signals
would have no adverse effect on authentication between legit-
imate users. Accordingly, the experimental results show that
the detection algorithm is extremely effective.

VII. PERFORMANCE EVALUATION
A. Security Analysis

To evaluate the security strength of E-S2M, we analyze
various types of attackers. For each experiment, we set the
deviation threshold A = 8 and the matching threshold
Th =0.4.

First, we conduct an experiment on E-S2M to evaluate an
audio replay attack in a quiet corridor. In this experiment,
mobile phone ZTE N880 is the legitimate sender; HTC T328d
is the receiver; and MX3 is the attacker. We evaluate E-S2M
under different scenarios: roadside, conference room, and quiet
office, where the effective range is 0-2 m. For each effective
range, the attacker changes the distance between itself and
the receiver from 0.1 to 5 m with step length 0.1 m, and
launches replay attack at each position. The receiver extracts
the fingerprints and computes the DRs. Fig. 11 shows the DRs
(from attacker) under different scenarios. It can be seen that the
DR under each scenario is larger than the deviation threshold.
Thus, E-S2M has excellent performance to resist the audio
replay attack.

Second, we consider a changing distance attack
in a quiet corridor under different effective ranges
(e.g.,0-1m, 0-2m,..., 0-5m). In this experiment,
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for each type of phone.

the mobile phone (Huawei honor3C) is set to be the legiti-
mate sender, the HTC T328d is the receiver and the Samsung
S5560 is the attacker. For each effective range, we change
the distance between the attacker and the receiver from 0.1
to 5 m with step 0.1 m. In each distance, the attacker follows
E-S2M and sends the authentication audio signals, which is
generated from (14) (i.e., it is assumed that the attacker know
the random numbers ¢1, ..., ¢y), to the receiver. Fig. 12
shows the DRs (from attacker) under different authentication
distance. It can be seen that all of the DRs are larger than
the deviation threshold. Hence, E-S2M has outstanding
performance to resist the changing distance attack.

Third, we conduct an experiment for same-type-device
attack in a quiet office. In this experiment, we consider ten
types of mobile phones: Samsung (Notel, Note2, and Note3),
SONY (Z1, Z2, and LT), Huawei (Mate7, honor+, and 3C),
and MX3. For each type of cell phones, we have two mobile
phones with the same chips, one as a sender and the other as
an attacker. We use the HTC T328d as the receiver and set the
effective authentication range 0—5 m. Each attacker randomly
chooses 200 locations such that the distance form attacker to
receiver is less than 5 m, and launches an attack by following
E-S2M at each location. Fig. 13 shows the range of DRs (from
attacker) under different types. It can be seen that the DRs for
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Fig. 14. Composition attack: the DRs from attacker under different positions
and effective ranges.

each type are larger than the deviation threshold. Thus, E-S2M
can effectively resist the same-type-device attack. In addition,
Fig. 13 also reveals that two devices with the same type have
different fingerprints of speakers.

Finally, a composition attack is considered in a quiet cor-
ridor under different effective ranges (e.g., 0—-1 m, 0-2 m,

, 0-5 m), two mobile phones with the same chips (e.g.,
Huawei Mate7) are used as sender and attacker, respec-
tively, and HTC T328d is considered as a receiver. For each
effective ranges, the attacker changes the distance between
receiver and him from 0.1 to 5 m with step length 0.1 m
and launches replay attack at position. Fig. 14 shows that
there are only 3 of the DRs for all positions and all effective
ranges are less than the threshold. Accordingly, the proposed
scheme has good performance to resist the composition
attack.

B. Performance of S2M and E-S2M

To evaluate the Performance of S2M and E-S2M, we
conduct extensive experiments under the following settings.

1) For S2M, the distance (in the learning and authentication
processes) is fixed from 0.5 to 5 m with step 0.1 m,
and the number of authentications is 10 for each fixed
distance.

For E-S2M, the effective range is fixed (0,5 m], and
the distances in the learning process change from 0.25
to 4.75 m with step 0.5 m; the distances in the authenti-
cation process change from 0.5 to 5 m with step 0.1 m;
and the number of authentication is 10 for each fixed
distance.

For both S2M and E-S2M, the distance between Eve
and Bob is changed from 0.5 to 5 m with step 0.1 m;
for each fixed distance, the number of attacks is 10.
We consider the following three scenarios.

1) Scenario A: Putting three mobile phones (a sender, a
receiver, and an attacker, respectively) in a quiet office.
Scenario B: Putting three mobile phones at a roadside.
Scenario C: Putting three mobile phones in a conference
room.

2)

3)

2)
3)
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Furthermore, we consider 80 different groups of mobile phone
tuples (sender, receiver, and attacker) in each scenario. Fig. 15
plots the error rate with respect to the authentication distance
under different scenarios. This figure also shows the vari-
ances of the error rate in terms of the 80 different groups
under different scenarios. It can be seen that: 1) for each
case, both the FN rate and the FP rate of S2M are less than
2% 2) the FN rate and the FP rate of E-S2M are less than
3% and 2%, respectively; and 3) the performance of E-S2M
is worse than that of S2M, but E-S2M still has the low
error rates.

Some famous fingerprinting-based device identification
approaches are mentioned in Section II, i.e., DISWN [16],
LDTLS [17], PLTEA [18], and SeArray [20]. Fig. 16 plots
their performance with S2M and E-S2M. The result shows
the following.

1) The proposed schemes have lower error rates compared
with DISWN, LDTLS, and PLTEA: in DISWN, both
the FN and FP error rates are 10% provided that the
distance between attacker and the victim are geographi-
cally close [16]; in LDTLS, the FN error rate is 6.66%
and the FP one is 5% [17]; in PLTEA, the FN (resp.
FP) error rate is 6% (resp. 4%) [18].

2) The error rates of our schemes are larger than that of
SeArray: in SeArray, the FN (resp. FP) error rate can
achieve 1% (resp. 0.8%) [20]. However, the drawback
of SeArray is that it need to equip the wireless devices
with eight antennas in order to achieve such excel-
lent performance, which would limit the application of
SeArray.

C. Energy Consumption of E-S2M

Since most of wireless devices are power-constrained due
to the battery size, it is necessary to evaluate the energy
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Energy consumption of S2M, calling and surfing the Internet

consumption of E-S2M. The total energy consumption Eepder
at a sender can be given as

Esender = Ehandshake 1 Eaudiogen + Eaudiotran + Edete

where Enandshake 1S the energy consumption in audio handshake
phase, Eaudiogen and Eaudiogran are the energy consumption
during the audio signals Sound(Auth4) generation and trans-
mission, respectively, and Egee iS the energy consumption
in the active attack detection algorithm. The total energy
consumption Ereceiver at a receiver can be given as

Ereceiver = Ehandshake + Eaudiorec + Efeature + EMA

where FEphandshake 1S the energy consumption in the audio
handshake phase, E,ygiorec 1S the energy consumption during
Sound(Authy) reception, while Egearre and Enpa are the energy
consumption during the fingerprint extraction and matching
phases, respectively. Obviously, Eaudiotran and Eaudiorec depend
on the transmission and reception time. In our system, both
the transmission and reception time are set to 1 s.

We conduct an experiment by using an energy monitor tool
(named GSam Battery Monitor Pro V3.22) to compare the
energy consumption of E-S2M with the effective range 0-2 m
and other common mobile applications, such as calling and
surfing Internet with Wi-Fi, in mobile phones (HTC T328d,
SONY LT, and SONY Z1). Fig. 17 shows the energy con-
sumption of E-S2M, calling, and surfing Internet with Wi-Fi
within the time to complete an authentication with E-S2M. The
results show that: the energy consumption of E-S2M at both
the sender and the receiver are lower than that of calling and
surfing Internet with Wi-Fi. Moreover, the energy consumption
of the sender is higher than that of the receiver.

VIII. CONCLUSION

In this paper, we have proposed S2M and E-S2M, the
software-only acoustic device authentication schemes that
leverage the FR of speaker and microphone pairs of wireless
IoT devices to construct highly specific hardware fingerprints.
We have designed and implemented the proposed schemes in
real mobile phones to evaluate the performance of S2M and
E-S2M. The experimental results show that S2M and E-S2M
can achieve both a low FN rate and a low FP error rate in vari-
ous scenarios for different attacks. For the future work, we will
consider to adjust the amplitudes of mixed signals and inte-
grate some low-frequency signals to generate musical audio
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signals, to authenticate devices and meanwhile improve the
users’ experience, for the scenarios where the acoustic sound
might be annoying.
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