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Abstract—This artilce aims to develop a differential private
federated learning (FL) scheme with the least artificial noises
added while minimizing the energy consumption of participating
mobile devices. By observing that some communication efficient
FL approaches and even the nature of wireless communications
contribute to the differential privacy (DP) preservation of training
data on mobile devices, in this paper, we propose to jointly leverage
gradient compression techniques (i.e., gradient quantization and
sparsification) and additive white Gaussian noises (AWGN) in
wireless channels to develop a piggyback DP approach for FL over
mobile devices. Even with the piggyback DP approach, information
distortion caused by gradient compression and noise perturbation
may slow down FL convergence, which in turn consumes more
energy of mobile devices for local computing and model update
communications. Thus, we theoretically analyze FL convergence
and formulate an energy efficient FL optimization under piggyback
DP, transmission power, and FL convergence constraints. Further-
more, we propose an efficient iterative algorithm where closed-form
solutions for artificial DP noise and power control are derived.
Extensive simulation and experimental results demonstrate the
effectiveness of the proposed scheme in terms of energy efficiency
and privacy preservation.

Index Terms—Federated learning over mobile devices,
piggyback differential privacy, gradient compression, white
Gaussian noises.
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I. INTRODUCTION

MACHINE learning is one of the most disruptive tech-
nologies the world has witnessed in the last few years.

Federated learning (FL), first introduced by Google [1], is the
currently most popular distributed machine learning paradigm,
which aims to enable participating devices to collaboratively
learn a joint global learning model without sharing their local
training data on the devices. In FL, clients conduct local training
on their own devices and then periodically transmit local model
updates to an FL aggregator. The FL aggregator broadcasts the
aggregated global model to the clients for the next round of FL
training. The procedure repeats until FL converges. With the fast
development of hardware, more and more mobile devices have
been equipped with increasing computing capability and large
storage, which allow them to conduct on-device learning (e.g.,
Google Pixel 4a, iPhone 12, Galaxy Note20, iPad Pro, etc.). The
“marriage” of FL and mobile devices has potentially promoted
numerous applications in various domains such as cardiac event
prediction in e-Healthcare, high-definition map construction for
autonomous driving in smart transportation, physical hazard
detection in smart home, IoT based smart farming in agriculture,
environmental monitoring in industrial IoT, etc. [2], [3], [4], [4].
However, to practically execute FL over mobile devices still
faces many critical challenges. For example, both on-device
local training and wireless transmissions of huge size model
updates during FL training are power hungry, which may quickly
deplete the energy of battery powered mobile devices. Besides,
although FL does avoid the direct privacy leakage by retaining
the data on local devices, the intermediate updates exchanged
with FL aggregator and FL outputs could still leak private infor-
mation due to advanced inference attacks [5], [6], [7], e.g., model
inversion attacks [8], [9] and membership inference attacks [10],
[11].

To alleviate the energy pressure of participating mobile de-
vices and improve the energy efficiency of FL, reducing the
energy consumption of wireless communications for model
updates is one possible option, which has led to a popular
research direction: communication efficient FL. In the wireless
community, existing works mainly focus on radio resource
allocation [12], [13], [14], [15] or transmission technique im-
provement [16], [17] to achieve communication efficiency under
FL convergence constraints. Most of those studies ignore how
to inherently reduce the communication payload from the FL
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algorithm itself. By contrast, in the machine learning commu-
nity, some gradient compression techniques (e.g., stochastic
quantization [18] and randomized sparsification [19]) are pro-
posed to reduce the size of local model updates for commu-
nication efficiency, which have similar statistical convergence
properties with their uncompressed counterparts in FL. A few
pioneering efforts [20], [21], [22] jointly consider radio resource
allocation and gradient compression to improve the energy
efficiency of FL over mobile devices, while potential risks of
training data privacy leakage in FL are left uncovered.

As for training data privacy, standard encryption tools such
as secure multi-party computation or homomorphic encryption
only ensure no secure information leakage during the transmis-
sion process, but cannot protect the input data to be inferred
from the final learning outputs. Differential privacy (DP), which
is a cryptography-inspired rigorous definition of privacy [23],
[24], has become the de-facto remedy for training data privacy
preservation in FL. Besides, unlike the complex and high-cost
encryption based methods, DP offers a simple implementation
mechanism to preserve data privacy by injecting artificial noises
to perturb the gradients [25] or model outputs [26]. Despite DP’s
desired properties above, the dark side is that artificially injecting
large amount of noises to achieve targeted DP may severely
distort the information to transmit, slow down FL convergence
and even degrade FL learning accuracy. Consequently, that
may incur more computing and communication workload and
thereby more energy consumption for mobile devices. Thus,
how to guarantee the DP of FL with the least injected noises
and energy consumed poses great challenges. Fortunately, some
communication efficient FL approaches and even the nature of
wireless communications contribute to the DP preservation of
training data on mobile devices in FL [26], [27], [28], [29],
i.e., both can help to reduce the amount of artificially injected
noises while guaranteeing the same DP level. In particular, com-
munication efficiency and privacy protection are not separate
but actually closely related with each other in the context of
distributed machine learning. Originally designed for commu-
nication efficiency purposes, gradient compression techniques,
including both gradient quantization [26], [27] and gradient
sparsification, also have amplification impacts on DP [28], [29].
Moreover, additive white Gaussian noises (AWGN) in wireless
channels can serve as free noise resources for (ε, δ)-DP imple-
mentation [30]. While all the discussed works have analyzed the
trade-off between the learning accuracy and privacy guarantee,
the impacts of gradient compression and AWGN on energy
consumption in privacy preserving FL over mobile devices were
not taken into consideration.

Inspired by those intriguing observations, in this paper, we
propose to implement DP in a novel piggyback manner and
develop a corresponding DP preserving and energy efficient
FL over mobile devices. The proposed piggyback DP approach
jointly leverages the amplified DP impacts of gradient compres-
sion techniques, including gradient quantization and sparsifi-
cation, and free AWGN in wireless communication channels
to reach the targeted DP guarantee with the least amount of
artificially injected noises in FL. Based on the piggyback DP

mechanism, we theoretically analyze the FL convergence, for-
mulate the joint transmission power and gradient compression
control optimization with the objective of minimizing partici-
pating mobile devices’ total energy consumption and develop
feasible solutions. Our salient contributions are summarized as
follows.
� We propose to jointly exploit gradient compression tech-

niques, including gradient quantization and gradient spar-
sification, AWGN in wireless channels, and transmission
power control to piggyback the DP in FL. The goal is
to best utilize the DP amplification impacts of gradient
compression techniques and free Gaussian noise resources
in channels to reach the target DP for mobile devices with
the least amount of artificially injected noises in FL.

� Under the proposed piggyback DP framework, we study
the optimal position to artificially inject noises, i.e., adding
noises before gradient compression or adding noises after
gradient compression. Our theoretical analysis shows that
for the same DP guarantee (i.e, the same ε), “adding noises
before gradient compression” incurs fewer noises than
“adding noises after gradient compression”.

� Based on the piggyback DP approach, we further analyze
the FL convergence and formulate the energy efficient and
differentially private FL (EE-DP-FL) problem into mixed-
integer nonlinear programming (MINLP) optimization,
whose goal is to minimize the overall energy consumption
of participating mobile devices in FL. An efficient iterative
algorithm is proposed with low complexity, in which we
derive new closed-form solutions for the power allocation
and artificially injected DP noise.

� We conduct extensive experiments to verify the proposed
piggyback DP approach in both our lab and dark room.
We also employ different datasets to evaluate the per-
formance of the proposed FL scheme via our in-lab FL
testbed consisting of RTX 8000 as the FL aggregator, and
NVIDIA Jetson TX2s concatenated by Universal Software
Radio Peripherals (USRPs) as mobile devices. The results
demonstrate its superiority to peer designs in terms of
energy efficiency and privacy preservation.

The rest of this paper is organized as follows. The related
work is discussed in Section II. In Section III, FL system, wire-
less model and DP preliminaries are presented. The proposed
piggyback approach and main theoretical results are introduced
in Section IV. Section V provides the problem formulation and
feasible solutions. In Section VI, the performance is evaluated
and experimental results are analyzed. Conclusions are made in
Section VII.

II. RELATED WORK

Energy Efficiency of FL: Recognizing that training large-
scale FL models over mobile devices can be energy intensive,
several research efforts have been made to reduce these costs
through device scheduling [13], network optimization [17] and
resource utilization optimization [14], [20], [22]. In particu-
lar, Li et al. [20] utilized gradient sparsification to improve
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communication efficiency and device heterogeneity to maximize
the energy efficiency of FL. Similarly, Chen et al. [21] inves-
tigated gradient quantization as a way to increase the energy
efficiency of FL across heterogeneous mobile devices. Our work,
however, varies from theirs in that we additionally investigate
how to assure DP for sparse and quantized model updates and
present a theoretical convergence result for the learning algo-
rithm with energy reduction and privacy protection guarantee.

Differential Privacy in FL: Several works have been proposed
for the design of differentially private FL to protect the data
privacy of users from model inversion attacks. Mao et al. in [31]
and Wang et al. in [32] have focused on the privacy leakage
issue of publishing well-trained deep neural network models and
proposed differentially private model publishing approaches to
address the concern. However, both of them require that the
servers have a well-trained DNN model. Different from them,
FL server doesn’t have any training dataset or well-train models.
Hence, most existing DP schemes in FL usually inject artificial
DP noise into model parameters continuously during the training
phase. Wei et al. [33], for example, investigated local DP mech-
anisms in which each participating device intentionally adds
Gaussian noises before uploading them to the server for aggre-
gation. Because of the high complexity of today’s state-of-the-art
DL models, it incurs high communication costs. Furthermore,
significant amounts of local DP noise are required to provide a
strong privacy guarantee, resulting in poor model accuracy. To
address these concerns, research works such as [27], [28], [34]
aimed to improve both the communication cost and the utility
under rigorous privacy guarantees. In particular, Agarwal et
al. [27] enabled each device to first quantize the model gradients
and then inject binomial noise to ensure DP. However, it made
no attempt to analyze if the order in which noise is added is ideal.
Moreover, most of them fail to take into account communication
channel noise [35].

Recent studies [30], [36], [37], [38] have shown that channel
noise can be used as a source of DP guarantee in FL. For example,
Liu et al. in [30] investigated the circumstances necessary to
provide ”free” DP via effective power allocation. The power al-
location is tuned to maximize the convergence rate under certain
privacy budgets. However, the experiments have demonstrated
that it is effective with a significantly large privacy budget that
can give only limited privacy protection. Mohamed et al. [36]
developed a user sampling strategy in which only a fraction of
the participating users were required to inject artificial noises
prior to transmission. Thus, the same level of protection can be
achieved with less perturbation, hence improving the learning
accuracy. All the discussed works mainly focus on improving
utility within a given privacy budget and have largely disregarded
their impact on energy efficiency in differentially private FL
training, which will be addressed in this study.

Differently from the works cited above, we jointly consider
gradient quantization, gradient sparsification, and AWGN in
wireless channels and propose a piggyback DP approach. Our
proposed piggyback DP framework accomplishes two goals
concurrently: 1) Participating devices protect their privacy by
injecting the fewest artificial noises; 2) Participating devices
collaboratively learn the FL model while using the least amount

of energy. To this end, we undertake a theoretical study to
determine the ideal place for artificially injecting noises. In
addition, most existing work on FL are based on simulations,
whereas we implement our algorithm in an actual hardware
prototype with resource-constrained devices.

III. SYSTEM MODEL AND PRELIMINARIES

A. System Model

We consider a FL system consisting of one mobile edge server
(e.g., base station or gNodeB) as the FL aggregator and N =
{1, . . . , N} mobile devices as FL clients. Each device i ∈ N
has its private dataset Di with Di = |Di| training data samples.
All mobile devices collaboratively train a global learning model
under the coordination of the mobile edge server via a shared
noisy channel. The goal is to learn the optimal w ∈ R

d that
minimizes the following global empirical risk f(w) over N
mobile devices as

f(w∗) = min
w∈Rd

{
f(w) :=

1

N

N∑
i=1

fi(w)

}
, (1)

where d represents the model dimension and fi(w) :=
1
Di

∑Di

j=1 f
j
i (w, θj) is the local loss function of mobile device i.

Federated learning algorithms generally solve (1) by following
a simple three-step protocol [1]. In the first step, participating
mobile devices download the latest global model from the
mobile edge server. Next, the devices improve the downloaded
global model based on their local datasets. Finally, the mobile
edge server periodically aggregates the local model updates from
those devices and broadcasts the updated global model back to
them.

Let t ∈ {0, . . . , T − 1} be index of training iterations, H be
the number of local updates, and k ∈ {1, . . . , T/H} be index
of global communication rounds. Mathematically, the mobile
edge server initializes the global model with w0. At each
global communication round k (i.e., training iterations index
t = Hk), the mobile edge server broadcasts the global model
wt to all mobile devices. Then, mobile device i ∈ N runs H
local iterations of stochastic gradient descent (SGD) method
in parallel, computes the differential between the local updated
modelwt+H

i and the global modelwt asgt
i = (wt −wt+H

i )/γ,
and transmits gt

i to the mobile edge server. After that, the
mobile edge server aggregates gt

i to improve the global model
wt+H = wt − γ/N

∑
i∈N gt

i. This procedure repeats until FL
converges.

Since gt
i typically has a large size (e.g., millions of model

parameters for modern deep neural network models) and should
be transmitted frequently from mobile devices to the mobile edge
server during FL training, gradient compression techniques are
in dire need for communication efficiency and further energy
efficiency purposes of mobile devices. Besides, as introduced in
Section I, it is desired to have a privacy preserving mechanism
to secure the FL system above against various inference attacks
without degrading FL performance.
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B. Wireless Communication Model

Consider that the local model update transmissions from mo-
bile devices to the mobile edge server follow a general wireless
communication model:

yi = hixi + ni, (2)

where xi is mobile device i’s transmitting signal,1 yi is the
receiving signal at the mobile edge server, and ni is the channel
noise, which is i.i.d. and drawn from Gaussian distribution
N (0, N0I), and hi ≥ 0 is the channel coefficient for mobile
device i. We assume a block flat-fading channel, where the
channel coefficients remain constant over time and the channel
state information about local channels is available2 for mobile
devices and the mobile edge server. Besides, assuming the
maximum transmission of mobile device i is Pmax

i , we have

pi � E

[
‖xi‖2

]
≤ Pmax

i . (3)

C. Differential Privacy Preliminaries

Differential privacy (DP) is a compelling paradigm to protect
data privacy [23], [25], which is measured by the differences
in the output distribution caused by only one sample change in
datasets. The (ε, δ)-DP is defined as follows.

Definition 1 ((ε, δ)-DP [23]): Given any two neighboring
datasets X and Y differing in at most one data sample, a ran-
domized mechanism M : D → R

d satisfies (ε, δ)-differential
privacy if for the privacy parameters ε ≥ 0 and δ ∈ (0, 1) and
any output S ∈ range(M), we have

Pr[M(X) = S] ≤ eεPr[M(Y ) = S] + δ. (4)

The above (ε, δ)-DP can reduce to ε-DP, if δ = 0. The privacy
preservation level is controlled by the privacy budget, ε. A
smaller ε indicates stronger privacy, i.e., less possibility for any
attacker to distinguish the outputs of the randomizedMwith two
different inputs. Further, we introduce another generalization of
ε-DP, called R é nyi differential privacy (RDP) [39], which is
comparable to (ε, δ) version but supports a tight composition
analysis. That makes RDP widely used for privacy protection in
distributed machine learning.

Definition 2 ((ρ, λ)-RDP): Given any two neighboring
datasets X and Y differing in at most one record, a randomized
mechanism M : D → R

d satisfies (ρ, λ)-R é nyi differential
privacy if for ρ > 1, λ > 0 and any output S ∈ range(M), we
have

Dρ[M(X)||M(Y )] � logE

[(M(X)

M(Y )

)ρ]
≤ λ, (5)

where the expectation is taken over the output ofM(Y ).

1.The relationship between xi and gi is characterized in Section IV-C.
2.The discussion about imperfect channel information is in Appendix F,

available online.

The following two lemmas from [39] show that the Gaussian
mechanism can achieve RDP, and the connection between the
RDP and (ε, δ)-DP, respectively.

Lemma 1 (Gaussian Mechanism for RDP): Let f : D → R
d

be a function over datasets and Δ2 be the �2 sensitivity of
f , i.e., Δ2 = supD∼D′ ‖f(D)− f(D′)‖2. The Gaussian mecha-
nism is defined as: MG(D, f) = f(D) + g, where g is sam-
pled from a Gaussian distribution N (0, σ2Id), and satisfies
(ρ, ρΔ2

2/(2σ
2))− RDP.

Lemma 2 (From RDP to (ε, δ)-DP): IfM is an (ρ, λ)− RDP,
then it also satisfies (λ + log(1/δ)

(ρ−1) , δ)− DP for any δ ∈ (0, 1).

IV. PRIVACY PRESERVING FL OVER MOBILE DEVICES VIA THE

PIGGYBACK DP APPROACH

In this section, we first present how to leverage gradient
compression and AWGN in wireless channels to piggyback DP
implementation in FL. With the piggyback DP, we then analyze
the convergence of privacy preserving FL. Finally, we provide
some insights about the appropriate position in the piggyback
DP based FL to inject artificial noises.

A. The Piggyback DP Approach Overview

Piggyback DP approach aims to preserve the training data
privacy in FL with the least artificially injected noises. The
piggyback DP approach jointly leverages gradient compression
(i.e., randomized sparsification and stochastic quantization) and
AWGN from wireless channels to achieve this goal. Generally
speaking, gradient compression allows us to upload part of the
original information, which indicates that less information needs
to be protected, and correspondingly the injected noises should
be smaller. The inherent AWGN in wireless channels satisfy
Gaussian distribution and can naturally serve as free resources
for (ε, δ)-DP implementation via proper transmission power
control. Given a target privacy budget for FL, both help to reduce
the amount of artificially injected noises, and have the potential
to improve DP preserving FL’s performance in terms of energy
efficiency and learning accuracy. The procedure of piggyback
DP based FL is outlined in Algorithm 1

B. Piggyback DP From Stochastic Compression

Our gradient compression scheme includes both stochastic
quantization and randomized sparsification. The former enables
each mobile device to reduce the precision of the gradient vectors
to update/transmit by a mapping function to represent each of
its elements with a smaller quantization level (e.g., from 32
bits to 16/8/4 bits). The latter sparsifies the gradient vectors to
update/transmit via keeping only a subset of elements. By using
gradient compression techniques above, the size of local model
updates can be efficiently reduced in each communication round
during FL training.

Here, we combine a stochastic quantizer with an unbiased
randomized sparsifier to compress the mobile device’s dense,
real-valued gradient vector (i.e., g) into a sparse, low precision
vector in two steps. First, we randomly select the l dimensions in
the parameter vector and set the remaining dimensions to zero.
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Algorithm 1: Federated Learning With Piggyback DP.

Input: Initial model w0 = w0
i , learning rate γ, mini-batch

size B, number of training iteration T , number of local
updates H
Output: wT

1: for t = 0, . . . , T − 1 do
2: The FL server broadcasts wt to the mobile devices.
3: for device i ∈ N in parallel do
4: Randomly sample a mini-batch {ξj}Bj=1 from Di

and compute �̀fi(w̃t
i) � 1

B

∑B
j=1 �fi(w̃

t
i, ξj)

5: w̃
t+ 1

2
i ← w̃t

i − γ�̀fi(w̃t
i)

6: if (t+ 1) mod H �= 0 then

7: w̃t+1
i ← w̃

t+ 1
2

i and wt+1 ← wt

8: else
9: Compute the local differential:

g̃t
i,LDP ← (wt − w̃

t+ 1
2

i )/γ + ηt
i

where ηt
i is the artificially injected DP noise and

obtain compressed message g̀t
i,LDP via (8)

10: Transmit a scaled αig̀
t
i,LDP to the FL server as in

(2)
11: Receive the latest model wt+1 and w̃t+1

i ← wt+1

12: end if
13: end for
14: if (t+ 1) mod H = 0 then
15: The FL server estimates the devices’ local

differential ĝt
i in (14) and updates the new global

model as
wt+1 ← wt − γ

N

∑
i∈N ĝt

i

16: else
17: wt+1 ← wt

18: end if
19: end for

Let m ∈ {0, 1}d be a d-dimensional randomized mask vector
with l entries of 1 and g ∈ R

d (Here, we ignore the indices
to these variables for simplicity in the section). The random
sparsification operation is defined as [19]

gs =
1

θs
· (m ◦ g) , (6)

where ◦ denotes element-wise multiplication and θs = l/d is the
sparificiation ratio. The stochastic quantization on each nonzero
element gsj of vector gs is defined as [18]

Q(gsj ) =
‖gs‖2
Q
·
{

ξj + 1, w.p.
Qgs

j

‖gs‖2 − ξj ,

ξj , otherwise,
(7)

where ξj = 
 Qgs
j

‖gs‖2 � and Q denotes the number of quantization
levels (1 ≤ Q ≤ 32). Here, we consider uniform quantization
scheme, i.e., the range of the weight is evenly splited into Q in-
tervals. Note that we leverage the �2 norm of model differentials
as a scaling factor since it can provide the sparsity guarantee and
further reduce the dimensionality of g. The expected sparsity of
Q(·) is bounded by Q(Q+

√
d) [18].

Given the sparsifier and quantizer defined above, the proposed
gradient compression scheme in this work can be written as

g̀ � Cq,s(g) = Q
(

1

θs
· (m ◦ g)

)
. (8)

Note that the number of non-zero elements of the compressed
gradients Cq,s(g

s) is κq,s = Q(Q+
√
l) in expectation. The

expected sparsity ratio is κq,s/d. Formally, we can show:
Lemma 3 (Unbiased Compression): Given a vector g =

[g1, g2, . . . , gd], and the gradient compressor in (8). We have

EQ,S [Cq,s(g)] = g, (9)

EQ,S

[
‖Cq,s(g)− g‖22

]
≤ (θq,s − 1) ‖g‖22 , (10)

where we define θs = l/d, θq =
√
d

Q , and thus θq,s = (θ−1s +

θqθ
− 1

2
s ).

Proof: This is derived based on the definition of compression
scheme. Please refer to the detailed proof in Appendix A in the
separate supplemental file, available online.

Intriguingly, Cq,s(g) not only contributes to communication
efficiency but also has amplification impacts on DP. With the
compression operator in (8), a subset of elements in gradient
vectors are selected. Denote the active set π = {j : [m]j = 1}.
Then, only the values of active elements are transmitted to the
mobile edge server and the rest are manually set to be zero.
In this case, the mobile devices keep the private information
of inactive elements from the FL server. Therefore, only the
active elements in the g are need to be protected. Hence, with
gradient compression strategies θs and θq in Cq,s(g), we found
that the DP impact of artificially injected Gaussian noises σ2

is amplified proportionally to a factor of κq,s/d. Informally, if
a DP mechanismM makes the original g satisfy (ε, δ)-DP per
round, such a mechanismMwith gradient compressionCq,s(g)
can guarantee (O(κq,s/d · ε), δ)-DP (κq,s ≤ d), which is jointly
determined by gradient sparisification and quantization strate-
gies. Obviously, (O(κq,s/d · ε), δ)-DP provides more privacy
protection than (ε, δ)-DP does. Thus, with proper compression
strategies, piggyback DP injects less artificial noises than the DP
approachs without gradient compression, to achieve the same DP
guarantee.

C. More Piggyback DP From Wireless Channel Noises

After the local model differential, {gi}Ni=1, is compressed,
they will be transmitted to the mobile edge server via noisy
wireless channels. By harnessing the AWGN in wireless chan-
nels, we can further improve DP protection for free. Following
Algorithm 1, mobile device i will transmit a scaled version of
compressed local differential g̀i,LDP as

xi = αig̀i,LDP = αiCq,s (gi + ηi) . (11)

Here, the transmitted g̀i is first perturbed by the artificially
injected Gaussian noises and then compressed by gradient quan-
tization and sparsification,ηi is the artificially injected Gaussian
noises sampled from N (0, σ2I), and αi is a scaling factor for
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transmission power control. Following (2), the received signal
is given as,

yi = hiαiCq,s (gi + ηi) + ni, (12)

= hiαigi + hiαi (εi + ηi) + ni, (13)

where εi represents the noises from the compression operator.
We note that the effective noise in the received signal in (13)
includes three kinds of noises: artificially injected DP noises ηi,
channel noise N0 and the compression errors from the compres-
sion operationCq,s, which have been derived in Lemma 3. Given
the channel inversion, the mobile edge server next estimates the
global model updates by averaging the local differentials from
mobile devices as

ĝ =
1

N

N∑
i=1

gi + εi + ηi + (hiαi)
−1ni. (14)

Since the adversaries considered in this paper can eavesdrop
or access the local differentials and attempt to infer the sensitive
training data from the estimation of channel outputs. Therefore,
if the DP of channel outputs are preserved, the same privacy
guarantee applies to the estimated model updates according to
the post-processing property of DP [23]. In the following, we
focus on deriving the RDP guarantee for query in (13).

Based on Lemma 1, we need to first calculate the query
sensitivity in the case of noiseless channel outputs. More specif-
ically, the sensitivity measures the amount by which a single
input data record can change the disclosed function in the
worst case. Throughout this section, we make the following
common assumption (See [30]). We assume that the mobile
edge server knows about parameters {αi, ∀i}. Furthermore, we
assume that those parameters are fixed and do not reveal any
private information about the private local data. We use gradient
clipping to control the sensitivity. The clipping is performed
on each coordinate j and thus |gj | ≤ Z/

√
d. It also implies

that the �2 norm of the local model updates is bounded by Z2.
With the adjacent datasets D and D′, �2 sensitivity of the query
hiαi[gi(w,D)]πi

is denoted as

Δ2,i = max
D,D′
‖hiαi[gi(w,D)]πi

− hiαi[gi(w,D′)]πi
‖2 ,

= hiαi max
D,D′
‖[gi(w,D)]πi

− [gi(w,D′)]πi
‖2 ,

≤ 2hiαi

√
κq,s

d
Z, (15)

We observe that the sensitivity Δ2,i is proportional to the
compression ratio

√
κq,s/d, i.e., the ratio of the number of

non-zero elements and the original model size. Then, we give
the end-to-end DP guarantee in Theorem 1.

Theorem 1: Assume the �2 norm of the local model updates is
bounded byZ2, for any δ ∈ (0, 1) the executions of Algorithm 1
with K = T

H global communication rounds satisfies (εi, δ)-DP
for mobile device i with

εi =
2Kρ(hiαi)

2κq,sZ
2/d

h2
iα

2
iσ

2
i +N0

+
log(1/δ)

ρ− 1
, (16)

Here, the effective DP noise at the receiving end equals to σ̃2
i =

(hiαiσi)
2 +N0.

Proof. Given the Δ2 sensitivity in (15) and Lemma 1, the
transmission scheme achieves (ρ, ε′i(ρ))− RDP per iteration

with ε′i(ρ) =
2ρ(hiαi)

2κq,sZ
2/d

h2
iα

2
iσ

2
i+N0

. Since the algorithm has run
K communication rounds, according sequentially composi-
tion [40], Algorithm 1 is (ρ,Kε′i(ρ))− RDP. By Lemma 2,
Algorithm 1 is (εi, δ)-DP with εi = ε′i(ρ) +

log(1/δ)
ρ−1 and the

proof is completed.
For a fixed value of δ, ε is computed numerically by searching

an optimal ρ that minimizes ε. Theorem 1 shows that the privacy
loss is jointly determined by artificially injected noises σ2

i ,
gradient compression strategies θq and θs, noises from wireless
channels N0, and power control scaling factor αi at mobile
device i. It also indicates that the proposed piggyback DP
approach has benefits to improve the privacy guarantee ε by
a factor of κq,s/d, where κq,s/d ≤ 1. Meanwhile, the channel
noises N0 further perturb the information and improve the DP
protection. Thus, by jointly considering the DP amplification
impacts of gradient compression and the inherent channel noises,
we can significantly reduce artificially noises to inject, while
guaranteeing the same DP protection.

D. Convergence Analysis of FL With Piggyback DP

In this subsection, we conduct the convergence analysis of the
proposed FL algorithm with Piggyback DP. Following previous
works [41], [42], we make the common assumptions.

Assumption 1: All the loss functions fi, ∀i, are differentiable
and their gradients are L-Lipschitz continuous: for all x and
y ∈ R

d, ‖�fi(x)− �fi(y)‖2 ≤ L‖x− y‖2.
Assumption 2: The stochastic gradient is unbiased estimator:

E[�̀fi(wt)] = �fi(wt), its variance with a mini-batch of size
B is bounded: E‖�̀fi(wt)− �fi(wt)‖22 ≤ G2/B, ∀i ∈ N .

Note that this is a much weaker assumption compared to
the one that has the bounded expected norm of the stochastic
gradient used in [28], [34].

Theorem 2: For the proposed FL algorithm with Piggyback
DP, under the above assumptions, if learning rates γ satisfies

1− γ2L2H2θq,s − γL ≥ 0, (17)

then we have

E

[
‖�f(w̌T )‖22

]
≤ 2(f(v0)− f ∗)

γT
+ 2γ2 L2H

2 G2θq,s
B︸ ︷︷ ︸

ec

+
2dγ2 L2

N2

N∑
i=1

σ̀2
i︸ ︷︷ ︸

edp

.

(18)

Here, w̌T is a random variable which samples a pre-
vious parameter w̃t

i with probability 1/NT and σ̀i =√
κq,sσ2

i + κq,sN0/h2
iα

2
i .

Proof: Please refer to the detailed proof in Appendix B in the
separate supplemental file, available online.

Here, the average expected squared gradient norm character-
izes the convergence rate due to the non-convex objective in
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modern learning models [42], [43], [44]. In Theorem 2, we have
three terms in the convergence error: the first one is the common
convergence error. The second one is the error incurred by the
gradient compression strategies. The last term is the error jointly
determined by the gradient compression, the artificially injected
noises, and the channel noises. As compression parameters (θ−1q

and θs) get smaller, it results in two effects: (1) The error ec gets
bigger since θq,s = θ−1s + θqθ

−0.5
s is a decreasing function of

(θ−1q , θs); (2) The error edp gets smaller since both κq,sθq,s =
1 + (1 + 2θqθ

0.5
s )/(θ2qθs) and κq,s = d(θ−2q + θ−1q θ0.5s ) are in-

creasing function of (θ−1q , θs). In other words, the smaller θ−1q

and θs are, the less information will be released. This allows us
to add less DP noise (i.e., smaller DP noise variance) to model
updates and use less energy to send the model updates in each
communication round.

With a proper learning rate, we can obtain the following result
from Theorem 2:

Corollary 1: If we set γ =
√
N

L
√
T

is a constant, then we have
the convergence rate for Algorithm 1 as

E

[
‖�f(w̌T )‖22

]
≤ 2L(f(w0)− f ∗)√

NT
+

2NG2

BT
H2θq,s +

dσ̀2

T
. (19)

where σ̀ =
√

1
N

∑N
i=1 σ̀

2
i . Note that according to (19), if we

pick a fixed constant value for γ, in order to achieve e-global
model convergence (i.e., satisfying E[‖�f(w̌T )‖22] ≤ e), the
minimum number of global communication rounds

Te

H
= O(NHθq,s) +O

(
σ̀2

H

)
. (20)

Proof: Please refer to the detailed proof in Appendix C in the
separate supplemental file, available online.

In Corollary 1 indicates that the gradient compression strate-
gies (θ−1q and θs), artificially injected noises σ2 and AWGN in
wireless channels jointly affect the convergence rate and global
communication rounds. As the smaller compression (i.e., small
values of θs and θq) and large N0/h

2
iα

2
i cause more information

distortion in the model updates (i.e., larger error introduced
by gradient compressors), which requires extra communication
rounds to converge. These extra communication rounds in FL
may increase overall privacy loss and impair overall energy
efficiency.

E. Some Insights Into the Piggyback DP Approach

Note that in Algorithm 1, the artificial noises are injected
before the stochastic gradient quantization and sparsification. Is
it beneficial (i.e., reducing the noises to inject while providing
the target DP guarantee) to implement it in a reverse order, i.e.,
injecting artificial noises after performing gradient compression
on the local differential? To answer this question, we formulate
the alternative design as

yi = hiαi (Cq,s (gi) + ηi) + ni. (21)

We want to highlight that after gradient quantization, the model
differentials become discrete. If we directly inject artificial DP

noises that are real numbers, the benefits of gradient quantization
are lost. Hence in the alternative design, the artificially injected
DP noises are sampled from a discretization of Gaussian distri-
bution. Moreover, Ding et al. in [26] have shown that discrete
Gaussian provides the same RDP as the continuous one. Hence,
for this alternative design, we have the following proposition.

Proposition 1: Let the Gaussian masking noises be ηi ∈
NZ(0, σ

2
i ). For δ ∈ (0, 1), the alternative design in (21) is

ὲi = (
2Kρ(hiαi)

2κq,sZ
2(θ−1s +θqd

−0.5)2

d(h2
iα

2
iσ

2
i+N0)

+ log(1/δ)
ρ−1 , δ)− DP.

Proof: Please refer to the detailed proof in Appendix D in the
separate supplemental file, available online.

Compared with the alternative design above, our proposed
piggyback DP’s privacy budget ε in Theorem 1 is smaller by
(θ−1s + θqd

−0.5)2-factor. This is because the Δ2-sensitivity in
the alternative design is amplified by gradient compression with
a factor of (θ−1s + θqd

−0.5)2 (where (θ−1s + θqd
−0.5)2 ≥ 1),

while in our design, the Δ2-sensitivity (i.e., (15)) is not affected
by the gradient compression. Thus, the amount of DP noises
(artificially injected noises + AWGN) in Algorithm 1 can be
smaller than this alternative design to achieve the same DP
guarantee. So, “injecting noises before gradient compression”
in the proposed piggyback DP approach is more favorable than
“injecting noises after gradient compression”.

V. ENERGY MINIMIZATION OF MOBILE DEVICES IN

DIFFERENTIALLY PRIVATE FL

The theoretical analysis in Section IV indicates that both
gradient compression (θq and θs) and power control strategies
α play critical roles in FL convergence and privacy guarantee.
Actually, these strategies also have great impacts on the en-
ergy consumption of mobile devices since they affect the total
communication rounds and transmission payload per round. In
this section, we formulate the energy efficient and differentially
private FL (EE-DP-FL) problem. Given the recent findings [20]
that the energy consumption of local computing and that of wire-
less transmissions are comparable in FL over mobile devices, we
aim to develop the gradient compression and transmission power
control strategies to minimize the overall energy consumption
(i.e., local computing + wireless communication) of mobile
devices in DP-FL.

A. Energy Models and Problem Formulation

1) Energy Models: For communication energy, we consider
each mobile device leverages uncoded transmissions to upload
its model differentials. Each device is allowed to compress
its local updates into a sparse vector with low bit precision
via (8) before transmission. Let tcm be the symbol duration,
which is inversely proportional to the channel bandwidth. The
transmission time is

tcomm = (dθs)t
cm, (22)

within which the model differentials with (dθs) nonzero di-
mensions is transmitted. Accordingly, the wireless transmission
energy is the product of the transmission power and transmission
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time, which is given as

Ecomm
i = pi · tcomm = pidθst

cm. (23)

Since the gradient compression and transmission power con-
trol strategies will not affect the local computing energy per
round, we simply denote the local computing energy consump-
tion as Ecomp

i for each global round. While the overall comput-
ing energy is affected by total training iterations, which is related
to the gradient compression and power allocation strategies.

2) EE-DP-FL Optimization Formulation: The objective is to
minimize the overall energy consumption of mobile devices un-
der FL convergence and DP constraints, which can be formulated
into the following optimization.

min
T,θq,θs,
α,σ

T

H

N∑
i=1

(pi · tcomm + Ecomp
i ) (24a)

s.t. E

[
‖�f(w̌T )‖22

]
≤ eth, (24b)

min
ρ

2Tρ(hiαi)
2κq,sZ

2

d (h2
iα

2
iσ

2
i +N0)

+
log( 1δ )

ρ− 1
≤ εth, ∀i ∈ N ,

(24c)

pi ≤ Pmax
i , ∀i ∈ N , (24d)

T ∈ Z
+, θq ∈ Q, 0 ≤ θs ≤ 1, (24e)

αi ≥ 0, σi ≥ 0, ∀i ∈ N , (24f)

where α = {αi}Ni=1 is the power control strategy, σ = {σi}Ni=1

is local noise injection strategy, θq =
√
d/Q denotes the gra-

dient quantization strategy to determine the total number of
quantization levels, and θs = l/d represents the sparsification
ratio. Constraint (24b) guarantees the model performance where
the training loss after T training iterations should be smaller
than a pre-set threshold eth. Due to the iterative FL training
process, the overall privacy budget should be bounded by a
threshold as presented in constraint (24c). Constraints (24e)
and (24f) indicate that optimization variables take the values
from a set of non-negative integers. We utilize the upper bound
in (19) from Corollary 1 to satisfy the convergence constraint
(24b). According to (19), we have derived the communication
complexity of the FL with piggyback DP, which can be viewed as
the lower bound of T/H . By relaxing T into continuous values,
which can be rounded back to integer values later, constraint
(24b) can be replaced by the following inequality,

T

H
≥ β1θq,s +

β2

N

N∑
i=1

κq,s

(
θq,sσ

2
i +

N0

h2
iα

2
i

)
, (25)

where β1 and β2 are constants used to approximate the big-O
in (20), which can be estimated by using a sampling set of
training experimental results. Besides, according to Lemma
3 and gradient clipping, the expected power of each mobile
device is upper bounded by E[pi] = E[‖αiCq,s(gi + ηi)‖2] ≤
α2
i (θ
−1
s + θqθ

− 1
2

s )(Z2 + dσ2
i ).

Next, we rewrite the constraint (24c) into

min
ρ

Biρ+
log(1/δ)

ρ− 1
≤ εth, ∀i ∈ N , (26)

whereBi =
2T (hiαi)

2κq,sZ
2

d(h2
iα

2
iσ

2
i+N0)

≥ 0. The optimalρ can be obtained

by setting the following first-order derivative to zero, d
dρ (Biρ+

log(1/δ)
ρ−1 ) = Bi − log(1/δ)

(ρ−1)2 = 0, and we have ρ∗ =
√

log(1/δ)
Bi

+

1. We then replace ρ∗ into (26), which gives

2T (hiαi)
2κq,sZ

2

d (h2
iα

2
iσ

2
i +N0)

≤ (εth − 1)2

4 log(1/δ)
, ∀i ∈ N . (27)

By using the upper bound of E[pi], substituting (24b) with (25)
and substituting (24c) with (27), we obtain,

min
T,θq,θs,
α,σ

T

H

N∑
i=1

(α2
i (1 + θqθ

1
2
s )dt

cm(Z2 + dσ2
i ) + Ecomp

i )

(28a)

s.t. (24e), (24f), (28b)

β1θq,s +
β2

N

N∑
i=1

κq,s

(
θq,sσ

2
i +

N0

h2
iα

2
i

)
≤ T

H
,

(28c)

α2
i (θ
−1
s + θqθ

− 1
2

s )
(
Z2 + dσ2

i

) ≤ Pmax
i , ∀i ∈ N ,

(28d)

2T (θ−2q + θ−1q θ
1
2
s )Z2

(σ2
i +N0(hiαi)−2)

≤ (εth − 1)2

4 log(1/δ)
, ∀i ∈ N .

(28e)

Here, optimization in (28) is an approximation of the original
problem in (24). It is a non-convex non-linear problem. The
non-convexity arises from the multiplicative form of θq and θs,
multi-dimensional σ and the transmission power control α in
both the objective function and constraints, which makes the
optimization NP-hard to solve. In the following, we develop
an iterative algorithm with low complexity to seek feasible
solutions.

B. EE-DP-FL Feasible Solutions

The proposed iterative algorithm divides the original problem
(28) into two sub-problems: 1) we first optimize (T, θq, θs) with
fixed (α,σ); 2) then (α,σ) is updated based on the obtained
(T, θq, θs) in the previous step. For the first sub-problem, we
convert the sub-problem to an equivalent solvable convex prob-
lem [45] to drive the feasible solution efficiently. In the second
sub-problem, we derive the closed-form solutions for optimal
training iterations. The details are presented in the following
subsections.

In the first sub-problem, given (ᾱ, σ̄), problem (28) becomes

min
T,θq,θs

TH−1
(
(1 + θqθ

1
2
s )dt

cmp̄+ Ecp
)

(29a)

s.t.
Hβ1

T
(θ−1s + θqθ

− 1
2

s ) +
Hβ2

T
d(θ−2q + θ−1q θ

1
2
s )
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·
(
(θ−1s + θqθ

− 1
2

s )σ̄ + n̄
)
≤ 1, (29b)

p̄i
Pmax
i

(θ−1s + θqθ
− 1

2
s ) ≤ 1, ∀i ∈ N , (29c)

8T (hiαi)
2(θ−2q + θ−1q θ

1
2
s )Z2 log(1/δ)

(h2
iα

2
iσ

2
i +N0) (εth − 1)2

≤ 1, ∀i ∈ N .

(29d)

where p̄i = ᾱ2
i (Z

2 + dσ̄2
i ), p̄ =

∑N
i=1 p̄i,E

cp =
∑N

i=1 E
comp
i ,

σ̄ = 1
N

∑N
i=1 σ̄

2
i , n̄ = 1

N

∑N
i=1 N0/(h

2
i ᾱ

2
i ). Note that the ob-

jective in this problem can be shown to be a posynomial, which
is subject to posynomial upper bound inequality constraints.
Therefore, the optimization problem (29) also belongs to the
geometric programming (GP).

Define T = exp(T ′), θq = exp(θ′q), and θs = exp(θ′s). The
above GP problem can be turned into the following convex form:

min
T ′,θ′q,θ′s

log
(
exp(T ′ + ln(dp̄tcm)) + exp(T ′ + θ′q + 0.5θ′s

+ ln(dp̄tcm)) + Ecp exp(T ′))− log(H) (30a)

s.t. log
(
exp(ln(Hβ1)− T ′ − θ′s) + exp(ln(Hβ1) + θ′q

−T ′ − θ′s) + exp(ln(Hβ2dn̄)− T ′ − 2θ′q)

+ exp(0.5θ′s + ln(Hβ2dn̄)− T ′ − θ′q) + exp(−T ′

+ ln(Hβ2 d)− θ′s − 2θ′q) + exp(ln(2Hβ2 d)− 0.5θ′s

−T ′ − θ′q) + exp(ln(2Hβ2 d)− T ′)
) ≤ 0, (30b)

log
(
exp (−θ′s + ln(p̄i)− ln(Pmax

i )) + exp
(
θ′q

−0.5θ′s + ln(p̄i)− ln(Pmax
i ))) ≤ 0, ∀i ∈ N ,

(30c)

log(exp(−2θ′q + ln(c0)) + exp(0.5θ′s − θ′q

+ ln(c0))) ≤ 0, ∀i ∈ N , (30d)

where c0 = 8 log(1/δ)Z2

(εth−1)2(σ̄2+N0/(hiᾱi))
. It is easy to verify that the

problem in (30) is a nonlinear and convex problem as the log-
sum-exp function is convex [46]. Therefore, its local optimal
solution is also global optimal. Hence, it can be efficiently solved
optimally through primal dual interior point method [47].

In the second sub-problem, given (T̄ , θ̄q, θ̄s) solved in the first
step, problem (28) becomes:

min
α,σ

T̄

H

N∑
i=1

(1 + θ̄q θ̄
1
2
s )dt

cm(α2
iZ

2 + dα2
iσ

2
i ) (31a)

s.t.
β2

N

N∑
i=1

h2
iα

2
iσ

2
i θ̄q,s +N0

h2
iα

2
i

≤ T̄

H
− β1θ̄q,s, (31b)

α2
iZ

2 + dα2
iσ

2
i ≤ Pmax

i θ̄−1q,s, ∀i ∈ N , (31c)

h2
iα

2
iσ

2
i +N0

h2
iα

2
i

≥ T̄ κ̄q,sZ
2(εth − 1)2

2 log(1/δ)
, ∀i ∈ N .. (31d)

where κ̄q,s = θ̄−2q + θ̄−1q θ̄0.5s and θ̄q,s = θ̄−1s + θ̄q θ̄
−0.5
s given

(θ̄q, θ̄s). Here we ignore the computing energyEcomp
i since it is a

constant value w.r.t the optimal values. Since
2T̄ ρ(θ̄−2q +θ−1q θ̄0.5

s )Z2

σ2
i+N0/(h2

iα
2
i )

and εth − log(1/δ)
ρ−1 are both non-negetive values, we can equiv-

alently transform (28e) into (31d). To solve problem (31) ef-
ficiently, we introduce two auxiliary variables ai = α2

iσ
2
i and

bi = α2
i . Then we can rewrite the problem into

min
ai,bi

N∑
i=1

c1(Z
2bi + dai) (32a)

s.t.
β2

N

N∑
i=1

θ̄q,sh
2
i ai +N0

h2
i bi

≤ c2, (32b)

Z2bi + dai ≤ c3, ∀i ∈ N , (32c)

h2
i ai − c4h

2
i bi ≥ −N0, ∀i ∈ N , (32d)

ai ≥ 0, bi ≥ 0, ∀i ∈ N , (32e)

where c1 = T̄ (1 + θ̄q θ̄
0.5
s )dtcmH−1, c2 = T̄

H − β1θ̄q,s, c3 =

θ̄−1q,sP
max
i , and c4 =

T̄ κ̄q,sZ
2(εth−1)2

2 log(1/δ) .
The optimal solution of (32) can be derived using the follow-

ing theorem.
Theorem 3: The optimal solution (a∗, b∗) of problem (32)

satisfies

b∗i = min{bi(μ), bmax
i }, (33)

and

a∗i = c4b
∗
i −N0/h

2
i , (34)

where bmax
i = (c3 + dN0 h

−2
i )(Z2 + dc4)

−1,

bi(μ) =

√
μβ2(θ̄q,s + 1)N0

c1Z2
, (35)

and μ satisfies

N∑
i=1

β2(θ̄q,s + 1)N0

Nh2
i min{bi(μ), b)imax} = c2 − β2θ̄q,sc4. (36)

Proof: Please refer to the detailed proof in Appendix E in the
separate supplemental file, available online.

Then we can derive the optimal σ∗i =
√

a∗i/b
∗
i and α∗i =

√
b∗i

for problem (31).
By iteratively solving problem (29) and problem (31), the

algorithm that solves problem (28) is given in Algorithm 2.
Since the optimal solution of problem (29) or (31) is obtained in
each step, the objective value of problem (28) is nonincreasing
in each step. Moreover, the objective value of problem (28) is
lower bounded by zero. Thus, Algorithm 2 always converges to
a feasible solution.

VI. PERFORMANCE EVALUATION

A. Experimental Setup

1) Devices and Platforms: As shown in Fig. 1, we set up
experiments to test our proposed designs both in the darkroom
and over the FL testbed in the lab. The in-lab FL testbed in
Fig. 1(c) consists of the RTX 8,000 as the FL aggregator, and
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Fig. 1. Experimental setup.

Algorithm 2: Iterative Algorithm for EE-DP-FL.

1: Input: Initialize (T (0), θq(0), θs(0), αi(0), σi(0)) of
problem (28) and set ι = 0.

2: Output: T ∗, θ∗q , θ∗s, α∗, σ∗

3: repeat
4: With given (α(ι),σ(ι)), obtain the optimal

(T (ι+ 1), θq(ι+ 1), θs(ι+ 1)) via (30).
5: With given (T (ι+ 1), θq(ι+ 1), θs(ι+ 1)), obtain the

optimal (a(ι+ 1), b(ι+ 1)) via (32).

6: Set σi(ι+ 1) =
√

ai(ι+1)
bi(ι+1) and αi(ι+ 1) =

√
bi(ι+ 1)

7: Set ι = ι+ 1
8: until objective value (28a) converges
9: Obtain T ∗ = 
T (ι+ 1)�, sparsity level l∗ = 
dθs�, and

quantization levels Q∗ = 
√dθ−1q � with the minimum
value of objective value in (28a)

several NVIDIA Jetson TX2s concatenated by Universal Soft-
ware Radio Peripheral (USRPs) as mobile devices. We employ
USRP N210 pairs equipped with WBX 50-2200 MHz Rx/Tx
daughterboards as wide bandwidth transceivers that provides
up to 100 mW output power. We use TX2s to conduct local
computing and measure the computing energy consumption
of TX2s via Nvidia profiling tools. We also use the testbeds
in the lab in Fig. 1(c) and the darkroom in Fig. 1(b) to test
our proposed piggyback DP approach under different wireless
channel conditions. The EE-DP-FL optimization is conducted
using MATLAB.

2) Learning Models and Datasets: We conduct the experi-
ments over two datasets: MNIST and CIFAR-10. We consider
FL training with non-i.i.d case, where each device contains a
total number of D/N 3 training samples within 75% of the data
belong to a dominant label and the remaining 25% data belong
to other labels [48]. For MNIST, we use a CNN model with two
5× 5 convolutional layers, a fully connected layer with 50 units
and ReLu activation, and a final softmax output layer. For the
CIFAR-10 dataset, we use a CNN model that consists of three
3× 3 convolution layers, two fully connected layers, and a final

3.D is the total number of training data and N is the number of devices.

softmax output layer. For all experiments, we consider 10 par-
ticipating mobile devices, which run 20 steps of SGD in parallel.
To control the sensitivity of the gradient, we adopt gradient clip-
ping threshold technique, Clip(g) = sgn(g)max{|g|, C} [26].
Here, we set C = 5. For δ in DP, we set δ = 10−5 in all
experiments.

3) Peer Schemes for Comparison: We compare our proposed
EE-DP-FL scheme with the following three FL schemes: 1)
LDP-FedAvg [33]: Mobile devices artificially inject noises on
their model differentials locally before transmissions; 2) S-DP-
FL: Similar to the DP method in [28], mobile devices first perturb
their model differentials by artificially injecting noises and then
compress the noisy differentials via random sparsification only.
Here, we slightly extend the design in [28] to the FL settings;
3) Channel-DP [30]: Mobile devices use AWGN from wireless
channel and injected noises to perturb their local model updates.
The injected DP noises in Channel-DP can be obtain by solving
a simplified version of the problem (31) without considering
gradient compression.

B. Piggyback DP Performance

Fig. 2(a) shows the comparison results of the amount of
artificially injected noises, represented by the variance of ar-
tificially injected noises, under different DP approaches, when
FL reaches convergence. We observe that (i) Channel-DP in-
jects less noises than LDP-FedAvg since Channel-DP leverages
wireless channel noises; (ii) S-DP-FL and EE-DP-FL are better
than LDP-FedAvg and Channel-DP because both S-DP-FL and
EE-DP-FL use gradient compression techniques, which have
amplification impacts on the artificially injected noises; (iii) Our
proposed EE-DP-FL outperforms S-DP-FL since the piggyback
DP approach considers both the DP amplification impacts from
gradient compression and free noise resources from wireless
channels. So, among all DP mechanisms above, our piggyback
DP approach injects the least artificial noises to achieve the same
DP goal (i.e., target ε) in FL.

Besides, we evaluate the proposed piggyback DP approach
under different channel conditions, i.e., AWGN channel and
Rayleigh fading channel, in the darkroom. For the fading chan-
nel, we can tune the channel emulator in the darkroom to
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Fig. 2. Privacy performance comparison among different DP approaches. In Fig. 2(c), the gray line within each bar and the bar length represent the expected
privacy budget and the variance of privacy budget under different SNR values, respectively.

Fig. 3. Training Loss and energy consumption under different FL schemes when reaching the target loss e: (a) eth = 0.69; (b) eth = 0.11; (c) eth = 1.07; (d)
eth = 0.5.

generate a flat and slow fading channel with 200 kHz bandwidth
and 20 km/h mobile velocity. According to Theorem 1, we can
compute ε from SNR, and achieve different privacy budgets by
adjusting the transmission power. Thus, we test the uncoded
transmission in the darkroom and record SNR values under both
AWGN and Rayleigh fading channel conditions.

As the results shown in Fig. 2(b), for the same target privacy
budget, our proposed piggyback DP approach has less SNR
requirements than “Channel Only” one, which implement DP
purely use channel noises. To put it in another way, the proposed
piggyback DP can provide a stronger privacy protection than
“Channel Only” one with the same amount of AWGN channel
noises. The reason behind is that the piggyback DP approach in-
cludes gradient compression techniques, which can amplify the
DP protection of the channel noises. We observe the same trend
for Rayleigh fading channel as the results shown in Fig. 2(c).
However, as a random process, the exact privacy budget cannot
be derived, and thus we present the expected privacy budget
with standard deviation under different SNR values in Fig. 2(c).
In addition, compared with AWGN channel, given the same
SNR, an increment of DP protection in fading channels can
be observed. The potential reason is that the channel inversion

process in (14) may amplify DP of channel noises, when there
is a deep fading.

C. Training Loss and Energy Consumption

Fig. 3 shows the training loss and energy consumption com-
parison of different FL schemes when FL converges. We find
that EE-DP-FL and S-DP-FL have better energy efficiency
than LDP-FedAvg and Channel-DP due to (i) smaller size of
gradients: gradient compression effectively reduces the size of
gradients to update and thus saves a lot of energy for wireless
communications during FL training; and (ii) smaller injected
noises: due to the amplification impacts of gradient compression,
EE-DP-FL and S-DP-FL inject less amount of artificial noises
than LDP-FedAvg and Channel-DP do, while more injected
noises slow down FL convergence, require more training iter-
ations and cause more energy consumption. Furthermore, the
proposed EE-DP-FL outperforms S-DP-FL since it not only
considers gradient sparsification but also integrates gradient
quantization and free noises from wireless channels into the
design. As shown in Fig. 3, EE-DP-FL consumes 1.5x - 2.5x less
energy than the other FL schemes when achieving the targeted
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TABLE I
TESTING ACCURACY WITH DIFFERENT FL SCHEMES

training loss. EE-DP-FL also has better test accuracy than peer
FL schemes under different privacy budgets as shown in Table I.

VII. CONCLUSION & FUTURE WORK

In this paper, we have developed energy efficient and differ-
ential private FL (EE-DP-FL) via a piggyback DP approach.
We have proposed a novel piggyback DP approach that effec-
tively integrates the gradient compression (gradient quantization
and sparsification) and wireless channel noises to facilitate DP
implementation. The proposed piggyback DP approach can
achieve the target DP with the least artificially injected noises.
Based on the piggyback DP, we have analyzed the convergence
of differentially private FL in the general non-convex case.
Guided by those analysis results, we have formulated the energy
minimization problem of differentially private FL into a mixed
integer nonlinear programming and developed feasible solu-
tions. Through extensive experiments, we have compared the
proposed EE-DP-FL with peer FL schemes and demonstrated its
superiority in energy efficiency, privacy protection and learning
performance.

In the future, we plan to extend our work along the fol-
lowing promising research directions. First, as shown in the
experiments, there exhibits privacy amplification in the Rayleigh
fading channel. It would be interesting to incorporate the effect
of fading channels in the privacy analysis and further reduce
noise added for the targeted privacy budget of the piggyback DP
approach. Second, besides the gradient quantization and sparsi-
fication methods employed in this paper, there are some other
compression approaches, such as low rank compression [49]
and model pruning [50], which can potentially be exploited
to enhance piggyback DP. In particular, model pruning can
not only reduce computing complexity and energy consump-
tion by removing the connections with the lowest magnitude
weights, but also introduce randomness into the FL training
process, hence providing piggyback privacy guarantees [51].
Due to hardware limitations, they are not included in the current
EE-DP-FL design. We plan to extend our EE-DP-FL testbed
using FPGA based Xilinx Zynq [52] with hardware and software
co-designs and to investigate the privacy amplification effects,
model accuracies, and energy consumption of different compo-
sitions of private quantizers, sparsifiers, and pruning. Finally,
we plan to explore the piggyback DP in other FL settings such
as personalized FL, in which each device has its own demands
for its chosen privacy budget and learning performance, rather
than sharing the same global model architecture.
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