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Abstract—Digital twin (DT), referring to a promising technique
to digitally and accurately represent actual physical entities, has
attracted explosive interests from both academia and industry.
One typical advantage of DT is that it can be used to not
only virtually replicate a system’s detailed operations but also
analyze the current condition, predict the future behavior, and
refine the control optimization. Although DT has been widely
implemented in various fields, such as smart manufacturing and
transportation, its conventional paradigm is limited to embody
non-living entities, e.g., robots and vehicles. When adopted in
human-centric systems, a novel concept, called human digital
twin (HDT) has thus been proposed. Particularly, HDT allows
in silico representation of individual human body with the abil-
ity to dynamically reflect molecular status, physiological status,
emotional and psychological status, as well as lifestyle evolutions.
These prompt the expected application of HDT in personalized
healthcare (PH), which can facilitate the remote monitoring,
diagnosis, prescription, surgery and rehabilitation, and hence
significantly alleviate the heavy burden on the traditional health-
care system. However, despite the large potential, HDT faces
substantial research challenges in different aspects, and becomes
an increasingly popular topic recently. In this survey, with a
specific focus on the networking architecture and key technolo-
gies for HDT in PH applications, we first discuss the differences
between HDT and the conventional DTs, followed by the univer-
sal framework and essential functions of HDT. We then analyze
its design requirements and challenges in PH applications. After
that, we provide an overview of the networking architecture of
HDT, including data acquisition layer, data communication layer,
computation layer, data management layer and data analysis and
decision making layer. Besides reviewing the key technologies for
implementing such networking architecture in detail, we conclude
this survey by presenting future research directions of HDT.
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I. INTRODUCTION

A. Background and Motivation

THE INHERENT shortage of healthcare resources has
caused ongoing challenges to the traditional healthcare

system. For example, COVID-19 pandemic in 2020-2023 has
resulted in surges of demands for medical facilities, such
as ventilators, extracorporeal membrane oxygenation (ECMO)
and testing machines, which exceeds the capacity of the tra-
ditional system, leading to tens of millions of people infected
and died [1]. Meanwhile, the cost burden on the traditional
healthcare system is rapidly growing in most worldwide
regions. For instance, the Centers for Medicare & Medicaid
Services predicts that U.S. healthcare spending will grow at a
rate 1.1% faster than that of the annual gross domestic product
(GDP) and is expected to increase from 17.7% of the GDP
in 2018 to 19.7% (reach to $6.2 trillion) by 2028 [2]. Despite
healthcare expenditures being projected to increase at such
a substantial rate, the traditional healthcare system produces
no better (and indeed sometimes worse) outcomes. A recent
analysis estimated that about one-quarter of total healthcare
spending in the U.S. (between $760 billion and $935 bil-
lion annually) is wasteful, mainly attributed to ineffective and
inefficient treatments [3].

To this end, the relentless proliferation of disruptive
information technologies, such as 5G, big data, artificial intel-
ligence (AI), have open rich opportunities for the realization of
highly efficient personalized healthcare (PH) services. PH is an
innovative way that seeks to offer preventive care and targeted
treatments for each individual patient through his/her unique
medical records, genes and values. In other words, PH can
provide a more precise treatment approach, one-size-fits-one
approach, eliminating unnecessary side effects and high cost
of one-size-fits-all approach widely adopted in the traditional
healthcare system. Furthermore, PH can also help medical per-
sonnel make better decisions and facilitate breakthroughs for
many difficult-to-treat rare diseases given the individualized
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data-driven information, thereby improve the quality of life of
people around the world [4].

Unsurprisingly, AI plays a prominent role in the implemen-
tation of PH. As one of the most popular research hotspots, AI
has penetrated in all aspects of people’s lives with strong mus-
cle in data analysis. AI can fuel the progress of digitization
and intelligence of all industries, particularly for healthcare,
where AI emulates human cognition in the analysis of compli-
cated medical data using complex algorithms and software. To
guarantee superior PH services, AI requires accurate learning
and construction of many high-performance and personalized
feature models for individuals, based on massive high-quality
individual training datasets [5]. Nevertheless, this process of
acquiring individual datasets from a single person (particu-
larly for supervised learning which needs to manually label
these datasets) is significantly costly, error-prone and time-
consuming. Furthermore, the existing AI-driven efforts mostly
provide solutions through regression-based and classification-
based approaches for real-valued and discrete-valued attributes
predictions respectively, and thereby, such solutions are lim-
ited in scope to specific diseases, diagnosis or a small subset
of the population [6].

To eliminate the limitations of the current AI-driven solu-
tions for PH, digital twin (DT), is envisioned as a promising
paradigm to adopt. Specifically, DT can be seen as an excep-
tionally vivid testbed for replicating the condition, function
and operation of each individual, and with the ability of
running an unlimited number of virtual “what if” simula-
tions without harming the human body. With this feature,
AI integrating in DT could be trained much more efficiently
with massive and diverse individual synthetic datasets gen-
erated by DT (besides those collected from physical world).
Furthermore, DT can in turn utilize a myriad of high-
performance and coupled AI models to assist in capturing
more comprehensive and high-fidelity of the extremely com-
plex human body system. Additionally, since the conditions of
the human body system are ever-changing (e.g., with aging,
behavioral and environmental changes), AI models integrating
in DT can be dynamically validated and updated for precisely
abstracting the real status of the human body system, and thus
become much more self-adapted.

B. Demystifying Human Digital Twin

The concept of DT was proposed in 2003 and referred to
the digital replica of a physical entity [7]. DT is the conver-
gence of several cutting-edge technologies, such as big data
and AI, 5G/6G and Internet of Things (IoT), data visualization
and extended reality (XR),1 communication and computa-
tion technologies, blockchain and cybersecurity. DT is at the
forefront of the Industry 4.0 revolution, and is being widely
implemented in diverse areas, e.g., manufacturing [9], city
transportation [10], smart construction [11], and smart wire-
less systems [12]. These applications are mainly related to
non-living physical entities. When adopted in human-centric
applications and systems, a new concept, called human digital

1XR is defined as an umbrella term that encompasses virtual reality (VR),
augmented reality (AR), mixed reality (MR) [8].

twin (HDT), has emerged, which allows an in silico repre-
sentation of any individual with the ability to dynamically
reflect molecular status, physiological status, emotional and
psychological status, as well as lifestyle evolutions [13], [14].

HDT is expected to play an essential role in shaping the
future of healthcare systems. It is, therefore, unsurprising that
HDT is now receiving wide attention in many healthcare
industries owing to its capabilities to improve PH. To mention
a few, we briefly discuss some benefits of HDT.

• HDT can facilitate continuous monitoring of individual
health status with the ability to predict viral infections and
possible corresponding immune responses, thus allowing
rapid and proactive interventions.

• HDT can improve the efficiency of clinical trials by
ensuring that clinical trials are carried out on the vir-
tual replica of human beings, thus promoting an efficient
pharmaceutical industry procedure while supporting safer
drugs and accelerating vaccine development process.

• HDT can facilitate therapeutic plans option by recom-
mending safe and patient-specific medical therapies based
on the unique genetic profile of each individual. With
this, HDT can prevent harmful side effects and improves
medical outcomes while saving cost.

• Through the use of current biomarkers, HDT can facil-
itate early identification of genomic and epigenomic
events such as carcinogenesis in disease progression, thus
allowing earlier detection of illness.

• HDT is capable of predicting the future health condition
of each individual, thereby allowing a proper activation
of efficient preventive measures.

• HDT can reduce health inequalities through telemedicine.
Patients can remotely access PH irrespective of their
geographic locations.

• HDT can promote precisions of diagnosis. With HDT,
digitized sensations of pain and anxiety are converted into
a form that can be observed by the medical personnel.

While HDT development is still in its infancy, many med-
tech giants, such as Siemens, Philips and IBM, are currently
exploring the possibility of facilitating the commercialization
of HDT by relying on their massive databases and strong finan-
cial strengths. In Table I, we provide a glance of the current
industrial progress on HDT.

C. Related Work

As an underlay of HDT, DT continues to attract a myriad of
attentions. In [26], Barricelli et al. provided the state-of-the-art
definitions of DT including its fundamental characteristics as
well as its common application areas. The survey carried out
in [27] focused on introducing the concept of DT in wireless
systems for addressing issues such as security, privacy and air
interface design. In [28], the authors reviewed the framework
of DT in the view of industrial IoT applications.

Following [26], [27], [28], subsequent efforts delved into
more comprehensive and specific enabling technologies for
DTs. For example, Rasheed et al. in [29] enumerated the
common challenges in DTs and surveyed the corresponding
enabling technologies, such as digital platforms, cryptography,
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TABLE I
INDUSTRIAL PROGRESS ON HUMAN DIGITAL TWIN (HDT)

blockchain, big data, data privacy and security, data compres-
sion, 5G and IoT for real-time communication. Alcaraz and
Lopez in [30] abstracted the architecture of DT into four lay-
ers, i.e., data dissemination and acquisition, data management
and synchronization, data modelling and additional services,
data visualization and accessibility, and further explored the
enabling technologies that can be used to achieve each of
these architectural layers. Khan et al. [31] provided a brief
overview of key technologies for Industry 4.0, including
IoT, big data, AI, and DT (which is the confluence of
the technologies mentioned above). Additionally, this work
briefly introduced tools for the construction of DT, such
as tools for DT modelling and tools for data management
in DT.

However, these surveys mainly focused on the imple-
mentation of DT in industries, and we call them as the
conventional DT hereafter. The design requirements of HDT
and the conventional DT are significantly different in many
aspects, especially when considering HDT from the PH per-
spective. Hence, the enabling technologies of the conventional
DT described in the existing surveys may not be directly
adopted in HDT. Several recent studies have started to discuss
enabling technologies for HDT solutions in PH applications.
For instance, Ferdousi et al. in [32] presented a very-high
level overview of HDT design requirements while highlight-
ing the differences between HDT and conventional DTs. The
authors briefly discussed some of the underlying technolo-
gies used in the development of a HDT. They provided a
use-case scenario where a DT of a patient with a men-
tal issue was created to monitor and predict stress levels.
Similarly, El Saddik et al. [33] elaborated on the archi-
tecture (consisting of data source, AI-inference engine and
multimodal interaction (MMI)) and design requirements of
HDT. The authors carried out an in-depth investigation of

five cutting-edge technologies to support the proposed HDT
in [34]. These five technologies include big data technology
with huge amount of data collected using IoT devices and
social networks, AI algorithms to extract information, cyber-
security technology for securing the collected personal data,
MMI technology for interfacing the real and virtual twin, and
quality of experience (QoE) based communications for provid-
ing high performing networks. Okegbile et al. in [13] provided
an insight into HDT for PH services. The authors presented
architectural frameworks as well as key design requirements
(including model conceptualization, data representation model,
scalable AI-driven analytics, model scalability and reliability,
and security) of HDT and investigated the key technologies
(such as connectivity, data collection, data processing, digital
modelling, AI solutions for decision making and cloud-edge
computing for storage and computation) with various chal-
lenges to suggest future research directions. Lin et al. [35]
conducted an extensive literature review on HDT, analyzing
enabling technologies and establishing typical frameworks.
Particularly, they focused on the sensing/perception technol-
ogy and two modelling technologies of human body or organ
and human behavior.

Despite the aforementioned surveys or magazines that have
discussed various aspects of HDT and the conventional DT
(as summarized in Table II), these works neither offered the
networking architecture enabling HDT in PH applications, nor
delve into the key technologies for supporting the networking
architecture. However, it is obvious that the practical imple-
mentation and operation of HDT heavily rely on its networking
architecture. This motivates us to compose this survey that
particularly discusses the networking architecture of HDT
in PH applications. Through surveying the key technologies
enabling the networking architecture, our survey provides crit-
ical insights and useful guidelines for the readers to better
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TABLE II
THE COMPARISON OF THE STATE-OF-THE-ART SURVEY

understand how to realize HDT for PH applications and
discover the open issues on this topic.

D. Contributions

We carry out a comprehensive survey on the networking
architecture and key technologies for HDT in PH applica-
tions. Our survey can provide not only critical insights and
useful guidelines for readers to have a better understanding
of the networking architecture of HDT for PH applications,
but also the key technologies for enabling such networking
architecture. The contributions of this survey is a bold,
forward-looking vision of HDT, and they are summarized as
follows:

• We summarize an overview of HDT from the existing
literature, including its differences compared to the con-
ventional DT, a universal framework and the essence in
PH applications. Through all these, readers can gain an
in-depth view of this topic.

• Different from the existing literature, we analyze the
design requirements and challenges of HDT from a novel
networking perspective. This provides readers with the
understanding of how HDT in PH applications can be
achieved ubiquitously, timely, securely and accurately.

• We are the first to comprehensively investigate the end-
to-end networking architecture of HDT. Specifically, we
shed light on the five-layered networking architecture of
HDT, including data acquisition, communication, compu-
tation, data management, and data analysis and decision
making layers. Moreover, we further survey the key
supporting technologies for each layer. In this way,
readers with networking backgrounds can be potentially
motivated to conduct more out-of-the-box research in
facilitating the development of HDT.

• We outline several research directions to encourage future
studies in this area. Our survey can serve as an initial
step that precedes a holistic and insightful study of the
networking architecture and Key supporting technologies
for HDT in PH applications, helping researchers quickly
grasp this area.

The structure of this survey is visualized as shown in Fig. 1.
For convenience, Table III lists all common abbreviations.

TABLE III
LIST OF ABBREVIATIONS

II. A COMPREHENSIVE EXPLORATION OF HDT

A. Differences Between HDT and Conventional DT

HDT focuses on virtual replicas of human beings and pos-
sess unique characteristics compared to the conventional DT
(which is mostly applied in industries where physical entities
are usually machines). First, human beings are living enti-
ties, and the most significant difference between human beings
and machines is emotion and psychology [32], [35]. External
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Fig. 1. The organization of this survey.

factors or physiological states can affect individual emotions
and psychology, which in turn affect individual physiologi-
cal states. Second, human’s external behaviours depend on
individual subjective consciousness, while internal behaviours
(e.g., blood flow, the progress of diseases, activities of organs
and tissues) are known to generally result from multi-source
and complex factors. On the contrary, the behavioural rules of

machines are similar and predetermined. As a result, humans
are particularly complicated systems with more uncertainty
compared to machines, and the abstract process of humans is
significantly more difficult than machines [32], [35].

On top of this, ethical consideration is another unique fea-
ture of HDT [32], [35], [36]. This may potentially lead to
healthcare inequality between the developed and developing
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TABLE IV
DIFFERENCES BETWEEN HDT AND THE CONVENTIONAL DT

countries. Additionally, since HDT can reflect a patient’s real-
time and accurate health status, the question of whether or not
the patient has the authority to access the actual health status
when the patient is diagnosed with a certain disorder needs to
be considered on the ethical level.

Furthermore, human entities’ data are more heterogeneous
and unstructured. As a result, multi-source and sophisticated
data are required to provide a high-fidelity digital representa-
tion model of any human entity. Asides from physiological
data, the commonly unstructured environmental and social
media data are important when abstracting human virtual twins
because of the high correlation that exists between humans
and such external data [32], [35]. Lastly, humans are mobile
agents, unlike machines. This human mobility poses several
challenges to the design of HDT, making the migration and
placement problems of HDT important issues to address [13].

The distinctions between HDT and the conventional DT are
summarized in Table IV.

B. Traditional Digital Twin in Healthcare Is Evolving
Toward HDT

The research of the traditional DT in healthcare can be
dated back to 2014, when the Dassault Systèms released the
SIMULIA living heart project [18]. The project developed the
world first DT of human heart that replicates the same func-
tions as a physical heart. This project has proven that DT
technology can act as a significant role in cardiac disease
research and treatment, and has inspired the researchers from
various areas to explore the great potential of DT in health-
care. Since then, this area has attracted a myriad of attentions
from both academia and industry. For instance, Neuroelectrics
Barcelona held an EU-funded project, called Neurotwin [37],
to develop personalized brain models based on neuroimaging
data from Alzheimer’s patients, looking for ways to restore
healthy brain dynamics. Batch et al. in [38] developed a cancer
DT to improve the detection of metastatic disease. Obviously,
the DT in healthcare focuses more on constructing a DT for
a particular human organ, cell or disease, which is limited to
partial functions of the human body, and cannot comprehen-
sively characterize the complete life cycle of human. However,
it is indeed the foundation of realizing HDT.

As recently recognized in [13], [35], HDT is expected to be
an exceptionally vivid in silico representation of human profile

for broad and refined applications, ranging from health moni-
toring, diagnosis, prescription, clinical trials, surgery, rehabili-
tation to the others, in dealing with various diseases, providing
more effective and personalized healthcare services. As shown
in Fig. 2, HDT is a more holistic and versatile concept that
the traditional DT in healthcare is continually evolving towards
to, along with advancements in key supporting technologies,
such as the modelling technology (e.g., AI-based modeling),
computation hardware (e.g., high-performance graphics pro-
cessing unit) and others. For instance, European Ecosystem
for Digital Twins in Healthcare (EDITH) project, which was
launched in 2022, has built an ecosystem, where all members
of the consortium aim to develop a repository of health-
care DTs, and work collaboratively to achieve the ultimate
objective, i.e., the establishment of a fully-fledged HDT [24].
Besides, Ceduersund in [39] have developed sophisticated DTs
of all main organs of the human body (including the adi-
pose and muscle tissue, liver, brain, pancreas, blood, etc.),
and have begun interconnecting these individual organ DTs to
create a comprehensive HDT that can be utilized for various
applications.

All these indicate that, with the increasing popularity of
this research direction, people have reached a consensus to
name this concept as HDT, i.e., a more holistic and versatile
concept that the conventional “DT in healthcare” can serve as
the foundation but eventually evolves towards to.

C. The Universal Framework of HDT

HDT is capable of revolutionizing the current healthcare
sector. As shown in Fig. 3, we summarize the universal frame-
work of HDT from [13], [14], [40], [41], which consists of
six fundamental components, i.e., data acquisition; digital
modelling and virtualization; communication; computation;
data management; and data analysis and decision making.

1) Data Acquisition: Since HDT is a data-driven model,
a reliable data acquisition process is vital for HDT. HDT
requires both physiological and psychological data of each
physical twin (PT), possibly acquired through multiple
sources, to establish high-fidelity digital representation of vir-
tual twin (VT). Specifically, it includes medical data from
medical institutions, such as electronic health records (EHR)
including biomedical examinations and medical images,
physiological data (e.g., heart rate, blood pressure and the
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Fig. 2. DT in healthcare is evolving toward HDT.

Fig. 3. The universal framework of HDT.

concentration of biomarkers) obtained through smart personal
medical devices, and data from users’ social media, such
as posts, comments or messages on Facebook, Instagram
and Twitter, which can be used to estimate emotions and
psychologies.

2) Digital Modelling and Virtualization: In HDT, a VT,
built on in silico, is a virtual replica of its corresponding PT
located in the physical environment and co-evolutes with such
a PT via reliable connections. By adopting various digitiza-
tion technologies, physical geometries, properties, behaviours
and rules of each PT are digitized holistically to create high-
fidelity VT. Such VT depends on real-world data from the
physical world to formulate human real-time status [42], [43].

After the digital modelling process, authorized users such as
PT, caregivers, relatives and medical personnel can access the
VT through interaction technologies, such as tangible XR and
hologram, to have immersive interactive experiences with VT.

3) Communication and Computation: Communication and
computation are significant for HDT. Communication schemes
facilitate real-time connectivity among PTs and VTs to ensure
synchronization. These connectivity schemes include PT-VT,
VT-PT, PT-PT and VT-VT connectivity modelling. Similarly,
computation schemes are required in HDT for the execution
of various tasks. Data must be properly extracted, processed,
securely transmitted and executed through some AI-driven
techniques.
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4) Data Management: Since data are obtained through
multiple sources including related PTs and VTs, the size
of data in HDT is massive. These data are generally het-
erogeneous, multi-scale, multi-source and with high noises.
Therefore, HDT requires efficient and effective data manage-
ment frameworks to ensure the construction and evolution
of VT.

5) Data Analysis and Decision Making: This component
enables HDT to provide reliable data-driven analytics, with
the ability to accurately extract underlying information and
knowledge from any received massive data, thereby enhancing
PH services.

D. HDT: A Hyper-Realistic and Hyper-Intelligent Testbed

1) Profoundly Immersive Experience: In HDT, a high-
fidelity VT is built using powerful digital modeling and
virtualization techniques with real-time information collected
from the corresponding PT. Based on this, users access to a VT
with immersive equipment can obtained profoundly immersive
experience. For example, doctors utilize the VT of a patient to
establish a personalized surgical procedures before the actual
surgery. In this scenario, doctors with VR and tactile equip-
ment, among others, interact with the VT, and all the human
sensations, such as haptics (e.g., sense of touching skin) and
visual (e.g., flow of blood) can be fed back vividly and timely
to the doctors’ equipment.

2) Interaction-Driven Optimization: HDT is expected to be
a hyper-intelligent human body testbed for optimizing physical
fitness. For example, a doctor could use HDT to prescribe
medication by testing various potential prescriptions on the
patient’s VT, which would save costs and result in a more
personalized prescription. The virtual prognosis accelerated by
the powerful computing power will output much quicker and
potentially more accurate compared to the physical world. The
results feedback to the doctors, and the doctors would then
optimize the prescription based on such feedback until the
optimal prescription is achieved. In addition, the VT with real-
time information collected from its corresponding PT could
analyze or even predict the PT’s health status, and provide
timely healthcare recommendations for the PT.

Overall, as one of the major features of HDT, feedback
commonly carries massive multimodal information, whether
in profoundly immersive experience or interaction-driven
optimization scenarios. Achieving ultra-low round-trip time
between physical and digital spaces requires significantly effi-
cient network resource optimization. These requirements will
be discussed in detail in the next subsection.

E. Design Requirements and Challenges

It is worth noting that HDT is a complex system with
many correlated components, presenting many similarities to
conventional DTs. Especially when considering specific use
cases of HDT in various PH applications, such as real-time
healthcare monitoring, personalized diagnosis and personal-
ized prescription, it is obvious that such application scenarios
pose a number of stringent design requirements and challenges
for HDT, as discussed below.

1) Sophisticated and High-Quality Data: Data are essential
for HDT. The data for HDT should be sophisticated, which
means that the data should be large-scale, real-time, multi-
source and multi-modal, and possess deep values. Specifically,
HDT needs massive data gathering from multi-source to
build a high-fidelity VT of a human. The multi-source and
multi-modal data involves not only human data, but also envi-
ronmental data, providing more accurate information for the
construction of HDT through mutual supports, supplements
and corrections, for satisfying different HDT requirements.
Based on this, the VT in the digital space needs real-time
data to timely update itself to keep synchronized with the
PT. Besides, HDT needs data with deep values, where HDT
could gain deep insights from the collected data for providing
accurate and forward-looking feedback. However, missing or
inaccurate data poses a serious risk to the evolution of HDT
and can often lead to misleading information and suggestions
from VTs. Such scenarios are undesirable in HDT systems
since the outcome can be disastrous, thereby undermining the
essence of HDT. Therefore, to ensure that each VT is an accu-
rate replica of its PT, high-quality and noise-free data must be
also effectively shared among each PT-VT pair for appropriate
model evolution and subsequent decision making.

Although some routine healthcare data (such as step num-
ber, heart rate and body temperature) and medical data (e.g.,
medical images) can be easily captured by common sensing
devices such as accelerators, gyroscopes, pressure sensors or
through manual processes, there exist many physical states
that are difficult to capture. For instance, irritation measured
through skin rubbing count and polyphagia measured through
food intake count, which are two essential health insights
when predicting the risk of diabetes [44], are difficult to
be captured in physical states. Therefore, specific biomedi-
cal sensors must be designed to retrieve these information.
Additionally, in HDT, since data collection frequencies of
various data are inherently different, and the data may be col-
lected from multiple sources, asynchronous data acquisition
and multimodal data fusion are required to be addressed when
establishing HDT.

2) Extreme Ultra-Reliable and Low-Latency
Communication (xURLLC): PT and VT will generate
and exchange high volume and multidimensional data to
maintain synchronization. This synchronization is expected
to be supported by xURLLC, with data transmission rate
of ≥ 100 Gbps, reliability of ≥ 99.99999% and latency of
≤ 1 ms [45]. Specifically, when adopting HDT in time-
critical healthcare applications, e.g., remote surgery [46],
xURLLC is required to support real-time update of the
VT as well as timely receptions of feedbacks from such a
VT to facilitate timely decision optimizations at the paired
PT. Furthermore, important interaction technologies such
as tangible XR [47] – a technology that combines XR and
tactile Internet to transmit not only large capacity contents
such as video and three-dimensional computer graphics
but also haptic signals, such as feelings of touch – also
requires the supports of xURLLC [48]. However, current
networking technologies, i.e., fifth generation (5G) mobile
networks, characterized by ultra-reliable and low-latency
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communications (URLLC), cannot meet these stringent
requirements. Therefore, future communication technologies
are necessary to provide xURLLC services to support HDT
applications. Nevertheless, xURLLC is still inevitable to
the high signaling overhead (e.g., clock synchronization
and handover costs), which may considerably deteriorate
the network efficiency in general, leading to the demand of
further integrating the deterministic network technologies,
e.g., time-sensitive networking (TSN) [49].

3) Ultra-Low Round-Trip Time (RTT): In specific appli-
cations, e.g., surgery simulation and massage simulation, is
imperative to support immersive interactions. For example, one
of the most significant challenges in haptic communication is
achieving an RTT of 1 ms [50]. RTT is great affected by
queuing and processing delays at the intermediate nodes and
packet transmission time. However, the packet size transmitted
between PTs and VTs are typically large, involving mas-
sive multimodal information (e.g., text, audio, video, image,
and haptic) to achieve a profoundly immersive experience,
which poses a great challenge for achieving ultra-low RTT.
Migrating the VT to the vicinity of users (e.g., the correspond-
ing PT or doctors) can be a promising solution. Nevertheless,
this will trigger other issues, such as the deployment of
migrated VT and timely synchronization updates between the
VT and its distant PT. Overall, guaranteeing the ultra-low RTT
is essential in HDT applications, and novel network traffic
scheduling schemes for HDT may be developed with a careful
consideration of this metric.

4) Data Privacy, Security and Integrity: Healthcare-related
data with individual private information/metadata (e.g., name
and address) are privacy-sensitive and have no or limited
tolerance for privacy leakages [51], [52]. Appropriate mech-
anisms must be developed to ensure that such data are not
intercepted or modified by unauthorized users while being
stored and transmitted over the network. In other words, key
technologies should provide secure and reliable communica-
tions among PTs and VTs with sufficient data storage privacy.
Authentication of data sources is also a necessity to ensure
that all sources are reliable, while fake data are detected
and removed through reliable security measures to guarantee
integrity.

5) Data Storage: HDT relies on multi-source real-time
data from the physical world. Each HDT application can gen-
erate up to a few gigabytes of data in a single day. Storage of
such massive data may be required for VT update process and
analytics. Therefore, key technologies are required to provide
appropriate mechanisms to store the huge amount of data.

6) Advanced Computing Power: In HDT, tasks such as
synchronization, model evolution and analytics are expected
to be time-sensitive and computation-intensive. To ensure a
real-time computation process, massive computation resources
are required by HDT to keep high-fidelity. This prompts
HDT to be deployed on the network side instead of local
devices (which are commonly resource-limited). Furthermore,
this paradigm requires optimal computation resource schedul-
ing mechanisms on the network side to guarantee the efficient
resource utilization.

Fig. 4. The networking architecture of HDT.

7) AI-Driven Analytics: AI is a core key technology for
enabling HDT to have the ability to deliver PH services.
AI-driven analytical models provide insights at different scales
for HDT using real-time and historical collected data, thereby
providing decisions or predictions to individuals and updating
the VT model. Additionally, AI can support HDT from all
aspects (e.g., intelligent computation, intelligent communica-
tion network and intelligent data management). However, one
limitation of current AI solutions is that they rely on black-
box models and may be inappropriate for problems requiring
explicit explanations (e.g., clinical applications). Therefore,
the interpretability of AI is an imperative issue that extremely
depends on the implementability of HDT. Moreover, the ever-
changing of human conditions impel AI models to dynamically
validate their effectiveness and update for more precisely
abstracting the real status of the human body. However, this
process is highly complex, which requires the assistance of a
strong computation capability.

F. Overview of Networking Architecture and Key Supporting
Technologies for HDT

In summary, a networking architecture is imperative to
enable the realization of HDT for PH applications. As shown
in Fig. 4, it is expected that the networking architecture con-
sists of five layers according to the end-to-end data stream
processing procedure. The data are first collected by the data
acquisition layer, and are transmitted to the data management
layer through the communication layer for pre-processing,
storing and sharing, and then by the support of the com-
putation layer, they are processed by the data analysis and
decision making layer for serving powerful applications (e.g.,
diagnosis, prescription, surgery and rehabilitation). In return,
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Fig. 5. An overview of key technologies for implementing the networking architecture of HDT.

the feedback of the VT in the digital space to its correspond-
ing PT is transmitted through all these five layers reversely to
the physical space.

Specifically, since HDT is an extremely complex data-driven
system, it needs multiple and heterogeneous nodes to col-
laboratively acquire sophisticated and high-quality data in
the data acquisition layer (similar to the structure of sen-
sor networks). Then, for supporting the heterogeneous data
transmission requirements in HDT, multiple heterogeneous
communication paradigms are needed in the communica-
tion layer, which includes communication protocols on and
beyond human bodies. Since PTs in the physical environ-
ment is mobile, while requiring fast-responsive and muscu-
lar computing power services for supporting time-sensitive
and computation-intensive tasks in HDT (e.g., model evolu-
tion, real-time rendering), multi-node collaborative computing
paradigm with frequent information exchange is required
to provide ubiquitously advanced computing power in the
computation layer. Furthermore, considering that the data gen-
erated in HDT (e.g., data from data acquisition layer and
feedback data from VTs) are typically large-scale, multi-
modal, multi-source, and with high noises, it requires multiple
servers to collaboratively pre-process and store the data for
providing the robust data management service in the data
management layer (similar to the structure of data center
networks). On top of this, data security and privacy can also be
potentially offered by such paradigm through multi-node col-
laboratively authentication, among others. For simultaneously
realizing HDT’s different PH services (e.g., synchronization of
the PT and VT pair, health monitoring and diagnosis), multi-
heterogeneous data analysis methods are expected to play vital
roles in the data analysis and decision making layer. Overall,
the networking architecture of HDT is a complex and sophisti-
cated system that requires collaboration across multiple layers
and nodes.

For comprehensively implement such networking architec-
ture, a variety of key end-to-end technologies are required,
as shown in Fig. 5. Particularly, in the data acquisition layer,
sensing devices such as wearable biomedical devices and
implantable biomedical devices can be adopted to enable per-
vasive sensing. In addition, social networks and electronic
health records can also serve as data sources to abstract the
physiology and psychological status of any PT. In the data

management layer, data cleaning, data reduction and data
fusion technologies can be used to pre-process the data gener-
ated in HDT, before actual utilization and potential storage.
The big data storage frameworks (e.g., hadoop distributed
file system, HBase and openstack swift) can be tailored to
robustly storing HDT data. To guarantee data security and
privacy, existing tools of cybersecurity, privacy-preserving
mechanisms and distributed ledger technology can be applied.
In the data analysis and decision making layer, powerful AI
algorithms, such as supervised learning, unsupervised learn-
ing and reinforcement learning (RL), can be employed to
facilitate the HDT-enabled PH applications including personal-
ized diagnosis, personalized prescription, personalized surgery
and personalized rehabilitation. In the communication layer,
the communication paradigms of HDT must be carefully
tailored through modifications of existing and emerging com-
munication techniques, such as Bluetooth, ZigBee, molecular
communication, tactile Internet and semantic communication.
While the computation layer can be established by integrat-
ing novel computation paradigms, including multi-access edge
computing and edge-cloud collaboration.

III. KEY TECHNOLOGIES FOR DATA ACQUISITION LAYER

Unlike conventional DT, the data collected in HDT mainly
originates from individuals with complex mobility. This
includes the acquisition of diverse physiological and psycho-
logical data, which are obtained through various biomedical
sensors [53]. Further elaboration is provided below.

Collecting human physiological data for building HDT can
be enabled by wearable and implantable devices. Smart wear-
able devices with biomedical sensors (e.g., smart watches,
smart socks and smart garments) are developing rapidly
in recent years. These wearable devices offer an exciting
opportunity for measuring human physiological signals in
a nonintrusive and real-time manner by leveraging flexi-
ble electronic packaging and semiconductor technology [54].
Nevertheless, smart wearable devices are limited to monitoring
only specific types of physiological parameters that are readily
accessible from outside the human body (e.g., body temper-
ature, heart rate and step number). Smart in-body biomedical
devices with implantable biomedical sensors that are placed
directly inside human bodies promise an entirely new realm of
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Fig. 6. The roadmap of Section III.

applications. Besides, the development of nanotechnology and
its application in medicine, through nanomaterials and nan-
odevices, enables in-body biomedical devices to have diverse
clinical applications, such as biomarker concentration moni-
toring, network tomography inference of human tissues and
monitoring of oxygen levels in the surrounding tissues.

In addition to physiological data, the high-fidelity digital
model of humans also needs psychological data. Software-
based soft sensors collect data mainly from social networks,
such as Instagram, Twitter and Facebook, where humans
sometimes post information about their feelings and emo-
tions [34]. Asides from data obtained through various sensing
devices (from pervasive sensing and social networks sens-
ing), electronic health records (EHRs), which record individual
health-related data generated by various medical institutions,
is another important source of data for HDT applications. All
different data acquisition approaches for HDT are visually
illustrated in Fig. 7.

In this section, we provide a review of data acquisition solu-
tions for HDT. First, we discuss wearable biomedical sensing,
implantable biomedical sensing and social network sensing in
Section III-A, which allows HDT to collect real-time physio-
logical and psychological information of PTs. Besides, EHRs
is another crucial data source accurately reflecting PTs’ health
information, which can be used to build the prototype of
VTs and improve diagnosis accuracy and patient outcomes as
reviewed in Section III-B. Finally, in Section III-C, we pro-
vide a brief summary of the reviewed papers, and discuss some
opening issues that should be considered in data acquisition
for HDT. The roadmap of Section III is illustrated in Fig. 6.

A. Pervasive Sensing

In PH applications, there exists a high-natural variability
which can be explained through the innate differences of
human bodies, such as disease progression or response to med-
ical treatments. These parameters need to be understood by

Fig. 7. An illustration of data acquisition approaches for HDT.

biomedical sensors implemented in HDT to build a personal-
ized digital representation of a PT and prevent false positives.
Therefore, in this section, we delve into the Internet of Medical
Things (IoMT) devices, which consists of wearable biomedical
devices, implantable biomedical devices embedded with pow-
erful sensors, and social networks that are often implemented
in HDT to ensure pervasive sensing.

1) Wearable Biomedical Sensing: Wearable biomedical
devices developed so far have been designed for different func-
tions and positions on human bodies. These wearable devices
can be classified into three categories, i.e., head, torso and limb
wearable biomedical devices. Wearable biomedical devices
equipped in those human body parts can sample diverse phys-
iological data which is required by the construction of HDT.
We survey them in the following.

a) Head biomedical devices: As the utmost part of a human
body, the head includes various important organs, such
as eyes, nose, ears and mouth. Corresponding wearable
health-tracking biomedical sensors designed for the head
may be smart glasses, contact lenses, helmets, hearing
aids, earrings, etc.
• Smart glasses function as a kind of wearable micro-

computers embedded along with many biosensors,
like gyroscopes, accelerometers (ACC) and pres-
sure sensors. Smart glass are versatile platforms,
which can assist in weight management by detect-
ing and recording the eating and drinking habits of
individuals [55], and provide individuals with real-
time electrocardiograms (ECG) monitoring [56],
while providing feedback (e.g., healthcare recom-
mendations) to help users (especially people with
Parkinson) with self-management [57], etc.

• Smart contact lenses, in terms of the architec-
ture, may consist of multiple biomedical sensors
(e.g., capacitive, strain, microfluidic, channel elec-
trochemical, fluorescent and holographic biomedical
sensors) [58]. It is similar to implants and can be
worn or removed easily by users. Smart contact
lenses can be used for physiology monitoring by
continuously detecting glucose levels in tears, while
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tracking the progression of patients’ glaucoma by
continuously measuring eye lens’ curvature [59].

• Smart helmets are commonly embedded with
biosensors such as infrared temperature and heart
rate biomedical sensors. A smart helmet can be used
as an alternative for monitoring parameters com-
monly obtained by other smart wearable devices,
e.g., body temperature and heart rate, via sen-
sors located inside and around the helmet [60].
In addition to these, helmets worn on the head
can also be employed for detecting brain activities.
For instance, SmartCap Technologies developed a
smart helmet, called SmartCap, working as a fatigue
tracking system, which possesses the ability of
measuring brainwave signals to alert the potential
risk of microsleeps [61]. Besides, electroencephalo-
graphic (EEG) headsets can monitor the EEG of
brain signals to measure mental activity, such as
tracking a user’s confusion states for assessing or
quantification the user’s focus level [62].

• Smart wearable devices worn on ears are usually
in the form of hearing aids, earphones and earbuds.
These devices possess the ability to monitor physi-
ological parameters such as ECG signals, breathing
rate, pondus hydrogenii and lactate values of sweat,
using biomedical sensors like amperometric and
potentiometric biomedical sensors [63].

• Some wearables can also be worn inside the mouth.
Examples of those devices are smart mouth guard
(MG)-type wearable devices which can monitor
teeth clenching with embedded force sensors [64].
Another example is DentiTrac, which is a minia-
ture oral device integrated on an oral appliance,
used for monitoring patients’ sleep apnea and adher-
ence [65].

b) Torso biomedical devices: Torso is the central part of
the human body, where many vital organs are located.
Common examples of wearable devices placed on the
torso are smart clothing, belts and underwear.
• The realization of smart clothing significantly

depends on smart textile technologies, where the
health monitoring sensors are completely embed-
ded in the fabric. Such clothes can offer comfort
and smart healthcare to their users. For instance,
a smart jacket integrated with a health monitoring
system was developed in [66] to monitor the pulse
rate and EEG in the human body.

• Skin patches/tattoos with biomedical sensors may
also have a great potential in continuous monitoring
vital physiological signals to improve the health-
care quality of patients. Several key applications
of smart patches/tattoos have been demonstrated in
ECG monitoring [67], pulse rate monitoring [68]
and biomarker measurements in sweat [69].

• A typical application scenario of smart belts embed-
ded with sensors such as inertial sensor and bend
sensor is for monitoring shoulder and trunk pos-
ture [70]. A smart belt can also be designed for

monitoring physiological signals such as real-time
respiratory signs monitoring [71] and detection of
respiratory rate, body movement, in-and-out-of-bed
activity and snoring events during sleep [72].

c) Limb biomedical devices: The four limbs of the human
body are the main executors of activities. Wearable
devices worn on limbs are mostly accessories, such as
smart bracelets, watches, armbands, rings and wrist-
bands. These devices can monitor physiological param-
eters while posing little or no interference to the users’
normal activities.
• Smart armbands are wearable devices with embed-

ded sensors such as photoplethysmography (PPG),
ACC and ECG sensors, and are usually worn on the
upper arms to facilitate seamless health monitoring
with maximum comfort to the wearer. Application
examples include continuous estimation of the respi-
ration rate [73], measurement of blood pressure [74]
and ECG signals [75].

• Smart pants with embedded sensors can be used col-
lect physiological data. For instance, a pair of pants
embedded with an ACC, gyroscopes, and WIFI
probes was used in an HDT to detect the patient’s
physical activity and vital signs, serving as a data
source for type 2 diabetes management [76].

• Smart shoes can be utilized for monitoring human
physical activities. For example, a pair of shoes
equipped with inertial sensors was used to track
gait events during stork rehabilitation in an HDT
system [77], [78].

2) Implantable Biomedical Sensing: The advances in nan-
otechnology continue to facilitate the growth of implantable
biomedical sensors such as implantable nanobiosensors.
Unlike wearable devices, implantable biomedical sensors are
generally deployed inside human bodies, for instance, on
organs and bloodstream, to perform more powerful tasks rang-
ing from precision drug delivery, precision sensing and micro
procedures in the inaccessible organs of the body [79]. In this
subsection, we focus on the abilities of implantable biomedical
sensors to facilitate precision monitoring and activity mea-
surements such as disease biomarker detection, vital signals
monitoring and detection of cell network topology.

a) Biomarker detection: Biomarkers are often released
into the blood by certain diseases, such as cancers
and diabetes. For instance, isopropanol (IPA) is the
biomarker for both types of diabetes [80], while α-
Fetoprotein is the common biomarker for hepatocel-
lular carcinoma (HCC) [81]. Continuous monitoring
of biomarkers in real-time can significantly advance
precision medicine and is a more effective method
compared to conventional blood tests, where the con-
centration of biomarkers in any sample taken is usually
very low, especially for chronic diseases in their early
stages. When adopted, the biomarker detection tech-
nique can aid the detection of the cancer biomarkers
concentration in the blood vessels. Through moving the
nanobiosensors along the blood vessels of the cardio-
vascular system, the biomarkers around the cancer cells
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could be detected, thereby facilitating the early diagnosis
of cancer [82], [83], [84]. It can also facilitate continu-
ous measurement of biomarker concentration released
by bacterial cells, thereby estimating the number of
infectious bacteria while deducing the progress of the
infection for early detection of infectious diseases [85].
The biomarker detection can also enhance continuous
monitoring of endothelial cells shedding in arteries as
an early sign of heart attacks [86].

b) Vital signals monitoring: Asides from biomarker con-
centrations, implantable nanobiosensors are also useful
for continuous monitoring of vital signals including
local temperature, cardiovascular system, musculoskele-
tal system and pondus hydrogenii within the central
nervous of the human body. Treatments of traumatic
brain injury (TBI) can lead to increased intracranial
pressure (ICP), thereby interfering with vital functions.
As a result, the ICP must be constantly monitored,
for instance through implantable nanobiosensors [87].
Moreover, intracranial temperature (ICT) monitoring is
another vital signal since it is associated with changes
related to the volume of air inside skulls. The changes
in ICT in the range of 35-40 ◦C can be monitored by
biodegradable intracranial nanobiosensors [88]. Besides
ICP and ICT, implantable nanobiosensors are also used
to monitor intracranial electrical activity – an impor-
tant activity when managing neural disorders such as
Parkinson’s disease, Alzheimer’s disease, depression and
chronic pain [88]. Furthermore, implantable blood flow
monitoring bio-compatible sensors have been developed
to wrap around the blood vessels and provide continuous
information about the vessel patency [88].

c) Inferring the network topology of cells: Advanced
implantable nanobiosensors-based techniques can
precisely map cellular connections and allow in-vivo
characterization of their activities, thereby assisting
the modelling of VT while improving the efficiency
of diagnosis of disorders. Indeed, the communications
between implantable nanobiosensors rely on the use of
tissues as communication channels through the molec-
ular communications paradigm. This makes it possible
to send back-back signals between nanobiosensors.
These signals can be measured at different points of
the tissue to infer the actual network topology of cells.
Similarly, the in-vivo cellular activities measurement
can be achieved through implantable bio-compatible
nanobiosensors. These sensors interface with organs
by establishing connections among individual cells to
measure cellular signals at intracellular, intercellular and
extracellular levels [89]. In [90], the authors proposed
a topology inference technique for human brain cortex
neuronal networks based on network tomography
theory. An implantable nanobiosensors technology was
used to achieve high-resolution and high-precision brain
neuron network mapping as well as characterization of
neuronal activities.

3) Social Networks Sensing: Different from conventional
DT, humans are living entities with complex consciousness,

emotions, and psychology. Therefore, the modelling of a high-
fidelity digital counterpart (i.e., the VT) must take into account
and synchronize with these factors of the corresponding human
(i.e., the PT) [91], [92]. To maintain a typical digital coun-
terpart (i.e., the VT) with high fidelity, both physiological
states and emotions of the corresponding human (i.e., PT)
must be synchronized in real-time. While EEG signals, usually
obtained through hard sensors or devices, are common data
sources for human emotions recognition [93], social networks
or platforms can similarly play a crucial role in the detection
of human emotions [51].

Nowadays, information including thoughts, mental states
and moments of individuals are sometimes available on their
respective social network platforms, which can contribute to
the amount of psychology-related data being generated every
second. For instance, people often share their thoughts and
feelings regarding the COVID-19 pandemic or other com-
mon diseases through their social network platforms. This
data can be processed in real-time to comprehend human
current psychological state through the use of sentiment anal-
ysis and emotion detection [94]. By leveraging the COVID-19
pandemic-related data generated through social network plat-
forms, the authors in [95] carried out sentiment analysis and
emotion detection of Twitter users to limit the possibility of
various mental health issues such as depression. This effort
further justifies the importance of social networks sensing to
maintain an accurate synchronization of VT in HDT.

B. Electronic Health Record

EHRs are real-time, patient-centred records consisting of
medical imaging including computed tomography (CT) scan,
X-ray, magnetic resonance images (MRI) and ultrasound. It
also contains medical and treatment histories, allergies, diag-
noses, etc. [96]. EHR can be adopted in HDT to improve
diagnosis accuracy and patient outcomes.

1) Prototype Building: EHR data (e.g., medical imaging)
can be used to build a prototype VT of a PT (e.g., human,
tissues, organs) for personalized healthcare applications (e.g.,
investigating patients’ disease progression [97]). For instance,
a modelling approach for a patient-specific coronary artery
(a VT of a coronary artery) was proposed in [98]. The arte-
rial models were developed based on patient-specific medical
imaging (i.e., coronary optical coherence tomography (OCT)
and angiography) that were acquired during pre-treatment.
Tai et al. in [99] reconstructed a 3D patient-specific human
lung VT model based on CT images. Ahmadian et al. in [100]
created a VT of the human vertebra by relying on a deep con-
volutional generative adversarial network (DCGAN), which
was trained through a set of quantitative micro-computed
tomography (micro-QCT) images of the trabecular bone.
Gillette et al. in [101] proposed a framework for the gen-
eration of the cardiac VT of human electrophysiology. Their
solution targeted at providing a digital replica of the human
heart using clinically-attained MRI.

2) Improving the Diagnosis Accuracy and Patient
Outcomes: The use of EHR data when adopting HDT can
improve the diagnosis accuracy and patient outcomes. For
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instance, Allen et al. in [102] used a VT model to forecast
the progression of relevant clinical measurements in the
patient at risk of ischemic stroke based on EHR data. The
results show that this VT model can accurately forecast the
disease progression, thereby allowing for tailored treatment
to improve patient outcomes. Guo et al. in [103] predicted
disease onset information based on the patient’s EHR data to
guide disease prevention and treatment personalization.

C. Lessons Learned

Data acquisition in HDT requires massive diverse devices
to collect physiological and psychological data for precisely
mapping the PT to its digital representation, i.e., VT. More
specifically, wearable biomedical devices, including head,
torso, and limb biomedical devices, are used to measure human
physiological signals, while implantable biomedical devices
are implanted inside the body to collect physiological data.
Social networks can also serve as soft sensors to gather
psychology-related data, and electronic health records can be
another source of data for HDT, providing information on the
patient’s treatment histories, allergies, diagnoses and more.

While the diverse data sources mentioned above can be uti-
lized to dynamically map a real-time human body into the
digital space, there are several opening issues that need to
be considered. First, while human body sensing technologies
are continuously advancing, they are still unable to collect
ultra-high fine-grained data of the human body. Second, to
dynamically map the human body, real-time data collection
is required. However, it is not feasible to expect humans
to wear wearable biomedical devices constantly, and even
the battery capacity of these devices, whether wearable or
implantable, is limited. Third, integrating those heterogeneous
data into a unified model that represents a human body pose
a significant challenge. Fourth, the management and storage
of such massive data is also challenging. Finally, security
and privacy issues of those data have to be well addressed
by taking into account ethics and moralities, particularly for
healthcare-related data that are highly sensitive.

IV. KEY TECHNOLOGIES FOR COMMUNICATION LAYER

Communications in HDT can be categorized into two tiers,
i.e., on-body and beyond-body communications. On-body
communication refers to short-range communications around
the human body, typically including communications among
body sensors and communications between body sensors and
the gateway (e.g., smartphone). Beyond-body communication
focuses on communications between gateways and remote
servers that host HDT (e.g., cloud servers and data centers).
The communication architecture of HDT is demonstrated in
Fig. 8 and analyzed in the following subsections.

In this section, we first review on-body communication
techniques for collecting physiological and psychological
information from PTs to gateways, including Bluetooth low-
energy, ZigBee and molecular communication in Section IV-A.
Second, in Section IV-B, we discuss that the data transmitted
between the physical world and digital world using beyond-
body communication usually carries massive and multimodal

data for synchronization updates and immersive experience,
among others. This can be enabled by tactile Internet for not
only transmitting regular information (e.g., text, image and
video), also feeding back human sensations (e.g., haptic feel-
ings). Additionally, the explosive growth of data in HDT and
limited bandwidth necessitates a paradigm shift away from the
conventional focus of classical information theory. In response,
we review semantic communication solutions for beyond-body
communication of HDT, which can serve to alleviate the spec-
trum scarcity for HDT applications. Finally, we summarize the
reviewed papers, and discuss some opening issues that should
be considered in Section IV-C.

A. On-Body Communication

The HDT on-body communication is generally realized
through an essential component, called the wireless body area
network (WBAN) [104], [105], [106], where on or in-body
sensors are connected and are responsible for the transmission
of collected data to the gateway through WBAN. The structure
of on-body communication can be divided into two types. In
the first type, sensors directly communicate with the gateway,
forming a star topology, as shown in Fig. 9 (a). In the second
type, sensors are connected to a body’s central processor in
the first level for preprocessing to reduce the amount of raw
data while saving energy, and then the preprocessed data are
forwarded to a gateway in the second level, and thus forming
a two-level communication topology, as shown in Fig. 9 (b).

Since body sensors are typically low-power, resource-
constrained and low bit-rate, they require an energy-
efficient and low-range wireless link. Table V exemplifies the
information of some human body physiological parameters as
well as corresponding data rates. This defines baseline require-
ments for wireless connectivity. Given the above requirements,
the majority of existing implementations in healthcare appli-
cations rely on Bluetooth low energy (BLE) or ZigBee to
wirelessly transmit the data collected by the sensors to a
gateway.

1) Bluetooth Low Energy: BLE has many lucrative fea-
tures that can be important to on-body communications, such
as low-power, low-rate and low-range [108]. It operates in
2.4 GHz frequency band while the time needed for connec-
tion setup and data transfer is less than 3 ms. Furthermore,
BLE offers a data rate of up to 1 Mbps which makes it a
suitable choice for on-body communication. For example, in
the HDT-based personalized elderly type 2 diabetes proposed
by Thamotharan et al. in [76], BLE was used to transmit-
ted vital signs, blood glucose levels, activity levels, and other
information to the mobile phone. BLE, however, does not sup-
port multicast communication, which may be important for
some HDT applications.

2) ZigBee: It is developed atop the IEEE 802.15.4 stan-
dard for low-power, short-range and low-rate data connec-
tivity [109]. Unlike BLE, ZigBee supports various network
topologies and a huge number of sensors, making it a more
robust solution. Furthermore, ZigBee is known to be not only a
secure key technology that offers three levels of security mode
to prevent unauthorized access of data by attackers, but also
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Fig. 8. The communication architecture of HDT.

Fig. 9. The topology of on-body communication.

capable of supporting multicast [109]. However, ZigBee shares
the frequency bands with other types of radio technologies
(e.g., WiFi and Bluetooth), and therefore, suffers from unin-
tentional interference. Additionally, ZigBee communications
are vulnerable to radio jamming attacks due to the openness
of the wireless medium. When a malicious device emits a
high-power jamming signal, all ZigBee devices in its proxim-
ity will be unable to work [110]. Therefore, its architecture
requires a significant upgrade to be suitable for adoption in
HDT.

Since conveying information using electrical or electromag-
netic waves is impossible in small dimensions [82], radio
technologies (e.g., BLE and ZigBee) cannot be used inside
the human body, and this drives the emergence of molecular
communication (MC).

3) Molecular Communication: MC is a bio-inspired com-
munication method with the ability to mimic the communica-
tion mechanism of living cells [111]. As shown in Fig. 10, MC
relies on the use of molecules for the transmissions and recep-
tions of information. Specifically, a transmitter releases small
particles, called information particles, which are typically a
few nanometers to a few micrometres in size. An example
is when releasing molecules or lipid vesicles into an aque-
ous medium (e.g., blood), tiny information particles propagate
freely until such particles arrive at a receiver. Subsequently,
the receiver detects and decodes the information encoded in
these particles. Despite its numerous advantages, it is not
clear how MC can establish interfaces for interconnecting
human bodies and the external environment. Such interfaces
are expected to possess the ability to convert chemical (or
molecular) signals into equivalents (e.g., electrical and optical
signals) acceptable by conventional communication mecha-
nisms [112]. Besides this interface issue, multiple-input and
multiple-output (MIMO) MC may be required to ensure real-
time health parameters detection in HDT, while guaranteeing
the protection of data security [82].

It is worth noting that, other wireless technologies, such as
narrowband IoT (NB-IoT) and IPv6 over low-power wireless
personal area networks (6LoWPAN) may also be alterna-
tives for on-body communication in HDT. A review of these
technologies can be found in [79].

B. Beyond-Body Communication

HDT should be supported by the bidirectional real-time syn-
chronization between any PT-VT pair to ensure high fidelity
of VT [113]. This synchronization is, however, data-driven
and delay-sensitive. Furthermore, data captured through sens-
ing devices in the physical world are often complex, massive,
heterogeneous, multiscale, and with high noise. In addition to
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TABLE V
INFORMATION OF PHYSIOLOGICAL PARAMETERS SAMPLED BY BIOMEDICAL SENSORS (COMPILED FROM [107])

Fig. 10. An illustration of the molecular communication.

real-time synchronization, interacting with VTs involves more
complex information that needs to be transmitted between the
PT and users in the physical world. Multimodal information,
such as 3D virtual items, text, images, haptic feedback, smells,
among others, needs to be transmitted in HDT under vari-
ous applications to enhance the immersive experience. These
specific characteristics place a significant burden on current
communication networks. For instance, a massive number of
PTs simultaneously interact with their respective VTs in the
same area, which poses great challenges to bandwidth-limited
communication to support the delivery of high-resolution con-
tents [114]. To address these issues, we provide a review of
cutting-edge communication solutions that can enable beyond-
body communication for HDT.

1) Tactile Internet: HDT-enabled healthcare applications
require not only 360◦ visual and auditory content for immer-
sive experiences but also haptic interactions [115]. For exam-
ple, in the virtual simulation of liver surgery for optimal
surgery planning, visual and haptic feedback from the digital
liver is essential for accurate evaluations of complex intra-
hepatic anatomical structures [116]. However, these feedbacks
require xURLLC service to ensure the timeliness necessary
to facilitate efficient decision making in the physical envi-
ronment. Delayed feedback may cause serious disruptions,
such as deaths [117]. Fortunately, tactile Internet (TI) is a
promising solution, which facilitates fast multimodal inter-
actions with multisensory information [118]. Specifically, it

can effectively transmit audio-visual-haptic feedback in real-
time between real and virtual environments [115]. This will
ensure that PTs are immersed in virtual space in a holistic
and multi-sensory way. Beyond HDT, such a breakthrough in
audio-visual-haptic feedback transmission will also change the
way humans communicate worldwide.

Although TI has the potential to revolutionize the future
of wireless communication, it is still far from being deployed
on a large scale because of two major barriers. First, it is
still difficult to establish a consensus on the performance of
the TI, especially for large-scale implementations, owing to
the lack of a TI testbed. Second, the overall progress of TI
has been severely impeded due to the asynchronous efforts
among different disciplines of TI. To address these critical
issues, Gokhale et al. developed a common testbed, called
tactile Internet eXtensible testbed (TIXT), for TI applica-
tions [119]. To present the TIXT proof of concept, two realistic
use cases belonging to two different classes – human operator-
machine teleoperator in a virtual environment and a physical
environment – were demonstrated. In [120], Polachan et al.
designed and implemented a tactile cyber-physical systems
(TCPS) testbed, called TCPSbed, to provide rapid prototyp-
ing and evaluation of TCPS applications. Different from the
previous testbed without assessments, TCPSbed includes tools
for the characterization of latency and control performance.

TI is expected to enable a paradigm shift from traditional
content-oriented communication to control-oriented communi-
cation [121]. However, such a paradigm has stringent require-
ments in terms of high reliability and sub-millisecond latency
which pose daunting challenges for resource allocation in
networks. Therefore, Gholipoor et al. investigated a joint radio
resource allocation and networks function virtualization (NFV)
resource allocation in a heterogeneous network [122]. The
authors jointly considered queuing delays, transmission delays
as well as delays resulting from the execution of the virtual
network function. Following this, the authors formulated a
resource allocation problem to minimize the total cost func-
tion subject to guaranteeing end-to-end delay of each tactile
user for this setup and proposed two heuristic algorithms to
solve the problem. In addition, since cellular networks are
resource constrained, accommodating haptic users along with
existing non-haptic users becomes a hard scheduling problem.
Therefore, Samanta et al. proposed an efficient latency-aware
uplink resource allocation scheme to satisfy the end-to-end
delay requirements of haptic users in a long-term evolution
(LTE)-based cellular network [123].
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Fig. 11. Semantic communication for HDT.

In summary, TI is already paving the way for HDT,
where PTs and VTs are connected via the extremely reli-
able and responsive networks of the TI to enable real-time
interactions.

2) Semantic Communication: The explosive growth of
data, expected in HDT, as well as the generally discussed
limited bandwidth issues in wireless communications, indi-
cates the necessity of revolutionizing the classical Shannon
theory based solutions. Semantic communication is a pos-
sible solution for HDT applications and is being consid-
ered a disruptive technology with the ability to eliminate
the limitations of the conventional data-oriented communi-
cation paradigm. Unlike traditions where channels with rel-
atively infinite capacities are required to ensure real-time traf-
fic, semantic-oriented communication-based paradigms allow
information to be transmitted at the semantic level, rather
than bit sequences [124]. By integrating machine learning
(ML) algorithms, knowledge representation and reasoning
tools, semantic-oriented communication-based paradigms can
facilitate semantic recognition, knowledge modelling and coor-
dination [125]. Generally, semantic communication extracts
“meanings” of any transmitted information at the transmitter
through the use of ML algorithms and encoding the extracted
features with source knowledge base (KB). Then this seman-
tic information is transmitted to the intending receiver and
is successfully “interpreted” by the receiver using a matched
knowledge base between such a transmitter-receiver pair and
ML algorithms [126], [127].

As shown in Fig. 11, semantic communication mainly
consists of three components [124]:

1) Semantic transmitter (encoder): This component is
responsible for the extraction and identification of the
semantic features of each raw message. It also performs
message compression as well as the removal of irrelevant
information. After this, it encodes the obtained features
into symbols (bits) for transmission.

2) Semantic receiver (decoder): Semantic receiver decodes
and infers semantic features in a format or structure that
is understandable to the target user.

3) Semantic noise: Semantic noise usually interferes with
semantic information during transmission and may result
in misunderstanding or misperception of the seman-
tic information at the intending receiver. It commonly
appears in the procedures of semantic encoding, trans-
mission and decoding.

Semantic communication is recognized as a promising tech-
nology to support the wide proliferation of intelligent devices,
such as XR devices and smartphones, in HDT with specific
requirements of huge radio resources, time-sensitivity of trans-
mitted data, low latency and high accuracy. We highlight three
potential benefits that it can bring to HDT.

1) Alleviating the burden on data transmission in HDT:
Take the application of XR in HDT as an example.
In the scenario of telemedicine through HDT, VTs of
doctors and patients are presented in a digital envi-
ronment through XR, which generate massive of data
in various of forms (e.g., text, audio, images, video
and haptic) to be transmitted. To guarantee the ideal
immersive experience for users, the end-to-end latency
and data rate requirements have to be strictly met. In
the semantic communication paradigm, the data can be
extracted semantically first. This allows XR devices to
transmit the information concerned by the XR server
for operation after understanding and filtering out the
irrelevant information to save bandwidth and reduce
computing latency at the XR server. Meanwhile, the XR
server can also extract semantic information, ignoring
irrelevant details in the face of bandwidth constraints,
and thereby reducing downlink pressure. Moreover, with
the decrease of the amount of actual bits transmitted,
all intelligent devices in HDT can work in a more
energy-efficient manner. Additionally, semantic commu-
nication can be used for efficient verification of PT-VT
pair synchronization. The identification via channels
is a recent and highly efficient semantic communi-
cation method that allows transmission of identifiers
with doubly-exponential scaling in size with respect
to the block length and code rate [128], [129]. It has
been demonstrated that, via this approach, remarkable
effectiveness may be achieved in verifying PT-VT pair
synchronization for HDT [130].

2) Promoting the data security and privacy in data trans-
mission: By pre-processing the source data in semantic
communication, the communication parties (e.g., PT-
VT pairs) only exchange semantic information extracted
according to the communication tasks, instead of the
complete source data, which can enhance the security
of the network to a large extent. Moreover, communi-
cation parties in semantic communication are required
to share their KBs to infer the semantic information.
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This hinders eavesdroppers to interpret valid information
from the intercepted data without obtaining the specific
KBs from the communication parties. It is of great sig-
nificance to the privacy-sensitive health data transmitted
in HDT.

The limited computation and storage capabilities of these
intelligent devices, however, restrict the local implementa-
tion of complex and energy-intensive ML algorithms (e.g.,
deep neural networks (DNN) algorithms), training of seman-
tic encoder, semantic decoder, channel encoder and channel
decoder. One way to eliminate this issue is to simplify the
structure of neural networks by performing model compression
through the adoption of network sparsification and quantiza-
tion. Xie et al. proposed a lightweight semantic communi-
cation system to support the transmission of low-complexity
text in IoT [131]. The presented approach removes redundant
nodes and weights from the semantic communication model by
adopting neural network pruning techniques, thus can reduce
the required computational resources at IoT devices. With this,
IoT devices can take advantage of semantic communication,
thereby lowering the required bandwidth when transmitting
to the cloud/edge. Besides, federated learning (FL) and dis-
tributed learning are other learning-based techniques that can
facilitate efficient training of any ML-based semantic commu-
nication system. The authors in [132] proposed an FL-enabled
scheme to support the information semantics of audio signals.
The presented FL-enabled solution allows a joint training of
federated semantic communication models among IoT devices
without sharing sensitive information.

However, the lack of appropriate performance metrics is
a critical issue in semantic communication systems. Unlike
the traditional communication methods which often focus
on minimizing bit-error-rate (BER) and symbol-error rate
(SER) to ensure that more bits can be transmitted with fewer
communication resources, semantic communications are more
complicated. The performance metrics of semantic commu-
nication are diverse and depend on the type of messages.
In [133], sentence similarity was proposed as a suitable met-
ric to measure the semantic error of any transmitted sentence.
Similarly, a peak signal-to-noise ratio (PSNR) was used to
evaluate the performance of an image semantic communica-
tion system [134]. Indeed, the design guidance for semantic
communication is still provided by the Shannon theory. With
such a guide, semantic information can be encoded into bit
streams, and then transformed into physical signals before
being transmitted via communication channels. As a result,
various existing traditional signal processing schemes can
support semantic communications, while advanced wireless
communication technologies are expected to enable more
efficient semantic communication systems [124].

C. Lessons Learned

Communication in HDT involves both on-body and beyond-
body communications. On-body communication utilizes wire-
less technologies such as BLE, ZigBee, and MC to transmit
data around the human body, enabled by WBAN. Beyond-
body communication connects the PT and its corresponding

VT, utilizing cutting-edge technologies such as TI and seman-
tic communication to transmit the massive multimodal data.

While these communication technologies can enable the
communication layer in HDT, there are several opening issues
remaining. First, since multiple wireless communication tech-
nologies may be implemented simultaneously, interference
among them should be addressed to ensure reliable commu-
nications. Second, efficient resource optimization of commu-
nication resources is crucial to enable effective interaction
between PT and VT. Resource optimization should aim to
balance the use of available resources and minimize the delay
in data transmission. Third, ensuring the security and privacy
of healthcare-related data during transmission is critical. This
involves implementing appropriate encryption mechanisms
and secure communication protocols to prevent unauthorized
access to sensitive patient data. Additionally, different mea-
sures should be taken to ensure the integrity of the data, such
as digital signatures and secure timestamps.

In summary, addressing these communication-related issues
is essential to ensure the successful implementation of HDT.
Future research should focus on developing innovative solu-
tions for interference management, resource optimization, and
security and privacy protection to enable reliable and secure
communication in HDT.

V. KEY TECHNOLOGIES FOR COMPUTATION LAYER

Building HDT requires the assistance of powerful com-
puting systems. For example, achieving a profoundly immer-
sive experience through real-time rendering of PT, enabling
interaction-driven optimization through fast data analysis (e.g.,
the responsive facial expression during interaction [135]), all
of these require the support of unparalleled computing power.
However, the current central architecture based computation
paradigm cannot meet the fast-responsive and computation-
intensive requirements of HDT. Edge computing is capable of
providing real-time and supplementary computing capability,
and thus attracts a lot of attentions in HDT applications.

HDT generally relies on extensively complex AI algo-
rithms to continuously update each VT for enhancing reliable
diagnoses, predictions and accurate decisions to support coun-
terpart PT in the physical environment. To achieve this,
HDT requires accurate massive data and intensive computa-
tion power, which can hardly be met by resource-constrained
mobile and IoT devices. One may consider to enable task
offloading that allows high computation-demanding tasks to
be offloaded to more powerful cloud computing systems such
as AWS, AliCloud and Azure, to mitigate the computation
pressure on the mobile devices.

However, cloud computing suffers from many limitations:
i) high communication cost due to the high distance between
cloud servers and users; ii) network congestion due to the
massive amount of data that are simultaneously transmitted
over the network; iii) user data security and privacy issue due
to centralized storage. These motivate the continuous emer-
gence of edge computing as a promising, practical and efficient
solution because of its ability to bring computing capabilities
near users, thereby alleviating the need to transmit data to
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Fig. 12. The edge computing paradigm for HDT.

the central cloud for computation. Fig. 12 presents the edge
computing paradigm for HDT.

In this section, we firstly discuss the role of mobile edge
computing in HDT, and its benefits, i.e., addressing the
mobility issue of HDT and reducing the response time, in
Section V-A. Although mobile edge computing can be an ideal
solution for replacing the traditional centric cloud computing,
it hard to resolve computation burden brought by long-term
operations and large scalability of HDT under several scenar-
ios. In response, we further introduce an effective computing
paradigm, called edge-cloud collaboration, in Section V-B.
Finally, we summarize the reviewed papers in Section V-C,
and discuss several opening issues therein.

A. Multi-Access Edge Computing

Mobile edge computing (MEC) extends cloud comput-
ing capabilities to the edges of the ubiquitous radio access
networks (e.g., 3G/4G macro-cell or small-cell base stations)
that are close to mobile users [136]. With the capability of
providing pervasive, prompt and agile computation services
anytime and anywhere [137], [138], MEC continues to pro-
mote its adoption in HDT.

1) Addressing the Mobility Issue of HDT: With the adop-
tion of MEC, the mobility of HDT can be well addressed.
Martinez et al. presented a cardio twin architecture for the
detection of ischemic heart disease (IHD) [139]. Since the IHD
is time sensitive, an edge computing paradigm was integrated
into the cardio twin design. The design was implemented
on a modern smartphone with sufficient computing capabil-
ities. This makes the HDT implementation highly responsive
and accessible with the ability to cope with mobility. The
proposed HDT design collects data from multiple sensors,
medical records and social networks while performing DL
classification models for detection, prevention and reduction
of IHD risk. In a similar work, Díaz et al. in [140] proposed
a personalized HDT coach for physical activities to improve
training performance. The proposed HDT was implemented
on an edge platform. By optimizing ML algorithms, the HDT

coaching system was able to derive the performance of a
trainee (i.e., the similarity score between the coach and the
trainee) in real-time based on the estimation of trainee’s
pose, obtained through a camera integrated with the edge
device.

2) Reducing the Response Time: By adopting MEC, the
response time of HDT can be significantly reduced, particu-
larly the latency of feedback from the VT can be decreased
compared to using cloud computing alone [141]. This was
verified by the authors in [142], where two case studies
were carried out. In this work, a novel edge-based archi-
tecture for PH monitoring, named BodyEdge, was proposed,
consisting of two complementary components, i.e., a soft-
ware client installed on mobile devices and a hardware edge
gateway located at the edge of the network. The software
client acts as a multi-radio communication relay node and
enables the body sensor network (BSN) to reach the edge
gateway. The hardware edge gateway can be deployed on
resource-constrained hardware platforms supporting multi-
radio and multi-technology communication. The performance
of the proposed architecture was evaluated based on its abil-
ity to detect cardiac for users in two different scenarios,
i.e., workers operating in a factory and athletes training in
a fitness center. As expected, the obtained results demon-
strated that the response time of the centralized comput-
ing architecture is more than doubled compared to that of
BodyEdge.

3) Achieving the Extremely High Quality-of-Service (QoS):
With the adoption of MEC, the extremely high QoS of
HDT can be achieved. As presented in Table VI, the QoS
requirements for HDT applications are relatively stringent,
necessitating the assistance of MEC. For example, AR is a crit-
ical and widely applicable technology for HDT in monitoring,
diagnosis, surgery and rehabilitation, with the ability to enable
an immerse interaction of users with VTs. However, AR appli-
cations are considerably computation-intensive, putting a sub-
stantial computational burden on mobile devices. Therefore,
offloading AR applications to edge nodes can alleviate the
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TABLE VI
QOS REQUIREMENTS FOR HDT APPLICATIONS (COMPILED FROM [143], [144])

computational burden and reduce the latency of AR services,
thereby improving the experience of users in HDT. Peng et al.
in [145] explored the possibility of offloading the compu-
tation of AR applications in HDT to edge nodes while
considering users’ privacy protection and mobility. A novel
multi-objective meta-heuristic method was proposed, aiming to
preserve privacy, minimize the motion-to-photon latency and
energy computation while maintaining load balancing among
edge nodes.

However, several nontrivial challenges also arise for prac-
tical implementation of MEC in HDT. These include high
energy consumption, straining radio resources, high com-
putation burden on edge servers and data privacy. To this
end, some research efforts have been dedicated [137], [146],
[147], [148], [149], [150]. For example, an MEC-enabled
framework with the ability to support multi-user computa-
tion offloading and transmission scheduling for delay-sensitive
applications was proposed in [137]. By considering trade-
offs between local and edge computing, this work proposed a
novel mechanism to jointly determine the computation offload-
ing scheme, transmission scheduling discipline and pricing
rule. The results showed that the proposed mechanism can
ensure that no mobile user has the incentive to strategically
deviate the network-wide optimal management and maximize
the network social welfare. Furthermore, the authors in [146]
investigated the workload re-allocation for edge computing
with server collaboration. To achieve the equilibrium for
each edge server via minimizing expected costs (including
energy consumption, delay, transmission, configuration and
pricing costs), a novel cooperative queueing game approach
was proposed. Peng et al. in [148] focused on joint cost and
energy-efficient task offloading in the MEC-enabled health-
care system by designing optimal incentive schemes for HDT
to curtail the amount of task offloading. Particularly, the
interaction among MEC servers and HDT users was mod-
elled using the Stackelberg game to derive the optimal task
offloading decision for HDT users while activating the corre-
sponding reimbursement amount based on the amount of local
computing task.

Although MEC is a promising alternative to traditional
centralized cloud computing, the limited resources available
on edge servers (such as computation and storage resources)
make it difficult to handle long-term, large-scale HDT data
and extremely massive and intensive computation tasks. For
example, implementing an HDT brain requires 10,000 graph-
ical processing unit (GPU) cards (AMD, 16 GB Memory) to
simulate 86 billion neurons [151]. Fortunately, the edge-cloud
collaboration paradigm has recently emerged.

B. Edge-Cloud Collaboration

Edge-cloud collaboration combines the benefits of both edge
computing and cloud comping, thereby providing a promising
solution towards addressing the limitations of enabling either
the edge or cloud along [152]. In the edge-cloud computing
architecture, an end-user can offload complicated tasks to an
edge server. Each edge server can then decide whether to com-
pute the whole task or collaborate with the cloud server to
perform a part of it. The edge-cloud collaboration paradigm
can reduce overall latency and augment computation capac-
ity [153], [154]. This advantage is very useful in HDT for
optimizing the information processing procedure. Ghosh et al.
in [155] proposed an IoT-edge-fog-cloud-based framework
to provide PH services to users with minimum delay. The
system used IoMT devices in BSN to capture the medical
data of each PT. A smartphone was used as the edge device to
accumulate geo-location information of users, health data and
contextual data including the humidity, light intensity and tem-
perature. The accumulated data was initially processed inside
a fog device (e.g., roadside unit (outdoor) or small cell cloud
enhanced eNodeB (indoor)) before being forwarded to the
cloud. The cloud server then carried out an analysis to detect
any abnormality and subsequently send an appropriate alert to
users.

Edge-cloud collaboration ensures data distribution across
multiple edges, thereby reducing the risk of privacy leakages.

FL is recognized as a good match that can be adopted
in edge-cloud computing platforms to further improve the
data privacy. Generally speaking, FL is a distributed learn-
ing paradigm that allows each local device to perform local
training on its data while sharing the model updates rather
than raw data with the FL server for aggregation and update
of the global model [156], [157]. In the edge-cloud collab-
oration assisted FL framework, local model training can be
achieved at the edge, while model aggregation is carried out
at the cloud, as shown in Fig. 13.

This edge-cloud collaboration assisted FL framework can
significantly improve data security and privacy of HDT. For
instance, Okegbile et al. in [158] proposed a differentially pri-
vate federated multi-task learning framework for HDT that
integrates three key techniques – differential privacy, feder-
ated multi-task learning, and blockchain – to enhance the
security, privacy, and efficiency of human-to-digital twin con-
nectivity. Besides, anomaly detection (AD) in a centralized
healthcare ecosystem is often inherently plagued by privacy
and security issues (e.g., data poisoning) when sending med-
ical data of patients to a centralized server. To address this
issue, Gupta et al. in [159] proposed an FL-based AD model
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Fig. 13. Edge-cloud collaboration assisted FL.

by utilizing edge cloudlets to locally execute AD models with-
out sharing the data of each patient. A novel hierarchical
FL was introduced to allow aggregation at different levels
following multi-party collaboration (e.g., disease-based group-
ing or age-based grouping). This multi-party collaboration
eliminates the limitations of the traditional single aggregation
server. Additionally, the authors presented a proof-of-concept
implementation for HDT, where the data from each patient is
forwarded to the AD model, located in the edge cloudlet, to
detect any anomaly. Similarly, Wu et al. in [160] proposed
a novel edge-cloud-based FL framework for personalized in-
home health monitoring. From multiple homes at the network
edges, the proposed framework can learn a shared global
model in the cloud and ensures data privacy through the
adoption of FL.

C. Lessons Learned

The implementation of HDT will result in a series of
computationally intensive tasks that require a powerful and
fast-responsive computing service. In order to address the
challenges associated with HDT, researchers are exploring
the potential of using MEC and edge-cloud collaboration as
promising paradigms.

However, there are still several opening issues that need to
be considered. First, HDT may requires massive computing
resources for an individual task (e.g., evolution of PT), let
alone under a worldwide scenario, which significantly exacer-
bates the computing burden on the network side. Therefore, it
is imperative to develop novel computing resource allocation
schemes for MEC-based or edge-cloud collaboration-based
HDT. These schemes should aim to balance the computing
loads across different computing resources and optimize the
utilization of available resources. Second, in the context of
distributed learning, such as FL, effective incentive mech-
anisms are needed to attract more servers to participate in
the computing tasks of HDTs. These incentive mechanisms
can be designed to compensate servers for their contributions
to the computing tasks, such as offering high payments or
recognitions for their participation. In addition, the design
of these incentive mechanisms should consider the poten-
tial risks associated with the participation of servers, such as

Fig. 14. The roadmap of Section VI.

privacy leakages, and reduce these risks through appropriate
privacy-preserving methods.

VI. KEY TECHNOLOGIES FOR DATA

MANAGEMENT LAYER

Since every segment in HDT generates and exchanges
massive data constantly, data management for HDT is indis-
pensable. For guaranteeing the efficiency of such huge data
stream, it is required that data should be pre-processed, and
then stored in databases for later analysis. On top of these, data
security and privacy schemes, such as cybersecurity, privacy-
preserving mechanism and distributed ledger technology, are
also imperative in the data management for HDT.

In this section, we survey data management for HDT from
three perspectives, namely, data pre-processing, data storage,
and data security and privacy. Specifically, we begin by dis-
cussing data pre-processing in Section VI-A, which includes
data cleaning, data reduction, and data fusion. Then, we
present data storage in Section VI-B. In Section VI-C, we
discuss data security and privacy for HDT, which includes
cybersecurity, privacy-preserving mechanisms, and distributed
ledger technology. Finally, we provide a brief summary of this
section, followed by a discussion of several opening issues in
Section VI-D. We provide a roadmap of this section, as shown
in Fig. 14.

A. Data Pre-Processing

As previously mentioned, physical data in HDT have the
characteristics of heterogeneity, multiscale and high noises.
Hence, it is necessary to enable pre-processing such that issues
like missing data, data redundancy, data conflicts and errors
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can be properly handled [13]. Generally, data pre-processing
in HDT includes data cleaning, data reduction and data fusion.

1) Data Cleaning: Data cleaning mainly consists of noise
identification, noise removal, outliers detection and elimina-
tion, and data imputation.

1) Noise identification and removal: Data collected in
HDT are commonly contaminated by noise, which may
degrade the data quality, thereby affecting the overall
performance of HDT. Chiang et al. in [161] proposed
a fully convolutional network (FCN)-based denoising
autoencoder (DAE) to reconstruct the clean ECG sig-
nals from its noisy version. Xu et al. in [162] adopted
median filtering to facilitate the removal of noise in med-
ical images. Nasrin et al. in [163] applied a recurrent
residual U-Net (R2U-Net) based autoencoder model to
denoise medical images.

2) Outliers detection and elimination: An outlier is any
data object that deviates significantly from the rest and
thus its removal can improve the overall performance of
HDT. K-means clustering algorithm can be adopted to
detect outliers in health data [164]. Another popular out-
liers detection and elimination technique for health data
are density-enabled spatial clustering of applications
with noise (DBSCAN)-based method, which has been
used to detect and eliminate outliers in heart disease
datasets [165].

3) Data imputation: In HDT, massive medical data are
collected from multiple sources to achieve PT-VT syn-
chronization. Hence, such a system sometimes suffers
from missing data. To deal with this, the data imputa-
tion technique – a technique that replaces all missing
data based on the structure of the underlying datasets –
has been demonstrated to be an effective solution [166].
• K-nearest neighbors imputation (KNN-imputation)

algorithm is an effective technique when applied in
the field of bioinformatics to impute missing data.
For example, Barricelli et al. in [166] proposed a
team of HDTs, where each HDT tracks fitness-
related measurements that describes the behaviour
of an athlete on consecutive days. Since missing
data are inevitable in such a system, the authors
adopted the KNN-imputation technique to impute
the missing data for guaranteeing robustness to
noisy data while maximizing the data informative-
ness. A similar method was adopted in [167], where
Zhang et al. employed the KNN-imputation tech-
nique to replace the missing data in an HDT, to
support the diagnosis of lung cancer.

• DL-based imputation (DLI) technique has shown
its superiority when filling missing data, especially
for discrete ones. KNN-imputation method relies
on data continuity, while the medical data in HDT
are sometimes discrete. DLI can complete missing
values at the character level owing to its strong
nonlinear approximation capabilities [168]. Hence,
such a technique can provide better precision com-
pared with the traditional imputation methods and
is suitable in HDT with discrete data [99]. Tai et al.

in [99] adopted a DLI filling-enabled technique to
limit the impact of missing health data in HDT-
based surgery simulation. Phung et al. in [169]
proposed a DLI technique, called the overcomplete
denoising autoencoder (ODAE) model, to address
the missing data problem in health datasets. The
proposed ODAE model consists of two components,
i.e., a deep denoising autoencoder that extracts
the correlations between variables and a modified
loss function, which prioritizes learning the “real”
distribution of each variable.

2) Data Reduction: Since data collections in HDT are usu-
ally from multiple sources, such data are expected to include
invalid, non-informative and redundant data. It is thus essen-
tial to adopt appropriate data reduction techniques to reduce
the data dimensionality while maintaining the integrity of
the data and keeping the most informative data. Data reduc-
tion is commonly achieved by feature selection and feature
extraction.

1) Feature selection: Feature selection aims to select a
subset of relevant features while removing irrelevant
and redundant ones, to describe an object accurately
without inducing much loss of information. The exist-
ing feature selection methods can be classified into
three categories, namely filters, wrappers and embedded
methods [170].
• Filters evaluate the relevance of attributes without

involving any learning algorithms (induction algo-
rithms). As a result, filters are not computationally
costly and possess a good generalization capacity.
The widely discussed advantages of filters con-
tinue to motivate their usage by many researchers
to facilitate the feature selection process in HDT.
For instance, Alirezanejad et al. in [171] proposed
two heuristic filter methods – Xvariance and mutual
congestion – for gene selection in medical datasets.
Yuan et al. in [172] proposed a new multivariable-
synergy filter-based feature (gene) selection method,
called partial maximum correlation information
(PMCI), for microarray data. With the PMCI, the
authors defined a feature importance indicator –
variable importance in projection angle (VIPA) –
which was then used for ranking features when
selecting the feature subset.

• Wrappers require a performance evaluation of any
data analysis model to determine the relevance of a
selected feature subset. While interactions with data
analysis models (learning models) make wrappers
more computationally costly than filters, wrappers
tend to perform better [173]. Many studies have
devoted in wrapper-based approaches for feature
selection of HDT data. For instance, Almugren and
Alshamlan in [174] proposed a wrapper-based
feature selection algorithm for classifying cancer
microarray gene expression profiles. The algorithm
uses the FireFly algorithm along with a support vec-
tor machine (SVM) classifier named FF-SVM. In
an early diabetes prediction task [175], Le et al.
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proposed a novel wrapper-based feature selection
method using grey wolf optimization (GWO) and
an adaptive particle swarm optimization to optimize
the multilayer perceptron (MLP) with the aim of
reducing the required input features.

• Feature selection in embedded method is performed
as part of the model construction process. By this
feature selection method, the search for the best
subset of features is performed during the train-
ing process. Some efforts have adopted embedded
methods to facilitate the feature selection process
in HDT. For instance, Kang et al. in [176] modified
Lasso (a classic embedded method) for tumour clas-
sification in multi-class datasets. In [177], Li et al.
proposed an improved SVM-RFE (another classic
embedded method), called RFE with variable step
size feature selection for microarray data, where the
step size decreased with the number of selected fea-
tures, so that the time consumption can be greatly
reduced.

2) Feature extraction: Feature extraction is also known
as feature projection, aiming to extracts a set of new
features from the original ones.
• Principle component analysis (PCA) is an unsu-

pervised linear transformation technique commonly
used for feature extraction and dimensionality
reduction. Recently, several studies have used PCA
as a feature extraction technique for classification
in PH. For instance, Priya et al. in [178] proposed
a Grey-Wolf optimizer by combing the PCA and
the bio-inspired algorithm to extract the high-impact
features from HDT datasets. Reddy et al. in [179]
employed PCA to extract the most important fea-
tures from the cardiotocography dataset before
inputting such datasets into ML algorithms for
disease prediction.

• Convolutional neural network (CNN) has become
the most popular feature extraction technique and is
an efficient method with the ability to reduce data
dimension and produce a less redundant data set. To
leverage the efficiency of CNN, Hurr et al. in [180]
adopted the CNN algorithm to aid feature extrac-
tion of ECG signals. Liu et al. in [181] proposed
a CNN-based feature extraction solution to sup-
port medical data feature advancement. Yang et al.
in [182] carried out feature extractions of tumour
images by using two CNN models, namely Xception
and DenseNe.

3) Data Fusion: Data fusion refers to the process of merg-
ing data from several heterogeneous sources. Since in HDT,
data are collected via heterogeneous sources, the data fus-
ing process is a necessity. These multisource data may have
unequal distribution of data classes, where one class has more
instances than the others. Moreover, any data analysis that
mines useful information from massive data needs more com-
prehensive data rather than one type of data. Hence, data
fusion can enhance data collection, transmission, correlation
and synthesis of useful information from various information

sources in HDT. Conceptually, the data fusion level in HDT
can be categorized as: data-level fusion, feature-level fusion,
decision-level fusion [183], as summarized in Fig. 15.

1) Data-level fusion: Data-level fusion is a low-level fusion
that combines the raw data of users from multiple
sources. Such a low-level fusion is considered the sim-
plest method to achieve a combination of inputs and can
be performed at edge devices [184]. Generally, the data
in this fusion level are rearranged into a new matrix,
where all the data collected from heterogeneous sources
are placed next to each other. Recently, data-level fusion
has been widely adopted in HDT frameworks. For
example, Thung et al. in [185] carried out an image-
image fusion of PET and MRI images. The approach
concatenated clinical and imaging features into one sin-
gle feature vector before feeding them into the neural
networks. However, data-level fusion usually contains a
large amount of redundant data, and thus is not effective
when adopted alone.

2) Feature-level fusion: Feature-level fusion is generally
known as middle-level fusion and can be used to
combine features obtained from multiple sources. The
features are extracted by a preliminary feature extrac-
tion scheme to maintain relevant data while eliminating
the insufficiently diverse and non-informative data from
the datasets [186]. It is, therefore, unsurprising that this
paradigm has received a lot attentions in HDT appli-
cations. For instance, Ali et al. in [187] proposed a
novel framework that integrated both feature extraction
technique and feature-level fusion to support heart dis-
ease prediction. In the proposed framework, the data
of each heart patient were collected through various
IoMT devices. After that, valuable Framingham risk fac-
tors (FRFs) were extracted from the unstructured data.
Next, the proposed feature-level fusion approach was
used to accurately combine FRFs and data collected via
IoMT devices to generate more complete healthcare data
for heart disease. An information gain (IG) approach
was also developed to facilitate feature selection, while
adopting a conditional probability tool to compute spe-
cific weights for heart disease features to increase the
prediction accuracy. Finally, an ensemble DL classier
was trained based on the fused features to predict heart
disease in patients.

3) Decision-level fusion: Decision-level fusion generally
refers to the process of leveraging predictions (deci-
sions) from multiple models to make a final decision.
Typically, different modalities are used to train separate
models and the outcomes are combined into a complex
model to aid final decisions. Thus, decision-level fusion
can provide a global view and has also been extensively
studied in HDT applications. To name a few, Yoo et al.
in [188], through the mean value of predicted proba-
bilities from two single modality models, obtained the
final decision for the identification of patients with early
multiple sclerosis (MS) symptoms. Qiu et al. in [189]
trained three independent DL-MRI models and applied
voting techniques to combine them, thereby generating
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Fig. 15. An illustration of different data fusion techniques for HDT.

a fused DL-MRI model for mild cognitive impairment
diagnosis.

B. Data Storage

HDT is expected to produce massive amounts of data
including the demographics of PTs, clinical and medication
history data, real-time personal health data obtained through
pervasive sensing, genetic data, diagnostic trajectory, data
analysis results and social and geographical relocation data.
This requires massive storage to support various operations
in HDT [13]. Fortunately, the development of big data stor-
age frameworks such as the MySQL database, HBase and
NoSQL database has opened many opportunities to overcome
this challenge in HDT.

1) Hadoop Distributed File System (HDFS): Hadoop is
considered as the most famous platform for big data ana-
lytics. It uses a prime data storage system, called HDFS, to
store massive data in distributed environments [190]. HDFS
has two data categories: metadata and application data. These
data categories are stored separately. To be specific, the meta-
data are stored on a dedicated server, called the NameNode,
while the application data are stored on other servers called
DataNode [191]. All these servers are mutually connected
and communicate using TCP-based protocols. Owing to the
benefit in improving data storage reliability, space utilization
and fault tolerance, HDFS has been adopted to handle the
storage of large-scale and complex HDT data. Babu et al.
in [192] employed HDFS to store structured, unstructured
and semi-structured data from various sources. Gupta et al.
in [193] designed a Hadoop image processing interface (HIPI)
to process the massive amount of medical imaging data
simultaneously over a distributed cluster environment.

2) HBase: HBase is an open-source, non-relational dis-
tributed database model with the ability to provide row-level
queries and real-time read/write access to data [190]. Each
table in HBase is stored as a multidimensional sparse map,

with rows and columns, where each cell has a time stamp.
Hence, a cell value is uniquely identified. HBase offers both
linear and modular scalability. Besides, it strictly maintains
consistency of read/write operations which in return assists
in automatic failover. These make HBase a popular tool for
horizontal scaling of huge datasets [190] and is a possible
solution for HDT to enhance data storage. Addakiri et al.
in [194] proposed an HBase and MapReduce-enabled dis-
tributed healthcare data storage method, which was able to
write data in a batch insertion manner, thereby achieving a
better performance compared to traditional single insertion
methods.

3) OpenStack Swift: OpenStack Swift, also known as
OpenStack object storage, is an open source object storage
system, which provides a distributed, eventually consistent vir-
tual object store for OpenStack. Swift can store billions of
objects distributed across nodes and is capable of archiving
and streaming [195]. Besides, it is significantly scalable in
terms of both size (amounts of bytes) and capacity (amounts
of objects), and thus has been adopted in HDT to store regular
healthcare data. Akintoye et al. in [196] proposed a multi-
phase data security and availability (MDSA) protocol to secure
and improve the availability of healthcare data stored in the
cloud. The authors implemented the proposed MDSA proto-
col in OpenStack architecture, where the healthcare data stored
in Swift were secured and recoverable in case of a possible
occurrence of an adversary attack or cloud server failure.

C. Data Security and Privacy

HDT environments may suffer from various security threats.
Data security and privacy are important aspects of HDT imple-
mentations that require careful considerations [51], [52]. Next,
we discuss the main requirements of HDT from data security
and privacy perspectives.

1) Confidentiality: It implies that both obtained health data
and information, transmitted among PTs and VTs, are
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only accessible by authorized end-users, and is usually
achieved through the use of encryption and decryption
algorithms.

2) Data access control: It defines a privacy policy intending
to prevent unauthorized access to user information. Data
access mechanisms are often set up with different access
rights.

3) Data integrity: It requires that data accuracy (i.e.,
correctness and consistency) throughout the whole trans-
mission process (e.g, data sharing) cannot be changed by
unauthorized users.

4) Data authentication: It ensures proper authentications
of participating users. In the absence of a reliable data
authentication scheme, a malicious user may appear to
be legitimate, thereby exchanging false and misleading
data in the system.

Hereafter, we particularly survey some key technologies for
protecting security and privacy of HDT.

1) Cybersecurity: It has been revealed that cyber-attacks
are the most frequent causes of medical data breaches. An
adversary can violate HDT privacy and security requirements
by introducing ransomware attacks, stealing users’ information
and blackmailing patients. For example, attackers may launch
attacks on wireless personal area networks (WPANs), such as
replay attacks on BLE, and eavesdropping on ZigBee [197],
[198], to compromise the HDT resulting in organ hijack-
ing. Some typical cyber-attacks in the context of HDT are
elaborated as follows.

1) Denial of service (DoS): Attackers can flood WPANs
with excessive traffics or requests, resulting in DoS
attacks that can overload or disrupt the network’s
operations [199]. This can cause devices such as
wearable biomedical devices and smartphones in the
data acquisition layer of HDT to disconnect, and the
affected users may become unable to receive or send
information.

2) Battery exhaustion attacks: WPAN devices, including
wearable and implantable biomedical devices, are usu-
ally battery operated devices that enter sleep mode when
inactive. Battery exhaustion attacks force continuous
fraudulent connection requests to drain the battery and
cause the device to become unavailable [199].

3) Man in the middle (MITM) attacks: An attacker may
insert itself into the communication (e.g., BLE and
ZigBee) channel between two legitimate devices (e.g.,
between personal devices or devices and gateways),
while maintaining the facade that they are commu-
nicating with other directly [199]. For instance, both
legitimate generic access profile central and peripheral
devices will be associated with the impostor device
to monitor the messages between the two legitimate
devices.

4) Data modification: In HDT, an attacker may launch data
modification attack, thereby causing malicious behaviour
of HDT including denial of required treatments for the
concerned patient.

5) Data injection: In HDT, malicious data may be injected
to alter the normal execution process. Such an attack

can drive HDT into an unsafe state, making the system
susceptible to data loss, DoS and data integrity attacks.

6) Eavesdropping: In HDT, eavesdropping attacks can be
passive or active. An attacker quietly monitors mes-
sage transmission and gathers useful information for
the desired purpose in passive attacks. In contrast,
active attacks occur when fraudulent nodes participate
in communications, posing as legitimate ones to obtain
important information, such as healthcare-related data
and personal information, for misuse [199].

1) Intrusion detection system: Intrusion detection system
(IDS) is a critical security system aimed to manage
attacks on networks while recognizing malicious actions
in computer network traffics. IDS plays an impera-
tive role in supporting data security by discovering,
deciding and detecting unauthorized usage, duplication,
modification and demolition of data and data frame-
works [200]. For instance, Chen et al. proposed effective
algorithms for detecting low-rate DoS attacks in ZigBee
networks of HDT in [201]. They accomplish this by
combining Hilbert-Huang transforms with trust eval-
uation approaches, thereby enhancing the security of
ZigBee networks in HDT. Since most of the avail-
able IDS solutions can only detect attacks, but cannot
measure the attack severity. To this end, Ramos et al.
in [202] proposed a node security quantification proba-
bilistic model, based on the message security value and
the damage level, to quantitatively evaluate the impact
of compromised nodes on the integrity of data sent
via 6LoWPAN networks. Additionally, traditional IDS-
based security solutions usually suffer from a high false
positive rate (FPR) and often need manual modifica-
tions, making it very difficult to scale when adopted in
HDT [203]. The recently proposed ML-based IDSs well
address this issue. Schneble and Thamilarasu in [203]
designed and implemented a massively distributed, FL-
based intrusion detection system (FLIDS), which can
achieve high accuracy, low FPR and communication
cost, along with sufficient flexibility and scalability,
making it suitable for the detection of attacks in HDT-
enabled healthcare systems. Thamilarasu et al. in [204]
developed a novel mobile agent-driven IDS for HDT
using ML to secure the network of connected personal
biomedical devices. The proposed IDS was hierarchical,
autonomous and adopted regression algorithms to detect
network level intrusion and anomalies in sensor data.

2) Cyber resilience: Cyber resilience is the ability to
prevent, withstand and recover from cybersecurity inci-
dents (i.e., cyber attacks), which is a critical enabler of
trustworthy in the operation of HDT. Vulnerability toler-
ance is a fundamental requirement of cyber resilience in
HDT. Exploitable HDT vulnerabilities are critical secu-
rity threats to healthcare organizations and can affect
massive users [167]. One fundamental technology for
cyber resilience in HDT is the software vulnerability
detection technique. Existing conventional vulnerabil-
ity detection techniques can be categorized into static
and dynamic ones. Static techniques such as rule-based
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detection, code detection and symbolic execution, often
result in many false positives, while dynamic tech-
niques such as fuzz testing and taint analysis fre-
quently suffer from low code coverage problems [205].
To deal with these limitations, ML techniques have
been widely adopted in software vulnerability detection.
Lee et al. in [206] proposed an improved ML-based
static binary analysis technique to learn representa-
tions from code context. The obtained results showed
that software vulnerabilities can be detected with an
accuracy of 91% of the assembly code. Zhou et al.
in [207] introduced a graph neural network-based model
for graph-level classification through learning on a rich
set of code semantic representations to localize the
vulnerable functions among the source codes. Besides
these, Zhang et al. in [167] proposed a novel end-to-
end scheme by adopting bidirectional long-short-term
memory (LSTM) network with a self-attention mecha-
nism for cyber resilience. The mechanism can explore
a bi-directional relationship among some key codes,
thereby recognizing potentially vulnerable functions in
software projects for HDT. Similarly, a novel end-
to-end vulnerability tolerance scheme was proposed
in [47] to recognize and fix HDT vulnerabilities. A new
CodeBERT-based neural network was applied to bet-
ter understand risky code while capturing cybersecurity
semantics [47]. The technique has been demonstrated
to have great potential in the cyber resilience of HDT
through extensive evaluations.

2) Privacy-Preserving Mechanism: In HDT, network secu-
rity is not sufficient to enhance operations, since medical data
are also privacy-sensitive. Several common privacy threats in
HDT are listed in the following.

1) Attackers may eavesdrop data on the public communica-
tion channel compromising data transmitted in plaintext.

2) Since repeated keys are commonly used by users, it is
possible that an attacker may break into the data storage
server (e.g., cloud server) by brute force attacks based
on key dictionaries collected from other data leakages.

3) Honest-but-curious provider of data storage or com-
puting services (e.g., cloud server) may also try to
compromise the data privacy of HDT.

As visually illustrated in Fig. 16, the main privacy-
preserving mechanisms for HDT include cryptographic tech-
niques, anonymization techniques, differential privacy and FL,
which are reviewed in detail hereafter.

1) Cryptography: Cryptography is a critical enabling tech-
nology for HDT to protect the privacy of personal
health data in all segments. Cryptography techniques
can be classified into several categories based on dif-
ferent criteria, such as symmetric-key cryptography,
asymmetric-key cryptography, homomorphic encryption
and quantum cryptography.
• Symmetric-key cryptography and asymmetric-key

cryptography: Symmetric-key cryptography uses
the same key for both encryption and decryp-
tion, while asymmetric-key cryptography uses a
pair of keys, i.e., a public key for encryption

Fig. 16. Cryptography-based privacy-preserving mechanism for HDT.

and a private key for decryption. They can be
used to secure the transmission and storage of
sensitive healthcare-related data in HDT. As a
data source of HDT, the IoMT device introduced
in Section III monitors the health parameters of
the human body and generates health-related data.
These data must be kept safe from possible misuse
and modification. The resource-constrained char-
acteristic of IoMT devices, however, means it is
very difficult to carry out data encryption with
high-level cryptographic techniques. To overcome
this bottleneck, efficient lightweight cryptographic
techniques have been recently explored to sup-
port IoMT devices [208], [209]. Chaudhary and
Chatterjee in [208] proposed a novel block cipher-
based technique by performing matrix rotation, XoR
operation and expansion function to encrypt data.
Noura et al. in [209] designed a flexible lightweight
cipher using a one-round simple cipher scheme with
a dynamic key approach and introduced the concept
of dynamic chaining and block mixing. Apart from
the health data, the plaintext of query requests in
HDT should also be kept secret from the honest-but-
curious data storage server (e.g., cloud server) and
other devices. Zheng et al. in [210] designed an effi-
cient and privacy-preserving similarity query-based
healthcare monitoring scheme, called PSim-DTH.
Under such proposed scheme, the healthcare cen-
ters encrypt the data of each patient (e.g., EHR
data) before outsourcing such data to the cloud.
Then, the counterpart VT of a patient can launch
similarity range queries to the cloud server. The
cloud server is expected to return data records that
are similar to the patient, as the query results,
to the VT. Additionally, to speed up similarity
query efficiency while guaranteeing data privacy,
the authors adopted a partition-based tree (PB-tree)
to index the healthcare data and introduced matrix
encryption to present a privacy-preserving PB-tree-
based similarity range query (PSRQ) algorithm.
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• Homomorphic encryption: This is a special type
of encryption that allows computations to be per-
formed on encrypted data without first decrypting
it. The homomorphic encryption has been utilized
in healthcare system for protecting the security
and privacy of healthcare-related data, and such
paradigm can be also applied in segments of
HDT, such as in the communication layer, com-
putation and data management layer. For exam-
ple, Zhang et al. [211] proposed a FL mechanism
for deep learning of medical models in IoT-based
healthcare systems. They further employed homo-
morphic encryption to protect local models from
inference attacks on private healthcare-related data.
Shaikh et al. [212] utilized the fully homomorphic
encryption techniques to secure the ECG signals,
which helps the medical provider to record ECG
signals confidentially and to prevent mistreatment.

• Post-quantum cryptography: Post-quantum cryp-
tography can enable the HDT by providing a
secure method for protecting the privacy-sensitive
healthcare-related data that is exchanged between
PTs and VTs. With the emergence of quantum com-
puting, current cryptographic methods that are used
to secure sensitive data, such as EHRs, could be
vulnerable to attacks in the future. Fortunately, the
post-quantum cryptography is developed to resist
quantum computers and quantum computing-based
attacks. This means that post-quantum cryptog-
raphy can provide a high level of security and
privacy for HDT in PH applications. For exam-
ple, Mirtskhulava et al. [213] proposed a blockchain
scheme with hash-based post-quantum digital signa-
tures for securing EHRs. Xu et al. [214] proposed
a post-quantum public-key searchable encryption
scheme on blockchain (PPSEB) for E-healthcare
scenario to enable data sharing while ensuring secu-
rity and privacy. PPSEB employed a lattice-based
cryptographic primitive to ensure the security of the
search process and achieve the forward security to
avoid key leakage of medical information.

2) Anonymization: Anonymization captures the process of
removing identity information from health data to miti-
gate the risks of identifying the actual source or owner
of such health records. Majeed in [215] proposed an
anonymization scheme to enhance the data privacy of
EHR. The proposed scheme aimed at preventing iden-
tity disclosure even in the presence of pertinent back-
ground knowledge by adopting a fixed interval approach,
which classified the quasi-identifiers of the EHR data
in fixed intervals, while replacing the original values
with their averages. Aminifar et al. in [216] inves-
tigated the process of anonymizing data in a health
data sharing application to address the problem asso-
ciated with record-linkage and attribute-linkage attack
models. To ensure anonymization, the authors studied
anonymization as a constrained optimization problem,

where k-anonymity, l-diversity and t-closeness privacy
models were jointly studied. Recently, ML has been
demonstrated as a useful tool to enhance the anonymiza-
tion of health-related data. A common example of
an ML-based anonymization solution in the litera-
ture is generative adversarial networks (GANs)-based
anonymization. Angulo et al. in [217] proposed an
HDT architecture to support patients with lung can-
cer. The proposed architecture adopted GANs to ensure
anonymization of healthcare data (e.g., CT images
of a patient). Through GANs, fake health data (e.g.,
thyroid-related and cardiogram data) were also generated
in [218] by converting the original raw data, including
static data and dynamic data, into images to facilitate
their usage for GANs anonymization process.

3) FL: FL is a distributive AI paradigm which has opened
up new opportunities to ensure privacy in HDT by ensur-
ing that raw data of participants are not transmitted
during any data sharing process. The centralized AI
paradigm has the potential to suffer from privacy leak-
age because sensitive health data are transmitted through
public networks and processed by a honest-but-curious
cloud server. In contrast to centralized AI, FL promotes
distributed learning on end devices, where only gradi-
ents are transmitted to the central global model, thus
preserving the privacy [219]. Note that we have already
surveyed the applications of FL in HDT in Section V-B,
and therefore the details are not repeated again for
conciseness.

3) Distributed Ledger Technology: Distributed ledger tech-
nology (DLT) is a type of digital database that allows for the
secure and transparent recording and storage of data across
multiple nodes or participants in a network. Unlike traditional
databases, which are typically centralized and controlled by a
single entity, DLT is decentralized and distributed, with data
stored on multiple nodes in a network. One of the most well-
known technologies of DLT is blockchain, and hereafter, we
introduce the applications of blockchain in HDT in detail.

Blockchain is widely recognized as a distributed and decen-
tralized peer-to-peer (P2P) data storage mechanism, where
transactions are validated and appended to the chain if a con-
sensus is reached among a group of validators. Once the
information is stored in the blockchain, it cannot be modi-
fied [220], [221], [222]. As a result, blockchain becomes a
suitable technology to enhance security in HDT-enabled PH
applications and systems.

The procedure of a blockchain-enabled data sharing scheme
for HDT is presented in Fig. 17. In general, each end-user
possesses two keys: 1) a public key for encryption and 2) a pri-
vate key for decryption, as in asymmetric cryptography. From
the blockchain perspective, the private key is used to sign the
blockchain data, and the public key represents the unique iden-
tity. At the initial stage, a typical end-user (e.g., a smartphone
or a medical institution) signs a set of collected data crypto-
graphically using its private key and generates a unique hash
to form an unapproved data block. This hash is unique to such
a data block and changes if the data in the block is changed.
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Fig. 17. Blockchain for data sharing in HDT.

Fig. 18. Structure of the Blockchain.

After the generation of an unapproved data block, such a block
is broadcasted across the network to its peers (a peer-to-peer
network). Once the peers receive the signed data block, each
peer validates the block and disseminates it over the network.
All the involved end-users mutually validate the collected data
to reach a consensus. When consensus is reached, such a block
is hash-matched with the previous block in the blockchain and
then appended to the blockchain [223]. As shown in Fig. 18,
the blockchain structure generally consists of a group of linked
blocks. Each block in a blockchain architecture contains a set
of data and can be identified using a hash function, consisting
of the hash of the previous block, a proof of work (derived
by a special peer (called miner) in the validation process) and
the collected data [224].

1) Storing health data: When adopted in HDT systems,
blockchain can ensure the storage of health data in
an immutable, secure and reliable manner. Zhao et al.
in [225] proposed a blockchain-enabled health applica-
tion to enhance the protection and storage of physio-
logical signals collected through BSNs. All blockchain
nodes participate in ensuring a reliable system through
consensus mechanism and digital signature while using
hash chain technology to maintain the proposed health
blockchain. Similarly, Yue et al. in [226] proposed a

healthcare data gateway (HDG)-centric healthcare archi-
tecture for enabling each patient to manage and control
their medical data securely. The proposed architecture is
composed of three layers, i.e., data storage, data man-
agement and data usage layers. Despite the ability of
blockchain to ensure security and privacy when adopted
for storage, HDT applications are known to generate
a massive volume of data, which cannot be stored on-
chain. As a result, efforts are now focussing on how to
accommodate massive storage with blockchain without
compromising the overall performance.

2) Data access control: Rather than adopting blockchain
as a database, blockchain could be better used to ensure
data access control, thereby providing a secure data shar-
ing service. Zhang et al. in [227] proposed a double
blockchain-enabled secure storage and sharing frame-
work for EHR data. To ensure privacy, the EHR data
were first encrypted and stored in the cloud. After
this, the storage blockchain was used to store a com-
plete EHR data index, while the shared blockchain
stored the index of the shared part of the EHR data.
Users with different attributes can make requests to
different blockchains to share different parts accord-
ing to their permissions. A novel decentralized health
architecture was proposed in [228] for a cooperative
hospital network by integrating MEC and blockchain
technologies to improve data offloading and sharing
while ensuring users’ QoS and security awareness. In
this work, health data were encrypted and stored in
an edge-enabled interplanetary file system storage plat-
form. Furthermore, blockchain and smart contracts were
adopted to ensure auditability. For instance, Liu et al.
in [229] proposed a blockchain-based privacy-preserving
data sharing scheme for EHR data, where the original
EHR data were encrypted and stored securely in the
cloud while the indexes were reserved in a tamper-proof
consortium blockchain. Besides, the authors imple-
mented smart contracts in the consortium blockchain to
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secure the data accessed, while each request and access
activity were similarly recorded for future auditing.

D. Lessons Learned

Sheer volume of data are constantly being generated and
exchanged in HDT between the PTs and their corresponding
VTs. This presents significant challenges in data management.
Data generated in HDT exhibit characteristics of heterogeneity,
scalability, and with high noise, and therefore require pre-
processing, which includes data cleaning, data reduction, and
data fusion. After the process of data pre-processing, those
data require powerful data storage framework to store in robust
and efficient ways. Additionally, data security and privacy are
also crucial aspects of data management for HDT, which can
be enabled through key technologies such as cybersecurity,
privacy-preserving mechanisms and blockchain.

However, there are several opening issues that have not been
perfectly resolved to date. For example, the standardization
and interoperability of HDT data need to be developed, as
the lack of these may significantly degrade the data value.
This motivates researchers to further study the harmonization
of data formats, ontologies, and protocols to enable effective
data sharing and integration for HDT in PH applications.

VII. KEY TECHNOLOGIES FOR DATA ANALYSIS AND

DECISION MAKING LAYER

AI is one of the main fueling technologies to support the
design and implementation of HDT. Aside from its useful-
ness for model evolution, AI remains a significant tool for big
data processing. AI is capable of empowering machines with
human-like intelligence to support the mining of underlying
valuable information in big data. As shown in Fig. 19, in this
section, we explore the application of three main AI categories,
i.e., supervised learning with labeled data (e.g., KNN, SVM),
unsupervised learning with unlabeled data (e.g., K-Means,
GAN) and reinforcement learning (e.g., Q-learning) in HDT-
enabled PH applications and systems. We demonstrate how AI
can energize key functions of HDT, such as health monitoring
and diagnosis, prescription, surgery and rehabilitation.

In this section, we discuss AI-powered data analysis and
decision-making for HDT in PH applications, including diag-
nosis, prescription, surgery, and rehabilitation. Specifically, we
survey the role of AI in HDT applied to personalized monitor-
ing and diagnosis in Section VII-A. Then, in Section VII-B,
we focus on surveying AI-enabled HDT solutions for person-
alized prescriptions. Furthermore, we discuss the applications
of HDT in surgery and rehabilitation with the assistance of AI
in Sections VII-C and VII-D, respectively. Finally, we sum-
marize this section and propose several opening issues that
should be considered in the implementation of data analysis
and decision-making for HDT in Section VII-E.

A. Diagnosis

One of the key requirements in PH service is personalized
monitoring and diagnosis. By leveraging AI, HDT can provide
personalized and precise diagnosis services [230], [231]. For
instance, an ML-based human heart VT was proposed in [232]

Fig. 19. AI for data analysis and decision making in HDT applications.

for the detection of heart diseases. Implantable devices, such as
pacemakers and implantable cardioverter defibrillators, were
used to capture data related to heart conditions. The cap-
tured data were then transmitted to the cloud to support the
creation and storage of heart VT. A decision tree based on
an ML algorithm, was used to categorize the conditions of
patients according to real-time data obtained from the VT
as well as the previously stored health data in the cloud.
The decision tree classifier achieved an accuracy of 79%,
which was comparable with the traditional medical treatment.
Martinez-Velazquez et al. in [139] designed an edge-assisted
cardio twin platform for real-time detection of IHD. The
system adopted CNN to classify myocardial infractions (a
type of IHD) and non-myocardial infractions. The adopted
CNN framework was able to generate features from the ECG
and performs the classification task. The system achieved an
accuracy of 85.77% while achieving timeliness of 4.84 ms
to complete the classification of each sample. Similarly, an
HDT solution was proposed in [233] for patients in an IoT
context-aware environment. The HDT solution was necessary
to aid the monitoring of real-time health status as well as
detection of body metrics anomalies by building a novel ECG
heart rhythms classifier model that diagnoses heart disease
and detects heart problems. The results showed that LSTM
achieves the best performance in terms of accuracy, precision,
recall and F1 score. Another typical example is the diagno-
sis of the aortic abdominal aneurysm (AAA), a increasingly
growing dilation of the aorta with a risk of potentially lethal
rupture. Because of the high mortality rate of around 80%, any
successful treatment of AAA usually depends on how early it
was detected. In [234], the authors designed a cardiovascular
VT for the detection and diagnosis of AAA, in which HDT
was modelled through the adoption of the LSTM-based inverse
analysis. The CNN classifier was trained to extract features
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from the blood pressure waveform to detect AAA. The results
showed that the accuracy of the customized CNN in detecting
AAA achieves 99.91%, while the classification of its severity
can achieve 97.79%, which are surprisingly higher than those
by traditional clinics.

Compared to conventional DT, the provision of explanations
or justifications to verify the reliability of machine-enabled
predictions and decisions is particularly crucial in the field of
diagnosis. This is because the predictions or decisions made
by machines can directly impact the safety and well-being
of individuals, and reliable explanations or justifications are
essential for ensuring the credibility and confidence of the
results [76]. To this end, a new concept, called explainable
AI, has been proposed recently [235]. Explainable AI is capa-
ble of providing decision outputs based on the set of inputs
while also providing a set of supporting evidence. This tech-
nique has been integrated into HDT. For example, in the
HDT-based personalized elderly type 2 diabetes management
framework developed by Thamotharan et al. in [76], the local
interpretable model-agnostic explanations (LIME) was used to
explain the factors that may lead to hyper and hypo events in a
patient, thereby helping personalization and improving patient
behavior. Besides, Pitroda et al. in [236] developed a lung
disease identification model using the explainable AI tech-
nique. A customized CNN with the ability to obtain reasonable
performance in terms of classification accuracy was trained.
Then, a layer-wise relevance propagation (LRP)-based method
was proposed to quantitatively interpret the performance of the
CNN model.

B. Prescription

Here, we focus on surveying related AI-enabled HDT solu-
tions for personalized prescriptions, or also called personalized
treatment planning.

With HDT, prescriptions can be first tested on any coun-
terpart VT, located in the virtual environment, to understand
their performance, and then the resulted prescription with the
best performance can in turn be given to the corresponding
patient in the physical environment. For example, a high-
resolution HDT of an individual patient was constructed in [4]
to improve the personalized prescription process. To achieve
this, unlimited copies of the VT of a patient (which includes
all molecular, phenotypic and environmental factors relevant
to disease mechanisms in such a patient) were first created.
Different medications were then given to each copy of the
VT to computationally evaluate the medication with the best
performance. The patient was subsequently treated with the
optimal medication. Similarly, the authors in [237] developed
an HDT solution to detect sepsis. The solution was explicitly
designed following a causal AI approach to predict possible
responses to any specific treatment during the first 24 hours.
Specifically, directed acyclic graPH (DAG), also known as the
Bayesian networks, were used to define the casual relationship
among organ systems and actual treatments. In [238], another
HDT framework was designed to determine optimal treatment
decisions using survival and toxicity metrics. The system was
responsible for predicting treatment outcomes in head and

neck cancer patients relying on deep-Q-learning (DQN) [239].
The results showed that the mean and median accuracies can
reach 87.09% and 90.85%, respectively, while the survival rate
can increase by 3.73%. Given the prediction accuracy and pre-
dicted improvement in medically relevant outcomes obtained
by this approach, the authors concluded that HDT has the
potential to greatly help physicians to determine the optimal
course of treatment and assess the outcomes of it.

Predicting the course of any disease will help medical per-
sonnel when deciding the most appropriate treatments for each
patient. HDT has been proven to be a useful approach for
simulating disease progression due to its adoption of vari-
ous AI algorithms. Allen et al. in [102] adopted variational
autoencoder ML methods when creating HDT to forecast the
trajectories of multiple clinical measures in patients experi-
encing an ischemic stroke, a disease reported as the second
most common cause of mortality globally [240]. The proposed
method was demonstrated to be capable of accurately cap-
turing the cross-sectional and longitudinal properties of real
patient data. Moreover, HDT has proven to be a possible
solution for chronic neurological conditions [241]. Unlike
most ML-based solutions for disease progression prediction,
where only a single endpoint can be predicted, Fisher et al.
in [242] trained an unsupervised ML model, called condition-
ally restricted Boltzmann machine (CRBM), for individualized
forecasting of entire patient trajectories with Alzheimer’s dis-
ease. Synthetic patient data generated by the CRBM precisely
reflected the means, standard deviations and correlations of
each variable over time, while the results also showed that syn-
thetic data cannot be distinguished from actual data through
logistic regression. Another potential application is for the
cancer treatment. Although Stereotactic radiotherapy (SRT)
is an effective treatment modality for cancer patients with
spinal metastasis (SM), it may weaken the bone tissue and
further increase the risk of vertebral fracture (VF). Therefore,
predicting the risk of VF in SM cancer patients is crucial
for making better treatment strategies. The authors in [100]
designed an AI-assisted framework, called ReconGAN, for
creating a VT of the human vertebra and predicting the risk
of VF. The VF response of the final vertebra model was simu-
lated using a continuum damage model under compression and
flexion loading conditions. The authors in [243] designed an
HDT framework based on a modular AI-aid system, which was
used to model the whole human body and provide a panoramic
view of current and future pathophysiological conditions.

C. Surgery

According to WHO, more than 2.5% of patients die dur-
ing surgery or after surgery. This high mortality rate can
be attributed to in-surgery and post-surgery reactions, low
precision of the used technologies as well as lack of suit-
able experience of surgeons [244]. Fortunately, AI-enabled
HDT can be applied in preoperative, intraoperative, and post-
operative management for improve surgical accuracy and
precision [51].

AI-assisted preoperative planning can be an essential
method to guarantee surgical success. By the traditional way,
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surgeons prepare themselves for a surgical procedure by look-
ing at medical records and images, such as CT and ultrasound
of the concerned patient. This medical imaging-based pre-
operative planning routine includes anatomical classification,
detection, segmentation and registration [245]. To ensure more
accurate identification and classification of colon lesions and
anatomical landmarks in colonoscopy images, Jheng et al.
in [246] developed a CNN-based algorithm to classify benign
or malignant lesions of thyroid cancer in ultrasound images.
Rubinstein et al. in [247] applied an unsupervised learning
approach to detect and localize prostate cancer foci in dynamic
positron emission tomography (PET) images. To achieve this,
they trained a deeply stacked convolutional autoencoder to
extract statistical, kinetic biological and deep features from 4D
PET images. Torosdagli et al. in [248] developed a fully con-
volutional DenseNet-based automated image analysis software
for mandible segmentation of cone-beam computed tomogra-
phy (CBCT) images. A UDS-Net-based method was proposed
in [249] to segment teeth from dental CBCT images. The
proposed method consists of a U-Net with a dense block,
comprising multiple densely connected convolutional layers
and spatial dropout. Furthermore, a novel 3D deep super-
vised densely network (3D-DSD Net) was proposed in [250].
The proposed 3D-DSD Net consists of a U-Net with a dense
block and additional skip connections, to execute CT data
segmentation tasks of the small organs in the temporal bone.

Besides all above, several HDT-based preoperative plan-
ning platforms have also been developed. For instance, an
HDT-based remote surgical rehearsal platform was introduced
in [99] to improve surgical simulation experiences. This work
proposed a novel robust auxiliary classifier GAN (rAC-GAN)-
based intelligent prediction model to predict the pathology
of lung cancer with pulmonary embolism, and combined
mixed reality (MR) to project surgical navigation images.
Furthermore, an HDT-based laparoscopic surgery assisting tool
integrating AR and ML was developed in [251].

AI can enable surgical robots to achieve superhuman
performance. Learning from demonstration (LfD) is a preva-
lent paradigm for allowing robots to autonomously and intel-
ligently perform tasks using learned strategies [252]. The
paradigm is beneficial for surgical procedures, where surgical
robots can intelligently execute specific tasks or motions by
learning from surgeons’ demonstrations without tedious pro-
gramming procedures. For instance, LfD has been shown to
be a promising solution for aiding surgical robotic systems to
automatically execute soft tissue manipulation [253]. Human-
robot interaction (HRI) is another essential part of surgical
robotic systems. With the assistance of AI, the HRI enables
surgeons to control the surgical robot with touchless manipula-
tion [254]. A dense CNN-based model was developed in [255]
for 9-direction/36-direction gaze estimation. Then, with the
help of the proposed model, doctors can easily control the
robot by specifying the starting point and ending point of the
surgical robot using eye gazing. Fujii et al. in [256] performed
real-time gaze gesture recognition with the hidden Markov
model (HMM), allowing the laparoscope to pan, tilt and zoom
during surgery, whilst immune to aberrant or unintentional eye
movements.

D. Rehabilitation

Due to the increasing aging population, rehabilitation of
diseases like stroke poses a huge healthcare burden, result-
ing in a demand for new rehabilitation methods. One of the
most promising solutions for this problem is HDT with AI
assistance [36].

AI could assist HDT in predicting patient movements to
improve the performances of lower and upper limb reha-
bilitation. For the upper limb rehabilitation, a multi-stream
LSTM duelling-based motion prediction model was proposed
in [257]. Specifically, the multi-stream LSTM duelling was
employed to predict the trajectories with a multi-joint motion
of the human arm and then utilized the predicted angles as
input to control the trajectory of the exoskeleton robot, thereby
ensuring synchronization between the robotic and human arms.
For lower limb rehabilitation, Alekseyev et al. [258] have
developed an HDT-based rehabilitation system, featuring two
measuring modules located in the heel area, relying on a
micromechanical sensor with a three-axis accelerometer and
a gyroscope. The measurement data is analyzed using AI
algorithms to assess the level of recovery in walking skills.

AI can assist HDT in providing therapists with quantitative
analysis of patients’ rehabilitation status to improve prac-
tices [259]. As an example, Lee et al. in [260] designed an
intelligent decision support system for stroke rehabilitation
assessments. The design was able to automatically identify
salient features of assessment using RL to assess the quality
of motion while generating a summarized patient-specific anal-
ysis as an explanation of its prediction. A novel rehabilitation
assessment paradigm was proposed in [261], where a domain
expert and an AI-based system were integrated to collaborate
in executing complex decision-making tasks, such as stroke
rehabilitation assessment. The results presented in this work
showed that accuracy of decision-making can be significantly
increased via AI assistance.

E. Lessons Learned

AI is widely known as the key technology for data analysis
and decision making for HDT in PH applications. Generally,
there are three categories of AI algorithms, i.e., supervised
learning, unsupervised learning, and reinforcement learning.
These powerful algorithms assist HDT to analyze and mine
valuable information from HDT data, enabling intelligent
diagnosis, prescription, surgery, and rehabilitation.

However, there are still some opening issues that need
to be considered. First, although explainable AI has gained
significant momentum, its full-fledged explainability in the
healthcare domain can hardly be achieved, and the reliabil-
ity concern can never be neglected. Second, the training of
AI algorithms for HDT may incur significantly high comput-
ing costs, and therefore low-complexity AI models without
compromising accuracy are highly desired for HDT.

VIII. FUTURE RESEARCH DIRECTIONS

The adoption of HDT for PH is disruptive and revolutionary.
It can drive precise and effective interventions tailored to every
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user by duplicating a high-fidelity and interactive digital rep-
resentation of the real human body. Despite these advantages,
many technical issues hinder the implementation of HDT, and
thus can be seen as future research directions.

A. Data Scarcity in HDT

Data is the bedrock of HDT, but it has also become
a major bottleneck in the development of HDT. To create
hyper-realistic and hyper-intelligent testbeds, training datasets
for HDT are collected not only from PT, but also from
many medical institutions that possess larger amounts and
more comprehensive historical data. However, the data and
information in current medical systems are often fragmented
and severely segmented, resulting in data heterogeneity and
bias. Additionally, different medical institutions may use vari-
ous types of equipment, each with its own standards, resulting
in the absence of standardized data formats or interfaces.
Medical data is also relatively sensitive, and to protect patient
privacy, most medical institutions are reluctant to share their
data. These issues indicate the urgent need to develop a unified
and secure data management framework to break down data
silos, or to leverage artificial intelligence-generated content
(AIGC) to synthesize realistic datasets with a small amount
of real-world data, in order to overcome the data scarcity
challenges faced by HDT.

Use-case: In situations where a patient is afflicted by a
rare disease, the scarcity of adequate data required to cre-
ate a high-fidelity virtual model of the disease would have a
significant impact on the treatment process. For instance, doc-
tors may be unable to prescribe personalized medication based
on the versatile testbed function of HDT. In such scenario,
rare disease-related datasets from numerous medical institu-
tions become vital, and data management systems must be
interoperable to enable their seamless access. Moreover, syn-
thesizing the rare disease-related datasets via AIGC models
may be an alternative solution.

B. Mobile HDT

HDT implementation must consider PTs’ complex mobil-
ity patterns in the physical environment. These patterns can
be categorized into human positional and postural mobility.
Both positional mobility, like a PT moving from indoor to out-
door, and postural mobility, like lying and sitting, may cause
the PT-VT connectivity and service interruptions. These fac-
tors can impact the reliability, stability, security, and cost of
the implementation of HDT in PH applications. To guaran-
tee seamless and pervasive connectivity between a PT and its
corresponding VT during mobility, the location of each VT
must depend on the current location of its paired PT. With
this, a VT migration policy is essential to realize high-fidelity
HDT frameworks. Possible solutions to support mobility in
HDT include the adoption of multi-hop techniques as well
as edge-cloud computing-enabled HDT migration techniques.
The migration of HDT, however, raises other imperative chal-
lenges including handover issues, energy efficiency, security
and privacy, latency, etc., that need to be considered to ensure

its successful implementation. Thus, developing a novel frame-
work supporting the migration of HDT as well as formulating
key optimization parameters remains as an open problem.

Use-case: When a PT (representing a patient) is at home
and is equipped with various biomedical devices to collect its
real-time health data and upload to a server for updating the
VT, the server should be located near the home so as to be
fast-responsive. However, the PT is not confined to be at home,
and may move around to various places such as its workplace
or social events, or even on fast moving vehicles. Under these
circumstances, the VT should migrate to nearby servers along
with the PT as it moves, for ensuring seamless and real-time
connectivity between the PT and its corresponding VT.

C. Federated HDT in the Cloud/Edge Network

A corresponding VT of any typical PT may need to
be replicated and distributed in multiple computing servers
such as cloud-edge servers to achieve the federated HDT.
This is important since existing networks are known to be
resource-constrained in terms of storage, power, computing
and high-speed memory, making it difficult to maintain VT
on a single server. Similarly, massive and intensive computing
tasks are required for the construction and evolution of VT.
This is necessary to alleviate unnecessary performance bottle-
necks for HDT. Replicating VT across distributed networks
can enhance a collaborative data analysis process, thereby
eliminating resource constraint issues associated with a single-
server computation scheme. Furthermore, VT replication on
multiple servers can ensure fault tolerance. In a single-server
mechanism, a server failure will hinder the required seamless
PT-VT connectivity, making it difficult to achieve synchro-
nization at any time. PTs in federated HDT can maintain
synchronization even in the presence of one or more server
failures by switching to another functioning server containing
its VT. To achieve federated HDT, many research questions
must be answered. For example, a) how can we replicate
and distribute VTs across multiple servers in the network;
b) what are the methods to achieve synchronization among
these distributed VTs; c) what are the possible collaboration
mechanisms for VTs; and d) how can we ensure reliable con-
nectivity between any PT and its counterpart VTs; e) how to
adaptively orchestrate the computing and networking resource
for heterogeneous tasks in the federated HDT, which may be
located in different places and have different QoS require-
ments. These and many other issues related to federated HDT
require further investigations.

Use-case: Suppose an HDT is collecting real-time health
data from multiple data sources for implementing HDT con-
struction, evolution and data analysis, etc. The amount of data
may be too large to be stored and processed on a single server
with constrained resources, while the HDT is expected to keep
seamless PT-VT connectivity in case of a single server fail-
ure. In this scenario, the federated HDT can be adopted by
replicating and distributing the VT of the PT across multiple
cloud and edge servers. Each server can store a portion of
the VT and the data will be synchronized among the servers
in real-time. By this way, the PT can always keep up-to-date
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and available, even if one of the servers collapses. Besides,
the replication of the VT across multiple servers will allow a
collaborative data analysis process, accelerating the speed of
the data analysis process.

D. Interoperable Management of Subsystems in HDT

Human body is an extremely complex system composed
of many tightly-coupled subsystems, including the circula-
tory, respiratory, digestive and nervous systems. Each of these
systems has its own unique functions, but they also closely col-
laborate and influence each other. Similarly, the orchestration
of an individual’s health data management layer should follow
these subsystems, with each supporting its own corresponding
DT, such as the circulatory system DT. The data manage-
ment of these DTs should be designed to support the mutually
sharing of information, while also ensuring interoperability
on semantic, data, and other levels. This will enable fully
integrated and optimized personalized healthcare services.
Promising solutions may be integrating semantic interoper-
ability based on ontologies and model transformation-based
approaches.

Use-case: Consider applying HDT to personalized moni-
toring, and focus on the collaboration of the respiratory and
circulatory system DTs. When a PT is exercising, the res-
piratory system needs to increase efficiency to deliver more
oxygen to lungs, while the circulatory system needs to pump
more blood to muscles, resulting in a feedback loop between
these two systems. In its HDT, if the respiratory and circu-
latory system DTs cannot achieve data level interoperability,
it would fail to accurately modeling the body’s physiological
processes. Therefore, the management layer needs to ensure
that there is seamless coordination and interoperability among
each of the subsystems’ corresponding DTs.

E. Effective and Efficient Interface Design

Interface design for the networking architecture supporting
HDT in PH is critical to the integration of all layers across the
data acquisition layer to the data analysis and decision mak-
ing layer. It is expected to be human-centered, multi-modal,
secure, efficient, scalable, interactive and standardized. Firstly,
the interface design for data acquisition should prioritize the
comfort of patients and ensure seamless integration among
multiple heterogeneous medical sensing hardware and commu-
nication approaches. For example, a skin-integrated wireless
haptic interface [262] can be designed as a comfortable and
user-friendly way to enable data interaction between a PT-VT
pair. Secondly, the interface design should consider multi-
modal input and output design, including audio, gesture, video
signals, and the ability to handle large volumes of data while
maintaining high levels of accuracy and reliability. Thirdly,
the interface design should consider efficiency and scalabil-
ity, especially in handling massive and complex computing
tasks in PH services, which usually involves collaborations
among multiple parts of “human”. This requires the interface
design to consider parallel processing and distributed comput-
ing for optimizing the performance of the computing layer
in HDT. Fifthly, the interface between the data analysis and

decision-making layer and users be intuitive, such that users
are able to interpret and perceive feedback of VTs easily (e.g.,
drug response and future disease progression). Last but not
least, designing a standardized interface for HDT is important
to simplify the management of resources required for HDT
implementation. The standardized interface can provide a uni-
fied way for users to access various resources, improving the
efficiency and effectiveness of PH service delivery.

Use-case: Suppose that there is a scenario in which a doctor
uses a patient’s HDT as a testbed for prescribing personalized
medications. The doctor inputs a virtual candidate drug into
the VT, and the VT visualizes the drug-disease interactions
through the carefully designed user interface. By doing so, the
doctor can vividly and intuitively understand the performance
of the tested drug through the interactive interface, making
informed decisions with ease.

F. Intelligent Blockchain for HDT

Blockchain is an important enabling technology of HDT to
protect the security and privacy of users. However, blockchain-
enabled systems can suffer from high latency due to the
common adoption of complicated consensus mechanisms nec-
essary to validate each transaction. Thus, intelligent blockchain
solutions are required to ensure security and privacy, while sat-
isfying the ultra-low latency requirement in HDT. Moreover,
such an intelligent blockchain should be implemented in both
the virtual and physical environments to ensure proper vali-
dation of every activity between each PT-VT pair as well as
activities among VTs in the virtual environment.

Use-case: Imagine a scenario where medical staff are inter-
vening in a patient in an emergency through HDT, where
medical staff need to access massive data in blockchain-
enabled HDT with frequent and timely interactions. However,
the traditional blockchain may hinder this process due to
its high latency in complicated consensus mechanisms. For
this problem, the intelligent blockchain with lightweight con-
sensus mechanism can be adopted to provide fast-responsive
validation process without comprising security and privacy.

G. Full-Fledged Explainable AI for HDT

The role of AI in HDT should not be underestimated.
Particularly, decision explanation is a crucial factor in HDT.
While AI has shown its strong muscle for providing reli-
able data analysis in the existing literature, it is generally
referred to as a black box model, due to its inability to offer
details and understandable explanations for its decisions. This
explainability feature is, however, essential in the healthcare
domain to ensure trust and confidence in decisions. In other
words, transparency in AI-based data analysis is required.
To support medical personnel and improve their efficiency,
HDT should provide full-fledged explainable recommenda-
tions. This will assist medical professionals in reaching safe
and reliable decisions to provide PH services to each indi-
vidual. Although explainable AI has recently started to attract
some attentions [235], more efforts are needed to investigate
how this concept can be integrated to facilitate decision mak-
ings in HDT systems and applications. The current explainable
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AI solutions are also lacking in precision and detail, making
the need for more in-depth research in this area a necessity.

Use-case: Take the remote monitoring and management of a
patient with chronic conditions by HDT as an example, where
HDT with AI can alert the patient or its healthcare profession-
als when the health status is abnormal for intervention. The
lack of transparency in AI-based decision-making can make
it difficult to understand the reasons behind the recommen-
dations, and thereby results in reliability concerns. Therefore,
the integration of full-fledged explainable AI with HDT can
help improve the transparency and trustworthiness of AI-based
recommendations, so that healthcare professionals can follow
the reasons to infer the pathology. Ultimately, the integration
of the full-fledged explainable AI will help medical profes-
sionals make more informed decisions and provide better care
to patients with chronic conditions, even in remote settings.

H. Generalized AI for HDT

HDT-enabled PH systems may integrate a variety of AI
algorithms such as KNN and SVM that need to be trained
by labelled data. However, most health-related data in HDT
are unlabelled. To improve performance, new AI algorithms
that can efficiently perform training using unlabeled data are
required to facilitate real-time and reliable decisions in HDT.
Furthermore, the development of training-specific AI models
for each task is time-consuming. The development of general
artificial intelligence (GAI) through transfer learning [263] and
meta-learning [264] opens several opportunities of alleviating
the need for redundant computation.

Use-case: Consider that a patient with a chronic disease,
such as diabetes, is being monitored through its HDT. The
HDT collects a large amount of health-related data from
various sources, such as wearable biomedical devices and elec-
tronic health record, but a significant portion of these data
are unlabelled. In order to provide the patient with real-time,
accurate and reliable recommendations, the HDT needs to
incorporate AI algorithms which can be efficiently trained by
using these unlabelled data. In addition, instead of develop-
ing training-specific AI models for each task (e.g., tasks like
glucose level prediction and providing healthy lifestyle rec-
ommendations), HDT should incorporates GAI for reducing
redundant computations.

I. Green HDT

Implementation and evolution of HDT will require a lot
of resources. To enhance users’ QoE, cloud-edge computing
solutions will be essential to enhance interactions among vari-
ous PTs and VTs, while providing real-time and precise health
monitoring. Hence, the energy requirements to support mas-
sive communication and computation in HDT will continue
to rise, exacerbating energy consumption while increasing
environmental concerns such as greenhouse gas emissions.
Additionally, as the report published by United Nations, HDT
will pose serious risks for the sustainable development [265].
To this end, green communication and computing services
for HDT, termed as green HDT, are therefore imperative to
achieve sustainability, although it is presently unclear how

such an energy-efficient scheme can be achieved. New research
directions needed to achieve green HDT include i) the devel-
opment of new architectures with a focus on sustainability to
support green cloud-edge networking and computing in HDT,
ii) design and development of novel energy-efficient resource
allocation schemes with the ability to support green HDT,
and iii) integration of green HDT with other emerging green
technologies for enhancing efficiency.

Use-case: The maintenance of HDT on the network side
requires significant resources (e.g., storage, communication
and computing), which exacerbates the energy consumption
and thereby leads to environmental concerns. Green HDT can
be adopted to alleviate the energy burden resulted from the
implementation of HDT on the network, through developing
new energy-efficient architectures of HDT, designing green
resource allocation schemes to increase the energy utilization
efficiency, or integrating green HDT with other emerging green
technologies, such as energy harvesting with renewable energy
sources or energy storage and dispatch systems.

J. Metaverse

As a disruptive next-generation technology, Metaverse may
revolutionize human lifestyles. Metaverse users are telepresent
and immersed in a virtual world as human-like avatars, act-
ing as VTs of their corresponding PTs. In addition to VTs of
HDTs, the next-generation DT-enabled environment will also
include other DTs, such as city DTs, unmanned aerial vehicle
DTs, and satellite DTs. With an expected emergence of a mas-
sive diversity of DT objects in the Metaverse, malicious DTs
and activities have become inevitable. For instance, VTs with
a large volume of sensitive individual medical data may be at
risk from malicious DTs, which can launch attacks to compro-
mise VTs in the virtual world, causing significant destruction.
To prevent this, HDT requires effective security and privacy
mechanisms to protect VTs in such complex Metaverse envi-
ronments. Recently, researchers have made the first attempt
to use HDT technology to simulate the cognitive patterns of
malicious hackers for proactive cybersecurity defense in the
Metaverse [266].

Use-case: Envision that in the Metaverse, a user with type
1 diabetes has a VT in the virtual world. Such VT monitors
the user’s blood sugar levels and insulin dosage in real-time,
providing constant feedback to the user’s healthcare profes-
sionals in the physical world. However, due to the lack of
supervision, the VT may be compromised by a malicious DT
in the Metaverse, which gains access to the user’s medical
data and begins tampering with the blood sugar readings. This
potentially leads to fatal consequences for the user if it is
not detected and corrected quickly. To prevent such attacks,
the HDT in the Metaverse should be equipped with advanced
security and privacy mechanisms. These mechanisms tailored
to HDT in Metaverse detect anomalies, such as unexpected
changes in the VT’s behavior or data.

IX. CONCLUSION

In this survey, we have introduced the networking archi-
tecture of HDT in PH applications, and then, systematically
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surveyed the key supporting technologies for implementing
such networking architecture. We first present the motiva-
tion of HDT, along with its definition and core benefits.
Then, we compare HDT with the conventional DTs, and fur-
ther clarify that the traditional DT in healthcare is evolving
toward HDT. After that, we illustrate its universal framework,
essential functions, design requirements and challenges. After
providing an overview of the networking architecture and key
supporting technologies for HDT, we comprehensively review
different data acquisition approaches (i.e., pervasive sens-
ing and electronic health record), communication techniques
(i.e., on-body and beyond-body communications), computing
paradigms (i.e., multi-access edge computing and edge-cloud
collaboration), data management processes (i.e., data pre-
processing, data storage and data security and privacy), data
analysis and decision making methods (i.e., artificial intelli-
gence in various healthcare applications), all in the view of
HDT and its end-to-end data stream processing procedure.
Finally, we outline the future research directions of HDT.
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