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PPRP: Preserving Location Privacy for Range-Based
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Abstract—In this paper, we propose a privacy-preserving range-
based positioning scheme, named PPRP, which can preserve the
location privacy of both user equipment (UE) and anchors (ACs) in
mobile networks. Specifically, PPRP is established on a decentral-
ized trust-based framework that divides trust between two location
management function (LMF) servers. With such a framework,
UE and ACs are allowed to securely upload their range/range-
difference measurement data to LMF servers using lightweight
additive secret sharing techniques (ASS) instead of cumber-
some cryptographic operations. Then, PPRP takes secret-shared
measurement data as inputs and decomposes UE’s location esti-
mation procedures into secure two-party matrix computation sub-
protocols, which are elaborately crafted using somewhat homo-
morphic encryption and randomization techniques to ensure both
efficiency and privacy preservation in positioning. Furthermore, to
mitigate the negative effects arising from non-line-of-sight (NLoS)
ACs, PPRP achieves privacy-preserving residual-based NLoS anal-
ysis. To this end, we additionally propose a series of secure two-
party sub-protocols to support various non-linear functions, in-
cluding comparison, division, square root computation, oblivious
shuffle and sorting. These sub-protocols serve as fundamental
modules that can be effectively combined to perform sophisticated
operations of NLoS analysis in a privacy-preserving manner. A
comprehensive simulation-based security analysis demonstrates
that PPRP can achieve location privacy preservation. Finally,
we develop a proof-of-concept prototype and conduct extensive
experiments to show PPRP’s high performance in terms of po-
sitioning accuracy, computational efficiency, and communication
complexity.

Index Terms—Decentralized trust, LoS/NLoS identification,
location privacy, multilateration, range-based positioning.
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1. INTRODUCTION

OCATION-BASED services (LBSs), such as navigation
L and Points of Interest (POI) recommendations, have be-
come indispensable services in our daily lives, providing tailored
and high-quality services based on mobile users’ locations [1],
[2], [3]. The fundamental prerequisite for LBSs is that users can
obtain and upload real-time and precise locations using posi-
tioning systems. One of the most famous positioning systems
is the global navigation satellite system (GNSS), which allows
users to locate themselves by relying on signals transmitted
from satellites orbiting Earth. Although GNSS, such as GPS, is
highly effective, it may not always be available, particularly in
urban areas [4], [5]. Consequently, ubiquitous mobile networks
have become an alternative choice, where users can connect
to nearby mobile reference points, also known as anchors, and
analyze location-dependent parameters between them to achieve
self-positioning [6]. Many positioning techniques can work in
mobile networks, utilizing various parameters such as time of
arrival (ToA), receive signal strength (RSS), and time difference
of arrival (TDoA). Among them, range-based positioning based
on multilateration, is one of the widely adopted methods [7].

Range-based positioning methods typically require at least
three anchors (ACs) and user equipment (UE, referred to as the
requested user) to participate in the positioning process. ACs and
UE collaboratively utilize measurement data, including range
or range-difference measurements between AC and UE, and
location information of ACs, to estimate the UE’s current loca-
tion. During this process, location privacy leakages may occur,
leading to serious security issues and privacy concerns [8], [9].
On one hand, since ACs may not be limited to fixed base stations
and could be moving vehicles or unmanned aerial vehicles, they
may not be willing to publicly share their locations and may
prefer a privacy-preserving setting [10], [11], [12], [13]. On the
other hand, the eventual positioning results may be passively
leaked because the computations of location estimation are
always conducted by third-party network servers instead of
being fully controlled by the requested user. Therefore, many
state-of-the-art schemes that aim to achieve privacy-preserving
range-based positioning have been proposed recently [14], [15],
[16], [17], [18], [19].

These works generally adhere to two positioning frame-
works and correspondingly rely on different secure and privacy-
preserving techniques. In a pervasive computing framework
where privacy-preserving computations are performed by UE
and ACs, traditional secure multi-party computation techniques
such as garbled circuits can be adopted to achieve secure po-
sitioning [19], although they may come at the cost of low
efficiency. In addition, there exist a popular lightweight tech-
nique known as privacy-preserving summation [14], [17], [20].
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The privacy-preserving summation technique allows multiple
ACs and UE to add self-generated noises (randomness) to
range/range-difference measurement data. The added noises can
then be cancelled out with each other after aggregating the noised
measurement data in a particular format. In this way, the privacy
is protected as individual’s measurement data are hidden by
noises before aggregation and also concealed in an aggregated
form. With the aggregated measurement data, the estimated
location can be computed and obtained by UE. Different from
the pervasive framework, another positioning framework needs
the deployment of a centralized location management function
(LMF) server as an aggregator. The aggregator is responsi-
ble for securely collecting UE and ACs’ measurement data
and performing the positioning. To preserve location privacy,
fully/partially homomorphic encryption techniques or secure
hardware techniques can be applied, enabling ACs and UE to
encrypt measurement data as ciphertexts, and all computations
executed at the centralized aggregator are transformed to cipher-
text operations or secure enclave operations [18], [21], [22].

Different from the above, we propose a decentralized trust-
based positioning framework that divides the trust on a cen-
tralized location management function (LMF) server into two
independent LMF servers, e.g., two edge servers [23]. Unlike
existing works under the pervasive framework, UE and ACs are
only responsible for reporting measurement data to LMF servers
and can go offline afterwards. In other words, under our proposed
decentralized trust-based positioning framework, UE and ACs
do not need to participate in the location estimation process.
This design allows for the use of lightweight additive secret
sharing techniques to upload measurement data in a privacy-
preserving manner, significantly reducing computational and
communication burdens. Furthermore, all computations of lo-
cation estimation are outsourced to LMF servers, making the
framework suitable for IoT scenarios with resource-constrained
devices. Since two LMF servers are deployed and can interact
with each other for achieving privacy-preserving computations,
heavy ciphertext computations introduced by homomorphic
multiplications can also be evaded to some extent, which makes
location estimation more computation-efficient than existing
works that employ fully homomorphic encryption under the
centralized framework [22].

With such a decentralized framework, a remaining issue is
how to construct a compatible and efficient privacy-preserving
range-based positioning scheme. To tackle the issue, we begin
by disassembling the procedures of location estimation into
matrix computations, and then achieve privacy-preserving lo-
cation estimation using an extension and hybrid combination
of two secure two-party sub-protocols for computing matrix
multiplication and matrix inverse. These two sub-protocols are
carefully tailored based on somewhat homomorphic encryption
and randomization techniques, and it can be noted that, by set-
ting proper parameters, the somewhat homomorphic encryption
can be a better choice than the common Paillier homomorphic
encryption and can provide higher computational efficiency in
our decentralized framework. In addition, we address the issue
of how to perform privacy-preserving non-line-of-sight (NLoS)
analysis. The issue is challenging, considering that LoS/NLoS
identification algorithms are complex and involve different kinds
of sophisticated no-linear computations such as comparison,
division, square root computation, oblivious shuffle and sorting.
To overcome the challenge, we further design several secure
two-party computation sub-protocols by elaborately converting
plaintext algorithms into ciphertext algorithms. The proposed
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sub-protocols are then utilized as basic secure modules to realize
privacy-preserving LoS/NLoS identification based on residual
analysis [24], [25]. In summary, the contributions of the paper
are three-folds:

e First, a set of secure and efficient two-party computation
sub-protocols are proposed as basic modules to achieve es-
sential functions such as comparison, square computation,
matrix multiplication, integer mapping, matrix inverse, ab-
solute value difference, division, square root computation,
oblivious shuffle, and quicksort. These sub-protocols are
distinct from other secure two-party sub-protocols that rely
on beaver triples. Instead, they are constructed entirely
using somewhat homomorphic encryption, which elimi-
nates the need for time-consuming offline preprocessing.
These sub-protocols may be applied to other schemes with
independent interest.

e Second, we introduce a decentralized trust-based frame-
work into range-based positioning and propose a privacy-
preserving range-based positioning scheme under the
framework, named PPRP. PPRP differs from existing
works in that it utilizes lightweight techniques that are
suitable for devices with limited resources. Additionally,
PPRP supports privacy-preserving LoS/NLoS identifica-
tion based on residual analysis, which is a more efficient
and effective approach compared to other methods.

e Third, we define a simulation-based location privacy model
for range-based positioning, and prove that PPRP achieves
location privacy preservation under a semi-honest adver-
sarial model. Also, we develop a proof-of-concept proto-
type using Python to demonstrate that PPRP achieves high
performance in terms of positioning accuracy, computa-
tional efficiency, and communication complexity.

The remainder of this paper is organized as follows. In
Section II, we introduce the system model, define the adversar-
ial and security models, and identify the design goals. Then,
we present preliminaries in Section III and propose a series
of secure two-party sub-protocols as basic modules in Sec-
tion I'V. Next, we give the detailed constructions of the proposed
privacy-preserving range-based positioning scheme (PPRP) in
Section V. Subsequently, security analysis and performance
evaluation are presented in Sections VI and VII, respectively.
Finally, Section VIII reviews some related works and Section IX
draws the conclusion.

II. MODELS AND DESIGN GOALS

A. Range-Based Positioning Model

Range-based positioning is a widely adopted positioning
method in mobile networks, in which N > 3 nearby anchors
(ACs) can collaborate with each other and user equipment (UE)
to help position UE’s locations with range measurements or
range-difference measurements. For various positioning scenar-
ios, ACs may be cellular base stations [26] or other mobile probes
such as unmanned aerial vehicles [27].

A high-level procedure of range-based positioning is as fol-
lows: 1) UE first broadcasts a signal which can be captured by
nearby N ACs; 2) among N ACs (AC;, ACs,...,ACy), one
AC is chosen as the home AC (AC;), and other neighboring
ACs are the non-home ACs; 3) UE and N ACs can perform
range/range-difference measurements according to location in-
dependent parameters such as time of arrival (ToA), time differ-
ence of arrival (TDoA), and received signal strength (RSS); and
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4) with the inputs of measurement data, least-squares methods
can be applied to estimate the location of UE [28].

Without loss of generality, we use (z;,y;) to denote the
location of AC; (i =1 to N) and use (zg, o) to denote the
location of UE, and there exist two conventional least-squares
(LS) location estimation methods for range measurements and
range-difference measurements: SR-LS and SRD-LS [28].

SR-LS Method: The range (distance) between AC; (i = 1 to
N)and UE is measured, and is denoted by d; = d; + e;, wheree;
is the measurement error and d; = \/(33z —x0)? + (yi — yo0)?
is the exact euclidean distance between AC; and UE. With
the measured distances and exact locations of ACs, an SR-LS
method can be applied to estimate UE’s location z = (¢, yo):

z=(ATA)TATD, (1)

where b= (23 +yf —a?—y} —di+d3, 23 + 13 — a2 -
yi —d® +d3, ..., 2% +yd — 23—yl —di +d?)T, and

20wy —m1)  2(y2 —y1)

2 - 2 -
A (ﬂfs. 1) (y3. Y1) ' )

2(z N _ r1) 2(yn .— Y1)

SRD-LS Method: The range-difference measurement between
AC; (1 = 2to N) and AC; is represented by d;; = |d; — di| +
ei1, where e;1 is the measurement error. Similarly, with the mea-
sured differences and exact locations of ACs, an SRC-LS method
can be applied to estimate UE’s location z = (x¢, Yo, d1):

1
7z = i(ATA)*lATb, 3)
where b= (d3, — 23 —y3 + a3+ 43, d3, — 23—y + a2l +
yi, ... dy, — 2% —yk + 21 +yf)7T, and
r1 — T2 Y — Y2 C221

T, — I3 Y1 — Y3 CZ31

“)

1 — TN Y1 — YN CZNl

Based on the latest 3GPP standard [29], there are two gen-
eral system models for range-based positioning : 1) (Down-
link model denoted by DL) UE is responsible for range/range-
difference measurements and 2) (Uplink model denoted by UL)
ACs perform range/range-difference measurements. For both
models, there exists a network entity named Location Manage-
ment Function (LMF) that is responsible for configuring and
managing positioning services. In reality, LMF can be edge
servers deployed in mobile networks [30] (our system model
requires two servers denoted by Sy and S;). They interact
with the serving ACs and UE to collect range/range-difference
measurement data, and are responsible for calculating the es-
timated location of UE. Accordingly, we present a generalized
system model as shown in Fig. 1 and use Table I to show the
range measurement data (RM) and the range-difference (RDM)
measurement data reported by ACs and UE (N = 3) in DL and
UL models.

LoS/NLoS Identification: Range-based positioning methods
suffer from non-line-of-sight (NLoS) propagation error, one of
the dominant factors that affects e; or e;1. Hence, it is desirable to
identify LoS ACs and only rely on LoS ACs to perform location
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AC;’s Range Measurements: d;
AC;’s Range-Difference Measurements: d‘,ll
AC;’s Exact Location: (x;, ¥;)
UE’s Location Estimation: (xg, ¥o)

N

UE’s Location Q
Estimation So Sy
LMF Servers

/ 4

—_—

Fig. 1. Generalized system model for range-based positioning.

TABLE 1
UE AND ACS’ RANGE/RANGE-DIFFERENCE MEASUREMENT DATA IN DL AND
UL MODELS (N = 3)

Entities UE ACy AC, AC3

DL (RM)  di,ds,ds (w1,91) (w2,y2) (z3,y3)
DL (RDM)  d21,ds1 (@1,y1)_ (w2,y2)_ (w3,93)_
UL (RM) N/A (®1,91),d1 (22,y2),d2 (w3,¥s), ds
UL (RDM) N/A (z1,y1) (22,92),d21 (@3,y3),ds1

estimation. One common LoS/NLoS identification algorithm is
designed based on residuals [24], [25], and is effective even
without any knowledge of the NLoS error under the assumption
that a small subset of the total available ACs are NLoS ACs.
Specifically, a residual-based identification algorithm has the
following steps:

1) Use range/range-difference measurement data from all N
ACs to calculate the estimated location of UE based on
(1) or (3) as a reference location, (&g, o).

2) Traverse each subset of N ACs: each subset S; includes
at least 3 (or 4) ACs, and one of them is the home AC, and
the total number of subsets is M = (IA(]:D 3<K <N
(ord < K < N),ie.,j=1,2,..., M.

3) ForeachsubsetS;c[1, ], calculate the residual, RS ;, using
the reference location. For SR-LS, the residual is

Z (JZ - (Zi)27 (5)

ACiESj

where Jz = \/(ZCZ — 1%0)2 —+ (yz — il]o)Q.
For SRD-LS, the residual is

> (din —di)?, 6)

AC; GSJ'

RS; =

RS, =

where Czil = |(j1 — Czl‘

4) Sum the residuals of the subsets that AC; belong to for
i = 1to N, and the summation is denoted by W,. -

5) Rank N ACs according to the summations, and pick top-/V
ACs as possible LoS ACs with the smallest summation of
residuals.

6) Perform location estimation using
range/range-difference measurement data.

top-N  ACs’

B. Adversarial Model & Security Model

Adversarial Model: This work follows an honest-but-curious
(a.k.a. semi-honest) adversarial model that is adopted in most of
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the state-of-the-art privacy-preserving positioning schemes [14],
[17], [19], [21], [31]. The honest-but-curious model means
that all ACs and UE honestly follow the positioning protocols,
but part of these entities may be passive adversaries who are
curious about other honest entities’ location information. More
specifically, there exist two types of attacks: 1) (Attack-I) UE,
a set of ACs, and one LMF server are controlled by adversaries
who aim to infer other honest ACs’ locations; and 2) (Attack-II)
a set of ACs and one LMF server are controlled by adversaries
who aim to extract UE’s location. Since our work focuses on
privacy preservation, other attacks are beyond the scope of this
work. Meanwhile, we assume that at least one LMF server
(Sg or Sy) is not compromised by the adversaries, since they
are deployed independently. The assumption is reasonable and
widely acknowledged in the security community [32]. Also, we
assume that there exists a secure and authenticated communica-
tion channel among UE, ACs, and LMF servers.

Syntax of Privacy-Preserving Range-Based Positioning. A
privacy-preserving range-based positioning scheme, II, mainly
consists of one algorithm, Initialize, and two protocols,
Filter and Estimate:

e Initialize(u;) — (u};u]): The measurementinitializa-
tion algorithm is executed by UE and N ACs. The inputs of
the algorithm are UE’s plaintext measurement data denoted
by ug (resp. AC;’s plaintext measurement data denoted
by w;, i =1 to N). The outputs, (u};u!), are additively
secret-shared measurement data, where w), is reported to
So and uf is reported to Sy;

o Filter((u})Yg; ()Xo N) = (W)X (v)X,): The
privacy-preserving LoS/NLoS identification protocol is
executed between Sg and S; for locating top-/N (out of V)
possible LoS ACs based on residuals. The inputs of LMF
servers include secret-shared measurement data received
from UE and ACs, (u;)Y , and (u})Y,. The outputs are
N secret-shared ACs’ indexes, (v])Y; and (v)¥_,, stored
in Sp and Sy, respectively. Combining v} and v}/ for i = 1
to IV will obtain the indexes of top-N possible LoS ACs,
satisfying v + v/ € [1, NJ;

o Estimate((u})X,, (v)X: (uf) g, (o)) sign) —
(z0,y0): The privacy-preserving location estimation
protocol is performed between LMF servers (Sg, S1) and
UE. At the end of the protocol, UE obtains the estimated
location, (xo,%0). UE uses sign € {0,1} to indicate
whether LoS/NLoS identification is used (sign = 0 means
not using LoS/NLoS identification) when performing
location estimation.

Security Model: The privacy leakages are captured by a family
of stateful leakage functions £ = (£™, £lr £ that describe
what information is leaked to a polynomial-probabilistic-time
(PPT) adversary A during the executions of Initialize,
Filter, and Estimate. Based on the leakage functions, the
security model is formulated using a simulation where a real
world REAL'{ (1) and an ideal world IDEALE{A‘S)L()\) exist (A is
a security parameter):

e REA LE{ (A): For Attack-II, honest UE, honest ACs and cor-
rupted ACs (controlled by A) run Initialize((u;)N )
to report (u;)N , and (u})N, to Sy and S;_p (controlled
by A), where b € {0, 1}. Then, honest S; and A perform
Filter to find top-INV possible LoS ACs. Finally, hon-
est UE, honest S;, and A perform Estimate to achieve
location estimation. All transcripts generated by running
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Initialize, Filter and Estimate are revealed to A,
which are denoted by View A", For Attack-I, A addition-
ally controls UE, and the procedures are similar.
o IDEALE’ s (A): For Attack-II, a simulator S (that behaves
as honest UE, honest ACs, and honest S;) works with
A (that controls corrupted ACs and S; ;) to simulate
Initialize, Filter and Estimate by exploiting L.
All transcripts generated when simulating Initialize,
Filter and Estimate are revealed to A, which are de-
noted by View')i%%. For Attack-I, S does not need to
simulate honest UE, since UE is controlled by A.
If A cannot distinguish two worlds, it is obvious that there
is no information leaked except £, and accordingly, we give a
privacy definition in the following:
Definition 1 (Location Privacy): A range-based positioning
scheme, 11, is £-semantically-secure if, for a PPT adversary, A,
there exists a PPT algorithm S such that

IDEAL

REAL € \/:
A ~ V|eWA’S’L .

View

C. Design Goals

Our goal is to design a privacy-preserving range-based po-
sitioning scheme which can also guarantee practical utility re-
quirements:

® Positioning Error: Without privacy preservation, position-
ing errors are mainly due to measurement errors and es-
timation errors. The scheme should not introduce much
positioning accuracy loss, except the original positioning
loss in plaintext-based schemes.

o UE/ACs Computational Efficiency: Computations at
UE/AC side should be lightweight in the scheme since
UE/AC:s could be an energy-constraint sensor or other IoT
devices.

® End-to-End Execution Delay: The end-to-end execution
delay to obtain the eventual UE’s location estimation
should be low, since positioning is a real-time service in
most of the applications.

o Communication Complexity: The communication com-
plexity is defined as end-to-end communication rounds
between UE/ACs and LMF servers. The communication
complexity should not be high.

III. PRELIMINARIES

In this section, we review two cryptographic primitives: two-
party additive secret sharing (ASS) and somewhat homomorphic
encryption (SHE).

A. Two-Party Additive Secret Sharing

Additive secret sharing (ASS) [33] is widely used in secure
two-party computation as a basic module, and mainly consists
of three procedures:

e Secret Distribution: A secret s € [—2!71 2!71] can be ran-
domly split into two secret shares, s’ € Zo: and 8" € Zqy1,
satisfying s’ 4 s” = s mod 2. In a two-party scenario, s’
and s” are distributed to two parties, respectively.

® Secret Reconstruction: Two parties can contribute their
secret shares, s’ and s”, to recover s = s’ + s” mod 2! if
s<2lands=g +s" — 2 ifs > 21-1,

® Homomorphic Addition: Suppose that secrets s; and so
are distributed to two parties, each party can compute the
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secret shares of s, + s, by performing s} + s, mod 2!
(resp. 8] + s mod 2) without interacting with each other.

B. Somewhat Homomorphic Encryption

Somewhat Homomorphic Encryption (SHE), a.k.a., leveled
homomorphic encryption, mainly involves three algorithms: key
generation, encryption, and decryption:

® (Key Generation) SHE.KeyGen(A) — (sk,pp): By in-
putting security parameters A = (ko, k1, k2, k3), the algo-
rithm generates a symmetric key sk = (p, ¢, L), where p
is a safe prime with bit length kg, ¢ is the product of
multiple safe primes with bit length ko (|q| = k3 = > ko),
and L is arandom number with bit length %, . The algorithm
also publishes public parameters pp = (ko, k1, k2, k3, ),
where N = pq.

e (Encryption) SHE.Enc(m,sk) — ¢: Given a message m
in a plaintext space M € [—2%175 2F173] the algorithm
chooses two random numbers (r,7*) where 7 € {0, 1}*2
and r* € Zy, and generates m’s ciphertext as ct = [m] =
m + rL + r*p mod N.

® (Decryption) SHE.Dec(ct, sk) — m. Given a ciphertext ct,
the algorithm calculates m’ = (ct mod p) mod L.Ifm’ <
%, the algorithm outputs m = m/; otherwise, outputs m =
m' — L.

SHE supports four homomorphic operations: 1) (Add-I)
[[ml]] + [[mg]] = [[m1 + mgﬂ; 2) (Add-IT) mq + [[mzﬂ = [[m1 +
ma]; 3) Mul-I) [m4] - [ma] = [mimz]; and 4) (Mul-II) m; -
[me] = [m1ma](my > 0). For the operation Mul-1, the maxi-
mum depth is Lklljf’hj -

(Public-key Transformation) SHE can be transformed to a
public-key scheme where a public key pk = (pp, [0], [0]*)
is published. With the public key, the encryption procedure
becomes ct = [m] = m + r1[0] + r2[0]* where r; € {0, 1}*2
and 75 € {0, 1}*2 are two random numbers. SHE additionally
supports negate operations, i.e., a symmetric-key ciphertext,
ct = [m], can be transformed to a public-key ciphertext of
—m, [-m] = —ct+4-[0] (+4-[0] is to ensure & > 0 and
decryption correctness). Using a similar idea, we can achieve
mq - [[mg]]o =mq - ngﬂ + Qko—k1=k2=5 HO]] = [[mlmg]] with
mq < 0.

The security of SHE relies on the (L, p)-based decision prob-
lem and the (L, p)-based decision assumption [34]:

Definition 2 ((L, p)-based Decision Problem): Suppose there
exist two sets S and S:

S: {aL + fp mod Na, § € Zy,aL < p}
S =Zn\S : {aL + fp mod NMa, B8 € Zy,aL > p},

given A = (ko, k1, ko, k3), the (L, p)-based decision problem is
the problem of determining whether an elementw € Zsbelongs
to S or S.

The intractability of (L,p)-based decision problem is es-
tablished on three conditions: 1) kg and k3 should be cho-
sen to guarantee that factoring A is computationally difficult,
e.g., ko > 500 and kg + k3 > 2048; 2) k; and ko should be
selected to resist brute-force attacks, e.g., k1 > 80, ko > 80;
and 3) 7 = ko + ks should be set to thwart various lattice-based

attacks [35],i.e., 7 > k2 and T > @(kio — k1 — ko)?. Based
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TABLE II
EFFICIENCY COMPARISON BETWEEN SHE AND PAILLIER: UNITS (MS)
Scheme  Encsym Encpic Dec Add-I Add-II Mul-I Mul-II
Paillier N/A 6.54 1.78 0.007 0.01 N/A 0.079
SHE! 0.24 0.146  0.08  0.008 0.005 N/A 0.014
SHE? 0.537 0.304 0.2 0.019 0.012 37.659 0.031

Note: SHE! is with (kg = 500, k1 = 200, k2 = 100,t = 1245) which does
not support homomorphic Mul-I operations; SHE? is with (ko = 750, k1 =
250, k2 = 100, t = 1402) which supports homomorphic Mul-I operations.

on the intractability of the (L, p)-based decision problem, the
(L, p)-based decision assumption is given:

Definition 3 ((L, p)-based Decision Assumption [34]): The
advantage of polynomial-time adversaries in solving the (L, p)-
based decision problem is a negligible function, neg(1), given
A = (ko, k1, ka, k3) satisfying the above-mentioned three con-
ditions.

Theorem 1 (IND-CPA Security [34]): SHE is semantically
secure against chosen-plaintext attacks (CPA) under the (L, p)-
based decision assumption.

Remarks: Fully homomorphic encryption such as CKKS [22],
can support more operations than partially homomorphic en-
cryption such as Paillier, at the expense of tolerating more
computational delay. Also, due to the calculations of modular
exponentiation, Paillier is somehow time-consuming. In this
paper, SHE is leveraged since we observe that SHE is more
computation-efficient than Paillier, especially combining with
ASS. When SHE’s parameters are properly chosen, higher
computation efficiency can be satisfied under the decentral-
ized trust. More specifically, the bottleneck of SHE is the
size of 7. To thwart lattice-based attacks, 7 should be larger
than ﬁ(ko — k1 — k2)? (A is the security parameter). For
instance, 7 should be at least 4,304,578 to achieve 80-bit security
with ky = 500, k1 = 200, and k5 = 100. The increase of T not
only causes high computational latency but also leads to larger
ciphertext expansion and communication overheads. To reduce
the size of 7, we set 7 = k% (.e., k3 = k% — ko) and ensure
that a symmetric key (p, ¢, L) is used fewer than ¢ times during
range-based positioning, where ¢ + 1 < % After reach-
ing the limitation, a new symmetric key is adopted. This setting
is reasonable under the decentralized framework, in which two
parties can self-generate their keys and share public keys with
each other. With such a setting, we can reduce 7 from 4,304,578
to 250,000 and significantly improve the computational effi-
ciency while thwarting lattice-based attacks. Table II shows the
computation efficiency comparison between SHE and Paillier
(2048 bits) in terms of encryption, decryption, and ciphertext op-
erations (implemented using Python). Certainly, SHE sacrifices
some communication efficiency, i.e., its ciphertext size is larger
than Paillier. If applications care more about communication
efficiency, SHE can be seamlessly replaced by Paillier as we
completely circumvent the homomorphic Mul-I operation in our
proposed scheme.

IV. BASIC MODULES: SECURE SUB-PROTOCOLS

Before presenting the proposed positioning scheme, we first
present a series of secure two-party sub-protocols as basic
modules, including a secure comparison (SLT/SGET) protocol, a
secure square (SS) protocol, a secure matrix multiplication (SMM)
protocol, a secure integer mapping (SMAP) protocol, a secure
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TABLE III
SUMMARY OF BASIC MODULES

Module Function

Secure Comparison
(SLT/SGET)

The protocol enables two servers to securely com-
pare secret-shared numbers and obtain secret-
shared comparison results.

Secure Square (SS) The protocol allows two servers to securely cal-
culate the squares of secret-shared numbers, with

the squared results kept secret-shared.

Secure Matrix
Multiplication (SMM)

The protocol enables matrix multiplication on
secret-shared matrices, and the multiplication re-
sults are secret shared.

Secure Integer
Mapping (SMAP)

The protocol allows two servers to achieve secure
transformation of ciphertexts from the modulo
domain to the integer domain.

Secure Matrix
Inverse (SMI)

The protocol allows two servers to securely cal-
culate the inverse of secret-shared matrices, while
keeping the inverted matrix secret-shared.

Secure Integer
Division (SIDIV)

The protocol enables the computation of floor-
rounded division on secret-shared numbers
through two-server interaction, with the division
results kept secret-shared.

Secure Absolute
Value Difference
(SAVD)

The protocol allows two servers to securely com-
pute the absolute difference of secret-shared num-
bers, and secretly shares the results.

Secure Integer
Square Root (SISR)

The protocol allows two servers to securely calcu-
late the secret-shared square root of secret-shared
numbers.

Secure Oblivious
Shuffle (S0S)

The protocol enables two servers to perform a
shuffle of secret-shared key-value pairs without
revealing the permutations or the pairs, with the
results remaining secret-shared.

Secure Quicksort

(sq)

The protocol enables securely sorting of secret-
shared key-value pairs through two-server inter-
action, without exposing keys or values, and the
sorted results are secret shared.

matrix inverse (SMI) protocol, a secure integer division (SIDIV)
protocol, a secure absolute value difference (SAVD) protocol, a
secure integer square root (SISR) protocol, a secure oblivious
shuffle (S0S) protocol, and a secure quicksort (SQ) protocol. For
the reader’s convenience, we summarize the functions of the
sub-protocols in Table III.

The proposed secure sub-protocols have a common setting
where two servers (Sp and S) exist, and each server maintains
a public/private key pair generated using SHE.KeyGen(1), i.e.,
So has (pkg, sko), S1 possesses (pky, sky), and they know each
other’s public key. Their keys can be refreshed after using at most

t= L% — 1] times to resist lattice-based attacks. We set

ciphertexts encrypted by Sy as [-]o and ciphertexts encrypted by
Sl as [[]]1

Comparison With Existing Methods: The proposed proto-
cols offer three key benefits over conventional secure multi-
party computation (SMC) methods and fully homomorphic
encryption (FHE): 1) No Preprocessing: Our protocols elim-
inate the need for preprocessing — unlike Beaver’s triples-
based SMC — and enable immediate execution between any
two servers without prior interaction or extensive preparation;
2) Flexibility: Compared to SMC based on garbled circuits and
oblivious transfer, which is designed for specific tasks with
limited reusability, our protocols offer a modular design and
allow for arbitrary composition to ensure flexibility; and
3) Efficiency: Our protocols are more computationally efficient

IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 23, NO. 10, OCTOBER 2024

Protocol 1: Secure Comparison (SLT/SGET).

Input SO (0/76/ SkO) Slz(a//vﬁ//7 pkO)
Olltpllt So d)/ Sl d)//
1: Sg sets w' = ag — by for secure less-than (SLT)
comparison or w’ = by — ag for secure

greater-than-equal-to (SGET) comparison, and shares
[w']o with Sy

2:S1 sets w” = a1 — by (SLT) or w” = by — a1 (SGET),
flipsacoin b € {0,1},sets ¢" = 1ifb=1or ¢" = 0 if
b = 0, chooses two random numbers 71,7y € Zo;
(r1 > r9), computes

Yt — r1 - (Jw]o 4+ w”) + 7o if b =1,
=V (—[w'o +4-[0]o +w") — 7o ifb=0,
and returns ct to Sg

@)

3:'Sg decrypts ct: if Dec(ct) < 0, sets ¢’ = 0; otherwise
¢ =1

Protocol 2: Secure Square (SS).
Input: So:(a/, sko); S1:(a”, pky)
Output: Sp:w'’; S1:w”

1: Sp shares [a/]o with Sy

2: S1 chooses 1 € Zqi, sets w”
returns 2" - [o/]g + 7 to S

3:Sp sets w' = (a')? + Dec(2a” - [a/]o + r) mod 2!

= (a")? — r mod 2!, and

than FHE, significantly reducing computational costs at the
expense of some communication overheads.

A. Secure Comparison

The secure comparison (SLT/SGET) protocol is a generalized
version of the protocol originally proposed in Section IV-B.1
of [36], and is modified slightly to enable less-than/greater-than-
equal-to comparison without homomorphic Mul-I operations.
Suppose that Sg has o’ and 3’ and S1 has o and 3", the protocol
allows two parties to determine whether o < 3 (resp. a > [3),
and use one bit ¢ € {0,1} to indicate the comparison result.
Ifa< B @esp.a>fB),dp=1=¢ ®¢"; otherwise; ¢ = 0 =
¢ @ ¢". At the end of the protocol, Sy gets ¢’ and S; obtains
¢". The details of the protocol are given in Protocol 1. We omit
the correctness analysis of the protocol, which can be found in
Section IV-B.1 of [36].

B. Secure Square

The secure square (SS) protocol is a generalized version
of the protocol originally proposed in Section IV-B.3 of [36].
Suppose that Sg has o/ and S; has o, the protocol allows two
parties to calculate o = (o + ")? = w' + w". At the end of
the protocol, S¢ gets w’ and Sy obtains w”, without leaking « to
any party. The details of the protocol are present in Protocol 2,
and its correctness is obvious.

C. Secure Matrix Multiplication

The detailed secure matrix multiplication protocol is pre-
sented in Protocol 3. The protocol enables two parties securely
calculating the multiplication of an additively secret-shared
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Protocol 3: Secure Matrix Multiplication (SMM).

Input: So:(A’, B’ skg); S1:(A”, B”, pkg)

Output: Sy: C'; S;:C”

1: Sp encrypts A’ and B':
[A'To = ([ai;]0)i2175 -1, [BTo = ([6i;]0);21 ;1. and
shares [A']o and [B']o with Sy

2: S; performs homomorphic additions and
multiplications: [W]o = [A']g x B” + A" x [B']o;
generates an n; X ny random matrix R = (ri;);2)"1_,,
where 7;; € Zyi is a random number; and sets
C" = A” x B” — R mod 2! and shares [W], + R
with S

3: Sp decrypts [W]o + R to obtain W — R and
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Integer Matrix

P, B, B, P, R
-261(331| 32
of1]o 1{o]o 153 i[o]o 2 [13]11] 1verse
oo x 2ol x[oia|x[ofoli][][a]s]c—>[t]10]!
ERE 6|81 ool of1]o 6(75(38] Rt |s7]|m|

Permute Randomize Permute + Randomize !

Fig. 2. Example of Generating a 3 x 3 Random Unimodular Matrix.

(O] @ 3) @

1 (DIfc; €
2" Q) If ¢y €

) Ifc; €
@Ifcj e

0,271, ¢fj = ¢ + 0+ 2! + 0+ 20 € [0,2!71]

27121, ¢y = ¢ + (1) x 2L + 0+ 2! € [-2171,0]

243 %217 ¢y = ¢+ (1) =2+ 0+ 20 € [0,2177]

3 2‘*1,2“1],55:c,,+(—1)*2’+(—1)»zle[—2l’1,0]

3e271)

Secure Integer Mapping: [[ci‘]]]u = [[cij]]o +hox 2+ hy % 2!

r ’ ’ 1 Case 5 wy hy Case & Wy hy Case ho hy
C=W+R+A"xB mod2 0 | 01, | [0l 0.0.0] 1 0], | [0l M [ [0]o001
2.0.@4)] 1 (-1 | [-1lo || @ 1 [-1Jo | [-10o |mp| @ | [-1]o.[0
m 0 [-11, | [0]o m.@.0] o [-11, | [0]o @) | [=11o, [0]o
2.03.4] 0 [0l | [-11o “ 0 [0l | [-1lo @ | [=1J0. [-10o
. ni,no I " l
n1 X no matrix, A = (a A=A"+A"mod 2)and . .
1 2 ’ ( U)Z 1,5=1 ( ) Fig. 3. Securely Mapping c;; € Zs; into ¢ € 7.

an additively secret-shared no x n; matrix, B = (bij)?jf;:l
(B =B’ +B” mod 2). Finally, Sy gets C’ and S; obtains
C”, satisfying C = A x B = C' + C" mod 2!, where C is an
n1 X np matrix. The idea behind the protocol is as follows:
for two secret-shared values ay = @} + af and by = b} + bf,
we have their product, w = a; * by = (a} + o) (V) + b)) =
ah by + by 4+ a b} + a/{b/]; to construct the secret shares of the
product, So and Sq mdependently calculates a} b} and a” ", and
cooperatively generate the secret shares of a// b + a/ b’ usmg the
homomorphic Add-I and Mul-II properties of SHE; and matrix
multiplications are essentially dot products of matrix rows and
columns and therefore can be achieved by adopting the similar
method.

D. Secure Matrix Inverse

The secure matrix inverse (SMI) protocol allows two parties
to securely calculate the inverse of an additively secret-shared
ny X ny matrix, C = C' + C” mod 2. 1t is difficult to se-
curely compute matrix inverse in ciphertexts due to the high
complexity of matrix computations. To bypass complex cipher-
text calculations, random unimodular matrices are introduced.
The unimodular matrices have a unique property: the inverses
of the matrices are also integer matrices. Therefore, random
unimodular matrices can be proper randomness to randomize
encrypted matrices with SHE. That is, an encrypted matrix can
be first randomized by S;, and then be shared with Sy who
decrypts to perform matrix inverse calculation. The inverse of
the randomized matrix can be re-encrypted before returning to
S1 who can de-randomize the ciphertext using the homomorphic
properties of SHE.

A random unimodular matrix can be created using the fol-
lowing steps: choose a random upper triangular matrix B; and a
random lower triangular matrix B (random numbers are chosen
from N); set main diagonal of B; and B, to ones; choose
two random permutation matrices W1 and Ws; and a random
unimodular matrix is: R = P1BsB;Po, as shown in Fig. 2. In
our protocol, two random unimodular matrices, R; and Ry, are
generated to randomize the matrix, C, whose inverse needs to
be calculated. Considering that the inverse of C may turn into a
non-integer matrix, we also integrate an amplification parameter,
7, to help round the non-integer matrix to an integer matrix with
a little accuracy loss.

Protocol 4: Secure Integer Mapping (SMAP).
Input: Soi(Sko); Sli([[cijﬂo, pkO)
Output: S;:[cj;]o
1: For b € {0,1}, S flips a coin &, € {0, 1}, chooses two
random numbers 1 1,7y 2 € Zot (1p,1 > Tp,2), COMputes

b1 " ([[Cij]]o — (1 + 2b) . 2l71)

PR if6 =1;
rp,1 - (—[eijlo +4-[0]o
+(142b) - 2871 — 1y 5 if & =0,
3
and sends ct;, to Sy .
2: Sp decrypts to obtain 77, = Dec(cty). If 1y <

returns wy, = [—1]o; otherwise returns wy, = O]To
3: S; calculates

_J&o—1+wy if & = 1;
hb_{fb—l—wb+4-[[0]]0 itg, =0, @

and updates [c;;]o to [cj;]o = [ei]o + > op—g0,1y P * 2.

Moreover, if [C]y is created using homomorphic additions
(without modulo operations), the plaintext of each encrypted
entry [c;;]o (¢, € [1,n1]) of [C]o is in the field of Zyi+1. When
directly applying matrix randomization on [C]o, the results of
matrix inverse are not correct since the matrix inverse should be
conducted in Z. Accordingly, before randomizing C, we propose
a secure integer mapping (SMAP) protocol, which can convert
lcij € Zoi+1] to its real value [[c;-‘j € Z] without exposing ¢;;.
As shown in Fig. 3, we categorize possible mapping proce-
dures into four cases, and construct a secure mapping function:
[e5;] = Tess] + 2 p—io,1) v 2! to achieve the transformation.
Through manipulating randomness (&, 74,1, 7,2) and utilizing
the homomorphic properties of SHE, hjc(0,1y can be generated
without disclosing c;;.

Finally, by integrating matrix randomization techniques and
SMAP protocol, SMI protocol is given, and the details are de-
scribed in Protocol 5. After running the protocol, Sy gets D’ and
S; obtains D”, satisfying D = nC~! = D’ + D” mod 2.
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Protocol 5: Secure Matrix Inverse (SMI).

Protocol 7: Secure Absolute Value Difference (SAVD).

Input: So:(C/, sko); S1:(C”, pkg)

Output: So:D’; S;:D”

1: Sp encrypts C’ as [C']y and shares [C'] with Sy

2: S; performs homomorphic additions:
[Clo = [C']o +C"

3:foralli € [1,ny] and j € [1,n,] do

4:  Sg and Sy run SMAP([¢;;]0) to update each entry [c;;]o

of [Clo

5: end for

6: S1 chooses two random unimodular matrices, R4 and
R, and shares
Ry x [[C]]Q X Ro = [[RlcRg]]o + Qko—k1—k2=5 [[O]]
with Sy

7: Sp decrypts to obtain R; CR, calculates the inverse as
R,!C 'R, and sends [nR;'C 'R ']y = [W]o to
S1, where 7 is an amplification parameter

8: S; performs homomorphic multiplications:
R x [[W]]o x Ri = [[nC‘l]]o + Qko—k1—k2=5 [[O]] =
[D]o; generates an ny x ny random matrix
R = (ri;);2)"1_,, where r;; € Z' is a random number;
and sets D” = —R mod 2! and shares [D], + R with
So

9: S¢ decrypts [D]o + R to obtain D + R and
D’ =D + R mod 2!

Protocol 6: Secure Integer Division (SIDIV).

Input: So:(a/, ¢, sko); S1:(”, ¢, pkg)
Output: Sp:w'’; S1:w”
1: Sy shares [o/]o with Sy
S1 performs homomorphic additions: ct = [a/]o + o
So and S; run SMAP(ct) to update ct
S1 chooses a random number r € Zq:, sets
W" = | —7r/t] mod 2!, and shares ret = ct + r with Sg
5: Sp decrypts to obtain
w' = [Dec(ret)/i| = | 2ELEE | mod 2!

2:
3:
4:

E. Secure Integer Division

With a public divisor, ¢ € Z, the secure division protocol
allows Sy with the input of o/ and S; with the input of o’

to securely compute | |, which is the floor rounding of <.

At the end of the protocol, Sy obtains «’ and S; gets w”,
satisfying w’ + w” mod 2! = | 2. The rationale for designing
the protocol is similar to SMI protocol: S; maps the plaintext
of [ + o]y into Z by cooperating with Sy, randomizes the
ciphertext with a randomness 7 € Zy: based on homomorphic
properties of SHE, and shares [o + o” + r]o with Sg; So de-
crypts to perform the division operation on the randomized
value. Finally, So and S; can obtain o' = | 222" | mod 2!

and w” = [="] mod 2', respectively. The detailed descriptions
of the protocol are shown in Protocol 6.

F. Secure Absolute Value Difference

Suppose that Sg has o’ and 3’ and S; has " and 8", the secure
absolute value difference (SAVD) protocol allows two parties to
securely compute ¢ = ¢’ + " mod 2! = |a — 3|, where 1/’ is
revealed to Sy and ¢)” is known by S;. The protocol is designed
using SHE and SGET protocol, and its design principle is as

Input: So:(o, B', sko, pky); S1:(a”, B”, pko, sk1)

Output: So:¢)'; S1:0)"

1: Sp and Sy run SGET (<, 8'; &, ") to obtain ¢’ and ¢”

2: Sg shares [¢']p and [o/ — o with Sy

3:Sysetsy = [@]oif " =0orsetsy=1—¢' +4-[0]g
otherwise; flips a coin & € [1, —1] and chooses a random
number 71 € Zq; calculates

- H:a/_/Bl]]o+a//_/B//+r1 ifé-:].;
Y=l = Blo+4-[0]o — o’ + 8" — 11 ifE=—1,
(10)
and
2y —1 if £ =1,
h= {—m L 142k kikas oy ifé=—1, (D

generates [—¢ - r1]; and shares (w, h, [—¢ - r1]1) with Sg
4: So decrypts to obtain
Y = Dec(w) * Dec(h) — ro mod 2!, where r¢ € Zy: is
a random number, and sends z to Sy:

=€ ]+ 7o if Dec(h) = 1;
T\ [l +4-[0] + 7o ifDec(h) = —1
12)
5:S; decrypts to obtain 1)” = Dec(z) mod 2!

follows: if « > 3, we have v = [1]o, and thus [ — 8]0 - (27 —
1) =[a—BJo - [1]o = [ev — Blo- If < 3, we have v = [0]o,
and therefore [[Ck — ﬂ]]() . (2”)/ — 1) = HOZ — 5]](] . H—l]](] = [[5 —
aJp. To avoid ciphertext multiplications, S; utilizes a random
value, &, to conceal the real value of v, and thus the protocol
requires two communication rounds between Sy and S;. The
detailed protocol is described in Protocol 7.

G. Secure Integer Square Root

Suppose that Sy has o/ and S; has o, the secure integer
square root (SISR) protocol allows two parties to securely com-
pute § =4 + 6" mod 2! = |/a| = a=+Va +d (o +
a” mod 2! € [0,2!71]). The details of the protocol are described
in Protocol 8. Since we use an integer square root method,
the result, i.e, 6 = &’ + ¢”, is an approximation of the square
root without the fractional part. The logic of designing such a
protocol is to transform plaintext operations of an integer square
root approach using bit-by-bit comparison [37] to ciphertext
operations. Finding the integer square root of a € [0,2/7}]
intuitively is to locate a value & € [0,2/21] that satisfies 62 <
a and (6 +1)? > a. According to the principle, the square
root algorithm works as follows: 1) initialize 6 = 0, and [ =
[(I—1)/2—1];and 2)fori =0to [(Il — 1)/2 — 1], calculate
m = 26 + 2! and shift m left by [ — i bits: if o > m, calculate
d=6+2anda = a — m;andupdate[ — [ — 1. The challenge
of transforming the plaintext algorithm to a ciphertext algorithm
is to conceal the comparison result of o and m meanwhile
updating o based on the result. We resolve the challenge by using
SGET protocol and ASS, i.e., the update procedure becomes
a=a +ao" — (v +4") mod 2!, and we have

~ 4+ ~" mod 2l = Dec(x) + /8 + (2"B" + r1)
— Z//ﬁ, + Z//BN _ 7‘1 + Z/ﬁ/ + (Z”ﬂ” + rl)
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Protocol 8: Secure Integer Square Root (SISR).

Protocol 9: Secure Oblivious Shuffle (S0S).

Input: Sy:(a/, sko); S1:(”, pkgy)
Output: Sy:0'; S1:6”
1: Sy and Sy initializes ¢ = 2"z 11

2: Sp and S set wy = 0 and w; = 0, respectively

3:fori=0to [ —1] do

4: Sy shares ¢g = [wg]o with Sy

5: Sy calculates ¢ = (2(co + wq) + C) * oI5t -1-i],
chooses a random number 5" € Z:, and shares
¢ — (" with Sg

6: Sg decrypts ¢ — 3" to obtain ' = Dec(c — ")
mod 2!

7:  Sp and Sy run SGET (o, 5’5 &, ") to obtain ¢’ and ¢
So shares [¢']o with Sy
9: Sq sets ¢ = [¢]o if " = 0 or sets
p=1—[¢"]o+4"[0]o otherwise; chooses " € Zoi/2
and updates w; = w; — r” mod 2!; chooses 2" € Zoi 1
and r; € Zqi; computes
x = (C—ﬁ”) v (<P— Z”) . B" — 7y and
v = 2"B" + r; mod 2'; updates
a” = a" — " mod 2'; and shares
(p— 2", x,¢0-C+ ") with Sy
10:  Sg decrypts to obtain 2’ = Dec(p — 2”) mod 2/,
7 = Dec(x) + 2/’ mod 2!, and
r" =Dec(p - ¢ + "), and updates
o' =o' —+' mod 2! and wy = wg + ' mod 2!
11:  Sp and Sy update ¢ = ¢/2
12: end for
13: Sq stores ¢’ = wy mod 2! and Sy stores
5" = wy mod 2

*®

= (' +2")(8" + B") =Dec(p)(8' + 8")

o if Dec(p) = 1;
18+ 8" ifDec(yp) = 0.

Note that, ¢ is the encrypted comparison result, and hence « is
updated with disclosing any information to two parties.

13)

H. Secure Oblivious Shuffle of Key-Value Pairs

The secure oblivious shuffle (S0S) protocol allows S to input
(i, W{)iep1,n7 and a self-chosen random permutation 7 (+), and
enables S; to input (i, W");c1,n) and a self-chosen random
permutation 71 (+), where 7 is the key and W/ (resp. W/') is the
value. After the protocol execution, Sq gets (¢, €2} )1, vy and Sy
obtains (€}, Q);e(1,n, satisfying 7o (1 (7)) = €; + €/ mod 2'
and W o+ Wy = 9+ QF mod 2. The details of
the protocol are shown in Protocol 9. The protocol can assure
that neither the permutations nor the shuffled key-value pairs
are exposed. From a high-level view, the shuffle is oblivious to
two parties since Sy (resp. S1) independently introduces its own
randomness (7;, 77 )ie1,n] (tesp. (74, 7i)ie1,nN7) to conceal the
permutation 7o (+) (resp. 71 (+)).

1) Secure Quicksort of Key-Value Pairs: The secure quick-
sort (SQ) protocol allows two parties to securely sort N secret-
shared key-value pairs ((€},€2}); (€], €2))ie1,n» i.€., sorting
the keys by values in ascending order without exposing the
sorted keys and values. At the end of the protocol, Sy ob-
tains (67,65, ...,0%) and Sy gets (67,64, ...,0% ), satisfying

Input: So:((i, W))ic[1,n7> 70, Sko, Pky);
S1:((3, W' )icr1, N7 ™15 Sk, pko)
Output: So:(€j, 2})ic1,nys S1:(€], Q )iep, N
1: Sg shares ([W/]o)icp,n] With Sy
2:fori=1to N do
3: S; performs homomorphic additions:
[Wilo = [W/]o + W/; chooses random numbers
VisTi € Lo generates «; = [i]o + v; and
B; = [Wi]o + ri; and encrypts ~y; and 7; as w; = [v;]1
and hl = [[ri]]l
4: end for
5:Sq permutes (o, B, wi, hi)ie[1,n to
(@i, Bis Wi, hi)ien, ) using 1, and shares
(@, Bi, Wi, hi)ien, vy With So

6: So permutes (@, B, Wi, hi)ief1,n) to
(Gs, Biy Wi, hi)iep, ] using o
7:fori=1to N do
8: Sy chooses random numbers v, r} € Zo:, and
randomizes o = &; +7;, 3] = Bi + 1],
w; = Ww; +;,and hj = h; + 7]
9: end for
10: Sq shares (a, 87, wy, hy)icp,n) With Sy
11:fori =1to N do )
12: S; decrypts w; and h; to obtain w; and h;, and
chooses random numbers €, 2/ € Zy:, and generates
D; = of —; — €/ and B; = B — hy — Q!
13: end for
14: Sy shares (E;, D;)iep1,n) With Sg
15: Sq decrypts E; and D; to obtain €; = Dec(E;) mod 2!
and Q; = Dec(D;) mod 2 fori =1to N

Qop, < Qp, <...<Qg,. The design idea is similar to [38],
but the difference is that we focus on key-value pairs and
present the detailed protocol description in Protocol 10: with the
assistance of SLT protocol, the quicksort algorithm for plaintexts
is transformed to a secure two-party protocol for secret-shared
key-value pairs. Since the quicksort algorithm is a recursion
algorithm, the protocol is also recursively triggered by Sg and S,
and hence two recursive functions Sort(-) and Partition(-)
are proposed in the protocol.

V. SCHEME DESIGN & CONSTRUCTION

In this section, we begin with a decentralized trust-based
framework, which serves as the foundation for our pro-
posed range-based positioning. Then, we construct a privacy-
preserving range-based positioning scheme, named PPRP, that
leverages the proposed secure sub-protocols.

A. Range-Based Positioning With Decentralized Trust

We first introduce a decentralized trust-based framework that
relies on two LMF servers (e.g., two edge servers) to achieve
privacy-preserving range-based positioning. In such a frame-
work, UE and ACs do not need to spend extra local communica-
tion/computation costs to perturb or encrypt their range-based
measurement data for preserving location privacy before report-
ing, and can simply split their data, u;co,n), into two secret

Authorized licensed use limited to: University of Waterloo. Downloaded on February 17,2026 at 23:06:10 UTC from IEEE Xplore. Restrictions apply.



9460

Protocol 10: Secure Quicksort (SQ).

Input: So:((€}, Q})icq1,n7. sko)s S1:((€), QY )ieq1,ny, Pko)
Output: So:(0")ic1, 375 S1:(0” )icp1,n)
1: Sq shares ([¢;]o)ie[1,n] With Sy
2: S; performs additions: [¢;]o = [¢]o + €] fori =1to N
3:Sp and S; run
Sort(([ei]o)icir,nys (%)ien,nys (2)icp,n, 1, N) to
obtain w
4: Sy chooses random numbers ¢, € Z:, calculates
E; = wli] — 0} fori = 1to N, and shares (E;);c[1,n]
with Sg
5:Sg decrypts E; to obtain 67 fori = 1to N
6: procedure Sortw, h’, h”, left, right
7
8

if left < right then
So and S; runs Partition(w,h' h’, left, right) to
obtain mid
9:  Spand Sy runs Sort((w,h’',h” left, mid — 1))

10:  Sp and Sy runs Sort((w, h’,h"” mid + 1, right))
11:  endif
12:  Sq returns w

13: end procedure
14: procedure Partitionw, h’, h”, begin, end

15:  S; sets pivotl,; = h”[end]

16: Sy sets pivot,, = h'[end]

17: Sp and S; set i = begin — 1

18: for j = begintoend — 1 do

19:  Sgand S; run SLT(h'[j], pivot.,; h”[j], pivot, ) to
obtain p’ and p” and combine them to get
p=p@p"

20: if p = 1 then

21: So and S; accumulate = ¢ + 1

22: S1 swaps w(i] and w[j] and swaps h'[i] and h'[j]

23: So swaps h”[i] and h"[j]

24: end if

25: end for

26: Sy swaps w[i + 1] and wlend] and swaps h'[i + 1]

and h'[end|
27:  So swaps h”[i + 1] and h”[end]
28: Spand S; return mid =i + 1

29: end procedure

shares using ASS, and report secret shares to LMF servers to
achieve privacy-preserving measurement initialization.

The decentralized trust-based framework is illustrated in
Fig. 4, where all computations for LoS/NLoS identification and
location estimation are outsourced to the LMF servers. To con-
struct a privacy-preserving LoS/NLoS identification protocol
and a privacy-preserving location estimation protocol under the
framework, we utilize the basic secure modules proposed in
Section IV as building blocks.

B. Privacy-Preserving Range-Based Positioning

Following the system and the syntax defined in Section II, the
proposed privacy-preserving range-based positioning scheme
(PPRP) consists of three phases: 1) UE and ACs initialize
range/range-difference measurement data (Initialize Algo-
rithm); 2) LMF servers identify top-/N possible LoS ACs
(Filter Protocol), and 3) LMF servers perform location es-
timation and return the estimated location to UE (Estimate
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! [ Secure Comparison ] [ Secure Square | [_Secure Matrix ] [ Secure Matrix Inverse
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Fig. 4. Decentralized trust-based framework for range-based positioning.

Protocol). Under the decentralized framework, Filter protocol
and Estimate protocol are designed on top of proposed building
blocks, as shown in Fig. 5. The detailed descriptions of Filter
protocol and Estimate protocol are given in Protocols 11
and 12.

e Initialize(u;) — (uj;u}): UE and N ACs first obtain
range/range-difference measurement data, u; for: = 0 to N. In
DL and UL models, range/range-difference measurement data
are different:

1) DL Model (RM) - UE’s range measurement data are ug =

(di)ien, N> and AC;’s measurement data are u; = (x4, ;)
fori =1to IV,

2) DL Model (RDM) - UE’s range-difference measurement
data are ug = (d“)iep, ~7» and AC;’s measurement data
are u; = (z;,y;) fori = 1to N;

UL Model (RM) - UE does not have range measurement
data, and AC,;’s measurement data are u; = (x;,y;, d;) for
i=1to N;

UL Model (RDM) - UE does not have range-
difference measurement data, AC;’s measurement data
are u1 = (x1,y1), and AC;’s measurement data are u;

(Z‘,j, Yis dzl) fori =2to V.

UE and ACs then report u} and v/ (v} + ! mod 2! = u;) to
So and S1, respectively: d; (resp. d;1) can be split to (Ji/; Ji”)
using ASS, and z; (resp. y;) can be split to (z; 27 ) using ASS.
To speed up the location estimation process, UE and ACs also
upload the square values of u; using ASS, which enables Sy and
S; to non-interactively construct secret-shared A and b.

o Filter((u)Yo; (u)) 2o V) = ()X, (0)),): To
identify top-V possible LoS ACs from N ACs, Sy and S; have
to compute a secret-shared reference location at the beginning.
The procedure of computing a secret-shared reference location
is almost the same as the procedure of Estimate protocol
except that Sp and S; have to additionally run SIDIV protocol
if the measurement data are range-difference measurement data
(Recalling (3)). Here, we assume that the secret-shared reference
location ((Z5, 95); (24, 94)) can be obtained by Sp and Sy, and
discuss the procedure later. Sy and S; then find all possible com-
binations of N ACs, i.e, (S;);e[1,n- For each subset S;, S and

S collaboratively generate the secret-shared residuals RS} and

RS;’ . Based on secret-shared residuals, each AC’s secret-shared
residuals (residual summation of subsets that the AC belong to)
can be calculated by Sg and S; using the homomorphic property

3)

4)
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Secure Absolute Value
Difference (Sub-Protocol 7)

Secure Comparison
(Sub-Protocol 1)

Secure Integer Square Root

(Sub-Protocol 8)
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Secure Integer Mapping
(Sub-Protocol 4)

Secure Integer Division

(Sub-Protocol 6)

l

Secure Matrix Inverse
(Sub-Protocol 5)

Secure Matrix Multiplication
(Sub-Protocol 3)

J |

Secure Quicksort Secure Square Secure Oblivious Shuffle
(Sub-Protocol 10) (Sub-Protocol 2) (Sub-Protocol 9)

{ Privacy-Preserving LoS/NLoS Identification (Filter) }

Fig. 5.

of ASS. To rank ACs based on their residuals, Sg and S; run SOS
protocol and SQ protocol by inputting each AC’s indexes and
secret-shared residuals. The outputs are the secret-shared top-/N
possible LoS ACs’ indexes (residuals are ordered in ascending
order). ) B

e Estimate((u})Y o, ()N, (u) o, (0));sign) —
(20, yo): To estimate the position of UE, Sy and S; first build
the secret-shared matrix A’ and A” and the secret-shared vector
b’ and b” (recalling (1) and (3)). Since the construction of
A and b only involves addition/subtraction operations (based
on (2) and (4)), So and S; can independently assemble A’
and A” based on the homomorphic property of ASS. With
((A’,b"); (A", b")), Sp and S; utilize SMM protocol and SMI
protocol to get the secret shares of Z = n(ATA)"*ATb, ie.,
Z =7+ 7Z". Finally, the estimated position of UE can be
recovered at UE side after receiving (Z'[1], Z'[2]; Z"[1], Z"[2])
from Sy and S;:

To =z +xp = {;Z’[l] * %ZN[I] (RM); 14
71+ £21] (RDM),
and
Yo = Yo + Yo = {’1712/[2] FaZBl (15)
=72+ 2"2] (RDM).

In case that UE sets sign = 1, top-N possible LoS ACs’ indexes
will be recovered: Sg and Sy reveal v; €[1,5] and U;,e[l, N and the
measurement data received from top-/N possible LoS ACs are
utilized to build (A’; A”) and (b'; b").

VI. SECURITY ANALYSIS

In this section, we first analyze the security of proposed build-
ing blocks, and then prove that the proposed scheme (PPRP)
achieves location privacy using a simulation-based approach.

A. Security Analysis of Basic Modules

The proposed basic modules’ security under the honest-cut-
curious model is established on the security of SHE. Our security
analysis adopts the following rationale: since 4 that controls
either Sp or S; will honestly follow the protocol, if there exists a
simulator, S, that does not know the inputs of the honest server
(Sp or Sy), can generate a view that is indistinguishable for A,
the security is guaranteed.

{ Privacy-Preserving Location Estimation (Estimate) }

Design overview: From basic modules to privacy-preserving los/nlos identification and location estimation.

Security of SLT/SGET: (A controls S1) S behaves as honest
So to simulate [w']. The simulation can be easily achieved for
the reason that [w'] is the SHE ciphertext and SHE is IND-CPA
secure. A cannot distinguish [w']y from [r]o where r € M is
a random number. (A controls Sy) S behaves as honest Sy to
simulate ct. If the comparison result ¢ = ¢/ @© ¢” is revealed, S
can adjust the plaintext of ct to change ¢’ and correspondingly
set ¢, satisfying ¢’ & ¢" = ¢. If ¢ is hidden, the simulation
becomes easier: S can uniformly set the plaintext of ct to make
it positive or negative. Both simulations are indistinguishable
from the view of A.

Security of SS: (A controls S1) S behaves as honest Sg to
simulate [a/]o. The simulation is straightforward due to the IND-
CPA security of SHE. (A controls Sy) S behaves as honest S; to
simulate 2o - [&/]o + 7. Due to the fact that the randomness,
r € Zy, is introduced, S can simply generate a random SHE
ciphertext to replace original messages. Both simulations are
indistinguishable from the view of A.

Security of SMM: (A controls S1) S behaves as honest Sg
to simulate [A']y and [B']o, which can be easily achieved
considering that [A']y and [B'] are encrypted matrices. (A
controls Sy) S behaves as honest S; to simulate [C]y — R,
which is randomized by the random matrix, R, chosen from
M. To complete the simulation, S can encrypt a random matrix
as simulated messages. Both simulations are indistinguishable
from the view of A.

Security of SMAP: (A controls Sy) Since Sy does not have
private inputs, S just honestly follows the protocol to simulate
So’s operations. (A controls Sy) S behaves as honest S; to
simulate ct;, for b € {0,1}. In the protocol, three randomness
numbers, (74,1, 7p 2, €), are utilized to randomize the original
plaintext of [cl-j]]o, concealing 1. Therefore, S can substitute
ctp by a random SHE ciphertext to accomplish the simulation.
Both simulations are indistinguishable from the view of A.

Security of SMI: The security of SMI is partially based on
the security of SMAP. As we have performed the simulation of
SMAP, the simulations of relative procedures are ignored here.
(A controls S1) S behaves as honest S to simulate [C'] and
[W]o. Due to the IND-CPA security of SHE, the ciphertexts can
be simulated using random ciphertexts. (A controls Sp) S can
generate encrypted random matrices to replace [R CRz]o and
use an encrypted random number to substitute [D]o + R when
simulating S;. Both simulations are indistinguishable from the
view of A.

Security of SIDIV: Similar to SMI, the security of SIDIV is
partially based on the security of SMAP, and thus we ignore
redundant descriptions. (A controls S1) S behaves as honest Sy
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Protocol 11: Privacy-Preserving Identification (Filter).

Protocol 12: Privacy-Preserving Estimation (Estimate).

Il’lpllt SO (( 7)1 07N) Sl (( 7)1 07N)

Output: So:(v;)ic1, 33 S1:(v])iepr, N

1: Sp and Sy partially run Estimate to obtain Z’ and Z"

(step-9)

2: if range measurements are applied then

3: Sgand S; run SIDIV(Z'[1],n; Z"[1],n) to obtain &
and &)

4:  Sgand Sy run SIDIV(Z'[2], n; Z"[2],
and ¢
for ¢ E 1,

7) to obtain ¥,

5 N] do

6 So and Sy runs SS and SISR to obtain CZI? and CZIiI ((5)
7:  end for

8: else if range-difference measurements are applied then
9:  Sp and Sy run SIDIV(Z'[1], 2n; Z"[1], 2n) to obtain I,

and &)
10:  Sq and S1 run SIDIV(Z'[2], 2n; Z"[2], 2n)) to obtain
96 and g
11: fori € [2,N]do
12: So and S; run SS, SISR, and SAVD to obtain CZ’M and
di, (6)
13:  end for
14: end if
15:for i € [1,N] do
16:  Sp and 81 initialize W/ = 0 and W/ = 0,
respectively
17: end for
18: for all S;c(1 1) do
19: Spand S; run SS to obtain RS’ and RS}
20: fori e [1,N]do
21: ifi € S; then
22: S locally updates W/ = W/ + RS'; mod 2"
23: Sy locally updates W' = W’ + RS/ mod 2'
24 end if
25: end for
26: end for
27:Sp and Sy run SOS((¢, W/ )26[1 N] (4, W{")ien,ny) to
obtain (€}, })icp1, N and( 4 )ien,
28: Sg and S; run SQ((€;, Q’i)iE[LN]; (€7, )icp,Ny) to
obtain (6')sc(1,n and (0")ic(1,n] B
29: Sg and Sy return v} = ¢; and v = 07 where i € [1, N]

to simulate [a/]o by replacing it with arbitrary SHE ciphertexts.
The simulation is perfect since [«']¢ and another SHE ciphertext
are computationally indistinguishable. (A controls Sy) In the
simulation, S encrypts a random number r € Z: as ret = [r]o,
and A cannot distinguish it if SHE is IND-CPA secure.
Security of SAVD: SAVD protocol utilizes SGET protocol as a
submodule, and we omit the simulation of SGET because the
composition is sequential. (A controls S1) S behaves as honest
So to simulate [¢']o, [&/ — ']o, and z. The simulations of [¢']o
and [« — ']o can be done obviously due to the IND-CPA
security of SHE. Also, since z is protected by the randomness,
r € Zgy, S can utilize randomness to generate an SHE ciphertext
as an alternative in the simulation, which is indistinguishable.
(A controls Sy) S behaves as honest S; to simulate w and h.
Considering that r; and e are randomly chosen in real-world

Input: So:((u))X,, (v DN L, sign);

S1:((uf) o, (v])iLy, sign)
Output: UE:(xg, y0)

1:if sign = 1 then -
2:  Spand S; first run Filter(( DN o (W)Y ;s N) to

obtain (v}); and (v)~_, and then locally construct
(A’,b’) and (A", b")

3: else

4: Sy and Sy locally construct (A’;b’) and (A", b")

5:end if

6: Sp and Sy run SMM((A")T A’; (A")T, A”) to obtain C’
and C”

(

: Sp and Sy run SMI(C’; C”) to get (D’; D”)

:Sp and S; run SMM((A)T, b'; (A”)T,b") to obtain E/
(

[o BN

and E”
9: Sp and Sy run SMM(D', E'; D", E") to obtain Z’ and Z"
10: Sp and S; send Z’ and Z" to UE respectively
11: UE recovers (zg, yo) according to (14) and (15)

executions, the simulation can be easily achieved, and A cannot
distinguish the simulation from a real-world execution.

Security of SISR: Similar to SAVD, the security of SISR
is partially based on the security of SGET, and we omit the
simulation of this part. (A controls S1) S behaves as honest
So to simulate [¢']o. The simulation can be easily conducted
and is indistinguishable since SHE is IND-CPA secure. (A
controls Sy) S behaves as honest Sy to simulate ¢ — 37, p — 2",
x=(c—=p")-2"+(@p-=2")-p"—ry, and p~<—|—r” Here
¢ — (" is an SHE ciphertext whose plaintext is randomized by
B”, and hence can be simulated by S. Simulating p — 2”, x, and
p - ¢ + 7" can be achieved as well although S does not know ¢”
and corresponding ¢. The simulation is indistinguishable from
the view of A due to the reason that ¢ is protected using three
random numbers (71, 2", ").

Security of S0S: (A controls S1) S behaves as honest Sy
to simulate ([W/]o,;, 87, w;, h;)icp,ny Where (o, ;) are
SHE ciphertexts encrypted by pky and (w}, h}) are SHE ci-
phertexts encrypted by pk;. Ciphertexts encrypted by pky can
be easily simulated as A cannot break the IND-CPA secu-
rity of SHE, and ciphertexts encrypted by pk; can be simu-
lated, taking into account that plaintexts are randomized by
(17 )ief1,n]- (A controls Sp) S behaves as honest Sy to simu-
late (i, B, Wi, hi, Ei, Di)ief1,n1» Which are actually encrypted
random numbers. As a result, S can employ the same logic as
described above to carry out the simulation. Both simulations
are indistinguishable from the view of A.

Security of SQ: The security of SAVD is partially built upon
the security of SLT. We have accomplished the simulation of
SLT, and therefore we omit repetitive simulations. (A controls
S1) Sbehaves as Sy to simulate ([¢;]o)ie[1, - In the simulation,
([€3]0)ief1,n) can be replaced by arbitrary SHE ciphertexts. (A
controls Sy) S behaves as Sy to simulate (F;);c[1,n]. Note that,
(Ei)ien,n) are ciphertexts whose plaintexts are randomized
by #’, and consequently they can be substituted by encrypted
random numbers in the simulation. Both simulations are indis-
tinguishable from A’s view.
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B. Security Analysis of PPRP

We prove the security of PPRP based on a simulation-based
real/ideal world model. Without loss of generality, we use C C
[1, N] to denote the set of compromised ACs, and H C [1, N]
to denote the set of honest ACs. The security of PPRP can be
discussed in four cases:

e (Case-I) A corrupts Sy and a set of ACs € C;

e (Case-II) A corrupts S; and a set of ACs € C;

e (Case-III) A corrupts Sy, a set of ACs € C, and UE;

® (Case-1V) A corrupts Sy, a set of ACs € C, and UE.

To make the proof concise, we analyze Case-I and Case-II1
together and discuss the security of Case-II and Case-IV simul-
taneously. This is because after the measurement initialization
phase, the location estimation is primarily performed by Sy and
S, and the corruptions of ACs and UE only determine how
much information is leaked to A at the beginning and the end of
the protocols.

Simulation of Case-1 and Case-I11: We first define the leak-
ages in these two cases based on the defined leakage function,
L. For Case-I, we have L™ = ((u;)ac,cc, (u))ien), LM =
((U;)iE[I,N]) irh]ter)’ and £est — ((Ué)ie[l,N] , Z/, il’eSt),WheI‘e ir
and ir"™" are intermediate messages during the executions of
Filter and Estimate protocols. If sign = 1, £ = LU
(vi)icpr, - For Case-III, the estimated location of UE is also

filter

leaked, i.e., £™ = ((u;)ac,ec, (U})ien To,Yo). Based on the
security of basic modules, the inputs and intermediate mes-
sages between S and A can be easily simulated in Case-I and
Case-111, and the challenges are how to bias the outputs such
that the simulated outputs and the real outputs have the same
distribution. The idea is that S can behave as S; but modify
the ciphertexts encrypted under Sy’s public key (secret keys are
controlled by A). Since S has the public key of Sy, and the
ciphertexts are randomized at S; side, A cannot distinguish
the view generated by the simulation from the view gener-
ated in real-world executions. For example, with the leakages
(vi)icp,n)» S can modify the step-27 in Protocol 11 (more
specifically, the step-14 in Protocol 9), and use E; and D) to
substitute the original F; and D;, where E} and D) are the
ciphertexts of random numbers chosen by S. These random
numbers are stored at S. When revealing (v;);c(1,n]- Since S
knows (v;);c(1, w7, it can correspondingly change (v7);c(1 5y to
ensure (v;);e1,n] + (Vi)ic,n) = (Vi)iep N7

Simulation of Case-1I and Case-1V: The leakages in these
two cases are captured by the defined leakage function, L.
For Case-II, we have L™ = ((u;)ac,ec, (u))ien), LM =
(W] )ieqn, vy, ™), and L% = ((v])sep, Ny, 2", ™), where
irfr and ir® are intermediate messages during the protocol
executions. If sign = 1, L% = L% U (6;),c(1, 5. For Case-1V,
A also knows (g, yo). Similar to the simulation of Case-I and
Case-I11, we can straightforwardly construct a simulator, S, to
generate the view of the inputs and intermediate messages to A,
which is computationally indistinguishable. To bias the outputs,
S can behave as Sy to replace some intermediate messages with
particular formats during the simulation. For example, with
the leakages (vi);c(1 nj, S can modify the step-27 in Proto-
col 11 (more specifically, the step-10 in Protocol 9) and use
self-chosen ciphertexts to replace o, 37, w;, and h} and stores
the plaintexts corresponding to the ciphertexts. In this situation,
Scanrecovere’ = SHE.Dec(a},skg) — w; — SHE.Dec(D;, sko)
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and Q) = SHE.Dec(f3}, sko) — h; — SHE.Dec(E;, sko), and use
the information to bias the outputs. Replacing o}, 57, w}, and h}
will not be identified by A, since these ciphertexts are permuted
and randomized before sharing.

Theorem 2: If proposed basic modules are secure, the pro-
posed positioning scheme, PPRP, is £-semantically secure, i.e.,

REAL

. IDEAL
View’

~ View ASL-

Proof Sketch: The theorem is proved by demonstrating that
there exists a PPT simulator, S, who behaves as honest Sy or
S; and other honest parties H to interact with A as an ideal
simulation. The simulation of II is built on the simulation of
SLT/SGET, SS, SMM, SMAP, SMI, SIDIV, SAVD, SISR, S0S, and
SQ protocols, namely, the inputs and intermediate messages
between S and A can be simulated using £, and cannot be
distinguished by .A. In addition, S can bias the outputs of the
simulation to ensure that the simulated outputs have the same
distribution as the outputs of real-world executions.

Under the condition that PPRP is £-semantically secure, we
discuss two attacks on PPRP defined in the adversarial model
(Section II). For Attack-I, PPRP can guarantee that the exact
locations of honest and uncompromised ACs cannot be revealed
by solving the polynomial equations defined in (1) and (3),
provided that there are more than one such ACs. Adversaries, in
both the downlink (DL) and uplink (UL) models, cannot obtain
more than three polynomial equations, while there exist more
than three unknown variables. For Attack-11, PPRP can perfectly
resist such an attack in DL model. However, in the UL model, it
is inevitable that three or more ACs may collude to recover the
location of the user equipment (UE).

VII. PERFORMANCE EVALUATION

This section shows the performance of the proposed privacy-
preserving range-based positioning scheme (PPRP) in terms of
four utilities defined in Section II-C. To clearly demonstrate
the performance evaluation results, we also choose four state-
of-the-art schemes as baselines and compare their performance
with our work:

® PHE-based Privacy-Preserving Positioning (PHEPP)

[21]: The first baseline is Alanwar et al.’s scheme con-
structed using partially homomorphic encryption (PHE).
PHE cannot be straightforwardly applied to achieve secure
computations defined (1), since PHE does not support
homomorphic multiplication of ciphertexts. To resolve the
challenge, a polyhedra-based approximation approach is
presented to avoid multiplications of ciphertexts when
performing location estimation.

® PPS-based Privacy-Preserving Positioning (PPSPP) [17]:

The second baseline is Shi et al.’s scheme designed based
on privacy-preserving summation (PPS). In their scheme,
UE and N ACs can cooperatively embed self-chosen ran-
domness into measurement data, and the noised values are
aggregated at the home AC and UE finally. Due to PPS,
the random numbers embedded in measurement data can
be cancelled with each other, and thus AT A and ATb can
be recovered. According to (3), with ATA and ATb, UE
can make simple computations to obtain (xg, yo)-

® PHE-assisted PPSPP (PHE+PPS) [20]: The third baseline

is one of the most classical privacy-preserving positioning
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Fig. 6.

schemes proposed by Shu et al. Their scheme defines
three privacy levels for range-based positioning, and we
adopt the third protocol proposed in their scheme which is
claimed to achieve level-III privacy.

o FHE-based Baseline (FHEBASE) [22]: We use CKKS,
the most efficient fully homomorphic encryption (FHE)
for arithmetic on approximate numbers, to design a base-
line that achieves privacy-preserving range-based posi-
tioning and NLoS/LoS identification based on residual
analysis. Although FHE can support complex operations,
the baseline also requires a two-server model to achieve
non-linear functions such as secure comparison and matrix
inverse. Moreover, since bootstrapping is extremely time-
consuming, the baseline relies on the two-server model to
achieve fast bootstrapping in some cases, e.g., computing
square root with Newton’s iteration.

These four baselines are representative since they have dif-
ferent emphases. PHEPP is mainly designed for DL model with
range measurements (RM) while PPSPP is primarily suitable for
DL and UL model with range-difference measurements (RDM).
Different from them, PHE+PPS is particularly applied in UL
model with RM, while FHEBASE can be applied in both DL and
UL models with either RM or RDM. They also have different
privacy guarantees: since AT A and A”b are exposed during
the location estimation process, PPSPP and PPS+PHE need
stronger security assumptions to ensure privacy requirements,
while PHEPP and FHEBASE rely on IND-CPA-secure encryp-
tions and have a stronger security model like PPRP.

Experiment Setting: We develop a proof-of-concept prototype
using Python for PPRP and the baselines. The source code of the
prototype is posted on GitHub [39]. Based on the prototype, we
conduct experiments on a desktop equipped with an M1 chip and
16 GB of RAM. Our experiments simulate real-world scenarios:
In a square area of 3,000 x 3,000 m?, N = {4,5,6,7,8} ACs
are randomly deployed, and one AC (other than the home AC) is
chosen as the NLoS AC, as illustrated in Fig. 6. The experiments
do not take into account the transmission delay between ACs
and the UE; they measure only the execution delay to denote the
computational costs. Moreover, the experiments are conducted
on a single thread.

Public Parameters: The paper does not focus on improving
range/range-difference measurement accuracy, and hence we
set the LoS bias as 5 m and the NLoS bias as 300 m. For
the security parameters of SHE, we set ky = 500, k1 = 200,
ko = 100, and [ = 95. In such a setting, we have ¢ = 1, 245,
i.e., at most 1,245 ciphertexts can be revealed. Additionally, we
choose a security parameter of 2048 bits for Paillier encryption
and configure CKKS with a scaling factor of 24° (a scaling
factor of 24° will cause errors), a polynomial degree of 16 and a
ciphertext modulus of 600 bits. The security parameter for PPS

0 50
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1500
-1500 -1000  -500 500 1000 1500

-15(
~1500 1000 -500 [
X Position (m)

0 1000 1500 0 50
X Position (m)

0 1000 1500

d) 7ACs (N =7) (e) 8 ACs (N = 8)

Positions of UE and N' ACs randomly deployed in a 3,000 * 3,000 m? square area.

is 32 bits, i.e., random numbers for perturbing measurement data
are 32 bits.

Amplification Parameter Chosen: In the implementation of
Protocol 5 for secure matrix inversion, the amplification param-
eter 7) is critical in controlling the trade-off between result accu-
racy and computational efficiency. While a larger n helps reduce
the inevitable accuracy loss caused by converting irreducible
fractions of an inverted matrix to integers, the amplification
must be contained within the decryptable domain of somewhat
homomorphic encryption (SHE), which is determined by the
security parameter k. Increasing 7 leads to a corresponding
increase in k1 and kg, causing higher computational overheads
as shown in Table II. Hence, for our experimental setup with ACs
and UEs in a 3000 x 3000 m? area, n = 102° has been chosen
to balance matrix inversion accuracy and SHE’s computational
overheads.

A. Errors Caused by Privacy-Preserving Techniques

One of the primary goals of a privacy-preserving range-based
positioning scheme is to ensure that it achieves accuracy that
is similar to the plaintext positioning schemes [28]. To assess
the positioning errors arising from the use of privacy-preserving
techniques, we compare the position errors of PPRP with the
baselines in Fig. 7(a) and (b). Specifically, we utilize the eu-
clidean distance between UE’s estimated location obtained using
the plaintext positioning schemes and UE’s estimated location
obtained using PPRP or the baselines to measure the positioning
eITorS.

PPRP and FHEBASE introduce a few positioning errors com-
pared to PPSPP. For instance, PPRP estimates UE’s location as
(1359.0124,1693.3680), while the plaintext positioning scheme
(RM) estimates it as (1358.9311,1693.4519). This is due to
the fact that PPRP and FHEBASE require integers as inputs for
SHE and FHE, and thus the inputs and generated intermediate
results are rounded off, thereby removing the decimal parts.
In comparison to PHEPP, PPRP can preserve higher accuracy.
PHEPP necessitates ACs to conduct sampling operations before
location estimation using the polyhedra-based approximation
method [21]. For maintaining high location accuracy, numerous
sampling points are required, and we employed 100 sampling
points in our experiment. Nevertheless, employing more sam-
pling points will result in higher computation overheads during
the Initialize phase at the AC side (DL model). Additionally,
PHEPP suffers from geometric dilution issues that cause esti-
mation errors, which may adversely affect the location accuracy.

Furthermore, we conduct an evaluation of the residual analy-
sis errors in privacy-preserving NLoS/LoS identification, and the
experimental results are presented in Fig. 7(c) and (d). The resid-
|W; —W;|

7

ual analysis errors are represented by RE = < Zf\; 0
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where W; is AC;’s residual generated by the plaintext identifi-
cation schemes [24], [25], and Wi is AC;’s residual generated
by PPRP or FHEBASE. The results indicate that PPRP and
FHEBASE have small residual errors, and both of them can guar-
antee the same NLoS/LoS identification rates as the plaintext
schemes.

B. Computational Costs of UE and ACs

We evaluate the computational costs of UE and ACs in
privacy-preserving range-based positioning, and the comparison
results between PPRP and the baselines are illustrated in Fig. 8.
PPRP outperforms all baselines apparently, i.e., it takes less than
0.1 ms for UE and ACs to report measurement data to LMF
servers in both DL and UL models. In PHEPP, ACs are required
to encrypt all sampling points, which incurs linear computational
costs proportional to the number of sampling points and is
time-consuming accordingly. In FHEBASE, UE and ACs must
encrypt their measurement data using the CKKS encryption

algorithm, which is even more computationally expensive than
the Paillier encryption algorithm. Although PHE+PPS and PPS
are more efficient than PHEPP and FHEBASE, they require
UE and ACs to not only perform measurement initialization
but also participate in the location estimation process. Conse-
quently, these schemes still require significant computational
resources. In contrast, PPRP only necessitates UE and ACs to
conduct lightweight secret sharing operations and then go offline
after uploading the secret-shared measurement data, rendering
it highly computationally efficient.

C. End-to-End Execution Delay

We evaluate the end-to-end execution delay of PPRP and the
baselines, without considering transmission delay. The results,
averaged over 100 iterations, are shown in Fig. 9. Our evaluation
focuses on two privacy-preserving protocols: location estima-
tion protocol (Estimate) and NLoS/LoS identification protocol
(Filter). The evaluation results are presented according to two
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categories (i.e., two measurement data generated by UE and
ACs).

Fig. 9(a) demonstrates that PPRP outperforms PHEPP, FHE-
BASE, and PHE+PPS in terms of execution latency. Specifically,
with 8 ACs deployed, PPRP completes Estimate in less than
35 ms, whereas PHEPP takes over 5,900 ms (with 100 points
sampled) and FHEBASE requires more than 4,900 ms. Though
PHE+PPS is more efficient than PHEPP and FHEBASE, it still
takes 100 ms to complete the location estimation and requires
all UEs and ACs to be online during the estimation. In Fig. 9(b),
PPSPP is shown to be more efficient than PPRP, although PPRP
takes less than 65 ms to complete the estimation process. PPSPP
is more efficient because it allows revealing intermediate results
during the location estimation and can bypass complex matrix
operations such as matrix inverse. In other words, it sacrifices
security for improved efficiency.

Fig. 9(c) and (d) depict the execution delay of Filter. Since
PHEPP, PHE+PPS, and PPSPP do not focus on NLoS/LoS
identification, we mainly compare PPRP with FHEBASE
that achieves privacy-preserving NLoS/LoS identification using
straightforward homomorphic operations. The results show that
PPRP is more computation-efficient and can meet the real-world
deployment requirements. For example, it takes less than 800 ms
to identify possible NLoS ACs out of 8 ACs and spends less than
900 ms to sequentially execute Estimate and Filter.

D. Communication Complexity

In terms of communication rounds, PPRP requires O(N)
rounds for communication between UE/ACs and LMF servers
in both DL and UL models. This is consistent with the com-
munication rounds required by PHEPP and FHEBASE. On the
other hand, PPSPP and PHE+PPS require O(N?) communi-
cation rounds, considering that UE and ACs need to transmit
the randomness to perturb their measurement data. In pervasive
environments, UE and the home AC play the role of LMF
servers, therefore increasing the communication overheads.

VII. RELATED WORKS

This section mainly reviews recent privacy-preserving range-
based positioning schemes for mobile networks [14], [15], [16],
[17], [18], [19], [20], [21].

From a high-level perspective, range-based positioning meth-
ods measure location dependent parameters such as time of
arrival (ToA), time difference of arrival (TDoA), and received
signal strength indicator (RSS) in mobile networks, and with
these parameters, the distance among anchors (ACs) and user
equipment (UE) can be calculated, and be further combined
with the locations of ACs to estimate the location of UE. To
protect not only UE’s but also ACs’ location privacy, many
privacy-preserving range-based positioning schemes have been
proposed. In these schemes, the location estimation problems
can be transformed to least-square optimization problems, and
we can roughly categorize these schemes into : 1) schemes
based on SR-LS that fully uses range measurements between
three or more ACs with UE [14], [16], [18], [19], [20], [21],
and 2) schemes based on SRD-LS that depends on range-
difference measurements between three or more ACs with
UEs [15], [17], [40], [41]. For the first category, traditional se-
cure multi-party computation techniques (SMC) such as garbled
circuits and oblivious transfer are utilized by Hussain et al. to
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propose privacy-preserving positioning method for automotive
systems [19]. Similar to SMC, fully homomorphic encryption
(FHE) is also workable, but the FHE-based privacy-preserving
positioning needs to tolerate more computational and commu-
nication costs [22]. To get rid of FHE’s high complexity, rela-
tively computation-efficient partially homomorphic encryption
(PHE) such as Paillier encryption is applied. Under the condition
where the locations of all ACs are publicly known, Jiang et al.
proposed a PHE-based privacy-preserving positioning scheme
in mobile edge computing scenarios [18]. To provide stronger
privacy protection by hiding private ACs’ locations, Alanwar
et al. proposed a PHE-based privacy-preserving positioning
scheme by using a polyhedra-based transformation, at the ex-
pense of sacrificing positioning accuracy caused by geometric
dilution [21].

Unlike traditional cryptographic techniques, another research
branch turns to using more lightweight privacy-preserving sum-
mation (PPS) techniques. The basic idea to achieve PPS-based
privacy-preserving positioning is to conceal sensitive measure-
ment data by randomness generated by UE and ACs. The
randomness is generated in a special format such that random
numbers generated by all participants can be cancelled after
summation/aggregation. Shu et al. first proposed the idea and
design their schemes with three privacy levels [20]. To realize
the highest privacy guarantee (Level-III privacy), they have
to combine PPS with PHE. Also, their scheme is particularly
designed for pervasive environments, i.e., one of the ACs should
be responsible for the final calculations. Different from Shu
et al.’s work, Liu et al. redesigned the randomness distribu-
tion algorithm. In this way, PHE is not necessary, but their
scheme only works with three ACs (2D positioning) or four ACs
(3D positioning), namely, their scheme is a privacy-preserving
trilateration-based positioning scheme [16]. Recently, Shi et al.
proposed the first privacy-preserving range-based positioning
scheme where UEs and ACs’ inputs are range-different mea-
surement data [17]. Their scheme requires the home AC and
UE to aggregate other ACs’ and UE’s inputs. Same as Shu et
al.’s work [20], their scheme works in pervasive environments.
Following their work, Zhu et al. proposed a variant privacy-
preserving multilateration scheme that uses the homomorphic
property of Shamir’s secret sharing to construct PPS [14]. To
bypass complicated privacy-preserving protocol designs, Yan et
al. proposed to use secure hardware such as Intel SGX to simplify
the procedures of protecting location privacy for range-based
positioning [15]. The security of their scheme is fully dependent
on the security of Intel SGX.

In addition to privacy-preserving range-based position-
ing schemes, there exist other privacy-preserving positioning
schemes that rely on fingerprint-based methods [42], and se-
cure positioning schemes that focus on handling system-level
security issues, e.g., ACs’ location verification, in mobile net-
works [43]. We omit them since these works are beyond the
scope of the paper.

IX. CONCLUSION

We have proposed a privacy-preserving range-based
positioning scheme for mobile networks, named PPRP, which
is built upon a decentralized trust-based framework. Under the
framework, a set of secure two-party computation sub-protocols
have been developed based on lightweight additive secret shar-
ing and somewhat homomorphic encryption to achieve many
fundamental functions such as matrix multiplication, matrix
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inverse, comparison, division, oblivious shuffle and sorting.
These sub-protocols not only are the building blocks of our
scheme to achieve location privacy protection during the location
estimation and LoS/NLoS analysis, but also may be utilized to
construct other secure schemes. A proof-of-concept prototype
has also been developed to demonstrate the feasibility and prac-
ticality of our scheme. For the future work, we will investigate
other positioning methods such as fingerprinting-based methods
and aim to design a privacy-preserving fingerprinting-based
positioning scheme under the decentralized framework.
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