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Abstract
In the era of artificial intelligence of things 

(AIoT), the substantial user data collected by net-
work service providers (NSPs) holds great poten-
tial for enhanced service provisioning. However, 
the data isolation between NSPs limits the full uti-
lization of data. In this article, we investigate col-
laborative computing among NSPs to fully unlock 
the potential of heterogeneous cellular data, 
with comprehensive discussions on its advantag-
es, applications, and challenges. We propose a 
two-dimensional hybrid federated learning (2DHFL) 
framework to facilitate collaborative computing 
among multiple NSPs, with ingenious integration 
of horizontal and vertical federated learning tech-
niques. The 2DHFL framework can effectively 
address the challenges related to incomplete fea-
tures and insufficient training data while maintain-
ing data privacy. A case study on map matching 
task is presented with empirical data-driven exper-
iment results to demonstrate the effectiveness of 
the 2DHFL framework compared with state-of-the-
art benchmark schemes.

Introduction
As 4G becomes ubiquitous, and the rollout of 5G 
accelerates, we are ushering in the era of the Arti-
ficial Intelligence of Things (AIoT), where cellular 
networks are the foundation for the Internet of 
Everything (IoE) [1, 2]. This transition is accom-
plished by a rapid expansion in the number of 
smart terminal devices and mobile users. Accord-
ing to Ericsson’s report, there will be a substantial 
rise in cellular IoT connections, from 1.7 billion 
in 2020 to 5.9 billion in 2026. The large accu-
mulation of IoT data enables the rapid devel-
opment of AIoT. Currently, the scope of AIoT 
devices encompasses various domains, ranging 
from smart wearable devices and utility meters to 
infrastructure elements like smart manhole covers 
and on-board terminals. This technology integra-
tion spans across smart city initiatives, intelligent 
transportation systems, environmental monitor-
ing, healthcare, and more. Consequently, major 
network service providers (NSPs) and Internet 
companies have amassed vast quantities of user 

data. As an example, in the first half of 2022, Chi-
na’s mobile Internet access traffic reached 124.1 
billion GB, a year-on-year increase of 20.2 percent 
[3]. Leveraging big data technologies, cellular 
users’ data support large-scale mobile perception 
and computing to advance the digital economic 
development, urban digital governance, residents’ 
mobile behavior analysis, epidemics management, 
NSP resource allocation, and more.

Cellular networks offer significant advantages 
such as continuous availability, comprehensive cov-
erage, high network penetration, and the support 
of device mobility. As a result, major NSPs can 
monitor and record all-weather, all-mission, all-us-
er real-time communication processes between 
terminal devices and base stations (BSs), in terms 
of connection times, associated BSs, utilized appli-
cations (Apps), and consumed data traffic. These 
monitored data can accurately reflect users’ mobile 
patterns, lifestyle patterns, and social interactions. 
While NSPs can utilize these monitored data to 
enhance the quality of service provisioning, each 
NSP must independently collect and store data 
owing to commercial and privacy constraints. As 
a result, the dataset for the collected data is frag-
mented across the city, which significantly limits 
comprehensive city-wide insights and t2Dhe sup-
port of large-scale perception activities. Recogniz-
ing these limitations, the industry has increasingly 
emphasized the cooperation among NSPs [4]. In 
China, major NSPs, including China Mobile, China 
Telecom, China Unicom, and China Broadnet, have 
underscored the necessity for intensified collabo-
ration. Their goal is to unlock the full potential of 
communication big data and drive the future digi-
tal evolution of the communication sector. Within 
such a cooperative framework, NSPs can partici-
pate in diverse city perception activities at a large 
scale through collaborative computing among their 
data to enhance the overall urban experience.

There exist a few studies [5–9] utilizing cellular 
data for varied applications, such as coronavirus 
disease (COVID-19) tracing, map matching (MM), 
and pedestrian density prediction. For instance, 
Shen et al. [6] introduced a recurrent neural net-
work-based model for map matching using cellular 
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trajectories, and Huo et al. [7] estimated short-
term pedestrian density with cellular data. There 
are also studies [8, 9] focusing on monitoring sup-
ply networks, assessing economic risks, and pre-
dicting cellular traffic, respectively. Despite these 
valuable contributions, most existing research has 
concentrated solely on harnessing cellular data 
from individual NSPs, rarely considering collabo-
rative computing among multiple NSPs. This often 
results in suboptimal model accuracy and restricts 
the scope of practical applications. To bridge this 
research gap, we propose an innovative frame-
work for collaborative computing that involves 
multiple NSPs to unlock the full potential of collec-
tive data intelligence.

Conducting collaborative computing among 
NSPs encounters substantial challenges, primarily 
in safeguarding data privacy. To address these chal-
lenges, we propose a privacy-preserving two-di-
mensional hybrid federated learning (2DHFL) 
framework, which ingeniously integrates horizontal 
and vertical federated learning (FL). This framework 
can effectively resolve issues related to incom-
plete features and insufficient training data while 
preserving data privacy. Specifically, considering 
the escalating prevalence of dual-SIM-card users 
(i.e., individuals who simultaneously use two sub-
scriber identity module (SIM) cards from diff erent 
NSPs and have their cellular usage data collect-
ed by these NSPs), a vertical federated learning 
(VFL) scheme is developed to enhance the learn-
ing model. For each pair of NSPs, a model can be 
trained using VFL to aggregate shareable features 
for their shared dual-SIM-card users into a compre-
hensive feature space. Concurrently, we employ 
horizontal federated learning (HFL) to adeptly 
aggregate these models from diff erent NSP pairs to 
construct a high-quality global model. This hybrid 
approach ensures both eff ective model refi nement 
and robust data privacy in the collaborative com-
puting among NSPs.

The remainder of this article is organized as fol-
lows. We first introduce the advantages, applica-
tions, and challenges of collaborative computing 
among multiple NSPs. Then we present prelimi-
naries on federated learning and the motivation 
for designing this novel framework. Afterwards, 
we elaborate on our proposed 2DHFL framework. 
Finally, we carry out a case study to demonstrate 
the effi  cacy of our proposed framework, followed 
by the conclusion in the fi nal section.

AdVAntAges, ApplIcAtIons And chAllenges
In this section, we will fi rst highlight the advantag-
es of collaborative computing for multiple NSPs. 
Next, we will introduce several signifi cant applica-
tions, as depicted in Fig. 1, followed by the chal-
lenges required to be addressed.

AdVAntAges
Collaborative computing among NSPs introduces 
the following three advantages in comparison to 
single-NSP data-driven solution.

Breaking Data Barriers and Enhancing Data 
Integration: Due to privacy protection and securi-
ty concerns, data collected by major NSPs should 
be stored and utilized separately, leading to dis-
tinct data islands. However, relying solely on one 
NSP’s data proves insufficient for capturing com-
prehensive information. Collaborative computing 
for multiple NSPs overcomes the physical isolation 
of data from diff erent NSPs while ensuring privacy 
protection, thereby allowing for the realization of 
multi-source data fusion to break data barriers and 
enhance data integration.

Expanding New Application Scenarios: Each 
single NSP has limited user coverage scope, result-
ing in constrained data sources. Consequently, lots 
of applications, such as city-wide App popularity 
analysis or nationwide contact tracing during an 
epidemic, cannot be effectively implemented. 
However, collaborative computing for multiple 

FIGURE 1. Illustration of the considered collaborative computing for multiple network service providers scenarios.
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NSPs facilitates the realization of such applications 
by breaking data barriers and facilitating data inter-
action, which can expand application scenarios to 
foster new business forms and patterns.

Enhancing Service Performance and Intel-
ligence: Traditional applications relying on data 
collected from a single NSP often suffer from 
sparse and noisy cellular data, leading to unsatis-
factory performance. For instance, the accuracy 
of single-NSP cellular data-based map matching 
generally requires further improvement due to 
the insufficient features resulted by the sparse and 
noisy cellular data. In contrast, collaborative com-
puting for multiple NSPs allows for the effective 
gathering and utilization of complementary infor-
mation through secured data interaction among 
multiple NSPs. This enhances model accuracy per-
formance and intelligence, therefore facilitating 
high-quality service provision.

Applications
Collaborative computing among multiple NSPs 
empowers a plethora of innovative applications, 
which can be primarily divided into two catego-
ries. In this subsection, we will explore exemplary 
applications within these categories, as shown in 
Fig. 1, using the collaboration between two NSPs 
as an example.

Performance-Enhancing Applications: These 
applications leverage collaborative comput-
ing among NSPs to improve their performance, 
addressing limitations encountered when using 
data from a single NSP.

Cellular Data-Based Map Matching: Map 
matching plays a crucial role in trajectory-based 
applications, where Global Positioning System 
(GPS) or cellular association traces are matched to 
road networks to identify accurate moving paths 
and positions of objects. Compared to GPS-based 
schemes which have limitations in scalability and 
user privacy concerns, cellular data-based schemes 
offer advantages in terms of low-cost data collec-
tion and privacy guarantee. However, the match-
ing performance based on user trajectories from 
a single NSP may be suboptimal due to poor data 
quality, such as sparsity and location noise. Col-
laborative computing among NSPs can effectively 
address this issue by utilizing complementary fea-
tures provided by different NSPs for the same path 
with information fusion.

Cellular Data-Based Functional Parks Portrait: 
In urban planning and development, identifying 
and characterizing urban functional parks is para-
mount. These areas serve as regional hubs for the 
aggregation of social resources and the efficient 
execution of specific urban functions, such as high-
tech industrial parks, business districts, and medical 
park. To support the construction of smart cities, 
it is vital to understand various parameters within 
these regions, including population distribution, 
mobility, electricity consumption, traffic usage, and 
network load. However, the data provided by a sin-
gle NSP may be incomplete, thereby challenging 
the capture of full characteristics of these function-
al parks. Collaborative computing among multiple 
NSPs can overcome this limitation by leveraging 
data from various sources to create more accurate 
portraits of functional parks.

Business-Expansion Applications: These appli-
cations leverage collaborative computing among 

NSPs to enable interactions and business expan-
sion, which generally cannot be realized with a sin-
gle NSP’s data alone.

Cellular Data-Based Static Contact Tracing: 
Contact tracing is critical for identifying and con-
trolling the exposure of individuals in various con-
texts, significantly contributing to the control of 
infectious disease, surveillance, and monitoring 
activities of sensitive individuals. Cellular data-based 
static contact tracing is effective due to the broad 
user coverage, allowing it to infer whether two indi-
viduals have come into contact by identifying if 
they were in the same space based on three-di-
mensional (3D) indoor positioning. Due to the 
diversity of SIM cards used by users, the cellular 
data of two individuals may be collected by differ-
ent NSPs. Therefore, city-wide static contact tracing 
cannot be achieved based solely on a single NSP’s 
data due to its limited user coverage. Collaborative 
computing among multiple NSPs has the potential 
to overcome limitations, enabling effective static 
contact tracing.

Cellular Data-Based Dynamic Contact Trac-
ing: Dynamic contact tracing is equally important 
as the static contact tracing, since user contacts 
may occur in both static and dynamic environ-
ments, such as during travel. Traditional localization 
technology may not be suitable for determining 
contact between moving users due to high cost, 
low accuracy or device limitation, such as GPS 
positioning and Wireless Fidelity (WiFi) positioning. 
Dynamic contact tracing based on cellular data 
is a decent solution by matching users’ moving 
trajectories and assessing spatio-temporal similari-
ty between trajectory pairs to determine contact. 
Similar to static contact tracing, dynamic contact 
tracing also faces the challenge that a single NSP 
cannot provide complete information to deal 
with this task. Therefore, collaborative computing 
among multiple NSPs also enables the realization 
of this application.

In summary, collaborative computing among 
multiple NSPs opens up new possibilities for 
performance-enhancing and business-expansion 
applications. By leveraging the collective data and 
resources from multiple NSPs, these applications 
can overcome limitations in terms of data missing, 
small data scale, and incomplete data features. This 
contributes to the improvement of model accura-
cy, and the comprehensive exploring of city-wide 
user interaction behaviors to promote the construc-
tion of smart cities, leading to enhanced services 
and capabilities in various domains.

Challenges
Despite the significant potential of collaborative 
computing among multiple NSPs, the following 
challenges must be addressed to ensure success-
ful implementation.

Data Isolation: Each NSP’s independent data 
storage and management results in data isolation 
among NSPs. This hinders the sharing, integration, 
and utilization of data across NSPs, limiting the full 
potential of cellular data. Overcoming data isola-
tion while enabling efficient data sharing and col-
laboration between NSPs is a critical challenge in 
multi-NSP collaborative computing.

Privacy and Security: User data collected by 
each NSP contains sensitive information that must 
be protected and kept confidential according to 
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privacy regulations. How to foster effective col-
laboration using collected user data from diff erent 
NSPs while preserving data security and user priva-
cy is a paramount challenge.

Heterogeneity of Data: Different NSPs may 
utilize distinct strategies to deploy BSs and collect 
data, leading to diff erences in data formats, struc-
tures, and qualities. Therefore, ensuring effective 
sharing and aggregation of the heterogeneous data 
across multiple NSPs to guarantee compatibility 
and consistency is crucial for meaningful collabora-
tive computing.

Data Quality and Reliability: Ensuring the qual-
ity and reliability of shared information is a signifi -
cant challenge in collaborative computing among 
multiple NSPs. This is because data inconsistencies, 
biases, errors, and outliers can aff ect the accuracy 
and validity of collaborative models and analysis. 
Therefore, the implementation of data cleansing, 
preprocessing, and quality assurance techniques is 
necessary to maintain the integrity and reliability of 
the shared data.

Addressing these challenges requires multi-par-
ty collaborative eff orts. The development of stan-
dardized protocols, privacy-preserving frameworks, 
and data governance mechanisms holds the key to 
unlocking the full potential of collaborative com-
puting among multiple NSPs.

lIMItAtIon oF trAdItIonAl FederAted leArnIng
As discussed in previous sections, effective data 
sharing and aggregation while maintaining data 
privacy and security plays a vital role in enabling 
collaborative computing across NSPs. To achieve 
this, it is imperative to establish a robust frame-
work for seamlessly interfacing and aggregating 
data features from diverse NSPs.

FL emerges as a pioneering machine learning 
paradigm crafted specifically for training models 
using decentralized and privacy-sensitive data sourc-
es [10–12]. This innovative paradigm facilitates col-
laborative learning, allowing distributed entities to 
collaboratively construct a global model without 
sharing raw data. Within the realm of FL, two spe-
cialized variants, HFL and VFL, have emerged. HFL 
is characterized as a feature-aligned FL framework, 
aligning data features among participants with dif-
ferent training samples, eff ective in scenarios where 
entities share similar data attributes or features from 
diverse sources. Conversely, VFL is a sample-aligned 

FL framework, featuring participants with overlap-
ping training sample IDs but less overlap in data fea-
tures, suitable for situations where entities possess 
complementary data attributes.

However, the conventional pure FL framework 
falls short in multi-NSP scenarios due to the inher-
ent complexity of data distribution. The rise of dual-
SIM-card users exacerbates these intricacies, as 
shown in Fig. 2a. In single-SIM-card user scenarios, 
diff erent NSPs serve distinct user groups, and each 
user within that group is equipped with a single 
SIM card from that NSP. Thus, each NSP maintains 
dissimilar data samples while sharing similar fea-
tures, naturally aligning with the HFL framework, 
as depicted in Fig. 2b. However, the emergence 
of dual-SIM-card users, who concurrently associate 
with two NSPs, complicates the situation as they 
bring rich information to both NSPs. In scenari-
os with dual-SIM-card users, each NSP pair aligns 
with the VFL framework, with distinct features but 
shared samples, as illustrated in Fig. 2c. A clos-
er examination of the HFL and VFL frameworks 
reveals their drawbacks. Relying solely on the HFL 
framework, although the samples are sufficient, 
the features are singular, and the rich information 
brought by dual-SIM-card users is not effectively 
utilized. Using the VFL framework alone, despite 
its abundant features, leads to insuffi  cient samples. 
Consequently, developing a novel FL framework is 
imperative to address the current dilemma faced 
by single HFL or VFL. Notably, some studies in the 
existing literature attempt to optimize HFL and VFL 
frameworks by proposing hierarchical or hybrid 
federated learning. However, these architectures 
are not well-suited for the collaborative computing 
scenario involving multiple NSPs, primarily for two 
reasons. Firstly, most of them only consider sin-
gle-dimensional framework optimization. Secondly, 
even if a two-dimensional hybrid design is consid-
ered, it is often tailored for specifi c scenarios and 
lacks generalizability to other application contexts. 
Therefore, motivated by this, we propose a two-di-
mensional hybrid federated learning framework 
that leverages the advantages of both HFL and VFL 
structures with sufficient samples and abundant 
features, depicted in Fig. 2d.

the 2DHFL FrAMeWorK
Figure 3 shows the design overview of our pro-
posed 2DHFL framework, where multiple NSPs 

FIGURE 2. An illustration of the research motivation: a) Data distribution of multiple NSPs; b) HFL scenario and characteristic; c) VFL scenario and character-
istic; d) 2DHFL scenario and characteristic.
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can collaboratively train a powerful global model 
in a privacy-preserving manner. Our 2DHFL frame-
work consists of three layers. The fi rst layer is the 
bottom layer, constituted by heterogeneous NSPs. 
Each NSP serves as a distributed client node, and 
can locally train task models based on its own 
cellular data. The second layer is the middle layer 
composed of several edge servers, which act as 
trusted third parties, aggregating data features 
from their managed NSPs in the bottom layer to 
train an enhanced middle model. The third layer 
is the top layer consisting of a trusted cloud server 
with powerful computing capability, which aggre-
gates the model parameters transmitted from the 
middle layer to train the powerful global model.

As shown in Fig. 3, the implementation of 
2DHFL consists of two parts. The first part is the 
VFL component aiming to enhance the model 
using all the available data from heterogeneous 
NSP pairs with keeping sensitive data safe and 
uncompromised. Diff erent NSPs do not exchange 
their raw data; instead, only encrypted data infor-
mation is collected and aggregated by a trusted 
third party to be used to train a middle model 
with a more complete feature space. The second 
part is the HFL component designed to address 
the issue of insufficient training data within each 
NSP pair and insecure data sharing across multiple 
NSP pairs. Specifi cally, the cloud server aggregates 
encrypted model parameters uploaded by middle 
servers to enhance the quality of the global model. 
As a result, the suffi  cient knowledge between mul-
tiple NSP pairs can be shared and aggregated with-
out direct data exchange.

Next, we introduce the workfl ow of the 2DHFL
framework and detail implementation procedure 
as follows.

Secured Common User Identification Inter-
section: Given each NSP pair, the first step is to 
fi nd the common identifi ers served by both NSPs 
to align the training data samples. This involves 
fi nding users who own SIM cards from both NSPs, 
by a secure multi-party protocol, specifically the 
RSA-based blind signature scheme.

Bottom Model Local Training: Each NSP trains 
its bottom model locally to extract feature map 
based on its specifi c and non-shared data samples 
aligned with other NSPs.

Feature Map Uploading: Each NSP uploads the 
extracted local feature map to the middle server. 
Concurrently, for privacy protection, a homomor-
phic encryption algorithm based on Brakerski-Gen-
try-Vaikuntanathan (BGV) scheme is exploited to 
deal with privacy leakage problem that possibly 
occurs during the transmission.

Middle Model Aggregation: Each middle serv-
er aggregates encrypted feature maps off ered by 
each NSP pair to train a middle model.

Encrypted Parameter Upload: Each middle 
server encrypts its current model parameters by 
a modified BGV-based somewhat homomorphic 
encryption algorithm and then uploads them to the 
global cloud server. 

Top Model Aggregation: The cloud server 
aggregates the encrypted model parameters from 
each middle model to establish a global model.

Top Model Distribution: The updated glob-
al model parameters are shared and distributed 
to middle servers to facilitate further personalized 
middle model training.

Middle Model Update: Each middle serv-
er updates its model parameters based on the 
received parameters of the global model.

Gradients Backward Transmission: Each mid-
dle server performs backward transmission, send-
ing the gradients back to each NSP.

Bottom Model Update: Each NSP calculates 
the gradients for its bottom model parameters 
based on the local data and gradients received 
from the middle server, and then updates the bot-
tom model using the gradients.

Interactive iterations between the local NSPs, 
the middle servers, and the global cloud server are 
performed in multiple rounds to ultimately opti-
mize the global model. This collaborative comput-
ing framework eliminates the need for raw data 
exchange while aggregating the unique features of 
local data from each NSP. It is worth noting that 
our 2DHFL framework is applicable to all scenarios 
involving two or more participating NSPs. In cases 
with two participating NSPs, 2DHFL can be sim-
plifi ed into a pure VFL framework when there are 
dual-SIM-card users, or into a pure HFL framework 
when no dual-SIM-card users exist. Obviously, the 
accuracy of the fi nal global model increases with 
the number of participating NSPs.

FIGURE 3. Design overview of 2DHFL framework.
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cAse studY
In this section, we carry out a case study to demon-
strate the efficacy of the proposed 2DHFL frame-
work. Our study focuses on a map-matching service 
that relies on cellular association traces. When 
working with data from a single NSP, we often 
encounter limitations in terms of available features, 
resulting in suboptimal matching accuracy. In this 
specifi c case, we assess the performance enhance-
ment achieved by employing collaborative comput-
ing involving three NSPs with dual-SIM-card users.

MethodologY
Data Collection: Due to privacy concerns, direct 
access to NSPs’ data is restricted. Therefore, we 
actively perform manual data collection to support 
our research, as shown in Fig. 4. Specifically, we 
design a real-time Android-based data collection 
App, depicted in Fig. 4a, and deploy 20 mobile 
phones1 to capture suffi  cient research data. Subse-
quently, we conduct two extensive data collection 
campaigns, one for gathering cellular association 
traces of dual-SIM-card users between NSP A and 
NSP B, and the other for collecting cellular associ-
ation traces of dual-SIM-card users between NSP 
B and NSP C. For simplicity, we assume no dual-
SIM-card users existing between NSP A and NSP 
C. These campaigns share the same transportation 
mode and environments, encompassing urban, 
suburban, and highway settings, with varying BS 
densities and road conditions, as illustrated in Fig. 
4c. Key statistics from two data collection cam-
paigns are presented in Fig. 4d.

Model Design: In our considered three-NSP 
scenario with dual-SIM-card users, our 2DHFL 
framework is implemented with one top server, 
two middle servers, and three local NSP partici-
pants. We have developed an innovative model for 
the map matching task, comprising a stacked bidi-
rectional gated recurrent unit (SBi-GRU) encoder 
and an attentional GRU decoder, to learn the map-
ping function that projects cellular association trac-
es to road segment-based trajectories. Specifi cally, 
each NSP implements the SBi-GRU encoder to 
extract hidden feature maps from its local cellular 
association traces and transmits these feature maps 
to its corresponding middle server. Subsequently, 
each middle server employs the attentional GRU 

decoder to decode combined feature maps into 
road segments and uploads its model parameter to 
top server. Finally, the top server establish its atten-
tional GRU decoder to accomplish map matching 
based on the aggregated model parameters from 
the middle servers.

Baselines: For the comprehensive evaluation of 
the proposed 2DHFL, we employ the following fi ve 
baselines for performance comparison.

Hidden Markov Model (HMM) [13]: a tra-
ditional model-based method to solve the map 
matching problem.

Seq2Seq [14]: a widely-adopted data-driven 
model, commonly known as the Encoder-Decod-
er model, suitable for processing map matching 
problem.

DeepMM* [15]: an advanced deep learning 
approach specifi cally tailored for the map match-
ing task, recognized for its notable eff ectiveness.

HFL: a feature-aligned FL framework where 
data features of participants are aligned, while 
training samples diff er. In our scenario, NSP A and 
NSP C can adopt HFL framework.

VFL: a sample-aligned FL framework where par-
ticipants have overlapping training sample IDs but 
less overlapping data features. In our scenario, the 
VFL framework can be adopted between pairs of 
NSPs sharing the same dual-SIM-card users, such as 
NSP A and NSP B, or NSP B and NSP C.
In summary, these fi ve baselines are chosen from 
two perspectives. HMM, Seq2Seq, and DeepMM*
represent classical map-matching algorithms with 
single NSP data, assessing the eff ectiveness of col-
laborative computing among NSPs. HFL and VFL
are two typical single FL frameworks, providing a 
benchmark to evaluate the superiority of our pro-
posed 2DHFL over traditional single FL frameworks.

Performance Metrics: To evaluate the effec-
tiveness of these map-matching algorithms, we 
employ the following four performance metrics:
• Precision: the ratio of the total length of correctly 

matched routes to the total length of all routes.
• Recall: the ratio of the total length of the cor-

rectly matched routes to the total length of the 
routes in the ground truth.

• F1-score: a weighted average value of Precision 
and Recall, providing a balanced assessment of 
model performance.

FIGURE 4. Illustration of data collection: a) (a) Data collection platform; b) Data collection devices; c) Data collection envi-
ronment; d) Data collection dataset.

Campaign 2Campaign 1

Android-based App

NSP A (8 devices)

Suburban
Urban
Highway

NSP B (12 devices) NSP C (8 devices)

Transportation
Users
Duration (h)
Distance (km)
Trajectory pairs

Car
234
210.9
6203.9
39,536

(a) Data collection platform

(b) Data collection devices

(c) Data collection environment

(d) Data collection dataset

Car
234
204.6
6152.5
39,520

1 These 20 devices simulate 
the data collection of dual-
SIM-card users, with 8 devices 
associated with NSP A and 
NSP C, and the remaining 12 
devices associated with NSP 
B, as shown in Fig. 4b.
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• Time: the average inference time, offering 
insights into the computational effi  ciency of the 
algorithms.
Experiment Setup: To ensure a realistic esti-

mation of generalization error, we adopt a trip-
wise data splitting approach. Specifi cally, for each 
pair of NSPs with dual-SIM users, 80 percent of 
their respective private data is allocated for model 
training, with the remaining 20 percent reserved 
for model testing. Notably, the cellular association 
traces in the testing set are entirely distinct from 
those in the training set.

perForMAnce coMpArIson
Overall Performance: Figures 5a–d display 
box plots illustrating the distribution of scores 
for each algorithm across the metrics of Preci-
sion, Recall, F1-score, and Time, respectively. 
Across all critical metrics, 2DHFL consistently 
outperforms baseline methods, demonstrating 
its superior efficacy. Figure 5e shows the aver-
age performance scores for all metrics, revealing 
three significant findings. Firstly, 2DHFL consis-
tently exhibits exceptional performance across 
all accuracy metrics, showcasing substantial 
improvements compared to baselines designed 
for single NSP data, as well as compared to sin-
gle FL frameworks. For instance, in terms of the 
F1-score metric, HMM, Seq2Seq, DeepMM*, HFL, 
and VFL achieve average scores of approximate-
ly 0.38, 0.46, 0.67, 0.54, and 0.86, while 2DHFL
attains an average score of 0.93, representing 
remarkable performance enhancements of 144.7 
percent, 102.2 percent, 38.8 percent, 72.2 per-
cent, and 8.1 percent, respectively. Secondly, 
collaborative computing among NSPs proves 
effective, and single VFL outperforms single 
HFL. Thirdly, regrading computational effi  ciency, 
2DHFL significantly outperforms HMM, albeit 
with slight performance gaps compared to the 
other four baselines.

Visualization: To enhance the clarity of our 
proposed 2DHFL’s eff ectiveness, we use visualiza-
tions to depict the map matching performance of 
the six models. In Fig. 6, the ground truth of the 
route is displayed alongside the matched results 
of the three approaches designed for single-NSP 
data, the matched results of single HFL and VFL 
using two-NSP data for joint inference, and the 
matched result of our 2DHFL using three-NSP 
data for joint inference. These visual representa-
tions emphasize that 2DHFL consistently identifi es 
the correct route with higher matching accuracy 
compared to those produced by the fi ve baseline 
methods. Moreover, this visual evidence serves to 
confi rm the eff ectiveness of our proposed multi-
NSP collaborative computing framework.

conclusIon
In this article, we have discussed about the 
advantages, real-world applications, and the 
inherent challenges within the domain of col-
laborative computing among multiple NSPs. We 
have proposed a novel 2DHFL framework for 
effective multi-NSP collaborative computing, 
while ensuring the stringent preservation of data 
privacy and security. This innovative framework 
integrates HFL and VFL to address the challenges 
of incomplete feature sets and limited training 
data. We have provided an insightful depiction 

of the driving forces that led to the conceptual-
ization of this novel framework, highlighting the 
motivation behind its development. Additional-
ly, we have presented a high-level overview of 
the detailed steps to implement our proposed 
2DHFL framework. To illustrate its eff ectiveness, 
we have presented a case study that demon-
strates the real-world applicability of the 2DHFL
framework. Looking forward, our future research 
endeavors will delve into the optimization of 
communication protocols to enhance effi  ciency 
and address potential privacy vulnerabilities, fur-
ther elevating the overall performance and data 
security of our framework.
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FIGURE 5. Overall performance comparison: a) Performance of precision; b) Performance 
of recall; c) Performance of F1-score; d) Performance of time; e) Average performance.
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FIGURE 6. Visualization of map matching: a) Ground truth; b) 2DHFL + NSP A & B & 
C; c) HMM + NSP A; d) Seq2Seq + NSP A; e) DeepMM* + NSP A; f) HMM + NSP B; 
g) Seq2Seq + NSP B; h) DeepMM* + NSP B; i) HMM + NSP C; j) Seq2Seq + NSP C; k) 
DeepMM* + NSP C; l) VFL + NSP A & B; m) VFL + NSP B & C; n) HFL + NSP A & C.
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