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Abstract—By providing users with an immersive visual and
acoustic experience, virtual reality (VR) serves as a foundational
technique for the emerging metaverse. One of the most promising
aspects of VR is its ability to protect users’ identities by trans-
forming their physical appearances into avatars with arbitrary
appearances in the virtual world. However, the increasing threat
of de-anonymization attacks that seek to reveal users’ identities
poses significant privacy risks. We propose AvatarHunter, a non-
intrusive and user-unaware de-anonymization attack leveraging
victims’ inherent movement signatures. AvatarHunter discreetly
collects the avatar’s gait information by recording videos in the
VR scenario without requiring any permissions. Notably, we de-
signed a Unity-based feature extractor that maintains the avatar’s
movement signature while enabling AvatarHunter to be resistant
to changes in the avatar’s appearance. We conduct real-world
experiments on VRChat to evaluate AvatarHunter’s effectiveness.
The results demonstrate that in commerecial settings, AvatarHunter
achieves attack success rates (ASR) of 92.1% and 66.9 % in closed-
world and open-world avatar scenarios, respectively, significantly
surpassing existing benchmarks. Additionally, simulations using
an open-source dataset confirm that AvatarHunter can attain over
78% ASR in full-body tracking scenarios. Finally, we discuss sev-
eral countermeasures and implement an obfuscation mechanism
during the avatar rendering phase, significantly reducing the ASR.

Index Terms—De-anonymization attack, identity inference,
movement signature, virtual reality.

I. INTRODUCTION

OMPARED with traditional human computer interfaces
(e.g., keyboard, mouse, touch screen), virtual reality (VR)
offers users an immersed experience by leveraging advanced
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equipment, including head-mounted displays (HMDs), hand-
held controllers, eye tracking, full-body trackers, and ambison-
ics. The metaverse, driven by VR, is regarded as a disruptive
technology poised to reshape how humans connect with each
other [2]. According to the report published by Grand View
Research, the global market size of VR was valued at USD
59.96 billion in 2022 and is expected to reach USD 435.36
billion in 2030, with a compound annual growth rate (CAGR)
of 27.5% [3].

In VR applications, the user’s real identity could be naturally
masked by an avatar, a digital representation of the user in the
virtual world [4]. Essentially, the avatar has the shape of a human,
which could be configured by the users or developers them-
selves. For instance, in VR games such as VRChat [5], the user’s
physical appearance is transformed into avatars with cartoonish
and fantastic shapes, enabling users to communicate and inter-
act with each other anonymously. Compared with traditional
privacy protection methods (e.g., pseudonym user’s nickname,
customizing voiceprint), the avatar is regarded as an enhanced
privacy-preserving solution since the user’s appearance in the
virtual world is completely hidden. Thus, the avatar gives users
asense of being unlinkable to their real identities, leading them to
believe they can avoid tracking by potential external adversaries.

Most existing research on the security issues of VR primarily
focuses on the functional integrity of VR devices [6], [7] and VR
users’ access control [8], [9], with privacy concerns receiving
less attention [4]. A limited number of studies explore privacy
leakage in VR from the perspectives of traffic analysis [10]
and side-channel-based de-anonymization [11]. Specifically, the
former analyzes traffic payloads from Meta Quest devices, re-
vealing that a victim’s identity could be exposed to malicious VR
developers [10], while the latter attempts a de-anonymization
attack in VR by using a malicious app to capture acceleration
and gyroscope data from the HMD for user identification [11]. It
is crucial to note that the aforementioned state-of-the-art works
on privacy issues have not considered avatars. Furthermore, they
all depend on strong adversary models/assumptions, such as
malicious app developers or the requirement for data collection
from VR devices.

Research motivation: In this study, we propose a de-
anonymization attack targeting VR avatars, coined as
AvatarHunter. Taking Ready Player One, a well-known sci-
ence fiction film, as an example, the protagonist, Wade Watts,
conceals his real identity by altering his avatar’s appearance,
while the adversary attempts to uncover his true identity. The
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objective of de-anonymization attacks can thus be formalized
as follows: given a set of VR avatars and real-world identities,
can an external attacker link a user’s real identity to her avatar,
even when the avatars observed may be arbitrarily altered or
modified? Such de-anonymization scenarios are not limited to
tracking users in an avatar-changeable VR game like VRChat [5]
or an anonymous VR meeting [12]. The underlying principle
is that in VR environments, regardless of the chosen avatars,
the victim’s inherent and unique behavior patterns (e.g., gait
information leveraged by AvatarHunter) remain relatively stable
and can be leveraged to associate the user’s avatar with her real
identity.

Challenges of de-anonymization: De-anonymizing VR
avatars is not a trivial task due to the following challenges.
1) Insight validation. It is essential to investigate whether the
avatar generation process will preserve the user’s behavior signa-
tures (e.g., gait information) in the physical world, and whether
these signatures remain unique in the virtual world. 2) Require-
ments for practicality. Considering most VR applications are
closed-sourced, unlike existing de-anonymization schemes [13],
[14], [15], [16], our de-anonymization attack should not require
intruding into the victim’s network nor injecting malicious apps.
3) Variability of avatars. When extracting a victim’s unique
behavior signature in the virtual world, the most commonly
used schemes (i.e., computer vision-based recognition algo-
rithms [17], [18], [19]) extract both movement and appearance
signatures, with the latter being susceptible to changes in the
avatar’s appearance. Thus, it requires us to extract an effective
feature that remains stable when unknown avatars are used by
the victim.

To address the above mentioned three challenges, we conduct
following steps. First, we consider a white-box VR environment,
which means the data from VR sensors (e.g., acceleration) can
be obtained, and recruit volunteers to engage this environment
with using various avatars. It is observed that the sensor data
from different users are quite different, which successfully
validate our insight. Second, to implement de-anonymization
in a non-intrusive manner, we leverage the observation from
white-box setting that the video clips of different users contains
user behavior signatures. In our proposed AvatarHunter, which
only needs to record the video clips when the target victim walks
in the open virtual world to infer the identity behind the victim’s
avatar. Considering there is no existing video-based user recog-
nition schemes for VR scenario, we leverage Unity, the largest
platform for developing VR applications [20], to automatically
generate abundant gait video from avatars, and constructing
the feature extractor based on it. Finally, considering existing
video-based user recognition schemes, which concentrate on
gait samples in the physical world, are sensitive to distortions
caused by avatars’ changeable appearances, we design a feature
extractor enhancement module when extracting the movement
signature. The insight is to let the extractor own prior knowledge
about various avatars. To achieve it, we leverage Unity to design
various avatars and generate the corresponding gait video clips.
Then, the feature extractor are enhanced via retraining procedure
based on videos originating from various avatars. After that,
AvatarHunter is immune to the avatar’s appearance changes.
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Since AvatarHunter is the pioneering non-intrusive and user-
conscious de-anonymization attack in VR, there is no publicly
available dataset designed for VR scenarios. Therefore, we
have constructed a dataset, named VRC-dataset, utilizing the
VRChat application, which is among the most popular VR
platforms with a user base of 4 million [21]. We deployed 4 VR
accounts acting as cameras to record gait video trials, encom-
passing 100 volunteer-avatar pairs (i.e., 10 recruited volunteers
with 10 different avatars each). Participants were required to
use the commercial VR device Meta Quest 2, comprising one
HMD and two hand controllers. The experimental outcomes
reveal that, with the commercial VR device, AvatarHunter can
achieve attack success rates (ASR) of 92.1% and 66.9% in
closed-world and open-world avatar scenarios, respectively.
The experiments also demonstrate AvatarHunter’s robustness
against various factors, including the number of cameras, input
video lengths, and prior knowledge about target victims. To
further investigate AvatarHunter’s performance in the full-body
tracking setting, we build the FBT-dataset, simulated on the
Unity platform using the open-source motion dataset CMU-
MoCap [22]. The FBT-dataset comprises 100 user-avatar pairs,
with avatars animated by body movement data encompassing
31 joints from CMU-MoCap participants. Evaluation results
indicate that AvatarHunter can achieve an ASR of 78% in the
open-world avatar setting.

Finally, to counteract AvatarHunter, we introduce an
obfuscation-based defense mechanism. By integrating noise
during the physical-to-virtual conversion process in avatar gen-
eration, it becomes challenging for AvatarHunter to accurately
extract movement behaviors from the victim’s gait video clips.
Experiments conducted on the FBT-dataset demonstrate that the
ASRs of AvatarHunter in both closed-world and open-world
settings drop to 58% and 50%, respectively, when the added
noise is subtly controlled to remain unnoticed by users. Our
main contributions are summarized below:

® New attack paradigm. We introduce AvatarHunter, a non-

intrusive and user-unaware de-anonymization attack tar-
geting avatars in VR scenarios. AvatarHunter operates
without necessitating access to the victim’s VR device
or obtaining any permissions within the device’s software
layer.

® Novel de-anonymization method. We propose an innovative

approach to extract identity-related movement signatures
from avatar video clips. By leveraging numerous gait sam-
ples originating from various avatars in the Unity platform,
AvatarHunter demonstrates robustness against the avatars’
mutable appearances.

® Open-source dataset. We provide a dataset contains video

trials from 10 users, each with 10 different avatars, col-
lected inreal-world VR scenarios. This dataset is accessible
to researchers, vendors, and developers to evaluate privacy
risks in the metaverse and design countermeasures against
de-anonymization attacks.

® Obfuscation-based countermeasure. We introduce a de-

fense mechanism that incorporates noise during the

IThe dataset will be provided upon email request.
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Fig. 1. VR device types: Cardboard and standalone devices.

avatar movement rendering process. Experimental evi-
dence shows that the proposed countermeasure can sig-
nificantly diminish AvatarHunter’s efficacy.

The remainder of this paper is organized as follows. Section II
introduces the necessary preliminary knowledge. Section III
describes the threat model and motivation. Section IV presents
the system design of AvatarHunter, followed by evaluations,
countermeasures, and discussion in Sections V, VI, and VI,
respectively. Finally, Section VIII concludes this work.

II. PRELIMINARIES AND RELATED WORKS

In this section, we first introduce mainstream VR devices
and current multiple-user VR application platforms. We then
elaborate the anonymization mechanism (i.e., avatar) in VR ap-
plications. Finally, we review existing de-anonymization attacks
in VR scenarios.

A. Devices and Applications in VR

VR devices: In consumer markets, VR devices can be divided
into two types: cardboard devices and stand-alone devices.
As illustrated in Fig. 1(a), the former acts only as a screen
displaying 3D immersive visual contexts, while the latter, which
is the research target of our study, not only provides immersive
visual contexts but also embeds various sensors to enhance the
user’s interactive experiences. As shown in Fig. 1(b), current
popular VR devices (e.g., Meta Quest 2 [23], Apple Vision
Pro [24], HTC VIVE Pro 2 [25], PICO [26]) are equipped with
general-purpose sensors (e.g., gyroscope, accelerometer) and
also work in conjunction with various human-interactive sensors
(e.g., hand controllers, treadmills, haptic suits) to provide a more
immersive experience for users.

In this study, we choose a stand-alone device named Meta
Quest 2 as our study object.”> Quest series VR devices are
developed by Meta, which owns 49% of the global VR headset
market in Q3 2023 [27]. Additionally, other popular VR devices
including the PICO series and HTC VIVE series have a similar
architecture to Quest. It consists of a system on chip (SoC)
for computation, an LCD for displaying visual contents, and
a microphone-loudspeaker pair for voice channel interaction.
Quest not only supports VR applications in its official store
but also games from third-party VR application platforms (e.g.,
Steam VR, SideQuest). Furthermore, Quest can be connected
to a laptop/desktop to provide the developer with a view of its

2In the following sections, we utilize the terminology Quest to refer to Meta
Quest 2.
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Fig.2. Overview of VR application and avatar.

LCD screen (i.e., the view watched by the user) for game video
recording or application debugging.

Multi-user VR applications: VR applications attract an in-
creasing number of users to participate and enjoy various func-
tions. As illustrated in Fig. 2(a), in the multi-user VR appli-
cation scenario, users in the physical world log into the VR
application with the assistance of VR devices. After that, users
can perform various actions including chatting, exercising, and
playing games in the virtual world. To protect the user’s identity
privacy and increase entertainment effects, the VR platform
allows users to transform themselves into various avatars to
hide their real-world appearances. Additionally, users can also
change their voices to further enhance their anonymity.

B. The Avatar Mechanism in VR

Asillustrated in Fig. 2(b), users can leverage avatars to change
their appearance and hide their real-world identities in the virtual
world. In this subsection, we introduce the avatar generation
procedure, movement mechanism, and development platforms.

Avatar generation procedure: In most VR applications, the
avatar is generated based on the skeleton animation mecha-
nism [28] consisting of three steps. i) Designing the avatar
model: The designer first creates the static character sketch of
the avatar and then models it with abundant mesh structures
in 3D virtual space. ii) Building the skeleton structure: For the
generated 3D model of the avatar, a skeleton is defined for action
execution. The avatar’s skeleton, having a parent-child structure,
acts as the avatar’s bones and joints during movement. Specifi-
cally, when the parent node moves, the child node executes the
corresponding movement according to mapping rules. iii) Map-
ping skeleton and skins: The skin represents the avatar’s external
appearance in the virtual world. After constructing the skeleton,
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the properties of the skin (e.g., positions, colors, materials,
ornaments) related to the skeleton are determined. Movements
of the avatar’s skeleton lead to corresponding movements in the
skin.

Converting sensor data from VR devices to avatar movements:
Unlike traditional desktop applications where user input devices
are the keyboard and mouse, in VR scenarios, the avatar’s move-
ment is closely tied to the user’s physical movement behaviors.
During the user playing in the VR application, the data collected
from the equipped VR helmet and controller handles are mapped
to the avatar’s skeleton. The skeleton, driven by motion data,
moves accordingly, and its related skins are rendered in the
virtual world.

VR avatar/application development platforms: Several plat-
forms assist VR developers in quickly generating and activating
avatars. Unity is a typical platform, with 60% of popular VR
games developed using it [29]. Unity also enables developers
to set up virtual scenarios for VR applications and easily con-
struct and control the virtual appearance of avatars in C#-based
programs [30]. We utilize the Unity platform for extracting the
victim’s features as described in Section IV-C.

C. Existing Privacy Inference Attacks in VR

In this section, we review existing privacy inference attacks
(e.g., de-anonymization, sensitive information inference) in VR
scenarios. We begin with an overview of user recognition
schemes from both sensor-based and video-based perspectives.
Subsequently, we discuss other privacy breach issues.

Sensor-based user recognition: A bunch of works utilize sen-
sor data for user recognition, which aids in designing secure and
efficient authentication schemes in VR scenarios [8], [31], [32],
[33], [34], [35], [36]. OcuLock [8] and GaitLock [32] employ
users’ eye movements triggered by immersive 3D visual content
and gait signatures recorded by onboard IMUs to respectively
recognize logging-in users. Additional interactions, such as
pointing, grabbing, typing with controllers, bowling, and shoot-
ing arrows [14], [37], [38], can also be harnessed to construct
authentication schemes. Notably, Nair et al. demonstrated the
feasibility of inferring a user’s identity with over 90% accuracy
among a candidate pool of 50,000+ individuals based on motion
data in VR games lasting for 100 seconds [39]. However, these
user recognition schemes heavily rely on accurate sensor data
extracted from built-in sensors in VR devices, limiting their
application in remote attacking scenarios.

Video-based user recognition: The research community has
also explored computer-vision-based user recognition tasks us-
ing videos of users walking in different settings, such as lab
environments [40], markets [41], and university campuses [42].
Researchers [17], [18], [19] have achieved significant perfor-
mance on these specific tasks. However, as analyzed in Sec-
tion IV-C, these videos (image sequences) are captured in the
physical world and contain both the appearance and movement
signatures of users. This characteristic poses challenges for their
application in VR scenarios, especially when users can alter their
appearances by adopting different avatars. ReAvatar [43] lever-
ages videos in VR for user recognition. However, ReAvatar’s
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practicability is limited as it requires the adversary to entice the
user into explicitly performing actions, which can easily arouse
the user’s suspicion.

Other privacy breaches in VR: Recent studies point out
that privacy information, including text inputs, locations, and
speeches, can be compromised by attacks. Arafat et al. [44]
leverage the channel state information (CSI) in VR device wire-
less communication to track user gestures and infer text inputs.
Kotaru et al. [45] also use CSI for tracking user locations in VR
scenarios. Shietal. [11] infer user speeches using vibration data
collected by sensors in the VR device. However, these methods
either necessitate intruding into the target victim’s network or
luring victim to install malicious applications.

III. ATTACK INSIGHT AND THREAT MODEL

In this section, we first demonstrate the feasibility of
AvatarHunter, the de-anonymization attack proposed in this
study, through two case studies. Then, we formally define the
threat model and the capabilities of the adversary. Finally,
we elaborate on the detailed attack settings encountered by
AvatarHunter.

A. Basic Insight of AvatarHunter

In this subsection, we elaborate on the insight of AvatarHunter
by answering the following key research question: When victims
use avatars with different appearances to hide their identities in
VR applications, is it possible to link their movement signatures
to their identities? We present two case studies and make the
following observations.

Observation 1. Movement data from sensors of VR devices
clearly reveal the user’s identity.

It is well known that different users exhibit unique movement
patterns (e.g., gait information) during their movement phases
(e.g., walking) due to their individual habits. To investigate
the feasibility of leveraging gait information to identify user
identities in VR, we first analyze the movement data collected
by sensors of a VR device. Considering a commercial VR device
as described in Section II-A, which comprises a headset and
two hand controllers, we examine a third-party dataset named
CMU-MoCap [22]. CMU-MoCap includes movement data from
sensors placed on various body parts of participants, effectively
simulating VR scenarios. Fig. 3 illustrates the sensor data from
three different participants during walking, with sensors located
on the head and the right hand. It is important to note that the X
direction corresponds to the participant’s walking direction.

It is observed from Fig. 3 that movement patterns between
different users are quite distinctive. More specifically, the move-
ment data from the participant’s right hand show more fluctua-
tion than those from the head. For example, in the Z direction,
which is vertical to the ground, the range of hand movement
data as depicted in Fig. 3(b) is significantly larger than that of
head movement as shown in Fig. 3(a). This discrepancy arises
because a user can move her hand more freely while maintaining
arelatively stable head posture. In summary, the movement data,
which can be collected by a VR device and mapped to an avatar’s
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movements, contains distinct user identities and opens a door for
de-anonymization attacks.

Observation 2. Even when different avatars are deployed, the
video clip of the gait still preserves the user’s identity.

Directly leveraging the aforementioned observation 1 to
launch the de-anonymization attack encounters practical issues,
as obtaining sensor data from a remote victim’s VR devices
may not be feasible. Therefore, we conduct a case study to
demonstrate how video clips containing the gait of a victim’s
avatar could be utilized for identity recognition. In this case
study, two volunteers (i.e., user A and user B) are recruited and
required to log into a VR application (i.e., VRChat). Initially,
these two volunteers use the same avatar (i.e., avatar X) to
walk for several seconds while we deploy a virtual camera to
record their gait video simultaneously. Subsequently, user B
uses another avatar (i.e., avatar Y') and walks again.

Fig. 4 illustrates the collected video frames and their extracted
gait energy images (GEls), which are representations used to
characterize human walking properties [46]. It is observed that
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even though two users have the same appearance in VR, their
distinct gait behaviors result in significant differences in their
GETIs, as highlighted in red rectangles. In the case where user B
uses avatar Y, it is observed from the red rectangles in Fig. 4
that the GEI is similar (although slightly different) to that when
user B uses avatar X, but quite different from that of user A.
Therefore, it is feasible for AvatarHunter to reveal the avatar’s
identity based on the observed gait video clips during walking.

B. Attack Formulation

1) Threat Model: As illustrated in Fig. 5(a), while launching
AvatarHunter, the victim is engaged in playing a VR game (e.g.,
VRChat [5]) and has transformed her appearance into an avatar.
Meanwhile, the adversary logs into the same VR application in
which the victim is playing and begins monitoring the victim’s
behaviors by recording the video displayed on the VR device’s
screen. Since this recording procedure can occur without any
participation from the victim, the victim remains unaware of it
and believes her identity is securely hidden behind the avatar.
However, from the adversary’s perspective, after completing the
collection of the victim’s video clips, the adversary can initiate
the de-anonymization attack based on the extracted biometric
signature related to the victim’s identity.

2) Adversary’s Capabilities: We assume the adversary has
the following capabilities during the attack preparation and
implementation phases.

Attack preparation phase: acquiring avatar’s video with iden-
tity label (i.e., gallery construction): It is well known that in
de-anonymization attacks [11], [43], the adversary has to obtain
the victim’s prior knowledge such as video clips and identity
labels in advance. Note that, in practice, there are several ways
to obtain the victim’s gait video clips. For instance, when the
target victim shows her identity in the nickname, the adversary
can actively record the video of the victim’s avatar walking
movement. The attacker can also obtain such video clips from
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the victim’s social network contents. We regard the pre-collected
video clips as gallery in this study.

Attack implementation phase: recording avatar’s video with-
out identity label: After constructing the gallery, the adversary
enters the same VR application as the target victim. For any
suspicious avatar, the adversary starts recording the video and
tries to identify whether the real identity behind such an avatar
is the victim. Note that recording a video does not require
any permission or approval from the victim. There is also no
requirement for the background scene displayed in the video.
Take a popular VR chatting application, VRChat, as an example.
The adversary can focus her sight on the suspicious avatar’s
movement and record the sight view (i.e., recording the contents
of the LCD screen of Quest or the remote synchronization on the
desktop). Furthermore, as illustrated in Fig. 5(a), to avoid raising
any suspicion from the victim, the adversary can transform
herself into an invisible camera by employing an avatar with a
void appearance (i.e., the adversary’s avatar becomes invisible).

3) Attack Settings: We divide AvatarHunter’s attack scenar-
ios into following attack settings according to the adversary’s
capabilities and VR device types. On the one hand, according
to whether the adversary has the knowledge about the avatar
deployed by the victim, AvatarHunter has the following attack
settings:

Closed-world avatar setting: Before launching the attack, the
adversary collects the victim’s gait videos (gallery) in which a
set of several avatars are utilized. Then, as shown in Fig. 5(b),
the victim hides her external information (e.g., nickname) and
changes her avatar into an avatar inside the gallery. For the
adversary, the goal is to identify the victim’s identity after
observing the new arriving gait video clip.

Open-world avatar setting: As illustrated in Fig. 5(c), the
victim can hide her external information and utilize a novel
avatar outside the gallery in the closed-world setting. Compared
with scenario-1, it is harder for AvatarHunter to infer the real-
world identity since the pre-collected gallery contains no prior
knowledge about the victim’s gait behaviors in this novel avatar.
Note that, as described in Section III-B, we assume the adversary
can learn the details about the novel avatar used by the victim
after investigating the collected video clips.

Besides, based on the data granularity of the victim’s VR
devices, we can further categorize AvatarHunter’s attack sce-
narios into commercial device setting and full-body tracking
setting. In the commercial device setting, VR devices only track
partial body movements of the victim, resulting in avatar mo-
tions that are not always consistent with the victim’s real-world
physical movements. For instance, the Quest device, comprising
only three individual parts (i.e., headset, left-hand controller,
and right-hand controller), causes some movements of avatars
corresponding to Quest users, such as leg movements, to be
rendered by the VR application itself without actual sensor
data, failing to preserve the user’s precise physical movement
signature. Conversely, in the full-body tracking setting, sensors
placed on various body parts of the victim (e.g., using a hap-
tic suit) are utilized, and the avatar’s movement encapsulates
more detailed information from the victim’s real-world body
movement.
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IV. SYSTEM DESIGN OF AVATARHUNTER

In this section, we introduce the detailed system design of
AvatarHunter. As illustrated in Fig. 6, AvatarHunter comprises
four modules: Attack Initialization Module, Data Preprocessing
Module, Gait-based Feature Extraction Module, and Identity
Recognition Module.

A. Attack Initialization Module

Before launching the de-anonymization attack, AvatarHunter
constructs a gallery containing prior knowledge of the vic-
tim. Then, while the victim engages in VR applications,
AvatarHunter imperceptibly collects video clips.

1) Gallery Construction During Attack Preparation: As de-
scribed in Section III-B, constructing a gallery is crucial for
de-anonymization attacks because, without it, AvatarHunter
lacks prior knowledge of the target victim’s identity. To build the
gallery in this study, a common method for the adversary is to log
into the VR application where the victims reveal their identities,
to collect the gait video clips and identity labels. Consequently,
AvatarHunter compiles a gallery comprising several users, in-
cluding the target victim, before initiating de-anonymization
attacks. The ith element of the gallery GG; is denoted as a 3-tuple
(Va,is Ac.i, Ia,i), where Vi ; represents the collected video
clips, A ; is the avatar used in this video, and I ; is the identity
of the gallery member.

2) Recording the Victim’s Video in the Virtual World: After
constructing the gallery for the targeted victim, AvatarHunter
deploys virtual cameras to collect her movement video clips
within VR applications. As illustrated in Fig. 7, the victim
enters the VR application, hides her identity by anonymizing
her external information (e.g., nicknames, user profiles), and
employs various avatars. AvatarHunter uses Ny accounts to log
into the VR application to monitor the victim’s behaviors from
Ny perspectives, as described in Section III-B and Fig. 5(a).
Additionally, to record videos imperceptibly, AvatarHunter con-
figures the appearances of Ny, avatars as invisible. As shown in
Fig. 7, the collected videos feature [Ny perspectives, which can
be denoted as gait video trial V = {V1,Va,...,Vn, }, where
V; is the video from the 7th invisible camera. Furthermore,
V; comprises M =T x S frames, where 7T is the recording
duration and S is the frame rate.

B. Data Pre-Processing Module

To enhance the de-anonymization performance, AvatarHunter
pre-processes the collected video trial V' before forwarding it to
the subsequent module.

1) Background Elimination: For a given video trial V' con-
taining M x Ny frames, to mitigate the distortion caused by the
VR application’s background images on the extraction of move-
ment signatures, AvatarHunter initially removes the background
from these frames, preserving only the information pertinent
to avatar movement. First, for the video from a specific view,
AvatarHunter captures a background image B; at a moment
when the victim’s avatar is absent during data collection. Then,
utilizing the acquired By, AvatarHunter applies the background
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matting scheme proposed by Lin et al. [47] to each frame in
the video, obtaining its corresponding silhouette. Consequently,
for the collected V', AvatarHunter generates a sequence of sil-
houettes S with dimensions M x Ny, where each element is:

si; = Be(vij, Br), (D

with v; ; representing the 7th frame from the jth view’s video V,
s;,; denoting v; ;’s corresponding silhouette, and B (+) is the
background elimination operation as described in [47]. As illus-
trated in Fig. 7, the victim avatar’s movement behaviors become
markedly evident after performing background elimination.

2) Multi-View Data Aggregation: As mentioned in Sec-
tion IV-A, AvatarHunter utilizes multiple cameras to collect
a diverse set of data to enhance the performance of the de-
anonymization attack. Consequently, AvatarHunter aggregates
data from multiple views as input for the subsequent module.

Given that multiple cameras are positioned at different lo-
cations, offering varied sight views and angles, AvatarHunter
standardizes silhouettes from different cameras. For each sil-
houette s; ;, AvatarHunter first calculates its centroid c; ;. Then,
AvatarHunter trims the margins of s; ; to derive a new sil-
houette s; ; where c; ; is centered. To demonstrate that utiliz-
ing multlple cameras can provides more detailed information,
for the ith camera, we compute the GEI G; from silhouettes
{81,1:85,45 - -+, Sy } as follows:

1 M
_ ’
Gj, = M ]Z:; Sj,i'

As illustrated in Fig. 7, deploying multiple cameras can pro-
vide diversified information reflected by avatar movement. For
instance, with Ny, = 4 cameras in use, the front perspective re-
veals the existence of leg movements, but the amplitude of these
movements is distinctly visible only from the side perspectives
(i.e., GEIs from the left and right cameras). Ultimately, for the

@)

collected video trial V' with dimensions M x Ny, AvatarHunter
processes the pre-processed silhouettes S’ as the input for the
feature extraction module, with S’ represented as follows:

/ / !
81155120+ 51Ny
/ / !
g — 52,1,5225 552 Ny 3)
shiq, 8, s
M,1>SM,2> 1 SM,Ny

C. Gait-Based Feature Extraction Module

After pre-processing the collected video trial, AvatarHunter
must extract features from the victim avatar’s gait for final iden-
tity inference. Existing video-based gait feature extractors (e.g.,
GaitSet [19]) typically utilize deep learning models pre-trained
on a public gait video dataset (CASIA-B gait dataset [40]). It is
noteworthy that the video trials in the training dataset used to
pre-train the feature extractor differ from those in the gallery. In
real-world user identification tasks, it is hard to obtain a gallery
with a vast number of video clips to fine-tune the deep learning
model. Moreover, the gaits used for pre-training existing ex-
tractors (e.g., GaitSet) are gathered in the physical world (i.e.,
without employing avatars, and the appearances of different real
human volunteers vary significantly) rather than in the virtual
world. Therefore, when applying the existing feature extrac-
tor to the input S’, the extracted biometric signature includes
both appearance and movement signatures, where the former
becomes unstable with avatar changes. Fig. 8(a) illustrates the
features extracted by GaitSet, the benchmark feature extractor in
this study, when three volunteers use three different avatars.
Features are projected into 2D space using the t-Distributed
stochastic neighbor embedding (t-SNE) method [48]. It is ob-
served that features extracted by the benchmark extractor cluster
based on the avatars’ appearances rather than the volunteers’
movement signatures.

To address the challenges posed by the avatar’s changeable
appearances, as depicted in Fig. 8(c), we adjust the feature
extractor’s pre-training procedure. Instead of relying on the
public gait dataset collected in the physical world, we utilize a
virtual world gait dataset that we have created. In our VR gait
dataset, various avatars are designed and animated based on
users’ movement data within the Unity platform, adhering to the
procedures outlined in Section II-B. This retraining approach
allows the scheme to concentrate on the identity behind the
avatar, leveraging prior knowledge of the user’s movement sig-
nature across different avatar appearances. The detailed steps
are presented below.
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Fig. 8. Illustrations the gait-based feature extraction module.

1) Avatar Construction in Unity Platform: To make
AvatarHunter immune to the avatar’s changeable appearances,
we manually construct various avatars in the Unity platform.
Specifically, AvatarHunter constructs /N4 avatars occurring in
the gallery,denotedas A = {ay, az,...,an, }. Fortheith target
avatar a,, if it is open-source, we directly import its source file
(e.g., .FBX or .MHX2 file) into the Unity platform. Otherwise, we
utilize a popular 3D character making tool, MakeHuman [49],
to design the closed-source avatar a; in Unity. Note that, by
using MakeHuman, for a given avatar template, we can adjust
the parameters and construct avatars with various appearances,
such as tall, strong, fat, and child, as illustrated in Fig. 9(a).

2) Gait Video Clips Generation: To animate avatars in Unity
based on real human movements, we employ Blender [50]
to map sensor data collected during human walking onto the
avatar’s skeleton. Each avatar features a predefined skeleton in
Unity. For example, as shown in Fig. 9(b), an avatar might have
a skeleton with 31 nodes. The sensor data for this study come
from the third-party CMU-MoCap dataset [22], which uses 41
sensors to track participants’ movements. Since AvatarHunter
focuses on the victim’s gait information, we select sensor data
from Nj; = 136 walking samples involving 29 participants
from CMU-MoCap. These motion data samples are represented
as M = {mqy,ma,...,my,, }. For avatar animation, we use the
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Rokoko plugin to map the motion data from 31 sensors to the
skeleton, creating animations for the avatars [51].

To record video clips from multiple perspectives, we deploy
eight cameras with angles between the avatar and cameras set at
0°,72°,90°, 144°, 180°, 216°, 270°, and 288°, respectively. For
automatic tracking of avatar movements in Unity, we employ the
Cinemachine plugin [52]. Following background elimination,
we compile an image dataset suitable for gait recognition, as
illustrated in Fig. 9(c). Finally, after applying the /N, sensor data
on N 4 avatars in the gallery, we totally generate the Ny, X N4y
eight-view videos P,,.. as below:

P1,17P1,27"'7P1,NA

P11, Pr2,..., PN, @)

PNy Pny2s oo Py Ny

where P; ; is the video with eight views when applying ith
motion m; data on jth avatar a;.

3) Feature Extractor Pre-Training: We consider the gener-
ated Njs x N4 eight-view videos as the pre-training dataset.
Notably, each video in the dataset lasts for several minutes,
significantly longer than those in the gallery (e.g., typically just
a few seconds). The pre-training dataset is divided into training
and validation sets following a 9:1 ratio. During pre-training,
video clips are transformed into silhouettes as described in
Section IV-B, and the model structure of the feature extrac-
tor is aligned with that of GaitSet. The feature extractor of
AvatarHunter is capable of processing silhouettes from any
camera view and outputs features with a uniform dimension.

4) Extracting Feature From Input: For a given collected gait
video trial V" and its pre-processed silhouettes .S, if the avatar
in V is present in the gallery (i.e., closed-world avatar setting),
AvatarHunter uses S’ as input to obtain feature F'. Alternatively,
in the open-world avatar setting, we introduce the novel avatar a’
into the Unity platform and replicate the aforementioned three
steps. The updated pre-training dataset can be represented as:

P, =®(AUd,M). (5)

Ultimately, AvatarHunter extracts feature F' from the updated
feature extractor pre-trained with Py . Fig. 8(b) illustrates the
features generated by our Unity-based feature extractor. Com-
pared with the benchmark feature extractor (i.e., GaitSet) as
shown in Fig. 8(a), AvatarHunter is robust to avatar appearance
changes and effectively characterizes the user’s inherent move-
ment signature.

D. Identity Inference

Finally, after obtaining the feature F' that characterizes the
inherent movement signature of the target user, AvatarHunter
generates a classifier ¥ based on the gallery G and then deter-
mines the identity of F'.

1) Gallery-Based Classifier Generation: Given the gallery
G containing Ny users’ identities, we denote the ith ele-
ment as G; = (Vigi, Ag.is Ia.i), where Vi ; is the video clip,
Ag, € {a1,a2,...,an,} represents the avatar, and Ig,; €
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Fig. 9. Generating various avatars’ movements in the Unity platform.

{u1,uz,...,un, } means the identity label. To construct the
classifier, AvatarHunter transforms G into G’, where the ith
element G; is represented as:

G = H(G;) = (E(Va,i), Ia.), (6)

with H(-) being the transformation operation and E(-) the
feature extraction function as defined in Section IV-C. Subse-
quently, a random forest model is employed, using G’ as the
input, to generate the classifier W.

2) Identity Recognition: Finally, for the F' extracted from V,
AvatarHunter utilizes ¥ to determine its identity J as below:

V(F) = J, )

where J € {uy,ug,...,un, . If J is the victim’s real identity,
AvatarHunter conducts the de-anonymization attack success-
fully.

V. EVALUATION

In this section, we deploy AvatarHunter on a widely-used
real-world VR application to evaluate its overall attack per-
formance. Subsequently, we examine the influence of various
factors on AvatarHunter’s effectiveness. Finally, using a third-
party open-source dataset and the Unity platform, as detailed
in Section IV-C, we investigate AvatarHunter’s efficacy in a
full-body tracking context.

A. Real-World Evaluation Setup

Considering there is no public gait dataset collected in real-
world VR scenarios, this study constructs the first dataset
for evaluating AvatarHunter. We primarily assess the de-
anonymization performance of AvatarHunter in VRChat, a pop-
ular VR application developed for real-time social interactions.
During the experiments, 10 volunteers are recruited to construct
the dataset. As shown in Fig. 10(a), each volunteer is required
to wear the Oculus Quest 2 device and then enter VRChat.
To initiate the attack, as the volunteer navigates the virtual
environment, four cameras are positioned in the front, left, right,
and behind the volunteer to record the video simultaneously.
Fig. 10(b) displays frames from four different perspectives at
a specific moment. Throughout the data collection phase, each
volunteer is instructed to use 10 avatars, as depicted in Fig. 10(c),

Skeleton in Unity

(b) Mapping motion sensor data to avatar movement.
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Fig. 10. Real-world evaluations setup.

and walk 10 times using each avatar. Fig. 10(d) presents the
collected video gait clips for various avatars.

Dataset Description and Evaluation Metric: In total, we have
collected 10 users x10 avatars x 10 trials = 1000 gait video
trials, each containing 4 videos from different perspectives, as
illustrated in Fig. 10(b). For each perspective, the video lasts at
least 4.5 seconds at 30 frames per second. During the evaluation,
for each avatar used by each volunteer, we randomly select
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Fig. 11.  Performance on closed-world avatar setting.

3 trials as the gallery and consider the remaining 7 trials as
AvatarHunter’s testing dataset, dubbed the VRC-dataset. Thus,
the gallery and testing dataset comprise 300 and 700 trials,
respectively. In our experiments, we adopt the attack success
rate (ASR) as the evaluation metric, defined as %f;, where
Np represents the total number of attack attempts and Ng is
the number of times AvatarHunter successfully identifies the

victim’s identity.

B. Overall Performance of AvatarHunter

In this subsection, we introduce AvatarHunter’s performance
under closed-world and open-world avatar settings.

1) Performance Under Closed-World Avatar Setting: In this
scenario, all avatars present in the testing dataset are included
in the gallery. To assess AvatarHunter’s efficacy, we train the
classifier using the gallery with 300 trials and perform identity
inference on the testing dataset comprising 700 trials. For each
trial with four views, 30 frames (i.e., equivalent to 1 s) from
each view are selected as AvatarHunter’s input. Fig. 11(a)
shows the ASR across volunteers. The overall ASR stands
at 92.1%, with ASRs among different volunteers ranging
from 77.1% for user #5 to 100.0% for user #2 and user #3.
Even in the least favorable scenario, the ASR significantly
exceeds the random guess (i.e., 10% in this experimental setup).
Analyzing AvatarHunter’s performance across different avatars,
as depicted in Fig. 11(b), reveals variability in effectiveness
depending on the avatar selected. ASRs among different avatars
range from 85.7% for avatar #2 and avatar #9 to 100% for
avatar #7. In the least favorable case, the ASR still greatly
surpasses the random guess. This underscores AvatarHunter’s
capability in de-anonymizing user identities in VR
scenarios.

2) Performance Under Open-World Avatar Setting: In the
open-world setting, the victim’s avatar is not represented in the
gallery. Thus, for each avatar, we omit its corresponding 30 trials
from the gallery and retrain AvatarHunter’s classifier with the
revised gallery. The classifier is then applied to the remaining 70
trials for that avatar. The overall ASR observed is 66.9%, with
ASRs among different volunteers ranging from 51.4% for user
#9 to 90.0% for user #3. This performance, though inferior to
that in the closed-world setting (i.e., an overall ASR of 92.1%),
occurs because the gallery lacks prior knowledge about the
avatar used by the victim.

13351

|I:| AvatarHunter I GaitSet [[] GaitBase

100

75

50

ASR (%)

25

1 2 3 4 5 6 7 8 9 10
User Index

(a) ASRs of AvatarHunter and benchmarks on each user.

1 o 0 1 001 0.1 006 0.1 003 0 0 0 003

2 0.01 oI 2 to. 00102 007 011 0 0 0 001

y 3 001 0 L. 300021 009 021 004 0 0 0 0-
% 4 001 0 '!qé 41019 016 0.1 027 0.19 007 0 0 0 003
T‘n; 5 0.06 0.01 ?3 51016 0.09 0.1 0.16 0.07 003 0 0 007
2 61001 001 02 001 0 0.03 0.01 0.01 % 61017 0.04 0.1 007 0.17 003 0 0 0.03-
£ 70001 0 02 003 001 o001 0 o 2 7F02 019 01 007 017 016 01 0 0 00I-
< 810 0 017 003 004 003 0.03 001 0.14 < 81027 0.1 013 009 017 0.16 0 007 0 001-
9F 0 001 02 006 001 006 0 006 0.09 9 |2 001 0.1 014 SOZRORE 0 003 0 005
10bo 001 02 0 o o o 00l 004 10 [0.11 004 006 0.14 004027 0 0 0 .

1 2 9 10 1 2 3 4 5 6 7 8 9 10

3 4.5 6.7 8
Predict User Index Predict User Index

(b) AvatarHunter’s confusion ma-
trix.

(c) GaitSet’s confusion matrix.

Fig. 12.  Performance on open-world avatar setting.

We also compare AvatarHunter with an existing popular gait-
based identity inference schemes. Besides GaitSet [19] intro-
duced in Section I'V-C, we further consider a state-of-the-art gait
recognition model called GaitBase [53]. GaitBase is a flexible
and efficient gait recognition codebase that achieves 96.5% rank-
1 accuracy on the CASIA-B dataset, outperforming GaitSet and
other gait recognition models like GaitPart [54]. As illustrated
in Fig. 12(a), under the open-world avatar setting, AvatarHunter
achieves an average ASR of 66.9%, which is significantly larger
than that of GaitSet (29.7%) and GaitBase (24.4%). Among
the 10 employed users, AvatarHunter achieves the highest ASR
of 90.0% for user #3 and the lowest ASR of 32.9% for user
#5. Meanwhile, the best and worst ASRs for the benchmarks
are 64.3% for user #1 and 0.0% for user #9, respectively.
Furthermore, Fig. 12(b) and (c) display the confusion matrices
for AvatarHunter and GaitSet. It is noted that, compared with the
benchmark, AvatarHunter features most of its darker areas along
the diagonal of the matrix, indicating a higher accuracy in correct
identity prediction. AvatarHunter outperforms the benchmark
because its feature extractor is pre-trained using diverse avatar
videos generated on the Unity platform, enhancing its robustness
to appearance changes. These results convincingly demonstrate
the superiority of our proposed Unity-based feature extractor in
improving de-anonymization performance.

3) Time Overhead: The time overhead comprises three com-
ponents: the feature extractor pre-training time, classifier train-
ing time, and real-time inference time. On a server equipped
with 2 GPUs (GeForce RTX 2080 Ti), running Ubuntu 18.04.6
LTS OS, powered by an Intel Xeon E5-2678 v3 CPU, and with
128 GB RAM, the time overheads for these components are 8.05
hours, 2.3 seconds, and 123.5 ms respectively. It is noteworthy
that, as the training procedures are performed prior to the attack,
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TABLE I
PERFORMANCE UNDER VARIOUS GALLERY SIZE

Number of samples in gallery 100 200 300 400 500 600 700 800 900
Closed /open-world ASR (%)  78.8/63 91.5/64 92.1/66.9 93.5/65.8 94.6/64 96.3/685 94/62.7 93.5/65 98/66
TABLE II
PERFORMANCE WHEN CHANGING CAMERA COMBINATION
View F B R L FB FR RL BR BL FL FBR FRL BRL FBL FBRL
Open-world ASR (%) 729 834 804 789 901 919 933 906 904 893 934 884 913 921 92.1
Closed-world ASR (%) 51.3 543 60.0 587 623 686 690 696 673 670 643 664 666 64.7 66.9
the real-time inference time of 123.5 ms is deemed acceptable 100 : : ‘ —
for real-world scenarios. «A8 frames, ASR=94.9%
9+ /
= 0
C. Impact of Various Factors on AvatarHunter = ol 30 frames, ASR=92.1% |
_ . , _ s 102 frames, ASR=68.4%
In this subsection, we evaluate the impact of various factors x 30 f ASR=66.9%
on the performance of AvatarHunter. 2 70°F ra&nes, e e
1) Gallery Size: In this study, the gallery functions as the
tralmng’;, Qata§et for Fhe classifier. Th.e size of the “training 60 Closed-world Setting|
samples” significantly impacts the final inference performance. Open-world Setting
We explore the effect of gallery size by varying the proportion 50 ‘ ‘ . ‘ ‘ :
of trials included in the gallery. The findings, summarized in 0 2 40F 60 L Soth 100 120
Table I, reveal that in the closed-world setting, the ASR escalates rame Leng
from 78.8% to 98.0% as the number of samples in the gallery g, 13 performance under various frame lengths.

increases from 100 to 900. In the open-world setting, the ASR is
63.0% and 66.0% for gallery sizes of 100 and 900 samples,
respectively. Notably, beyond a gallery size of 300 samples,
further increases in gallery size yield minimal performance
gains. Setting the gallery size at 300 samples, given that each
trial captures only 1 s of the victim’s behavior, constructing a
gallery with 30 trials per victim is feasible, thereby imposing a
minimal burden on the adversary.

2) The Number of Cameras: As mentioned in Section I'V-B,
to enhance de-anonymization performance, AvatarHunter uti-
lizes four cameras positioned at the front (F), left (L), right (R),
and behind (B) of the victim. The robustness of AvatarHunter
with different camera combinations is evaluated. As indicated
in Table II, the ASR increases in the open-world avatar setting
with the addition of more cameras. Moreover, different angles
contribute to varying ASRs. For example, the performance using
front and behind cameras (FB) is lower than that using front and
right cameras (FR). AvatarHunter attains the highest ASR of
93.3% with the right and left camera combination. Nevertheless,
effective performance is achievable even with a single camera
(e.g., an ASR of 72.9% in the closed-world avatar setting us-
ing only the front camera). In conclusion, employing multiple
cameras enhances AvatarHunter’s performance, which remains
robust even in single-camera scenarios.

3) Length of Recording Video: In Section V-B, for each
view of a given trial, 30 frames (i.e., 1 s) are selected as the
input for AvatarHunter. We assess the impact of frame length
on AvatarHunter’s performance. As presented in Fig. 13, we
adjust the frame length from 1 to 128, in increments of 1. It is
noted that with the increase in frame length, the ASRs for both
open-world and closed-world avatar settings incrementally rise.

Notably, even with just 10 frames (0.33 seconds), the ASRs in
closed-world and open-world scenarios exceed 87% and 63%
respectively, significantly outperforming the random guess (i.e.,
an ASR of 10%). The optimal performance for AvatarHunter
in the closed-world setting reaches 94.9% with a frame length
of 48, and in the open-world setting, it achieves 68.4% with
a frame length of 102. These experimental results demonstrate
that AvatarHunter is effective even with short video lengths.

D. Performance in Full-Body Tracking Setting

Following the evaluation of various factors affecting
AvatarHunter, we investigate its performance in full-body track-
ing scenarios, as detailed in Section III-B-3. Given that current
commercial devices like Quest do not support full-body sen-
sor connectivity, we conduct a simulation based on the public
dataset CMU-Mocap. We follow the same setup as described in
Section V-A, where 10 avatars are utilized. Considering most of
data from CMU-Mocap are utilized to train the feature extractor
as described in Section IV-C, we select ten users (i.e., user #2,
#5, #0, #10, #37, #43, #45, #46, #49, #55 in CMU-Mocap) not
involved in feature extractor training for the simulation. We
generate the dataset, called FBT-dataset which also contains
100 user-avatar pairs. The feature extractor remains unchanged
from the commercial device setting, with only the gallery being
reconstructed. As depicted in Fig. 14, in the open-world setting,
the ASRs for AvatarHunter, GaitSet, and GaitBase are 78%,
43%, and 49%, respectively. Notably, the ASR differs from that
in the VRC-dataset due to the different volunteers and the more
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Fig. 14.  Performance of AvatarHunter and benchmarks under full-body track-

ing and open-world setting.

variable walking patterns in CMU-Mocap, as it is not specifi-
cally designed for gait recognition. Nonetheless, AvatarHunter
outperforms benchmarks, underscoring the effectiveness and
robustness of our proposed feature extraction solution.

VI. COUNTERMEASURES

AvatarHunter reveals a severe privacy threat for the stake-
holders of VR-related areas. In this section, we discuss several
methods that can defend against AvatarHunter.

A. Intuitive Countermeasures

We first introduce some intuitive countermeasures that can
defend against the proposed AvatarHunter.

Detecting Suspicious Users in VR: For AvatarHunter, record-
ing the victim avatar’s behaviors is crucial during the attack
phase. Therefore, detecting suspicious users who consistently
focus on a specific user or select an avatar with a void appearance
can mitigate privacy leakage risks. By identifying and excluding
these suspicious users, the likelihood of victim privacy breaches
can be significantly reduced.

Restricted access control: Another straightforward solutions
is enhancing the access control of the VR application. For the
user who requires high demands of anonymity, they can only
share their VR scenarios with the users they trust. However, this
countermeasure only works when users can control their VR
applications (e.g., the user is the administrator of the chatting
room of VRChat).

B. Obfuscation-Based Defense Mechanism

In this subsection, we present an obfuscation-based mech-
anism to defend against AvatarHunter. We first introduce its
principle, followed by implementation and simulation results.

Principle of obfuscation: As described in Section IV, the key
reason why AvatarHunter can identify the victim’s identity by
analyzing the collected video clips V' is that AvatarHunter can
extract the feature F' corresponding to the victim’s gait charac-
teristics. According to Section II-B, since the avatar movement
of the victim is correlated with the motion data captured by the
sensors of the VR device, intentionally introducing noise into
the sensor data during the avatar movement generation process
causes the videos to inaccurately reflect the victim’s real-world
gait characteristics. Consequently, the extracted F' is no longer
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Fig. 15.  The principle of adding noise to avatar’s skeleton.

accurate. Thus, for the same classifier W, the probability that
its predicted result J = W(F') matches the real identity will de-
crease, thereby mitigating the risk of de-anonymization attacks.

Implementation: During the avatar rendering phase, the skele-
ton’s nodes are activated by sensors attached to the user’s body.
We utilize sensor data from CMU-Mocap, consistent with the
setup in Section V-D. Typically, VR sensors have six degrees
of freedom (6-DOF), as shown in Fig. 15, with each node
capturing rotation data for pitch, roll, and yaw, corresponding
to the sensor’s X, Y, and Z axes. For a given time ¢ and the
ith node n; of the skeleton, the measured data are represented
as (z;(t),yi(t), zi(t)). We add noise to this data, resulting in
obfuscated rotation angles (x}(t), y%(t), z;(t)) for the rendering
phase. The approach for adding noise is as follows:

2} (t) = z;(t) + ng, ®)
yi(t) = yi(t) + ny, )
Zi(t) = zi(t) + ns, (10)

where n;, n,, and n, follow a Gaussian distribution with the
probability density function f(x) given by:

1 _(@o?
e 202

; (11

with mean p determining the distribution’s location and standard
deviation o its magnitude. In this study, we set 1+ = 0 and vary
o. Note that, during the noise adding phase, we do not add noise
to the head and left, right hands in order to reduce the impact of
noise on the user’s experience.

Performance analysis: We present a simulation to evaluate
the efficacy of this countermeasure. We choose the full-body
tracking scenario as described in Section V-D, where the avatar
movements are driven and video clips are collected in the Unity
platform. During the simulation, the noise level o varies from
0.1 to 16. Fig. 16(a) presents the ASR of AvatarHunter under
various noise levels. Notably, in the absence of noise, the ASRs
for AvatarHunter in closed-world and open-world settings are
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Fig. 16.  Simulation results about defense mechanism.

85% and 78%, respectively. Interestingly, the introduction of
low-level noise does not decrease the ASR; rather, it increases.
This phenomenon occurs because minor noise fails to mislead
AvatarHunter and may even accentuate the gait differences
between users. However, when the noise level is sufficiently
high (i.e., greater than 6), the ASR decreases significantly.
Therefore, the obfuscation-based mechanism is demonstrated
to be an effective countermeasure against AvatarHunter.

To measure the fluctuations in avatar movement caused by
adding noise, we choose the object keypoint similarity (OKS)
metric, whichis used in the field of pose detection to calculate the
similarity between ground truth and the algorithm’s predicted
human keypoints [55], [56]. In this paper, OKS is used to
calculate the degree of deviation of the noise-added motion
compared to the original motion. Fig. 16(b) presents the OKS
of three users. Fig. 16(c) shows the frames for video clips under
various o levels, with the time interval between two consecutive
frames being 0.25 seconds. It is observed that as ¢ increases, the
fluctuation becomes more pronounced. Notably, when o is less
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than 12, the fluctuations in avatar movements are not significant.
Thus, in practice, it is essential for users to choose an appropriate
noise level to achieve a balance between privacy preservation
and user experience.

VII. LIMITATIONS AND FUTURE WORKS

Currently, AvatarHunter is designed for conducting de-
anonymization attack based on the victim avatar’s gait infor-
mation. To apply AvatarHunter to more broad VR scenarios, the
following limitations need to be addressed.

A. Limited Size and Diversity of Dataset

Enlarging dataset including avatars with non-humanoid ap-
pearance: In this study, only humanoid avatars as shown in
Fig. 10(a) are studied. However, for the avatars with the ap-
pearance of non-humanoid appearance, since their skeletons are
different from that of humans, it is hard for the feature extractor
to extract human movement signatures. Involving the animal-
like avatars into the Unity-based feature extraction module, or
proposing more advanced techniques are potential solutions and
we leave them for future works.

Enlarging more users: Although AvatarHunter achieves an
ASR of 92.1% in the closed-world setting, which is significantly
higher than random guessing (i.e., 10%), the number of user-
avatar pairs is still limited. In this study, only 100 user-avatar
pairs were collected in each scenario when conducting experi-
ments on VRChat and full-body tracking settings. Additionally,
in Section IV-C, data from 29 users in the CMU-MoCap dataset
and 69 avatars with different body shapes were selected to fine-
tune the feature extractor. To further demonstrate AvatarHunter’s
efficiency, more volunteers will be recruited and included in
future versions of our dataset.

B. Requirements for Gallery

In this study, AvatarHunter builds a gallery to store the
victim’s avatar gait information in VR scenarios, as acquiring
prior knowledge about the target user is an essential prerequisite
for user identification. In this subsection, we discuss several
concerns regarding the gallery.

Victims not in the gallery: It is not always feasible to collect
the victim’s video clips before launching attacks. In such cases,
AvatarHunter will fail to extract gait information from the target
victim in VR scenarios. Extracting gait features from the physi-
cal world is a potential solution, which we will explore in future
work.

Impact of background scenes: There is no requirement for
the adversary to obtain video clips with the same background
scene as those in the gallery. AvatarHunter is designed to
focus on the silhouette of the avatar, rather than the avatar’s
colors or background scenes. As described in Section IV-B-1,
AvatarHunter employs a background matting scheme to elim-
inate the background of each frame in the collected video
clips. We acknowledge that the performance of background
elimination is not perfect (i.e., sometimes there are artifacts
in the silhouette). However, the attack performance detailed in
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Section V demonstrates the feasibility of AvatarHunter without
relying on background scene information.

Other action types: Currently, AvatarHunter mainly focuses
on the action of walking for two reasons. First, walking is a
common and frequent action when users play VR applications,
making it easy for adversaries to obtain such footage. Second,
compared with other movement features, gait information ex-
tracted from walking behavior is relatively stable, and extensive
research on gait-based user identification exists, which can serve
as the foundation of AvatarHunter. Our previous work [43]
considers other types of actions, including waving, picking up
objects, and throwing objects. However, luring victims into
performing these actions is not always feasible in real-world
attack scenarios.

C. VR Device Types

Although the gait video clips used to train the feature extractor
are generated based on CMU-MoCap, the features we extract
are from the frames of gait video clips, not from the control
points data in the human body. Therefore, regarding input data
modality, the difference in the number of control points does
not affect the results. However, in terms of result accuracy, more
control points allow the video clips to retain more accurate move-
ment features from the human, making de-anonymization easier.
This is demonstrated by Figs. 12(a) and 14, where AvatarHunter
achieves a higher ASR in the full-body tracking setting (78%)
than in the VRChat setting (66.9%). For other VR device types
such as HTC Vive Pro 2 and Valve Index, AvatarHunter should
also work since they have the same working principles as the
Quest used in our evaluation. This will be studied in future work.

VIII. CONCLUSION

In this study, we have introduced AvatarHunter, a non-
intrusive and user-unconscious de-anonymization attack in VR
environments. AvatarHunter discreetly gathers gait videos of
victims within VR applications and employs a Unity-based
feature extractor to identify the victim’s movement signature,
which remains unaffected by changes in avatar appearance. We
implemented AvatarHunter in a real-world VR application, and
the experimental outcomes demonstrate that AvatarHunter can
successfully deduce the identity behind the avatar in both closed-
world and open-world settings. The efficacy of AvatarHunter is
shown to be resilient against various factors, including the length
of video clips, combinations of camera angles, and the extent of
prior knowledge about the target victim. Additionally, we pro-
pose an obfuscation-based defense mechanism and validate its
effectiveness through simulation, offering a means to safeguard
against AvatarHunter.
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