OPEN CALL ARTICLE

Interactive Al With Retrieval-Augmented Generation for Next Generation Networking

Ruichen Zhang

1 https://deepmind.google/
technologies/gemini/ #intro-
duction

2 https://community.openai.

com/t/what-is-g-and-when-
we-wil-hearmore/521343

3 https://scopeblog.stan-
ford.edu/2018/05/08/
artificial-intelligence-inmed-
icine-predicting-patient-out-
comes-and-beyond/

Digital Object Identifier:
10.1109/MNET.2024.3401159
Date of Current Version:

18 November 2024

Date of Publication:

15 May 2024

, Hongyang Du

,Yingiu Liu @, Dusit Niyato @, Jiawen Kang

ABSTRACT

With the advance of artificial intelligence (Al),
the concept of interactive Al (IAl) has been intro-
duced, which can interactively understand and
respond not only to human user input but also to
dynamic system and network conditions. In this
article, we explore an integration and enhance-
ment of IAl in networking. We first review recent
developments and future perspectives of Al and
then introduce the technology and components
of IAl. We then explore the integration of 1Al
into next-generation networks, focusing on how
implicit and explicit interactions can enhance
network functionality, improve user experience,
and promote efficient network management. Sub-
sequently, we propose an IAl-enabled network
management and optimization framework, which
consists of environment, perception, action, and
brain units. We also design a pluggable large
language model (LLM) module and retrieval aug-
mented generation (RAG) module to build the
knowledge base and contextual memory for deci-
sion-making in the brain unit. We demonstrate
through case studies that our IAl framework can
effectively perform optimization problem design.
Finally, we discuss potential research directions for
IAl-based networks.

INTRODUCTION

With the current development trajectory, artificial
intelligence (Al) is moving towards the possibility
of realizing artificial general intelligence (AGI).
The evolution of Al from its original rule-based
algorithms to the adoption of advanced learning
models marks a significant shift in the field of com-
puting technology. This process is driven by the
increasing growth and complexity of data, requir-
ing more sophisticated Al Solutions. While early
Al models provided the foundation for modern
data-driven environments, their limitations in han-
dling dynamic and large-scale data have prompted
the development of more advanced and novel
methods. Among these advancements, such as
Google Gemini' and OpenAl Q*2 human-in-the-
loop (HITL) systems highlight the importance of
integrating human insights into Al decision-making
[1]. These systems combine human feedback with
the Al’s learning process, improving the accuracy
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and contextual understanding of Al results. For

example, a 2018 Stanford study showed that Al

combined with HITL outperformed human or

Al analysis alone in healthcare.> However, HITL

systems have limitations in adaptability and real-

time responsiveness because they rely on human
input, which can be limited, unpredictable, and
erroneous.

To address these challenges and effectively
develop AGI, interactive Al (IAl) has been pro-
posed. The primary difference between IAl and
HITL lies in their interaction modes, i.e., 1Al
emphasizes immediate and direct interaction
between Al and users, whereas HITL focuses
on human participation and supervision in the
Al decision-making process [1]. IAl systems
are capable of instantaneously understand-
ing user inputs, such as voice commands, text
messages, or other interactive commands, and
intelligently responding or executing tasks based
on these inputs. This ability not only enhances
user experience but also increases flexibility and
effectiveness of Al applications in dynamic envi-
ronments. Integrating IAl with technologies such
as retrieval-augmented generation (RAG) and
LangChain can further personalize network oper-
ations [2]. For example, RAG enables IAl systems
to extract information from vast databases to
enrich their responses and decisions. Combined
with LangChain, which extends Al reasoning
capabilities, IAl can provide more context-aware
solutions based on the existing databases. The
main advantages of IAl over the limitations of
HITL systems, especially when augmented with
RAG and LangChain, include:

+ Customizabilty and Personalizability: IAl,
enhanced by RAG and LangChain, offers
tailored solutions by aligning Al responses
closely with user preferences and needs,
resulting in more personalized and user-cen-
tric Al applications.

* Better Flexibility: [Al’s direct user interac-
tion, supported by LangChain’s extended
reasoning, can offer more flexibility to adapt
to different network scenarios and users’
requirements, enhancing the systems versa-
tility and satisfaction.

+ Less Bias: The combination of IAl with
RAG and LangChain minimizes the reliance
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on human intervention, thus reducing the

potential for human bias in Al decisions and

leading to more objective outcomes.

It is particularly important to integrate 1Al into
wireless networks, given its dynamic nature and
requirement to continuously adapt the dynamic
changes. Fortunately, the capabilities of 1Al
are particularly promising in addressing these
challenges. Its interactive adaptive resource man-
agement can optimize the utilization of network
resources and improve network performance. For
example, in a network with changing user require-
ments, IAl can dynamically allocate bandwidth to
maintain high performance given instantaneous
user experience feedback. Although the integra-
tion of IAl into networking has several potential
advantages, the following issues need to be
addressed:

+  Q1: Why is 1Al suitable for networking?

+ Q2: Which networking challenges can IAl
address?

+ Q3: How can IAl with RAG be applied in
networking?

Therefore, in this article, we attempt to provide
forward-looking research to answer the above
“Why, Which, and How” questions. To the best of
the authors’ knowledge, the synergy between IAl
and networking is still an open issue. The contri-
butions of this article are summarized as follows.

+ A1: We first review some aspects of the
development of Al, then introduce the fea-
tures, technologies, and composition of IAl,
and finally overview the IAl on networking.

+ A2: We explore the integration of IAl in net-
working, focusing on how both implicit and
explicit interactions enhance network func-
tionalities, improve user experience, and
facilitate efficient network management.

+ A3: We construct an IAl-enabled network

management and optimization framework.
It consists of environment, action, brain, and
perception. More importantly, we design
pluggable LLM and RAG modules to build
the knowledge base and contextual mem-
ory for decision-making. Simulation results
based on a real network optimization case
study verify the effectiveness of the pro-
posed framework.

Organizations: the section “Overview of |Al
and Networking” concludes with an overview
of IAl and networking. The section “Interactive
Applications in Networking” provides interactive
applications in the network. The section “Case
Study: IAl-Enabled Problem Formulation Frame-
work” provides RAG’s IAl framework and
demonstrates its effectiveness through a case
study. The section “Future Directions” outlines
three main future directions for IAl. Finally, the
section “Conclusion” summarizes the conclusions.

OVERVIEW OF IAI AND NETWORKING

This section provides an overview of IAl and
networking, where some abbreviations are sum-
marized in Table 1.

THE DEVELOPMENT OF Al

Phase 1: Traditional Artificial Intelligence (TAD)
TAI consists of rule-based systems designed for
specific tasks within well-defined parameters [3].
It leverages algorithms such as support vector

This process is driven by the increasing growth and complexity of data, requiring more sophisticated

Al Solutions.

machines (SVMs) and other fundamental meth-
ods to excel at pattern recognition and basic
prediction tasks. Although TAI systems are effec
tive at processing structured data, their limited
flexibility highlights the need for more dynamic
Al approaches, leading to the development of
discriminative Al/predictive Al.

Phase 2: Predictive Al (PAl)/Discriminative Al
(DAI) With the use of deep neural networks such
as convolutional neural networks (CNNs), PAI and
DAI are good at learning special paradigms from
large data sets [4]. PAI/DAI, with their enhanced
learning algorithms, advances beyond the capabil-
ities of TAL. However, their reliance on extensively
annotated datasets, primarily for classification and
prediction, has practical limitations, leading to the
emergence of GAL

Phase 3: Generative Artificial Intelligence
(GAID) GAIl marks a new era where Al systems
can create new data and patterns, showcasing a
degree of creativity [5]. With the advent of gen-
erative diffusion models (GDMs) and generative
adversarial networks (GANs), Al’s role expands
from analysis to creation, which can produce
innovative outputs and simulations. However,
GAl’s reliance on pre-existing data patterns has

Abbreviation Full name Description

i Ariial General ntligence Al capable of understanding, learning, anld.applylng intelligence across a
broad range of tasks at human-level proficiency

o et .Al systlemls that chus on crealtlng novel data and patterns, often used for tasks
involving innovation and design

o ' Althat emphasizes immediate, direct interaction with users for decision-

Al Interactive Artificial Intelligence ) ;
making and learning

WE iR An approach in Al using multiple expert models, each specialized in different
aspects of a dataset or problem

. e e {kn apprqach that enhances ggnerallve models hylretnevmg relevant
information from database to improve the generation

M Y Al mode[s demgneq to process and interact using human language, capable
of handling extensive text data

WL T Asy.stem whgre human participation and oversight are integrated into the Al
decision-making process

o e A! sysFems that focus nq fqrecastlng future events or trends based on
historical data and predictive algorithms

1 Traditional Artificicial Intelligence Early Al models based on rule-based algorithms and structured data analysis

o Generative Adversarial Network Al models where.tvlm neural networks compete, often used for generating
new data that mimics real data

0L e e Al models learn tq make decisions by trial and error, using deep learning to
pracess complex inputs

o Convolutional Neural Network Al modlells eflfectlve for analyzing visual imagery, known for pattern
recognition in structured data

- enerative Diffsion Model Al models that generate data through a process of iterative refinement, often

used for precise outputs

TABLE1. Summary of abbreviations.
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Itis particularly important to integrate IAl into wireless networks, given its dynamic nature and

requirement to continuously adapt the dynamic changes.

limitations such as generating inaccurate results,
leading to the emergence of IAl

Phase 4: Interactive Artificial Intelligence
(IAD) 1Al goes beyond traditional data interaction
paradigms by engaging human users in dynamic
and reciprocal information exchanges. The key
difference between IAl and GAl is IAl’s ability to
interactively incorporate and learn from human
input throughout the modeling process [6]. In
contrast, GAl mainly focuses on generating data
based on pre-learned distributions without fur-
ther input. As a result, IAl systems can bridge the
gap between Al and human interaction and then
move towards AGl.

For clarity, the evolution of Al development is
illustrated in Fig. 1.

OVERVIEW OF IAI

IAl is based on the principle of dynamic informa-
tion exchange to meet the needs of administrators
and human end-users, where the foundation of
IAl lies in the following Al technologies:

Retrieval-Augmented Generation (RAG): RAG
plays a pivotal role in IAl framework by merging
retrieval-based and generative Al techniques.
RAG allows IAl systems to access a vast external
knowledge base, retrieving relevant information to
augment the generation process [2].

Large Language Models (LLMs): LLMs are a
cornerstone of IAl, particularly due to their capac
ity to process and generate human-like text, which
facilitates complex interactive dialogues. This
ability is central to IAl’s focus on enhancing user
interaction, as LLMs enable Al systems to com-
prehend and respond to natural language inputs
in a conversational manner, thereby significantly
improving the interactive and intuitive nature of
Al systems [7].

Multi-modal Interaction: Al systems are not
limited to a single modal; they are adept at under-
standing and responding to various input types,
such as text, voice, and images [8]. This multi-
modal interaction capability is fundamental to IAl,
embodying the principle of versatility and adapt-
ability in interactions. It ensures that Al systems
can engage with users in the most natural and
intuitive ways possible, adapting to different inter-
action modes seamlessly.

Mixture of Experts (MoE): The MoE framework
is an integral component of IAl that embodies its
responsiveness to specialized situation-awareness.
MoE models are composed of multiple expert
sub-models, each trained to handle different
aspects or subsets of the data [7]. This specializa-
tion enables Al systems to leverage the collective
expertise of these individual models to solve com-
plex problems. The gating mechanism is the core
feature of MoE, which dynamically determines the
relevance of each expert to a given input, thereby
directing the input to the most appropriate expert.

Deep Reinforcement Learning (DRL): DRL
embodies the interactivity and adaptability of IAL

Reinforcement
Learning )
Reinforcement learning  (RL) is an
interdisciplinary area of machine learing
and optimal control concerned with how
an intelligent agent ought to take actions.
in a dynamic environment to maximize the

Traditional
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L e
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FIGURE . The evolution of Al. For IAl, we highlight the role of the mixture of experts, large language models, deep reinforcement
learning, retrieval-augmented generation, and generative Al in promoting adaptability and interaction with users. Additionally, the
components and advantages of IAl are also presented, emphasizing its efficiency and adaptability in different applications such as
optimization and traffic management.
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It revolves around learning from interactions with
the environment and making decisions based on
feedback, such as rewards and penalties [9]. This
principle aligns well with the idea that IAl learns
and develops through continuous interaction with
the user or environment.

Generative Diffusion Models (GDMs): GDMs
improve iteratively through interactions, consistent
with the principles of IAl. These models generate
data by learning to reverse a diffusion process,
which essentially involves a series of interacting
steps [5]. Each iteration in the process presents an
opportunity for the model to adapt and refine its
output, emphasizing the 1Al principle of continu-
ous evolution and response to new information.

Generative Adversarial Networks (GANs):
GANs, with their dueling network structure,
inherently align with IAl’s principles of interac-
tive learning. The continuous learning process
within GANs, where each network learns from
the other, enables the system to adaptively refine
its outputs [8].

FEATURES OF IAI

In the networking domain, IAl systems are charac
terized by three main components, each of which
is an integral part of its functionality as follows:

User Interfaces: Modern IAl systems have
revolutionized user interfaces (Uls), extending
beyond conventional text and graphical inter-
faces. These systems incorporate LLMs and
multi-modal techniques, allowing users to interact
with network management systems through con-
versational language. A notable example is Agent
GPT,* which employs LLMs and multi-modal capa-
bility for interactive user interfaces in a dynamic
plan-execute pattern. Unlike standard Uls, Agent
GPT engages proactively with users, providing
clarity for ambiguous instructions and continually
modifying its approach based on user feedback.

Intelligent Evaluation and Adaptability: Net-
work environments benefit from IAl systems that
not only assess performance using real-time ana-
lytics and simulation-based testing but also adapt
and evolve over time. These systems integrate
cognitive network operations to create a feedback
loop, continuously refining network configurations
based on user inputs and environmental data. This
enables Al models to develop their understanding
strategies and enhance their decision-making pro-
cesses. Google’s VirusTotal Code Insight® is one
such system that employs an LLM and MoE for
script analysis, thus enabling human users to iden-
tify potential threats through responsive feedback
during use.

Advanced Generative Al and Network
Optimization: The core of IAl systems is the
deployment of state-of-the-art GAl. These systems
utilize algorithms like GDM and TBM for network
design optimization. They facilitate the automated
generation of network topologies, simulate traffic
for congestion forecasting, and provide routing
optimization solutions. For instance, Google’s B4
network® employs a combination of MoE and
GAN techniques for capacity planning and traf-
fic engineering, ensuring optimal data flow and
resource utilization. The generative process in
these systems is iterative, leveraging both historical
and real-time data to proactively adapt to evolving
network conditions and user behavior trends.

GDMs improve iteratively through interactions, consistent with the principles of IAI

Al FOR NETWORKING

IAl significantly benefits networking by integrating
intelligence across multiple operational layers. It
enhances networks from the physical layer to the
application layer.

Physical Layer: In the physical layer, IAl can be
used to improve network efficiency and reliability.
A typical example is the application of channel
estimation and optimization. IAl, particularly DRL
approaches, leverage feedback-oriented neural
network interaction to iteratively optimize beam-
forming patterns based on real-time environmental
feedback, improving modulation techniques for
robust communication [9]. This leads to more
efficient use of the spectrum, reduced interfer-
ence, and enhanced signal quality, particularly in
dynamic environments where channel conditions
frequently change.

Network Layer: In the network layer, IAl can
be used to streamline network operations and
enhance performance. A typical example is the
application of dynamic network traffic man-
agement. IAl, particularly DRL and GDM, can
dynamically manage and optimize network traf-
fic flows by continuously learning and adapting
to traffic conditions [5]. This includes predictive
traffic modeling, real-time congestion manage-
ment, and intelligent routing strategies, resulting in
reduced latency, optimized bandwidth usage, and
improved overall network resilience.

Application Layer: In the application layer,
IAl can be used to enhance user interaction and
experience. A typical example is the application
of human-machine interfaces. IAl, particularly
LLMs, can process and generate natural language
for user interaction, while multi-modal methods
integrate visual, auditory, and other data forms
to enrich the interface [10]. This leads to more
personalized and engaging user interactions, bet-
ter accessibility for diverse user groups, and an
overall more responsive and intelligent application
environment.

For clarity, the potential issues of IAl in differ-
ent layers are summarized in Table 2.

INTERACTIVE APPLICATIONS IN NETWORKING

In this section, we explore the integration of 1Al
in networking, focusing on how both implicit
and explicit interactions. For clarity, the sum-
mary of implicit and explicit interaction is
shown in Table 3.

IMPLICIT INTERACTION IN NETWORKING

Implicit interaction in networking refers to the
process where Al systems engage and adapt to
their environment, including network conditions
and user behaviors, without direct external inputs
or commands. The benefits of such interactions
include increased system autonomy, improved
adaptability to changing conditions, and enhanced
overall network efficiency [9], [11], [12]. Some
major applications of implicit interaction in net-
working are as follows:

Adaptive Signal Processing: Adaptive Sig-
nal Processing in wireless communications
involves dynamically adjusting signal processing

4 https:///agentgpt.reworkd.
ai/de

5 https://blog.virustotal.
com/2023/04/introduc
ing-virustotal-codeinsight.
html

6 https://www.b4networks.
ca/
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Tech
Issues

Differences

Traditional methods

Interact

Layers IAl advantages

Channel Estimation
and Optimization

Anomaly Signal
[dentification

Adaptive Beamforming

Dynamic Traffic
Management

Intelligent Resource
Allocation

Advanced Network
Security

Enhanced User
Interaction

Human-Machine
Interface

Data Analysis and
Feature Extraction

- Available methods: Fourier-based techniques, CNNs
- Description: Relies on static models for signal estimation
- Cons: Not suited for dynamic environments, high overhead, prone to

model mismatch

- Available methods: Statistical analysis
- Description: Detects deviations using predefined criteria
- Cons: Poor adaptability, high false-positive rates, misses subtle

anomalies

- Available methods: CVX, ZF/MRT/MMSE.
- Description: Uses mathematical modeling and fixed antenna patterns;

[acks change adaptability

- Cons: Inflexible to fast user movement and fast channel changes

- Available methods: Static routing algorithms
- Description: Uses preset routes; ignores live network status
- Cons: Unresponsive to real-time conditions, may cause congestion

- Available methods: Static resource partitioning, heuristic algorithms
- Description: Allocates based on predictions; no real-time adjustments
- Cons: Inefficient under variable loads, risk of resource misallocation

- Available methods: Signature-based detection systems
- Description: Identifies threats using known signatures
- Cons: May not identify new or variant forms of attacks quickly, leading to

awindow of vulnerability

- Available methods: Rule-based command interfaces, GUIS
- Description: Command interfaces need exact syntax; GUIS offer visuals
- Cons: Steep learning curve for commands; GUIS may lack depth in

interaction

- Available methods: Physical controls, voice commands
- Description: Tactile and auditory interaction options
- Cons: Accessibility issues for some users; voice commands fail in noise

- Available methods: Batch processing, rule-based analytics
- Description: Processes large data volumes, uses et rules for analysis.
- Cons: Slow and intensive processing, might overlook new patterns

TABLE2. Summary of potential issues of IAI

- Available methods: MOE, GANS

- Description: Utilizes user feedback and algorithms for channel
- optimization

- Pros: Resilient to changes, efficient, higher accuracy

- Available methods: Muti-modal, LLMs

- Description: Uses LLMs for real-time anomaly detection from diverse
data

- Pros: Accurate, dynamic detection, reduced false alarms

- Available methods: RL, GANs

- Description: Adapts beamforming in real-time environments, GANS
fortraining scenarios.

- Pros: Adaptable, improves spectral efficiency

- Available methods: RL, GDMs
- Description: RL for traffic flow adaptively, GDMs for traffic prediction
- Pros: Better traffic handling, enhances network performance

- Available methods: RL, MOE

- Description: Allocates resources smartly, MOE for traffic pattern
analysis

- Pros: More efficient use of netwark resources, better service quality

- Available methods: GANS, LLMs
- Description: GAN for attack simulation, LLMs for threat detection
- Pros: Detects new threats, adapts security protocols

- Available methods: RL, RAG
- Description: Personalizes interactions, RAG for natural responses
- Pros: Customized experiences, higher user interaction

- Available methods: LLMs, multi-modal
- Description: Integrates language and sensory data for interaction.
- Pros: Intuitive interfaces, complex data handling

- Available methods: RAG, MOE

- Description: RAG for unstructured data analysis, MOE for sequential
data

- Pros: Deep analysis, enhanced machine learning inputs

Potential Advantages for Physical layer:

- Enhanced Accuracy: GANs provide refined
channel models improving signal clarity and
reducing interference.

- Predictive Modeling: GDMs enable precise
channel predictions, aligning real-world
conditions.

- Real-Time Adaptation: DRL optimizes
beamforming in real-time for changing network
environments.

- Reduced Complexity: Automated processes
through GANS and GDMs simplify the
management of physical layer operations.

Potential Advantages for Network layer:

- Optimized Traffic Flow: DRL and GOMs enable
dynamic management of data traffic, reducing
congestion.

- Efficient Utilization: Intelligent allocation
strategies via DRL and MOE maximize network
1esource Usage.

- Enhanced Security: GANs provide advanced
threat simulation for robust netwark security
measures.

- Self-Improving Systems: DRL algorithms
continuously learn and improve network
performance.

Potential Advantages for Application layer:

- Intuitive Interactions: LLMs and multi-
modal technologies enhance user interface
TeSponSiveness.

- Personalized Experiences: Multi-modal
capability allows for services based on user
inputs and behaviors.

- In-Depth Analytics: LLMs process vast amounts
of data for analysis and extraction, improving
decision-

- making.

- User-Centric Design: The LLMs and multi-modal
technologies ensure interfaces cater to diverse
user needs.

algorithms in response to changing network con-
ditions. Utilizing IAl can significantly enhance
this process by enabling the system to learn and
adapt its signal-processing strategies based on
real-time data and interactions. For example, in
[11], the authors proposed an IAIl framework for
steganographic distortion learning framework.
This framework employs a GAN composing two
subnetworks, i.e., a steganographic generator
and a steganalytic discriminator, which through
adversarial training, learns the probabilities of
embedding changes in pixels to minimize detect-
ability. In this framework, implicit interactions in
the form of adaptive learning allow the model
to evolve from simple random embedding to
advanced content-adaptive embedding, signifi-
cantly improving its security performance with
each iteration. Simulation results showed after
180,000 training iterations, the IAl model’s sys-
tem performance steadily improved, achieving
an average embedding rate close to the targeted
capacity.

Predictive Resource Allocation: Predictive
Resource Allocation refers to the allocation of
network resources like bandwidth and power
based on predicted future demands and usage
patterns. Implementing IAl in this domain can
result in more efficient and responsive resource
management. For example, in [9], the authors
proposed a DRL-based IAl method to optimize
system energy efficiency (EE) by adjusting beam-
forming vectors, power splitting ratios, and phase
shifts, considering users’ quality of service (QoS)
and the transmitter’s power constraints. The pro-
posed IAl method implicitly interacted with the
whole network environment, learning to fine-tune
these parameters without direct human input to
satisfy energy harvesting and communication
QoS requirements. Simulation results reveal that
this approach yields EE close to an upper bound
scheme (i.e., about 2% performance gap) while
significantly reducing computation time (i.e., five
orders of magnitude), particularly in dynamic
wireless conditions.
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TABLE 3. Summary of implicit and explicit interaction in networking.

Anomaly Detection: Anomaly Detection in
networking involves identifying unusual patterns
or behaviors that may indicate a problem, such as
a security breach or network failure. IAl can sig-
nificantly improve anomaly detection by learning
complex patterns and detecting anomalies in real-
time. For example, in [12], the authors proposed
an IAl framework to automatically identify depen-
dencies between sensors for anomaly detection in
multivariate time series data. The IAl framework
employed a Gumbel-Softmax Sampling-based
connection learning policy to automatically learn
graph structures depicting sensor dependencies,
and integrates this with graph convolutions and
an Al architecture for efficient anomaly detec-
tion. The framework’s implicit interaction involved
determining bi-directional connections among
sensors, where high probability values imply
strong connections, enhancing the system'’s ability
to predict and identify anomalies. This method is
effective as it incorporates user feedback and net-
work interactions to refine its anomaly detection
capability continually. Simulation results prove
that the TBM-based IAl framework improves pre-
cision, recall, and F1-score by at least 6%, 16%,
and 11%, respectively, compared with traditional
methods in anomaly detection.

Lesson learned: The exploration of implicit
IAl in networking underscores the integral role
of automated adaptability and self-learning in
enhancing network efficiency and security.
A major benefit of implementing implicit 1Al is
its proficiency in navigating the complexities of
dynamic network environments. Implicit [Al,
through mechanisms like machine learning
algorithms and predictive analytics, excels in
discerning and adjusting to these changes
autonomously. For instance, in adaptive signal
processing, IAl has shown a notable improvement

in efficiency, with performance enhancements
measurable at approximately 10-15% in complex
scenarios. In resource allocation, IAl has not only
achieved near-optimal energy efficiency but also
accelerated convergence speed by up to five
times compared to traditional methods. Addi-
tionally, in anomaly detection, IAl's continuous
learning from network interactions has led to a
substantial increase in accuracy, outperforming
traditional methods by at least 6% to 16% in key
metrics. These improvements highlight 1Als real-
time adaptability, faster processing, and reduced
reliance on large data sets.

EXPLICIT INTERACTION IN NETWORKING

Explicit interaction in networking involves delib-
erate and direct engagement between users or
network administrators and the Al system. This
type of interaction facilitates precise control over
network functionalities and enhances user involve-
ment in decision-making processes, leading to
more accurate and user-centric outcomes [13],
[14], [15]. Some major applications of explicit
interaction in networking are as follows:

User Feedback Interaction: User feedback
interaction involves users providing direct input
to influence the Al’s decision-making or out-
put adjustments. 1Al enhances this process by
enabling more intuitive and responsive interac
tions, where user feedback can dynamically shape
Al responses or network adjustments. For exam-
ple, in [13], the authors introduced the Query
Generation Assistant, a search interface that uses
the LLM-based IAl method to facilitate interactive
and automatic query generation in challenging
search scenarios such as cross-lingual retrieval.
This system allows users to actively interact in
refining queries generated by LLMs, provid-
ing feedback and edits throughout the process.
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It significantly improves qualitative analysis in
complex search tasks and is a valuable tool for
conducting human-in-the-loop simulations.

Network Configuration and Management:
Network configuration and management refers
to the process of setting up and maintaining
network parameters and policies. The inte-
gration of explicit 1Al in this domain simplifies
complex tasks and enhances the accuracy of
configurations. For example, in [14], the authors
explored the use of the LLM-based IAl method
to manage network configuration tasks. They
introduce NETBUDDY, a system that translates
high-level natural language requirements into
low-level network configurations. This method
involves explicit interactions where NETBUDDY
decomposes the translation process into multi-
ple steps, ensuring more accurate and efficient
configurations, and demonstrating considerable
improvement in simplifying and automating net-
work management tasks. The simulation results
showed that the method adopted not only
ensures network accuracy but also increases effi-
ciency by approximately 6 times compared with
traditional ones.

Human-Computer Interfaces: Human-com-
puter interfaces (HCI) in networking encompasses
the ways users interact with networked computer
systems. Explicit IAl can revolutionize HCI by
facilitating more interactive and integrated user
experiences. For example, in [15], the authors
investigated machine-in-the-loop creative writ-
ing using a multi-modal based IAl method that
suggested improvements through sight, sound,
and language, marking an innovative approach in
Al-assisted creativity. This method engaged human
users in explicit interactions, where they incorpo-
rated Al-generated suggestions into their writing,
a process involving adaptability and cognitive inte-
gration. Simulations effectively demonstrated the
potential of IAl method to enhance the creativity
of human-machine collaboration.

Lesson learned: Explicit Al interactions in
networking emphasize the critical role of user
involvement in shaping Al-driven functionalities.
This approach highlights the integration of user
feedback into Al systems, resulting in more pre-
cise and customized network solutions. Unlike
conventional Al, which relies on predefined algo-
rithms, explicit IAl uses user input to refine its
decision-making. This direct engagement aligns
Al outputs with user-specific needs and prefer-
ences. For instance, digital twins and semantic
communications can use explicit Al to interpret
and prioritize data based on its meaning and rele-
vance to user requirements. This not only ensures
accuracy but also personalizes network opera-
tions to individual contexts. Furthermore, explicit
IAl'is able to create a collaborative environment,
merging human expertise with Al capabilities (i.e.,
MokE), thereby boosting the overall efficiency and
effectiveness of network management.

CASE STuDY: IAI-ENABLED PROBLEM FORMULATION
FRAMEWORK

In this section, we propose a framework that uti-
lizes an Al agent with RAG to help network users
and designers formulate optimization problems in
the network domain.

MoTIVATION

In wireless network resource allocation, model-
ing complex real-world scenarios as mathematical
optimization problems have traditionally required
a deep understanding of complex equations and
methods. This task can be challenging, particu-
larly for newcomers or those with interdisciplinary
backgrounds.

Fortunately, the 1Al framework offers a
transformative solution to these challenges. By
interpreting the network environment and goals
as defined by designers, the IAl system automat-
ically formulates the appropriate optimization
problem. This advancement speeds up the prob-
lem formulation process and importantly ensures
that the optimization models accurately reflect
important details of network scenarios. Acting
as a cognitive intermediary, the Al framework
enhances human capabilities with Al-driven
insights, reducing the complexity and manpower
demand and enhancing the convenience usually
needed for such tasks. Furthermore, by auto-
mating the problem formulation phase [10], 1Al
minimizes the need for manual input, thereby
reducing the potential for common errors in tra-
ditional settings where designers must accurately
define all parameters and constraints manually.
While this innovation offers distinct advantages to
new network designers, its main strengths are in
making the optimization process more straightfor-
ward, efficiently managing network resources, and
improving the accuracy and reliability of network
models.

PROPOSED FRAMEWORK

Accordingly, to effectively generate problem
modeling, as shown in Fig. 2, we propose an
IAl-enabled problem formulation framework.
Note that the IAl framework is suitable for cen-
tralized network management systems with less
constrained computational resources. In these
settings, the network’s central server handles
complex calculations and data processing, redu-
cinng the burden on individual devices. The IAl
framework consists of the following units.

Perception: The Perception component of the
IAl-enabled problem formulation framework is
akin to human sensory reception, drawing from
diverse sources and modalities. This multi-modal
approach enables the IAl to assimilate informa-
tion from text, visuals, and numerical data. Upon
receiving this data, the system employs prompt
engineering to transform raw information into
structured embeddings. These embeddings are
designed to encapsulate the complexity of the
input data in a format that is readily interpretable
by the IAl agents. Consequently, the Perception
component prepares the IAl to comprehend
the nuances of the environment and facilitates
informed decision-making. In our framework, the
Perception component thus serves as the founda-
tional interface between multifaceted data inputs
and the IAl’s cognitive mechanisms, ensuring that
the system’s responses are grounded in a com-
prehensive understanding of the environmental
context.

Brain: The Brain is the central component of
the 1Al system, functioning in a three-unit struc-
ture: database, storage, and decision-making.
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FIGURE 2. The IAl-enabled problem formulation framework presents three key components: brain, perception, and action. The brain
units with LLM and RAG modules are the central processors, handling essential tasks such as memory retention, retrieval pro-
cessing, and decision-making. Meanwhile, the perception module with prompt engineering is responsible for acquiring and inter-
preting diverse environmental data. Lastly, the action module implements responses and interacts with the environment, utilizing
multi-modal extraction and dialogue analysis for execution.

The RAG database contains a wealth of search-
able academic texts, such as those pertaining to
unmanned aerial vehicles (UAVs), reconfigurable
intelligent surfaces (RISs), wireless power trans-
fer (WPT), and more, as its training dataset. This
corpus of knowledge is transformed into text
embeddings that are stored within the IAl's knowl-
edge base. For the decision-making, the system
adopts a plug-in architecture for selecting the
appropriate LLM, such as GPT 4, LLAMA 2, Gem-
ini, and Bloom. When the database unit and the
decision-making unit are combined, they form
the RAG module. RAG allows the brain to infer,
learn, retrieve, and reason, combining its capabil-
ities with database resources to plan and execute
actions to provide appropriate strategies for gen-
erating problems. For the storage, it is a repository
of the agent’s historical observations, thoughts,
and actions. It enables the agent to effectively
recall and apply previous strategies when tackling
complex reasoning tasks, similar to how humans
draw on memory to navigate unfamiliar situations.
The Brain’s architecture is integral to the IAl's
learning process, providing a contextual under-
standing and the ability to utilize historical insights
for informed decision-making, thereby enhanc-
ing the academic rigor of the system’s cognitive
process.

Action: Within the IAl framework, the Action
component responds to the Brain’s directions
and performs tasks in the network environment.
This unit of the system follows a clear four-step
method. It starts by analyzing network designer
inputs, guided by the Brain’s insights. Then, it
pulls useful information from its knowledge base.
Next, the module shapes the network problem

into a clear mathematical form. The final step is to
present the formulated optimization model. The
Action module turns plans into real results, mak-
ing sure that the IAl’s decisions have a direct and
practical impact on the network.

Environment: The Environment component of
the IAl framework is pivotal in encapsulating the
application domain for the IAl agent’s operation.
It represents the real-world network scenarios
as described by the network designer, forming
the foundation for the IAl's problem formulation
process. For instance, when a network designer
wants to formulate an optimization problem for an
RIS-assisted SWIPT network with RSMA, the inter-
action begins with the network designer’s initial
request for assistance. The IAl agent then prompts
the network designer for specific details, such as
the system model, the optimization objective,
the decision variables, and necessary constraints.
Through this iterative dialogue, the network
designer provides the required information step-
by-step. In this process, IAl uses existing datasets
and learning models to generate models, which
is similar to GAI. However, unlike GAl, this is just
the beginning of the process. After the initial gen-
eration, Al presents the model to the user (i.e.,
network designer) for review. Then, the network
designer might describe the network’s configura-
tion for optimizing EE, and the IAl agent will use
the agent’s information to develop an appropri-
ate optimization problem. This interactive process
allows the IAl system to thoroughly understand
the network designer-defined environment and
generate an optimized problem model that aligns
with specific characteristics and requirements
of the network scenario. It showcases how the
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Environment component acts as a collaborative
stage, integrating network designer inputs with
IAl functionality to create tailored problem-solving
approaches for complex network environments.

Computational Complexity Analysis: The
computational complexity of our IAl framework is
mainly determined by two processes, i.e., text data
embedding and semantic similarity calculation. The
text data embedding converts text data into a vector
representation with a complexity of O(n x d), where
n is the count of text items and d is the dimension
of the embedding. Next, the RAG module needs
to obtain semantic similarity, which requires a vec
tor comparison with a complexity of O(m x d),
where m represents the number of query opera-
tions. Therefore, the total computational complexity
is O((n + m) x d) for our IAl framework.

EXPERIMENTS

Experimental Settings: To explore the effec
tiveness of the proposed IAl agent, we apply it to
solve a real-world network optimization problem.
In our experiments, the pluggable LLM module
is implemented by OpenAl APIs for calling the
GPT-4 model. The network-oriented knowledge
base and context memory are built on LangChain,
where the chunk size, chunk overlap, and retrieval
results are set as 1000, 200, and 3, respectively.

Effectiveness of the IAl Agent: As shown in
Fig. 2, the user intends to optimize the energy
efficiency in RIS-assisted simultaneous wireless
information and power transfer (SWIPT) networks
with rate splitting multiple access (RSMA) [9]. Tra-
ditionally, the network designer needs to search
numerous articles, select an appropriate model,
and apply it to the problem. With the help of an
IAl agent, such a process can be realized auto-
matically through four rounds of user-agent
interactions. To be specific, the user first states
the requirements, i.e., formulating a network opti-
mization problem. Here, the chain-of-thought
prompting is applied to enhance the reasoning
ability of the IAl agent. Then, the user further
illustrates the specific scenario to the IAl agent,
which then returns the step-by-step guidance of
the entire optimization process. Afterward, the
users clarify the optimization objective. Empow-
ered by information retrieval techniques, the 1Al
agent will jointly search the local knowledge base
and perform the inference. The resulting problem
formulation perfectly aligns with the ground truth
(i.e., the standard problem formulation from aca-
demic journals). Moreover, the user can acquire
detailed explanations of all the factors.

Knowledge Base Settings: With the effective-
ness of the IAl agent being verified, we further
analyze the influence of knowledge base settings
on the interaction quality. Specifically, we adjust
the chunk size to organize knowledge embeddings
in the RAG module and test the number of interac
tion rounds required to solve the aforementioned
task. As shown in Fig. 3, when k=1 and k = 3,
setting the chunk size as 2000 or 3000 can lead
to the best interaction quality since the knowledge
chunks can be effectively fetched. In contrast, if
the chunk size decreases to 1000 , the problem
cannot be completely formulated within 10 rounds
of interactions because the knowledge that can
be referred to is too limited. Note that extremely
large chunk sizes are also undesirable. For instance,

12

10 The maximum # of interactions
k=1

81 k=3

64 k=10

4

2

Reaquired Interaction Rounds

Tokens over
sized <*-—

1000 2000 3000 4000 5000
The Size of Chunks

FIGURE 3. The chunk size versus the number of inter-
action rounds required to solve the network
optimization task, where k represents the num-
ber of chunks that the LLM puts into context in
each round of interaction.

when the chunk size is 4000, the problem formu-
lation cannot be completed eiter since the LLM
can hardly extract useful knowledge from large
chunks. When the chunk size reaches 5000, the
IAl agent cannot even perform inference due to
the limited context size. If we increase k to 10, i.e,,
allowing the IAl agent to retrieve more chunks in
each round, the interaction quality improves when
the chunk size is 1000.

Performance Comparison: To demonstrate
the efficacy of our proposed IAl framework, Fig.
4 shows an example to present a comparison of
different ways for generating optimization prob-
lems. It is evident that the first step in creating
an optimization problem involves providing a
detailed problem description. Our IAl framework
then interacts with this description, as illustrated
in Fig. 2, to automatically derive the correspond-
ing optimization problem. In contrast, network
designers often rely on their experience to man-
ually create optimization problems. However,
this manual approach is less accurate and less
efficient, especially when designers are new or
unfamiliar with certain aspects, such as over-
looking or incorrectly defining constraints (e.g.,
decoding RSMA constraints in our example).
Such oversights can lead to flawed optimization
problems. Upon applying the same implicit 1Al
method, i.e., the PPO-based optimization method
for solving, it is observed that the performance of
algorithms under our framework closely matches
that of the original real problem formulation (i.e.,
in [9]), whereas manually designed optimization
problems yield the lowest results. This difference
is attributed to the strength of the IAl framework,
which leverages LLM capabilities and features
within LangChain to generate precise optimization
problems through an interactive process. There-
fore, the 1Al framework ensures a more accurate
and efficient problem formulation compared to
traditional manual methods.

Lesson learned: Through the above experi-
ments, we can observe that the IAl goes beyond
GAIl, which only considers the quality of gener-
ated content. Instead, the IAl agent is designed to
help users accomplish specific tasks. Therefore,
not only the core LLM but also the settings for

2

Authorized licensed use limited to: University of Waterloo. Downloaded on December 06,2024 at 18:55:39 UTC from IEEE ﬁm@twﬁﬁ“&%ﬁ&ﬁﬁeﬁlhermﬂ



System Description
I want to maximize EE by jointly optimizing the transmit
beamforming vectors, the PS ratios of SWIPT, the common
message rates of RSMA, and the phase shifts of RIS. The
information and EH QoS requirements, as well as the power budget

I want to create an
IAI model with
powerful algorithm

to formualte problem

How can a network
designer create a
model with only
basic descriptions

g é at the transmitter are considered as constraints. =
‘:jl
=y 3
5= B &
. EE I miss essential
My model is . . components
feasible - IAl modeling Manual modeling >

The optimization problem is formulated as:

Maximize: EE ({wy, a;, ¢;}, ®) Maximize: EE ({wk, @i, ¢}, ®) :
e i Subject to: " Real modeling
. in R . 7 . : J
 yed S minRO(wd, &, @) Zed Sﬁ"’x‘" R wid, @, @) i G e e s S il
o+ RO (i, da) 2§ ¢+ R ((wie), @, a;) > § (Wrong constraint) Maximize: EE({wy, @, ¢;}, ®)
1 (i, 0, a) = 1 (@) = Sl
Pr({wic}) = Pnax Pr({wi}) < Prnax Me.i < min R (wie), @, )
b € SR at R (. @) 2 6
@ € (01) o € (01) D (), @, = 1
=0 =0 i kb i) = i
Pr({wi}) < Pnax
£ ry @, €0
=3 & 3 4 : 0,1)
g g g8 «=0
3 = Vi €N.Vk €K
System Solution =
Using the same PPO-based .
DRL method to solve the Ha\ Action Zz A
above modeling problems / Agent Net ":’ Critic Net <" 7 &\
o We . /
Value
Reward
w ’ . State R

" Environment

_
ia:A

The optimization problem is formulated as:

RL framework

4

Experiment Result )

|

—e— 1Al framework modeling (proposed)
O Real modeling (upper bound)
—+— Manual modeling

1

Achievable EE

6

6 8
The number of an

tenna

The proposed IAI model
can help network designers
by capturing essential
information and generate

creative ideas

J

FIGURE 4. Comparison of system performance under vario

us optimization problem generation methods. The

figure displays the effectiveness of the proposed IAl framework modeling against traditional real model-
ing (upper bound) and manual modeling approaches, where the PPO-based DRL method is set as the
solution method to demonstrate the performance results.

other modules that guarantee the smoothness
and quality of interaction (e.g., the knowledge
base and memory) should be well crafted.

FUTURE DIRECTIONS

In this section, we outline three main future
directions for the improvement of IAl-enabled
networking.

Integration With Emerging Technologies: 1Al
can enhance B5G/6G networks, particularly in
real-time data processing, adapting to bandwidth
and latency needs. Implementing a decentralized
multi-agent approach where multiple IAl agents
operate in a coordinated manner to manage
different network segments. Moreover, edge com-
puting frameworks can be utilized to process data
locally at [Al network edges, thereby decreasing
latency and minimizing the bandwidth required
for central data processing. This method reduces
the burden on any single agent and improves
overall efficiency and responsiveness.

Security Aspects of IAl-Enabled Net-
works: Improving security in Al networks is
crucial. Future research should focus on IAl-driven

protocols for early threat detection and adaptive
response, automating security management, and
evolving with emerging threats.

Evaluation of IAI Systems: It is important to
design a model that can evaluate IAL. In the future,
Al evaluation criteria should be given to evaluate
models generated by IAl instead of human user
evaluation.

CONCLUSION

In this article, we have explored the integration
and enhancement of IAl in networking. We have
proposed a problem formulation framework by
using IAl with RAG, where the effectiveness of
the framework was verified through simulation
results. Finally, some potential research directions
for IAl-based networks were outlined.
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