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Abstract—In this article, we explore data poisoning attacks and
their defenses in local differential privacy (LDP)-based crowdsens-
ing systems. First, we construct data poisoning attacks launched by
corrupted workers to subvert crowdsensing results by tampering
information reported. Specifically, the attacks are formulated as
a bi-level optimization problem where attackers strive to conceal
their malicious behavior by delicately exploiting noise perturbation
introduced by LDP protocols. In this way, the attacks can not
be detected, even with the weight-based truth discovery methods.
Due to the NP-hard nature of the bi-level problem, we decom-
pose it into upper-level and lower-level sub-problems and employ
the augmented Lagrangian method to iteratively solve them, ulti-
mately identifying optimal attack strategies. Second, we propose
corresponding countermeasures to defend against the attacks. The
countermeasures are formulated as a minimization problem, with
the objective of minimizing disruptions caused by attacks through
the identification and removal of corrupted workers from crowd-
sensing systems. To solve the problem, we utilize a differential
evolution algorithm instead of gradient-based methods since the
objective function of the problem is not differentiable. Extensive
experiments on real-world datasets are conducted to evaluate the
performance of the proposed attacks and defenses. The evaluation
results demonstrate that LDP perturbation indeed facilitates the
success of data poisoning attacks, and the proposed defenses can
accurately distinguish malicious behaviors disguised.

Index Terms—Data poisoning attacks, local differential privacy,
crowdsensing, truth discovery, optimization-based defenses.
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1. INTRODUCTION

ROWDSENSING has emerged as a popular and widely-
C adopted information collection paradigm in many appli-
cations such as healthcare and transportation, wherein mobile
devices (e.g., wearable devices and smart vehicles) are recruited
by a crowdsensing server and act as intelligent sensors (a.k.a.
workers) to collect various environmental data, including tem-
perature and humidity [1], [2], [3], [4]. Compared to traditional
approaches that rely on fixed-deployed sensors, it utilizes mobile
crowd wealth to offer several advantages and provide greater
flexibility and accuracy via eliminating deployment costs and
covering larger sensing areas.

However, there are two main obstacles that hinder the future
development and advancement of crowdsensing. First, the qual-
ity of sensory data collected from different workers with varying
sensing capabilities cannot be guaranteed, resulting in unreliable
and conflicting data [5]. Furthermore, malicious workers may
intentionally launch data poisoning attacks to benefit them-
selves [6], [7], [8]. In a smart transportation system, malicious
drivers can report false traffic congestions and accidents to
affect other vehicles’ routes and reduce the traffic on their own
routes. Second, considering that sensing tasks are performed
by individual mobile users, collected data will carry sensitive
personal information [9], [10], [11], [12], [13], [14], [15], [16],
e.g., location and health data, raising serious privacy concerns
and potentially deterring worker participation.

Many state-of-the-art works [5], [17], [18], [19], [20], [21],
[22], [23] have been proposed to address the two major issues.
To extract (or infer) truth information from the conflicting sen-
sory data in crowdsensing, truth discovery methods [5], [17],
[18], [19] are generally adopted. Most of the existing truth
discovery methods are designed based on a class of reliability-
based weighted aggregation algorithms. The rationale behind the
methods is straightforward, that is, the worker will obtain a lower
weight when it always disagrees with the majority of workers.
In other words, a lower weight means that the worker has lower
reliability and its sensory data will be counted less when the
crowdsensing server aggregates all collected sensory data to find
the truth. By doing so, the methods can mitigate corrupted (or
unreliable) workers’ negative effects. Furthermore, to protect
workers’ sensory data privacy in crowdsensing, Local Differ-
ential Privacy (LDP) [20], [21], [22] has been widely adopted.
With LDP, each worker can first perturb its sensory data locally
and then upload the perturbed data to the crowdsensing server.
The scale of perturbation is controlled according to a pre-defined
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privacy budget [24], and a lower privacy budget leads to more
perturbation and stronger privacy protection, and vice versa.

Both truth discovery method and LDP protocol are effective
in crowdsensing applications to some extent. However, when
jointly applying them together, LDP perturbation makes it easier
for corrupted workers to conduct data poisoning attacks even if
an effective truth discovery method is deployed. This is due to
the fact that LDP protocols make the aggregated truth discovery
result highly sensitive to small changes in the collected sensory
data. As a result, the attackers can overturn the inferred truth
by covertly manipulating the distribution of collected sensory
data. Similar studies [25], [26], [27] have demonstrated that
LDP-based privacy-preserving heavy hitters and histograms are
seriously vulnerable to data poisoning attacks. These studies
focus on data statistic scenarios without the truth discovery
methods, i.e., all workers’ reports (sensory data) will be ag-
gregated with the same weight. In addition, related defenses
only work against simple and fixed attack strategies, which have
their inherent limitations in scalability. Thus, attack and defense
strategies should be studied jointly.

Different from existing works, we focus on more complex
data poisoning attacks against LDP-based privacy-preserving
crowdsensing. The LDP perturbation does not be identified as
malicious behavior because the bias it introduces is calibrated
by unbiased estimation in LDP-based schemes. As a result, the
attackers can easily degrade the trustworthiness of inferred truth
information by exploiting LDP perturbation. To make the attack
feasible, there exist two technical challenges. The first challenge
is how to hide attack behavior in the LDP perturbation? It is
impossible to know the exact distribution that LDP perturbation
obeys since the LDP protocols are randomized. Thus, it is
challenging for the attackers to disguise attack behavior and
embed their poisoned data in the reports using LDP perturbation.
The second challenge is how can attackers maximize the attack
profits? It is noted that the attack behavior can remain stealthy if
the malicious behavior and LDP perturbation are indistinguish-
able, but it does not degrade the trustworthiness of inferred truth
information. Therefore, it is nontrivial to maximize the deviation
from the outcomes of truth discovery methods while remaining
stealthy, namely, maximizing the attack profits.

To address the challenges, we propose optimal data poisoning
attacks against LDP-based privacy-preserving crowdsensing.
Specifically, the data poisoning attacks are formulated as an
optimization problem, whose objective is to deviate from the
truth information as much as possible and whose constraint
is an LDP-based privacy-preserving truth discovery method.
Through this problem, the attackers could maximize their profits
while hiding behind the LDP perturbation. Since the constraint
is also an optimization problem, the optimization problem is
bi-level and NP-hard. To find the optimal attack strategies,
the problem is decomposed into upper-level and lower-level
sub-problems, which are alternately optimized by the aug-
mented Lagrangian method. We evaluate the proposed data
poisoning attacks on the weather sentiment dataset and the
Duchenne smile dataset. The simulation results demonstrate
that the LDP-based privacy-preserving crowdsensing are more
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vulnerable to data poisoning attacks when LDP with lower
privacy budgets (i.e., stronger privacy preservation) is applied.
For instance, on the Duchenne smile dataset, the attack ef-
fectiveness (measured by Average Utility Damage) can be in-
creased by 86.4% when the privacy budget is decreased from
3.0to 1.0.

We also propose optimal countermeasures to defend against
the proposed data poisoning attacks. Defenders aim to detect all
corrupted workers without violating LDP protocols. Since the
attack behavior and LDP perturbation are indistinguishable,
it is extremely hard for defenders to detect corrupted workers
without violating LDP protocols. To address this challenge, the
countermeasures are formulated as the optimization problem,
whose objective is to minimize the deviation caused by our
data poisoning attacks. In other words, defenders detect the
workers with the largest influence on the deviation as corrupted.
To obtain the optimal defense strategy, the minimization prob-
lem is solved by Differential Evolution (DE) algorithm. The
countermeasures are evaluated on two real-world datasets, and
the results validate that they can effectively defend against our
proposed data poisoning attacks. For example, on the Duchenne
smile dataset, the defense effectiveness (measured by AUC,
a classic metric for evaluating the quality of classifiers) only
decreases by 23.2% when the privacy budget is reduced from 2.8
to 1.0. To summarize, our main contributions are summarized
as follows:

e To explore the hidden risks posed by LDP in crowdsensing,
we propose optimization-based data poisoning attacks and
defenses to LDP-based privacy-preserving crowdsensing
systems.

* We formulate the data poisoning attacks against the LDP-
based privacy-preserving crowdsensing as the bi-level op-
timization problem. Due to the problem being NP-hard, itis
partitioned into upper-level and lower-level sub-problems,
which can be iteratively solved using the augmented La-
grangian method. Through extensive evaluation on real-
world datasets, we find that LDP perturbation makes data
poisoning attacks easier.

® We formulate the countermeasures to defend against the
data poisoning attacks as the minimization problem, which
is solved by a differential evolution algorithm. Our experi-
mental results demonstrate that the proposed countermea-
sures can significantly mitigate data poisoning attacks even
if attackers perform their attack using LDP perturbation.

The remainder of the paper is organized as follows. We discuss
related work in Section II. In Section III, we introduce truth
discovery methods and local differential privacy, which are two
basic concepts used in this paper. We give the system model and
problem statement in Section IV. The main contributions are
present in Sections V and VI. We detail the optimal data poison-
ing attacks against LDP-based privacy-preserving crowdsensing
in Section V. Then, we give the optimal countermeasures to
defend against the proposed data poisoning attacks in Section VI.
The performance of the proposed optimal data poisoning attacks
and defenses are evaluated in Section VII. We conclude this
paper in Section VIII.
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TABLE I
RELATED WORKS ON CROWDSENSING SYSTEMS

Privacy: Preventing the Real Sensory

Utility: Trustworthiness of the Results

Poisoning: Injecting Malicious (or

Works Data of Participating Workers Leaks ~ Aggregated by the Truth Discovery Methods  Fake) Data into Crowdsensing Systems
[28] v v X
Protecting the privacy through DP (or LDP) while improving the utility.
(8] % v v
Undermining the utility by stealthy injecting malicious sensory data.
[9] v v v
Disguising the poisoning as the DP-based noisy data to damage the utility while bypassing the truth discovery methods.
Ours v v v

Hide data poisoning attacks behind the LDP noise, remaining stealthy and degrading the utility as much as possible.

II. RELATED WORK

We review state-of-the-art works related to privacy-preserving
crowdsensing and data poisoning attacks and defenses to crowd-
sensing. These works focus on three dimensions: Privacy (pre-
venting the real sensory data of participating workers leaks),
Utility (trustworthiness of the results aggregated by the truth
discovery methods), and Poisoning (injecting malicious (or fake)
data into crowdsensing systems). As shown in Table I, previous
works mainly fall into two topics: (1) privacy-preserving crowd-
sensing (which study privacy versus utility) and (2) data poison-
ing attacks and defenses to the crowdsensing without privacy
protection (which study poisoning versus utility). Different from
these works, we propose the data poisoning attacks and defenses
in LDP-based privacy-preserving crowdsensing (which study
privacy versus poisoning versus utility), exploring the hidden
risks posed by LDP in crowdsensing.

A. Privacy-Preserving Crowdsensing

To protect workers’ sensory data privacy, perturbation-based
privacy-preserving protocols (such as DP [24], LDP [20], [21],
[22], [29], and information-theoretic privacy [12], [30]) are
widely deployed in crowdsensing. Because DP and LDP can
provide strictly provable privacy protection, they are regarded
as magic weapons to defend against various privacy attacks.
However, DP and LDP gain privacy protection by sacrificing
utility. To this end, existing studies about privacy-preserving
crowdsensing have mainly focused on the trade-offs between
sensory data privacy and the trustworthiness (or utility) of in-
ferred truth information.

To prevent any party other than participating workers from
observing the real sensory data, Li et al. [28] proposed an LDP-
based one-layer privacy-preserving protocol. All sensory data
is perturbed locally according to the same response probability
before sharing. Li et al. [10] proposed an efficient differentially
private truth discovery method for crowdsensing, in which each
worker independently perturbs its sensory data. Furthermore,
Xu et al. [31] considered a dishonest crowdsensing server and
proposed a verifiable privacy-preserving protocol, namely V-
PATD. V-PATD provides workers with privacy guarantees by
LDP and enables requesters to verify that the truth discovery
methods were performed correctly.

To improve the utility of inferred truth information, Li et
al. [28] proposed an LDP-based two-layer privacy-preserving
protocol, in which workers sample their own response proba-
bility from a hyper distribution and then perturbs its sensory
data locally according to the sampled response probability. Li
et al. [28] also proved that the two-layer protocol delivers better
utility than the one-layer protocol when they provide the same
privacy protection. Besides, personalization is widely adopted
in privacy-preserving crowdsensing to reduce the scale of per-
turbation. For instance, Pang et al. [32] proposed a personalized
privacy budget allocation mechanism according to the privacy
requirements of workers. Then, based on the proposed privacy
budget allocation mechanism, Pang et al. [32] designed a per-
sonalized privacy-preserving protocol for crowdsensing, namely
PPPTD, that guarantees privacy while achieving high utility. To
further improve the utility of inferred truth information, Sun et
al. [33] proposed the personalized award mechanism for workers
with different privacy preferences. In other words, workers can
sacrifice privacy in exchange for more rewards. All those works
fall into the topic of privacy versus utility.

B. Data Poisoning Attacks and Defenses to Crowdsensing

In recent years, the data poisoning attacks and defenses to
crowdsensing without privacy protection have been widely stud-
ied [6], [7], [8], [34]. The truth discovery methods are widely
deployed in crowdsensing as an anomaly detection mechanism,
which makes data poisoning attacks against crowdsensing diffi-
cult to launch. To overcome this challenge, disguise-based data
poisoning attacks have been proposed [6], [7], [8]. For example,
Miao et al. [6] proposed an intelligent data poisoning attack
mechanism against crowdsourcing with the Conflict Resolution
on Heterogeneous data (CRH, a type of truth discovery methods)
empowered. In this attack, the malicious behavior is more intelli-
gently, that is, the corrupted workers try to improve their reliabil-
ity degrees (i.e., worker weights) by agreeing with the normal
workers on some objects whose truth information is unlikely
to be overturned. However, the data poisoning attack proposed
by [6] is only applicable to the CRH model and discrete data.
To overcome this shortcoming, Fang et al. [7] proposed a data
poisoning attack against crowdsourcing with the Dawid-Skene
(a type of truth discovery methods) and Fang et al. [8] studied
the data poisoning attacks and defenses to crowdsensing systems
with continuous data. All of these works are focused on studying
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poisoning versus utility. However, with the increasing awareness
of privacy protection, LDP is widely adopted in crowdsensing
to protect workers’ sensory data privacy. Thus, it is urgent to
explore whether attackers can launch powerful data poisoning
attacks by weaponizing LDP perturbation (which investigates
the tradeoffs between privacy, poisoning, and utility).

Liet al. [9] initially investigated the poisoning attacks against
DP-based privacy-preserving crowdsensing and proposed a
novel disguise-based data poisoning attack, named DDPA.
DDPA attempts to evade the truth discovery methods by disguis-
ing itself as DP noise (which is added by the Laplace and Gaus-
sian mechanisms), decreasing the trustworthiness of inferred
truth information. Particularly, DDPA only applies to DP-based
privacy-preserving crowdsensing with continuous data because
the Laplace and Gaussian mechanisms are continuous probabil-
ity distributions. The randomized response mechanism is a dis-
crete probability distribution, however, which is a classic LDP
protocol. Besides, LDP perturbation is not taken from a specific
distribution because the LDP protocols are randomized, which
makes perturbation more difficult to weaponize. For these rea-
sons, DDPA is not suitable for LDP-based privacy-preserving
crowdsensing. To this end, we propose optimization-based data
poisoning attacks against the LDP-based privacy-preserving
crowdsensing systems and then propose corresponding coun-
termeasures.

III. PRELIMINARIES

In this section, we detail some basic concepts about truth
discovery methods and local differential privacy.

A. Truth Discovery Methods

Truth discovery methods [5], [18], [19] have been greatly
deployed in crowdsensing to discover truth information from
the conflicting and unreliable sensory data uploaded by workers.
The methods can automatically estimate the worker’s reliability
(i.e., worker’s weight) from its sensory data, and then infer
reliable information (i.e., truth) from the collected sensory data
power by the reliability. We note that the methods follow two
general principles: workers obtain arelatively high weight if they
always upload reliable sensory data, and the sensory data shared
by high-weight workers is more likely to be the truth. In general,
the methods mainly extract the truth from collected unreliable
sensory data by weighted aggregation, which is summarized as
an iterative algorithm: Truth Inference and Weight Estimation
are alternately performed (as shown in Algorithm 1). Next, we
detail Truth Inference and Weight Estimation respectively.

Truth Inference. This step infers the truth by conducting
weighted aggregation according to the current worker weights
W = {w1,wy, ..., wy}, where the index of users is denoted
by m € {1,...,|U|}. Then, the truth z!"“5* of each object
Yo, € O (the index of objects is denoted by n € {1,...,]|0|})
is calculated based on the following weighted aggregation:

m
Em—l Wi~ Ty

: (1)
Yl

trust
n
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Algorithm 1: Truth Discovery Method.
Input

: Sensory data of |O| objects submitted by U
workers {2 | Yo,, € O,Yu,, € U};
Threshold for convergence ¢ > 0

Output: Inferred truths
Xtruth — fytruth . ,xltgfth} for objects O
1 Initialize worker weights W = {w,, | Vu,, € U};
2 X'ruth « Calculate the truths using current weights
W based on Eq. (1);

3 while Ture do

4 W <« Calculate the weights using current truths

X'ruth based on Eq. (2);

5 | Xiruth = {giruth ... ”“tf;ew} + Calculate the
truths using current we1g£ts W based on Eq.
(1) ol
truth .truth
6 |O| Zn 1 ( ‘rn,new) S ¢then
7 ‘ break;
8 end
9 Xtruth X;‘Lg:;h,
10 end
where the truth 2!"%*" is a continuous value and ™ is the sensory

data uploaded by worker u,,, for object o,,. We treat the integer
closest to x"“" as the truth. For example, supposing z%“t"
equals 4.3, then it implies that the integer 4 is the truth of the
object o,,.

Weight Estimation. In this step, the worker weights
W are updated based on the current truths X! uth —=
{afrth et afpeth ). A worker s assigned a higher
weight when its sensory data is close to the aggregated result,
which is formulated as follows:

O]

- Zd m t7uth> , (2)

where h(x) denotes a monotonically decreasing worker-
weights-updating function, and d(z™, z£"“*") measures the dif-
ference between sensory data and truth.

We use a state-of-the-art truth discovery method CRH [5], [19]
as a concrete example to illustrate the basic idea of the optimal
data poisoning attacks and defenses to LDP-based privacy-
preserving crowdsensing. CRH is a classic optimization-based
truth discovery method, which is formulated as:

|U| |O]
m t th
I)I(lglgl}}lle Z Wy, - Zd ruty 3)
[U|
subject to Z exp(—wp,) =1, |[U| > 1. (3a)
m=1

According to the definition of A(x) in CRH, the worker-weights-
updating function (2) is formulated as:

‘U‘ O] m  .truth
wmzlog< lo?“* Al )>, @
Z (xmxru)

n
where distance function d(z7", xi"h) = (xm — glruth)?,
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TABLE II
NOTATIONS USED IN THE PROPOSED DATA POISONING ATTACKS AND DEFENSES

Notation  Definition | Notation  Definition

0/|0] Set/number of all objects on n-th object, 0, € O

Pp Set of corruption probabilities Pm Probability that m-th worker is corrupted
U/ \ U | Set/number of all normal workers Um m-th normal worker, ,, € U

U/ | [7| Set/number of all corrupted workers Um m-th corrupted worker, @, € U

U/|U| Set/number of all participating workers, T UU = U Um m-th participating worker, w,, € U

yhnown Set of known workers, Ukmown [ ® Percentage of corrupted workers

|Uknown|  Number of known workers, |Ukmewn| < || P Percentage of known workers

W/W Set of all normal/corrupted worker weights Wy /Wy Weight of m-th normal/corrupted worker
w Set of all participating worker weights, WUuW =w Win Weight of m-th participating worker w,
X/ Set of real/perturbed data sensed by all normal workers /g Real/perturbed data sensed by @y, for o,
X Set of malicious data shared by all corrupted workers T Malicious data provided by uy, for o

Xm Set of malicious data uploaded by m-th corrupted worker [k] Set of positive integers up to k, [k] = {1,--- ,k}
X Set of sensory data collected by the server, Yux=x xnt Sensory data uploaded by wy, for o
Xtruth Set of truths inferred from the perturbed data of known workers ”"” g Inferred truth of n-th object oy,

Xtruth Set of inferred truths after attacks or defenses r”“th Inferred truth of o, after attacks or defenses
Xtruth Set of ground truths a:f]fﬁth Ground truth data of oy,

B. Local Differential Privacy

LDP[20],[21],[22] is a privacy metric to prevent sensory data
leaks in the local model. In general, a protocol satisfies LDP if
any two sensory data are perturbed to the same value with close
probability. We give the definition of LDP as follows.

Definition 1 (Local Differential Privacy). Let k € N, [k] =
{1,2,..., k}. A protocol A satisfies e-local differential privacy
(e- LDP) if for any pair of sensory data z})'y, 2" € [k] and any
perturbed sensory data y;" € [k], we have '

PT{A(xnl _yn}<e XPT{A n2 _yn} (5)

where £ > 0 is called privacy budget and A(z!"") is the random
perturbed value of sensory data x]".

To achieve ¢-LDP, a classic randomized response protocol,
i.e., Warner’s Randomized Response (Warner’s RR) [35], is
widely adopted. Next, we give the definition of Warner’s RR.

Definition 2 (Warner’s Randomized Response [35]). Letk €
N, [k] ={1,2,...,k}. Given sensory data z]* € [k], Warner’s
RR outputs its perturbed sensory data y™* € [k]. The sensory
data 27" is perturbed to y*, i.e., y;* = x, with probability
P, or is perturbed to any sensory data exclude o, e, Yyt e
[k]\{«}, with the same probability ¢. Therefore, we have

Pr(y™ =a) = {kiﬁ =p, ifa=az7, ©
oiter ‘= ¢, otherwise,

where ¢ is the privacy budget.

The truth information directly inferred from all perturbed
sensory data is always biased. Thus, crowdsensing needs to
calibrate the bias through an unbiased estimate. According to
Warner’s RR, i.e., (6), we can get the expectation of perturbed
sensory data y,* (also a random variable) as follows,

14 k)k
E[yl;"’]Z(p—q)-x?Jr%-q (7)

_ 2y —(l+k)kq

Then, we have 2" = since E[y!""] = y* (the ran-
dom variable y,* is unbiased). Therefore, the unbiased estimate

Honest-but-Curious Server

Deployed in
this Server
Mitigate the Attackers 4

Defenders

ot
“52“5\‘\‘ o

o A ) 3 @
. o 2 g€ FIP
L H R
S= 5 g EE 2 25
an
Requesters < g £ g

3] a 3] @ ¥

a < ‘Q . *’ Manipulate
Normal Workers, Corrupted Workers ) Damage the Truth  ptackers
Fig. 1. Data poisoning attacks and defenses in LDP-based privacy-preserving

crowdsensing systems.

of truth z{"*" is updated according to
U m

I:Lruth _ _(1+k)kq+2m| 12wm “Yn ) (8)

2(p—q)- X!
Equation (8) shows that the calibrated truth z!"**" must be
sensitive to small changes in perturbed sensory data. This is
because 0 < p — ¢ < 1 and then amplifies the weight of worker
U,y 1.8, Wi /(D — q) > Wip-

=1 Wm

IV. SYSTEM MODEL AND PROBLEM STATEMENT

Before diving into the details of optimal data poisoning attacks
and defenses to LDP-based privacy-preserving crowdsensing,
we first introduce the system model and then present the problem
statement. Table II summarizes the key notations in our paper.

A. System Model

In this paper, we consider LDP-based privacy-preserving
crowdsensing. It consists of a server, requesters, and multiple
privacy-conscious workers, as shown in Fig. 1. Additionally,
we consider the server to be honest-but-curious, i.e., the server
honestly executes protocols such as the truth discovery
but is curious about the workers’ privacy, because the
server may leak the workers’ private information for profit.
Particularly, the requesters submit the sensing tasks composed
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of multiple objects, such as healthcare and travel records, to the
honest-but-curious server. Then, the sensing tasks are assigned
by the server to a group of participating workers and asked to
upload sensory data. To prevent sensory data privacy leakage,
the workers carry out the assigned sensing tasks and upload
their perturbed sensory data instead of real sensory data to the
server. After collecting the perturbed sensory data from all
participating workers, the server estimates the truths by strictly
performing the truth discovery method. Finally, the estimated
truths are returned to the requesters.

Suppose there are attackers with the intent to attack the
crowdsensing systems, and eventually overturn the truths
estimated by the truth discovery methods. As depicted in Fig. 1,
the attackers cannot manipulate the data uploaded by the normal
workers, but they can create or recruit some corrupted workers
and launch attacks by meticulously crafting their sensory data.
In addition, we also consider defenders who deploy within the
honest-but-curious server, intending to identify the corrupted
workers by analyzing the sensory data collected by the server.
In this system model, attackers and defenders do not transmit
messages. That is, the defenders are unaware of the attack
strategy employed by the attackers, and likewise, the attackers
remain uninformed about the countermeasure adopted by the
defenders. This paper focuses on researching data poisoning
attacks and their countermeasures in the crowdsensing systems
that protect workers’ sensory data privacy through LDP.
Although the worker weights may potentially leak sensitive
information like their sensing capabilities and sensor quality,
this is beyond the scope of this paper.

We consider each task composed of |O| objects and
those objects are completed by |U| workers, where O =
{o1,02,...,0/0/}isasetof objectsand U = {u1, uz, ..., uy}
is a set of workers. For k € N, let 2" € {1,...,k} be the
real sensory data of object o, uploaded by worker u,, and
its perturbed version be ¢, and X = {2 | 0,, € O, u,, € U}
is the sensory data shared by all participating workers. For
convenience, let [k] = {1,...,k}. The workers’ reliability is
denoted as worker weights W' = {w1, wa, ..., w|y}, where w,,
is the weight (or reliability) of worker w.,. As showninFig. 1, the
participating workers U are composed of normal workers U =

{ﬂl, . ‘U‘} and corrupted workers U = {uy,... Ui

, U= Tul. Similarly, we have W = W U W where
W = {wy,..., IU\} is the normal worker weights and W =
{wy, ... 7{17‘5, } represents the corrupted worker weights. Be-

sides, we denote the perturbed sensory data uploaded by privacy-
conscious normal workers as Y = {g" | 0, € O,0,, € U}
(i.e., the perturbed version of X = {Z™ | 0, € O, U, € U},
where real sensory data /7" is perturbed to 7*). We also denote
the malicious sensory data shared by corrupted workers as

= {Z™ | on € O, Ty, € U}, and the malicious sensory data
is uploaded directly to the server without perturbation.

B. Problem Statement

The attackers who can craft malicious sensory data sent to the
server will be able to disrupt the outcomes of the truth discovery
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methods, this type of attack is called a data poisoning attack.
Because the inferred truth is sensitive to small changes in the
collected sensory data (detailed in (8)), attackers can exploit this
sensitivity to overturn the inferred truth. For instance, to disrupt
the trustworthiness of inferred truth, the attackers only need to
upload malicious sensory data that differs very little from the
ground truth.

1) Attackers’ Capability and Background Knowledge: As
shown in Fig. 1, attackers can manipulate a group of corrupted
workers and launch data poisoning attacks by asking them
to submit malicious sensory data. The attackers’ capability is
realistic because of the openness of crowdsensing. As reported
in [36], the attackers can easily access a large number of fake
accounts in various services such as Twitter, Google, and Hot-
mail.

In our data poisoning attack, the attackers have full knowledge
of the truth discovery method and the LDP protocol deployed in
crowdsensing. Besides, the attackers also know the real sensory
data of a subset of normal workers by stealing their credentials,
compromising their computer systems, and even bribing them.
Next, we detail two important definitions of the attackers’ capa-
bility and background knowledge.

__ Definition 3 (Percentage of Corrupted Workers). Let workers
U = {uy,us,..., Hm} be manipulated by attackers and all par-

ticipating workers be U = {u1,ua, ..., uy|}, where UcU.
The percentage of corrupted workers is defined as

¢ =0|/|U], )

where |U| and |U| are the number of corrupted workers and all
workers, respectively.

Definition 3 shows that a larger percentage of corrupted work-
ers (i.e., parameter ) means a stronger attackers’ capability.
We only consider 0 < ¢ < 0.5, because the data poisoning
attacks are guaranteed to succeed when ¢ > 0.5 (means that
the number of corrupted workers is larger than the number of
normal workers).

Definition 4 (Percentage of Known Workers). Let the attack-
ers know the perturbed sensory data of workers U known and
the normal workers is denotes as U, where U¥"%™ c U, The
percentage of known workers is defined as

w — |Ukn0wn|/|(7‘, (10)

where |75°%™| is the number of known workers and | U | denotes
the number of normal workers.

Definition 4 shows that a larger percentage of known work-
ers (i.e., parameter 0 < 1 < 1) means a stronger background
knowledge of the attackers.

2) Attackers’ Goals: The attackers aim to damage the utility
(or trustworthiness) of inferred truths as much as possible while
remaining stealthy. These goals are well-motivated in real-world
crowdsensing. For instance, attackers can manipulate traffic
conditions displayed on Waze so that the victims travel as the
attackers desire [37]. To this end, the attackers’ goals can be
formulated as a maximization problem:

maximize U (,A()?),)?7 V) , (11)

X
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where U (x) is the utility loss of inferred truth (or attack gain),
A denotes LDP protocol, X is the real sensory data of normal
workers, X represents the malicious sensory data submitted by
corrupted workers, and V is the truth discovery method.

3) Defenders’ Goals: We now define the defenders’ objec-
tive: find an optimal way to defend against the proposed data
poisoning attacks that are formulated in (11). The defenders
need to design an optimal defense mechanism 7 so that (1) LDP
is maintained; (2) the attackers’ maximum achievable payoff is
as low as possible subject to the privacy constraint. Therefore,
when the attack strategy X is fixed, the optimal defense can be
formulated as a minimization problem:

minimize U (A(X), X,V T) . (12)

V. DESIGNING OPTIMAL DATA POISONING ATTACKS

The calibrating operation in LDP protocols, i.e., calibrating
the bias arising from LDP noise, could amplify the influence
of malicious sensory data on the inferred truths. Therefore,
malicious sensory data with subtle deviations from real sensory
data could overturn the inferred truths, which are hard to detect
by the truth discovery methods. Powered by this intuition, we
propose a novel attack “hiding behind the LDP noise”, and sub-
sequently design the optimization-based data poisoning attacks.
Specifically, we give the LDP-based privacy-preserving truth
discovery methods, which utilize the calibrating to mitigate the
bias caused by LDP noise, inferring the truths from the collected
data that contains both the malicious data and the privacy-
preserving data added with LDP noise (detailed in Section V-A).
Then, the attackers formulate the data poisoning attacks as a
bi-level maximization problem, maximizing the deviation from
the inferred truths under the constraint of privacy-preserving
truth discovery methods (detailed in Section V-B). In this way,
the attackers could maximize their attack profits while remaining
stealthy. Finally, we employ the proposed optimal poisoning
attack algorithm, which integrates the alternating optimization
problem with the augmented Lagrangian method, to solve the
formulated problem and obtain the optimal attack strategies
(detailed in Section V-C).

A. LDP-Based Privacy-Preserving Truth Discovery Methods
With Corrupted Workers

As shown in Fig. 1, the sensory data collected by the
crowdsensing server consists of the perturbed sensory data
(uploaded by normal workers) and the malicious sensory data
(uploaded by corrupted workers). Therefore, to infer the truth
information from the collected sensory data, CRH (introduced
in Section III-A) is reformulated as

U] O]
P, minimize E fU\m'E d(z?Z”,foZth)
X[tlruth7W,W m—1 n=1
Ul el
truth
+Zwm od (@l v, (13)
n=1

4867
14 U]
subject to Z exp(—Wp,) + Z exp(—wp,) = 1,
m=1 m=1
(13a)
where X[ruth — {gfryth ff"g‘h} is the inferred truths

after attacks. The above problem P, can be solved by Algorithm
1. Next, we reformulate the truth-updating function (i.e., (1) in
Algorithm 1) and the worker-weight-updating function (i.e., (2)
in Algorithm 1).

To satisfy e-LDP, each normal worker strictly enforces
Warner’s RR (detailed in Definition 2) locally, i.e.,

smo_ 7k_i:_eg =p, ifa=2z"
Pr(gy, =a) {kll_s_eg :=¢q, otherwise. 14
According to the (14), we have E[y7"|=(p—q) -7 +
(1+k)k -q. Due to E[y™] = g™, we have 77" = 72%”2(;“;’;)]“ 1,

truth

Thus the unbiased estimation of is updated based on

truth — (W, W, Y, X), (15)
Dk g+ S 2@, g+ S 2w,
U & U~
2p—q) - (XL @+ X0 @)
(16)

Equation (16) is the new truth-updating function, which shows
that the inferred truth :ctafzth is highly dependent on the sensory
data uploaded by the higher-weight workers and is sensitive to
small changes of malicious sensory data z)"

Similar to (4), we give the new worker-weight-updating func-
tion. That is, the normal worker weight Vi, € W and corrupted
worker weight Vw,,, € W are calculated according to

~

Wiy,
0 u ru Ul q(zm ptru
o 2o (ot dF 3™ + 350, L @ 2 ))
Z‘O‘ d(xm xtruth) ’
(17
Win
@) U - U ~ truth
g 2t (S AT ) & Sl A@ i)
Z‘O‘ d(xm xtrufh)
(18)

Equation (18) shows that the corrupted workers obtain higher
weights as long as their sensory data is closer to truths. In other
words, the smaller d(27)", z" "), the higher-weight of corrupted
worker ,,,.

According to the new truth-updating function (i.e., (16)) and
worker-weight-updating function (i.e., (17)—(18)), we can obtain
latest Algorithm 1. Thus, the truths after attacks (i.e., X é”‘th)
can be inferred by performing the latest Algorithm 1.
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B. Formulating Optimal Data Poisoning Attacks

As explained in Section IV-B2, the attackers aim to find the
optimal data poisoning attacks that (1) maximize damage to in-
ferred truth and (2) remain stealthy. The damage caused by data
poisoning attacks is defined as the amount of change in inferred
truths. To achieve the first goal, for this reason, the attackers max-

imize the amount of change 37171 sgn(afruth — giruth) (if the

attackers aim to make z74*" >> gfrvth) or Z‘ sgn(xiruth —

wllwth) (f the attackers aim to make wlyuth << x"“th) The

signum function sgn(zf 4" — ziruth) s formulated as
1) lfxflruth > xtruth,
Sgn(dff;:zth _ Iflruth) _ 0, lfxtruth _ xtrufh) (19)
_17 lthuth < xl‘?uth
The truth X' = {gfreth gfmth o afpithy s inferred

by feeding the sensory data upload by known workers
Uknown to the Algorithm 1 (detailed in Section II-

I-A). Therefore, the payoff of attackers is denoted
as U(A(X),X,V):ZL?‘ sgn(xtruth — gpiruthy or
UACR), 5,9) = T2, sgniairh — izt

Corrupted workers detected by the truth discovery methods
(such as CRH) have less impact over all objects in aggregation
because they have lower weights. Thus, achieving the second
goal, i.e., bypassing the truth discovery methods, is particularly
important. To remain undetected by exploiting LDP perturba-
tion, we treat the optimization problem P, (i.e, (13) and detailed
in Section V-A) as a congtraint. Besides, to reduce the feasible
region of attack strategy X, we set the range of malicious sensory
data to be the range of real sensory data known by the attackers.
Formally, for Yo,, € O,Vu,, € U, the malicious sensory data
" € [k'], where k' is the maximum sensory data known to
attackers. After the above discussion, we formulated these two
goals as the following optimization problem,

10|
. s truth truth
P maximize E sgn(zg " =, ),

X={#|on€0,iimel} ]
s.t. 7" € [K], Yo, € O, Vi, €U,
{Xireth WoWy =

0| O]

Z W Z d /Nm t7uth)

m=1

arg min
Xf,ru,th7w)f/i7
a

0| O]

+ Z Wy - Z d m truth) ,

m=1 n=1

U] 0|
Z exp(—Wp,) + Z exp(—wy,) = 1.
m=1 m=1

The problem P (i.e., (20)) is a bi-level optimization prob-
lem [38] because its constraint is the problem P,. Particularly,
the optimization over X is the upper-level sub-problem, and the
optimization over (XT“th T W) given X is the lower-level

(20)
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1 1
= z
0 . § 0
-1 -1
-10 0 10 -10.0 -2500 255 10.0
X X
(a) sgn(z) (b) tanh(z)
Fig. 2. Piecewise function sgn(x) is relaxed into the continuous function

tanh(zx).

sub-problem. We note that the attackers’ goal (i.e., the problem
P) is to increase the value of inferred truths. Conversely, if the
attackers’ goal is to reduce the value of inferred truths, we modify
the object function (20) to

(€]
truth truth)

maximize sgn( -z
n

X={270,€0,umecU} e

ey

Besides, the problem P is a general attack framework that can
be applied to any optimization-based truth discovery method by
changing the lower-level problem.

The data poisoning attacks are formulated as the bi-level max-
imization problem, allowing the attackers to obtain an effective
attack strategy by solving this problem. Particularly, this prob-
lem aims to maximize the attack profits under the constraint of
LDP-based privacy-preserving truth discovery methods. There-
fore, the attackers can overturn the outputs of truth discovery
as much as possible, which is supported by optimizing the
formulated maximization problem.

C. Finding Optimal Data Poisoning Attacks

The bi-level optimization problem is NP-hard [38], which
makes it prohibitive to directly solve the formulated problem P.
Thus, we utilize an alternating optimization algorithm [9], an
iterative algorithm that alternately optimizes the upper-level sub-
problem and the lower-level sub-problem, to solve problem P.
The lower-level sub-problem P, has been solved in Section V-A
and then details how to solve the upper-level sub-problem P, .
When given worker weights W = Wu W the upper-level sub-
problem P, is formulated as follows,

o
P, : maximize ngn truth _ gtruthy (22)
X n=1
subject to Z™ € [K'], Yo, € O, Vii,, € U, (22a)
atruth — (W, W,Y,X),Yo, € O, (22b)

where T(W,W,Y, X) is defined in (16) and z"*" Vo, € O
can be inferred by the attackers based on background knowledge.

The discreteness of (22) and (22a) brings great challenges to
solving the problem P,. To address these challenges, as shown
in Fig. 2, we relax the signum function (19) to a continuous
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function tanh(x), i.e.,

ptruth g

xffum) = wa:%thimﬁlruth I whruth _gtruth
(23)

Then, we relax the constraint (22a) to 1 < 2" < k/,Vo,, €

O,Yu,, € U. Thus far, we have relaxed the problem P, into

a continuous optimization problem PJ, i.e.,

truth
n — e

truth

. _ptruth
Ly Ta,n

tanh( truth

o
P! : maximize Z tanh(zfwth — gfrthy), (24)
X n=1
subject to 1 < Z™ < k',Yo, € O, Vi, € U,  (24a)
Zruth — T(W,W,Y, X),Yo, € O. (24b)

The problem P, aims to overturn the inferred truth z!"**" Vo,, €
O, while the problem P! aims to overturn and move away from
the inferred truth x"“th ,Yo, € O. Therefore, relaxing (22) (the
objective of problem F,) to (24) (the objective of problem Pl)
means enhancing the attack goal.

Besides, since the decision variable X = {Z™ | Vo, €
O,Yi,, € U} is an |O| x |U| dimensional matrix, the com-
putational complexity of solving problem P} grows rapidly
with the number of corrupted workers |U |. To overcome the
curse of dimension, we let Xi=Xi VX ‘ XJ C X, where
Xt ={z,... ’%\iOI} is uploaded by corrupted worker u; for
all objects. This is more practical because the attackers have
the most excellent chance of winning when all corrupted work-
ers upload the same malicious sensory data, i.e., all corrupted
workers exhibit identical malicious behaviors. Additionally,
we have x4t > glmth Vo, € O because the problem P,

maximizes tanh( truth _ gtruth) To this end, we set X =

[Xi,..., X N5 and then the problem P, is relaxed to problem
P2 ie
(€]
P?: _maximize tanh(z!uth — giruth) (25)
Xlz{'ig,..r,i‘f'o‘} n—1
subject to 1 < 7 < k/,Vo, € O. (252)
atrth — (W, W,Y, X),Vo, € O,
(25b)
xflrth > fruth,von c 0. (250)

In what follows, we prove that the problem P? is a convex
optimization problem.

Theorem 1. The problem P2 is a convex optimization prob-
lem.

Proof. The problem P2 is a convex optimization problem
if and only if the following minimization problem is a convex
optimization problem,

1ol
minimize — Z tanh(glruth — glruthy (26)
X n=1
subject to 7!, < k', -7 < —1,Vo, € O, (26a)

4869
xflrzth _ T(W, W, }77)2')’Von €0, (26b)
(Effzth < - tTUth,VOn c 0. (26¢)

Since 7, and T(/W, W,Y, X) (denoted in (16)) are the liner
functions with respect to EEfl,Von € O, the feasible region of
the problem (26) is a convex set. Next, we focus on proving
that the objective function is convex. Let g(x) = — tanh(x), we
have ¢'(z) = ¢g*(z) — 1 < 0 and ¢"(z) = 2g(z) - ¢/(x). Since
g(x) < 0whenz > 0, we have ¢"(x) > 0 when z > 0, i.e., the
function g(x) is a monotonically decreasing convex function

truth truth
when x > 0. Since 0% (i a(w ); ) _ = g/(atruth _ gtruthy.
7. U ~
(O] @)/ (0= ) (Zpls. o 10 wz)))Q and ¢"(z) >
0 when z > 0, we have O 9(wan ) > (0 when xtwth >

o(Tn)
x!ruth That is, the object function Z‘OI
aconvex function with respect X’ when 274" > gtruth o, ¢
O. The constraint (26c) ensures that the condition xt”‘th >
xlruth o, € O is satisfy. In summary, the convex nature of
both the feasible region and the object function constitute a
convex optimization problem (26). As a result, the problem P>
is a convex optimization problem.

Since problem P? is convex, it can be solved by the augmented
Lagrangian method (a gradient-based optimization algorithm).
By introducing the slack variables S = {s1, s2,..., 5|0/}, 5" =

(:L.truth

b truth)

—x; is

{s1,85,...,8]g}, and 5" = /{,5’2’, .-+ 8|/}, We can obtain
an equivalent form of the problem P, u, ie.,
! truth _ g truth

m1n)1(rrnze Z —tanh(z. " ) 27

subject to 1 — 7% + s, = 0, Yo, € O, (27a)

T, -k +s,=0,Vo, €0, (27b)

glruth — glruth 4 ¢ = 0,Vo, € O, (27¢)

Zreth (W, W,Y,X) =0,Yo, €0, (27d)

Sy Sy S >0, Yo, € O. (27e)

The augmented Lagrangian function of the above optimization
problem (27) is calculated as

Lo(X',S,8,8" A pi,v)

0]
= Y —tanh(al/pth — glrih) 4 = p(X1, S, 5, S")
n=1
|O] ]
+ZA (1—-2" +s,) +Zun~ LK +5)
n=1 n=1
|0
+ ) v (i = ), (28)
n=1
where A = {A1,..., A0/}, p={p1,..., o}, and v=

{v1,..., 0} are Lagrange multipliers, o is the penalty factor,
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and the quadratic penalty function p()} ©5,8",8") is formu-
lated as

ol
(X185, =% (1 -7, +50)
n=1
o , o
30 @ K ) Dl — )2 (29)
n=1 n=1

Fixing X ¢, A, u, and v, the sub-problem of slack variables can
be formulated as

] |O]
PPN ~i g o~ 2
minimize nzlkn (1=, +sn) + 5 nz::l(l T+ $n)°,
(30)
|O] o]
P ~i / g Y ’
minimize Z:lun (@, — K +s,)+ 5 Z:l(xn E+s),)
(31
] o €]
D truth truth " truth
mlgl}rznolze Z Uy - (.Z‘aﬁn -z, +s0) + 3 Z:l(xan
— glruth 4 g2, (32)
Therefore, we have
An ~
sn:max{——l—l—x 0},V0n60, (33)
o
s’n:max{—@+k’—§;,o},voneo, (34)
o
Vn U U
sr = max {—? - a:;nth + th,O} Yo, € 0. (35)

The slack variables S, S, and S” can be eliminated by bringing
the (33)—(35) into the augmented Lagrangian function (28),
and then we obtain a new augmented Lagrangian function
Lo (X% A, u,v). Finally, the gradient of the augmented La-
grangian function L, (X A, 1, V) with respect to X, ie.,
\% )}iL (X A » VY ) [ e

GrREERE “]0], can be computed
as follows,

707,

OLo (X", A, v) _ = ((tanh(af7uth — glruthy)2 1)

oz,
aerzth . 8sn
X &ﬁ +g»01xn+%) (1+aw)

~4 Os!
+ (T, — K +5,) % (1 + 831 ) + (" = + 8)
= ,
axtruth as// a
x il - | —1 = "
<8m1+6w) - < " o, )*“

s’ IZT;Lth 85"
1 - n " ’~l» ~ n
<+8~>+V <8x;l 4—(9 >V0 €0,

(36)
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where
8$t’r'uth |f]| ~
= l%:‘m:l o N
T (=) (D G+ L )
0Sn 1, s, >0,
am_{m 5 =0, G8
Os), -1, s, >0,
o7, { 0, s, =0, G%
" Bzgfﬁth "
O _ |~ su>0, (40)
oy, 0, sh=0.

According to the above discussion, to solve the problem P,
we propose an optimal poisoning attack algorithm that com-
bines the alternating optimization algorithm with the augmented
Lagrangian method as shown in Algorithm 2. The poisoning
attack strategy X = [X ye ]‘ 77| is initialized as a uniform

distribution, i.e., VZ € X% and & ~ U(1, k). At each step in the
iteration, we obtain the optimal solution Xik+1 by alternately
solving the lower-level sub-problem P, (line 4) and the upper-
level sub-problem P, (lines 5 and 6) using the penalty factor
o and the Lagrange multipliers AF = {A}, .. |O‘} uk

{uk, ... 7u"“0|}, and vF = {vF ..., 1/"2)‘}. Partlcularly, given
current o, ¥, ,u’“, and v, we iterate the following three steps

in sequence:

1) Fixing the attack strategy X = [X*, ... ,)N(i]lm,
mal solution {X!™“t" T W} is updated by solving the
lower-level sub-problem P; (detailed in Section V-A);

2) Fixing {X!"“t" W W}, we calculate the gradient of
augmented Lagrangian function L, (X, A%, pk, %) with
respect to )?i, ie., Vg, Ly, , according to (36);

3) After obtaining the gradient V g, L., , we can update the

the opti-

attack strategy X' as follows,

X' 49V g Loy (X005, 1P 08, (41)
where ¥ is the step size.

Then, we judge whether the constraint violation degree
v (X*+1) meets the accuracy requirement (line 9). If so,
update the Lagrange multipliers A*T1, **1 and v**! (lines
13, 14, and 15), and improve the accuracy of solving the sub-
problem (line 17), at this time, the penalty factor o remains
unchanged (line 16); If not, the Lagrange multipliers A**!,
pF+1, and vF*t1 are not changed (line 20) and increase the
penalty factor o4 (line 21) appropriately to obtain a solution
with a smaller constraint violation degree (line 22). Finally, the
constraint violation degree is formulated as follows

10| O]

Uk()?i,kJrl) _ (Z(l _ xi;k%»l + Sn)2 + Z('T'in’k+l

n=1 n+1

t7uth+s )2) ,

=

O]

_ i + S + Z t7uth (42)
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Algorithm 2: Optimal Poisoning Attack Algorithm.

: Lagrange multipliers O, ,LLO, and 1°;
Penalty factor oy > 0; Threshold for
convergence 1 > 0; Constraint violation
constant 7 > 0; Constants 0 < a < < 1
and p > 1; Step size ¥

Output: Optimal p01son1ng attack
X =[X4-, X ]IUI
1 Initialize the pmsoning attack strategy
U1, k), VE € X0,y =
zfork—0,1,2,3 - do

3 | while ||V LU,C(X”C Ak vR) e < mi do

4 {Xtruth 7k Wk} « Solving the lower-level

X ] 1T by

Input

— and 19 = %;
0

problem P, using [XF ..
Algorithm 1;

5 V)@Lgk(f(i’k,)\k,,uk,yk):
aaif R aaf ] + Computing the gradient

according to Eq (36) using X ruth Wk Wk,

6 Xhtl o X0k 49V o ,,L(,k(sz,)\k,u R,

” )}zk «— )}i,kﬂ;

8 end

o | if v (XK1Y < 74 then

10 if v (XA 1) < 7 and
||V)ZiL0k ()’Zi’kdrlv )‘kv /’Lk> Vk)”Z < 7 then

1 ‘ return X*FH1 Nk k Lk,

12 end

13 Update Lagrange multiplier \*! based on
max{\¥ + oy, - (1 — 2Lk 0}, Vo, € O;

14 Update Lagrange multlpher pit1 based on
max{uk + oy - (FLETL — k'), 0}, Vo, € O;

15 Update Lagrange multipher vk+1 based on
max{vf + oy, - (zfruth — t””h) 0}, Vo, € O;

16 Keep penalty factor unchanged: oj,41 < oy;

17 Reduce the threshold for convergence and the

constraint Violation constant of sub—problem

based on 741 S The1 ;
k=1 k+1
18 end
19 else
20 Keep Lagrange multipliers unchanged:
ML NE Rt R and R — UF;
21 Update penalty factor o1 based on p - oy;
22 Adjust the threshold for convergence and the
constraint violation constant of the
sub-problem based on
Me+1 = G Thtl <= J;;H}
23 end
24 end

where the values of s,,, s
(33)-(35).

', and s/, are calculated according to

D. Computational Complexity and Limitations of the Attacks

The attackers could find the optimal attack strategy through
Algorithm 2. In the subsequent discussion, we will conduct
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a detailed analysis of its computational complexity using the
O notation (order of approximation). First, the computational
complexity of line 4, line 5, and line 6 are O(|O] - |U|), O(|O|),
and O(]O]), respectively. Thereby, the computational complex-
ity of lines 3 to 8 is O(c - |O| - (|U] + 2)), where ¢ represents
the number of sequentially iterating lines 4 to 6. Second, the
computational complexity of lines 9 to 23 is O(3-|0|). To
this end, the computational complexity of finding the opti-
mal data poisoning attacks is O(kpaz - ¢- (|O] - (JU| +5))) =~
O(kmaz - ¢+ |O] - |UJ), where k4. denotes the maximum iter-
ation number of lines 3 to 23.

We demonstrate that LDP increases the vulnerability of
crowdsensing systems to data poisoning attacks. However, there
are still two limitations that could be addressed in future re-
search. The first limitation of attacks is that they are built on
the truth discovery methods and the LDP protocols, wherein the
truth discovery methods are difficult for attackers to be aware of
because they are deployed on the crowdsensing server. Second,
the attacks rely on a subset of real sensory data, acquired by com-
promising some normal workers. For the first limitation, we will
consider how to remain stealthy without background knowledge
of the truth discovery methods. For the first limitation, we will
consider how to remain stealthy without background knowledge
of the truth discovery methods.

VI. COUNTERMEASURES: DESIGNING THE OPTIMAL DEFENSES
A. Formulating Optimal Countermeasures

As explained in Section IV-B3, the goal of defenders is to
defend against the proposed data poisoning attacks. The attack-
ers’ goal is to damage the inferred truth as much as possible,
which is achieved by manipulating some corrupted workers to
upload malicious sensory data. Therefore, defenders can identify
workers who have the largest influence on damaging the inferred
truth as corrupted by analyzing the sensory data collected by
the server. To this end, we take the corruption probabilities
Pp = {p1,p2,...,pju|} as decision variables, where Vp,, €
Pp,0 < p,, < 1represents the probability that the worker w,,
is corrupted. Let’s assume that the defenders know the number of
corrupted workers the attackers can manipulate. The corrupted
workers detected by defenders can be formulated as,

Up = {tm|Vpm € sort(Pp,N)}, (43)

where N is the number of corrupted workers known by the
defenders, and sort(Pp, N) represents the top N workers most
likely to be corrupted, i.e., the N-th highest p,,.

According to the above discussion, the optimal countermea-
sures are formulated as the minimization problem @), i.e.,

10|
Q: mimmize Z sgn(zlruth  glruthy (44)
subject to Up = {u|Vpy, € sort(Pp, N)},  (44a)
7 = X\{Z" | Um € UNUp}, (44b)
7 =X\{§" | im € UNUp}, (44c)
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Algorithm 3: Optimal Poisoning Attack Algorithm.

Input : Size of population SP; Maximum number
of iterations gen,,q,; Amplification factor
F € 0,2]; Crossover factor CR € [0, 1]
Output: Corrupted workers Up detected by
defenders
1 Initialize a population of SP individuals
Py, ={Pp g, Pp 1, . Ph sp} with
Vj € [O,SP], PI%,j = {P?,mp(},p"' 7P2,|U|}
uniformly distribution in range [0, 1];
2 Pl?esf, A Pgﬂ;
3 forj=0,1,2,--- ,5P do

4 if H(PL,,) > H(Pg,j) then

5 ‘ P}?cst « Pg]’

6 end '

7 end

8 forG=1,2,3, -, genmq. do

9 forj=0,1,2,--- ,SP do

10 ri,re,r3 < rand([0, SP]);
u Bf  PR1+ F-(Pp,) — P50
12 end

13 forj=0,1,2,--- ,SP do

14 fori=0,1,2,---,|U| do
15 if rand(0,1) > CR then
16 ‘ cJGI — pf; 1 ;

17 end

18 else

19 ‘ cjcl — bfi;

20 end

21 end

22 end

23 forj=0,1,2,--- /SP do

2 if H(C’]-G) < H(PDG’;I) then
25 ‘ Pg,j «— C']-G;

26 end

2 if H(PS,") > H(CS) then
28 ‘ Pbcist «— CjG;

29 end

30 end

31 end

32 Up < {um|pm € sort(PS,,, N)};

truth
a,n

given sensory data Z = ZUZ (detailed in Section V-A). Con-
straints (44b)—(44c) show that the sensory data uploaded by the
detected corrupted workers will be deleted in X = X U X.

The countermeasures are formulated as minimization prob-
lems, minimizing the damage arising from attacks by identifying
and deleting corrupted workers. Therefore, the defenders can
detect the workers who have a great impact on the attack profits
by solving the formulated minimization problem. As a result,
we can ensure those countermeasures are effective, which is
supported by the optimization theory.

where x ,Vo, € O is the optimal solution of problem P,

B. Finding Optimal Countermeasures

The formulated problem () cannot be solved by gradient-
based optimization algorithms, because its objective (44) is not
differentiable with respect to Pp. Thus, we adopt the Differ-
ential Evolution algorithm [39], [40], an efficient and powerful
swarm-based stochastic search technique, to solve the problem
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Q. The details of finding optimal defenses are presented in Algo-
rithm 3, i.e., Optimal Defense Algorithm (ODA). The ODA first
performs initialization and then iteratively performs mutation,
crossover, and selection, which are described in detail below.

In the initialization phase (lines 1 to 7), the ODA generates
a uniform distribution initial population of SP individuals,
(line 1), and then the optimal individual in the initialization
population is selected according to the fitness function H (x)
(lines 2 to 7). Particularly, the Oth population, i.e., P% =
{PP s+ Ph gp}, contains SP individuals. Each individual
VP =1[P0,- -, ?,lU\]\U\] € PY, is a solution candidate of
problem @, where Vpg{i € Pp ; drawn from uniformly dis-
tribution U/(0, 1). Then, the fitness value of individual P}, ;
(j-th individual in Oth population), i.e., H (PI%, ;) s calculated
according to the following steps:

1) Given any individual PI%V ; € PY,, we obtain the corre-

sponding corrupted workers Up according to (43);

2) We delete the sensory data uploaded by Up from the
sensory data set X, and then obtain the new sensory data
set Z (detailed in (44b)—(44c));

3) After obtain the sensory data set Z, we obtain the truths
Xiruth by solving the problem P, (detailed in Sec-
tion V-A) and then calculate the fitness value of individual
PIOD’ ; by (44).

In the mutation phase (lines 9 to 12), we generate a mutant
individual B§ = b5, ..., b ]jy) (mutant individual of j-th
individual in (G — 1)-th population) for each individual by

Bf = P51+ F - (P5, — P5), (45)
where F' is amplification factor, Pg;ll is the 71 -th individual in
(G — 1)-th population, and r1, 79, and 73 are random numbers
drawn from uniformly distribution U (0, SP).

To increase the diversity of the populations, the crossover
phase (lines 13 to 22) is introduced. According to the Pg;l =

PSots ., p?‘;}‘]w‘ (j-th individual in (G — 1)-th population)
and the B = [, ..., 05 ]|y (mutant individual of P51,
we obtain the trial individual CJG = [cfo, ceey cf‘U‘hU‘ (trial
individual of Pf") by

(46)

G _ pjcfi’l, ifrand(0,1) > CR,
i = b else,

G
Jiio

where C'R € [0, 1] represents crossover factor.

To obtain new (or next generation) population P% (G-th
population), we adopt greedy criterion in the selection phase
(lines 23 to 31). That is, trial individual CjG is selected when
the fitness value of H (CJG ) smaller than the fitness value of
PGt (e, H(CS) < H(PG;')); otherwise, the individual
Pg:;l is retained. Through iterating mutation, crossover, and
selection, we obtain the optimal population P4 (gen,, .-
th population). Finally, we select the individual with the smallest
fitness value from population P%"™** as the optimal solution
of problem (), which minimizes (44) and so does the attack gain.
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TABLE III
SAMPLE RECORDS IN THE WEATHER SENTIMENT DATASET
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TABLE IV
SAMPLE RECORDS IN THE DUCHENNE SMILE DATASET

WorkerID ObjectID Response  Ground-Truth WorkerID ObjectID  Response  Ground-Truth
81991168 A2N710331X72Z7 5 5 AODPVTKUSNBUT 2162 1 1
79196168  A2HBISBAE2C5QH 3 2 A31R90P1C70K]F 2162 1 1

C. Computational Complexity and Limitations of the
Countermeasures

The optimal countermeasures are given in Algorithm 3.
Specifically, ODA begins with initialization and then exe-
cutes mutation, crossover, and selection during each itera-
tion. The computational complexity of these four phases,
i.e., initialization, mutation, crossover, and selection, are
O(SP-(JU|-log|U|+2-|U|-|O| +|U))), O(SP), O(SP -
|U]), and O(SP - (|U]-log|U|+2-|U|-|0])), respectively.
Thus, the computational complexity of the proposed counter-
measures is O(genmqy - SP - |U| - (log|U| + |O))).

We propose optimization-based defenses to mitigate the vul-
nerability caused by LDP, verifying through experiments that
they can detect corrupted workers (see Section VII-C for details).
A possible limitation of the proposed defense methods is that the
defenders are aware of the attackers’ intent to overturn the truth
data. To address this limitation, we will study how to identify
corrupted workers without any background knowledge in the
future.

VII. EXPERIMENTAL EVALUATION

In this section, we validate the effectiveness of our proposed
data poisoning attacks and corresponding countermeasures.

A. Experiment Setup

In this part, we give details of the experiment setup containing
the datasets, the comparisons of data poisoning attacks, the met-
rics, and the parameter setting. All experiments are implemented
in Python and performed on a laptop with an Intel i7 CPU and
16 GB memory.

1) Datasets: We adopt two real-world datasets, i.e., Weather
Sentiment Dataset [41] and Duchenne Smile Dataset [42], for ex-
perimental evaluation. Next, we overview these two real-world
datasets respectively.

Weather Sentiment Dataset [41]. In this dataset, the task
is to judge the sentiment of tweets (objects). The sentiment
judgments are provided in the following categories: Neutral
(label: 1), Positive (label: 2), Tweet not Related to Weather
(label: 3), Can’t Tell (label: 4), and Negative (label: 5). This
dataset contains 6,000 records provided by 110 workers for 300
tweets. Each record includes the WorkerID, ObjectID, Response,
and Ground-Truth. Table III shows two sampled records in the
weather sentiment dataset.

Duchenne Smile Dataset [42]. In this dataset, the task is to
judge whether the smile in a face image (an object) is Duchenne
(label: 1) or Non-Duchenne (label: 2). The Duchenne smile
dataset contains 17,729 records provided by 64 workers for

2,134 face images. Each record includes the WorkerID, Objec-
tID, Response, and Ground-Truth. Table IV shows two sampled
records in the Duchenne smile dataset.

2) Comparisons of Data Poisoning Attacks: We evaluate our
proposed optimal data poisoning attack by comparing it with
four classical data poisoning attacks: RA, MA, OA, and AD. The
effectiveness of our proposed optimal data poisoning attack can
be demonstrated by comparing it with these four data poisoning
attacks. Next, we detail RA, MA, OA, and AD [6] respectively.

Random Attack (RA). In RA, each corrupted worker randomly
uploads sensory data from [£'], i.e., Z ~ U(1, k') where symbol
U (-) represents a uniform distribution. Thus, RA does not con-
sider collusion among corrupted workers.

Maximum Utility Damage Attack (MA). In MA, the attackers
obtain the inferred truths of |O| objects by performing the truth
discovery method (i.e., CRH) on the real sensory dataset of
known workers U¥"°%" Then, this attack takes the values that
differ from the inferred truth of object o,, as the candidate set of
the object o,,. Finally, all corrupted workers randomly choose the
same sensory data from the candidate set, i.e., Vo,, € O, Z,, ~
U([K]\{xtr**h}) where U(-) denotes a uniform distribution.
Thus, MA is an attack strategy that maximizes damage to the
inferred truth while ignoring hidden malicious behavior.

Optimal Stealth Attack (OA). In this attack, the sensory data
uploaded by the corrupted workers is the truth inferred from
the real sensory data known to attackers, i.e., Vo, € O,x, =
xiTuth Thus, OA is an optimal stealth attack that ignores the
maximum overturn of inferred truth x"¢",

Attack Under Disguise (AD) [6]. AD is a state-of-the-art
data poisoning attack against discrete crowdsensing without
privacy protection. In AD, each corrupted worker disguises
himself (or improves his/her reliability) by trying to agree with
normal workers on some objects whose truth is unlikely to be
overturned; conversely, each corrupted worker disagrees with
normal workers on other objects to maximize the damage of
inferred truth.

3) Comparison of Defenses: We compare our defense
method with MWA defense [8]. The MWA defense focuses on
designing a resilient truth discovery method instead of intro-
ducing additional defense mechanisms (deployed on the crowd-
sensing server) to identify corrupted workers. Specifically, the
MWA defense utilizes the following three steps to update truths:
First, the server arranges workers in ascending order based on the
uploaded data for n-th object (i.e., Vo,, € O), and then partitions
those workers into L groups. Second, the server estimates the
truths in each group according to (16), obtaining L aggregated
results. Third, the server takes the median of these aggregated
results as the inferred truth of n-th object. As discussed above,
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the truth-updating function can be formulated as

2Tt — Median

a,n

b

<—(1 +d)k-q+ 22%(]91% Wy - TY
2(p=q) - Xuevs, Wu
—(1+dk-q+2 EueU;n Wy - a:ﬁ)
2(p—q)- EueUg{,l Wy ’

)

Vo, € O 47

where U;" is the i-th worker group of the n-th object and
Uj,U---ul, ng = U. In addition, the MWA defense employs
the same worker-weight-updating functions as the LDP-based
privacy-preserving truth discovery methods, i.e., (17) and (18),
for updating the worker weights.

4) Metrics: We detail the metrics used to evaluate the effec-
tiveness of our proposed data poisoning attacks and countermea-
sures.

The Effectiveness of Our Proposed Data Poisoning Attacks. To
evaluate the effectiveness of data poisoning attacks, we compare
the inferred truth before and after the attack and adopt Average
Utility Damage (AUD) as a metric. The AUD is defined as

2 0nc0 Lagrythatopryen
0] 7

AUD := (48)

where z7"" is the ground truth data of object o,,, and the

indicator function ﬂmmf,h,#%wh is formulated as

: truth truth
1 ifx F Ty

1 truth £ giruth = { gan i (49)
Tt g e truth . truth
0 ifz,, Ty

Thus, the larger AUD, the better effectiveness of the data poi-
soning attack.

The Effectiveness of Our Proposed Countermeasures. The
effectiveness of defenses can be evaluated by AUD (detailed
in (48)), with a lower AUD indicating superior defense per-
formance. Besides, our defense mechanism can be regarded as
a classification classifier, which can be evaluated through AUC
(i.e., the area under the Receiver Operating Characteristic (ROC)
curve). Obviously, the larger AUC, the better the effectiveness
of our proposed countermeasures.

5) Parameter Setting: We present parameter settings from
two aspects: Optimal Data Poisoning Attacks and Countermea-
sures. Next, we overview these two aspects below.

Optimal Data Poisoning Attacks. As presented in Section V,
we have two important parameters that affect the effectiveness
of our proposed data poisoning attack, that is, v (i.e., the
percentage of known workers and detailed in Definition 4)
and ¢ (i.e., the percentage of corrupted workers and detailed
in Definition 3). Particularly, the attackers not only know the
real sensory data of |U*"°%"| = ¢ x |U| normal workers but
also manipulate \(7 | = ¢ x |U]| corrupted workers. Next, we set
parameters € = 1.8, ¢ = 0.3, = 0.15 based on the empirical
experiments (see Section VII-B for details). Moreover, some
empirical parameters in Algorithm 2 need to be set. We briefly
list these parameters: the Lagrange multipliers A = 0, u° = 0,
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TABLE V
COMPUTATIONAL COMPLEXITY OF DATA POISONING ATTACKS

Attack Strategy =~ Computational Complexity

RA o(lo]-|u))
MA o(lo]-|u)
OA o(lo]-|u))
AD O(kmaz - 10| - |U))

Our O(kmaz - ¢+ 0] - [U])

Duchenne Smile Dataset 12 Weather Sentiment Dataset

1.2 RA AD RA AD
—— MA —— The Proposed 1.0{ —— MA —— The Proposed
1.0{ —— oa —— OA

08

[a} [a)]

300 0
06 06

o \s\_;‘\\\“— > M%

0'3.0 15 2.0 2.5 3.0 0'%.0 1.5 2.0 2.5 3.0
k3 &

(a) Impact of € on effectiveness  (b) Impact of & on effectiveness

Fig. 3. Effectiveness of data poisoning attacks in both real-world datasets
varying with privacy budget . (a) AUD in the Duchenne smile dataset and (b)
AUD in the weather sentiment dataset.

and 0 = 0, the penalty factor oy = 2, the threshold for conver-
gence 7 = 0.01, the constraint violation constant 7 = 0.05, and
the constants « = 0.1, 5 = 0.2, and p = 3.

Countermeasures. As presented in Section VI, we assume that
the defenders know the number of corrupted workers. Thus, only
some empirical parameters in the Algorithm 3 need to be set:
the size of population SP, the maximum number of iterations
GeNmaq, the amplification factor F' and the crossover factor C'R.
Following [40], we set S P = 20, geny,q,, = 1000, F = 0.5,and
CR=0.1.

B. Attack Evaluation

In this part, we show the effectiveness of data poisoning at-
tacks against LDP-based privacy-preserving crowdsensing sys-
tems. Then, we evaluate the effectiveness of the proposed data
poisoning attack with varying parameters. Additionally, we have
shown the computational complexity of data poisoning attacks
in Table V. This table shows that the proposed data poison-
ing attack has only slightly higher computational complexity
than the comparisons. We observe that O (k,q. - ¢ - |O] - |U|) &~
O(|O] - |U|) when crowdsensing involves a substantial num-
ber of participating workers and objects (|U| > ka2, ¢ and
|O| > kpmaz, ©), indicating that the computational complexity
of the proposed data poisoning attack is approximately equal to
that of the comparisons.

1) Data Poisoning Attacks Against the LDP-Based Privacy-
Preserving Crowdsensing: Figs. 3 and 4 show the effectiveness
of our proposed poisoning attack against LDP-based privacy-
preserving crowdsensing. As shown in Fig. 3, our proposed data
poisoning attack outperforms RA, OA, MA, and AD in the sense
that, for the same privacy budget ¢, its AUD is significantly
larger than that of RA, OA, MA, and AD. The superiority of
our proposed data poisoning attack is attributed to the fact that
the RA, OA, MA, and AD are not optimized for the LDP-based
privacy-preserving truth discovery method (see Section V-A for
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Duchenne Smile Dataset Weather Sentiment Dataset
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(a) Privacy budget e = 1.8 (b) Privacy budgete = 1.8

Fig.4. Weights of workers U under our proposed data poisoning attack against
LDP-based privacy-preserving crowdsensing with privacy budget € = 1.8. (a)
Worker weights in the Duchenne smile dataset and (b) worker weights in the
weather sentiment dataset.

Duchenne Smile Dataset Weather Sentiment Dataset

1.4
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(a) Impact of ¥ on effectiveness (b) Impact of ¥» on effectiveness

Fig. 5. Effectiveness of data poisoning attacks in both real-world datasets
varying with parameter 1 (the percentage of known workers). (a) AUD in the
Duchenne smile dataset and (b) AUD in the weather sentiment dataset.

details). In other words, those comparisons do not leverage the
risk (amplifying the impact of malicious sensory data) arising
from the calibrating operation in LDP protocols. In addition, the
superiority of our proposed data poisoning attack becomes larger
when the privacy budget ¢ decreases. This occurs because the
amplification of malicious sensory data becomes increasingly
pronounced (detailed in (16)) as privacy protection becomes
more rigorous, i.e., a smaller privacy budget €. Moreover, as
depicted in Fig. 4, our proposed data poisoning attack can evade
the truth discovery methods by exploiting the LDP perturbation,
resulting in the assignment of higher weights to the corrupted
workers. It is crucial to emphasize that the equal weight of
corrupted workers is due to their consistent malicious sensory
data (refer to the process of relaxing the optimization problem
Pl into P2). Therefore, the attack profits (measured by AUD)
increase rapidly as the privacy budget decreases. As a result,
Figs. 3 and 4 illustrate that the LDP facilitates the success of
data poisoning attacks in evading the truth discovery methods.
2) The Effect of the Percentage of Known Workers: Fig. 5
shows the AUD of different data poisoning attacks (the proposed
data poisoning attack and the comparison methods) varying
with 1) (i.e., the percentage of known workers and defined
in Definition 4) on two real-world datasets. We find that the
AUD of the proposed data poisoning attack, RA, MA, and
AD increase with parameter . Conversely, the AUD of OA
slightly decreases along with the parameter ¢/ increase. The
attackers could infer more accurate truths when they know more
perturbed sensory data of normal workers, reducing the error
between the inferred truths X *"“*" and the truth data X!“t",
As aresult, both our proposed attack and the comparison attacks
can better disguise themselves, but the malicious sensory data
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Fig. 6. Effectiveness of data poisoning attacks in both real-world datasets
varying with parameter ¢ (the percentage of corrupted workers). (a) AUD in the
Duchenne smile dataset and (b) AUD in the weather sentiment dataset.
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Fig. 7. Effectiveness of defenses (measured by AUD) in both real-world
datasets varying with privacy budget . (a) AUD in the Duchenne smile dataset
and (b) AUD in the weather sentiment dataset.

uploaded by OA is closer to the truth data. Therefore, the AUD
of OA (or the proposed attack, RA, MA, and AD) decreases
(or increases) as parameter 1) increases. Besides, Fig. 5 also
shows that our proposed data poisoning attack significantly
outperforms RA, MA, AD, and OA in terms of AUD, and the
superiority of our proposed data poisoning attack increases as
parameter v increases. This is because the stealth strategy of
our proposed data poisoning attack is optimal for LDP-based
privacy-preserving crowdsensing. That is, our data poisoning
attacks could exploit the calibrating operation in LDP protocols
to amplify the damage of malicious sensory data on the truth
data, an aspect not considered by the comparison attacks.

3) The Effect of the Percentage of Corrupted Workers: We
also investigate the impact of ¢ (i.e., the percentage of corrupted
workers and defined in Definition 3) on the attack effectiveness
(i.e., AUD), which is shown in Fig. 6. It shows that the AUD of
our proposed data poisoning attack increases as the percentage
of corrupted workers (i.e., the parameter ¢) grows. This obser-
vation resonates with our intuition, as data poisoning attacks
could exhibit strong performance when a substantial number of
corrupted workers are manipulated, i.e., the attackers can inject
more malicious sensory data. In addition, Fig. 6 also shows that
the AUD of our proposed data poisoning attack is greater than
all comparison attacks. This result verifies the attackers could
bypass the truth discovery methods by strategically employing
LDP noise, optimizing their profits of overturning the truth data.

C. Defense Evaluation

Fig. 7 shows the effectiveness of our countermeasure and
MWA in defending against the proposed data poisoning attacks.
We observe that our countermeasure outperforms MWA, i.e.,
the AUD of our countermeasure is notably lower than that of
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Fig. 8. Effectiveness of the proposed countermeasure (measured by AUC)
varying with the privacy budget €. (a) ROC in the Duchenne smile dataset and
(b) ROC in the weather sentiment dataset.
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Fig. 9. Effectiveness of the proposed countermeasure (measured by AUC)
varying with parameter 1 (the percentage of known workers). (a) AUC in the
Duchenne smile dataset and (b) AUC in the weather sentiment dataset.

MWA for the same privacy budget €. The superiority of our
countermeasure stems from its capability to efficiently identify
workers causing substantial harm to the truth data through
an optimization-based method. In addition, the superiority of
our countermeasure becomes larger when the privacy budget
¢ decreases, verifying this countermeasure could mitigate the
potential risk arising from LDP.

As shown in Fig. 8, we carry out four groups of experiments
to evaluate the effectiveness of the proposed countermeasure
in identifying corrupted workers. Particularly, we adopt the
proposed countermeasure to detect corrupted workers, where
the attack behaviors are hidden in perturbation with privacy
budgets ¢ = 1.0, e = 1.6, ¢ = 2.2, and ¢ = 2.8, respectively.
In the Duchenne smile dataset, the AUC value is 0.9 > 0.5
when privacy budget ¢ = 2.8, and even AUC = 0.73 > 0.5
when ¢ is reduced to 1.0. These results demonstrate the proposed
countermeasure is an effective classifier.

As depicted in Fig. 9, in the Duchenne smile dataset, the AUC
values decrease sharply when parameters ¢ (the percentage of
known workers and defined in Definition 4) increases from 0.15
to 0.45, and saturates afterward. Additionally, increasing ) from
0.15 to 0.90 leads to around 0.03% performance drop in the
Duchenne smile dataset. Similarly, as shown in Fig. 10, the AUC
values decrease with increasing parameter ¢ (the percentage of
corrupted workers and defined in Definition 3). In the Duchenne
smile dataset, the AUC values decreased by about 13% when ¢
is increased from 0.05 to 0.30, but AUC > 0.5 when ¢ = 0.30.
As v and g increase, the slight decline of AUC is attributed to the
attackers becoming more skilled at concealing themselves (refer
to Figs. 5 and 6 for details on the attackers’ disguise ability),
making identification more challenging. In summary, Figs. 9
and 10 show that the proposed countermeasure is robust (the
AUC only slightly declines) to the parameters ¢ and .
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Fig. 10. Effectiveness of the proposed countermeasure (measured by AUC)
varying with parameter ¢ (the percentage of corrupted workers). (a) AUC in the
Duchenne smile dataset and (b) AUC in the weather sentiment dataset.

TABLE VI
COMPUTATIONAL COMPLEXITY OF DEFENSES

Defense Strategy

MWA
Our

Computational Complexity

O(|0] - U] - 1og |U])
O(genmaac -SP- |U| . (IOg ‘U| + |O|))

As shown in Table VI, we also conducted a comparison of
the computational complexity between the proposed defenses
and the comparison. Particularly, the computational complexity
of the proposed defenses is slightly higher than that of
MWA when the lower number of participating workers or
objects, i.e., |O| < genmay - SP or log |U| < genmas - SP.
Nevertheless, with the growth in the number of participating
workers and objects, the disadvantage of computational
complexity becomes negligible. This is because the
computational complexity of the proposed defenses is
approximately equal to that of MWA when |O] > |U| >
geNpmay - SP or log|U| > |O| > genmaq, - SP. That is
(0] - [U] - og(|U])) ~ O(10) and O(genyues - SP - U] -
(log |U| + |0])) = O(|O]) when |O| > |U| > genmas - SP,
and O(|0] - U] -1og(|U])) ~ O(|U| - log |U]) and
O(genmas - SP - U] - (log [U| +|0])) = O(|U] - log [U])
when log |U| > |O| > genmas - SP.

VIII. CONCLUSION

In this paper, we have proposed the optimal data poisoning
attacks and defenses on LDP-based privacy-preserving crowd-
sensing. The attacks can disrupt the aggregated results of the
truth discovery methods by exploiting LDP perturbation, and
the defense methods can effectively counter these attacks. Im-
portantly, the proposed attacks expose significant consequences
of LDP misuse, which may not only occur in crowdsensing
applications but also in other LDP-based applications such as
location services. The proposed defenses can be adapted to
these applications with minor modifications to defend against
similar attacks. For the future work, we will explore stronger
data poisoning attacks that exploit personalized noise instead
of general noises and design more robust personalized privacy
protection solutions.
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