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Abstract—The emergence of cloud computing enables various
healthcare institutions to outsource pre-diagnostic models and pro-
vide timely and convenient services for patients. However, health-
care institutions and patients have serious concerns about potential
privacy leakage as cloud servers cannot be fully trusted. In this
paper, a privacy-preserving cloud-assisted medical pre-diagnosis
scheme, named NAIAD, is proposed, where patients can securely
query the outsourced model and obtain their pre-diagnostic results.
Specifically, the pre-diagnostic model is constructed on k-Nearest
Neighbor (kNN), and Mahalanobis Distance (MD) is chosen as the
similarity metric to achieve high accuracy. Accordingly, a secure
MD-based comparison method (SMDC) is designed based on a
matrix encryption technique. The method is a basic module of
NAIAD that enables cloud servers to compare encrypted medical
records and achieve privacy-preserving kNN-based pre-diagnosis
with linear complexity. To further improve the computational
efficiency, medical records are first clustered and encrypted to
construct a hierarchical index tree, then patients can query the tree
to speed up the query process. Detailed security analysis indicates
NAIAD can resist closeness-same-pattern chosen-plaintext attack,
and extensive experiments on real-world and synthetic databases
demonstrate NAIAD has high query efficiency and pre-diagnosis
accuracy.

Index Terms—Hierarchical index tree, mahalanobis distance,
medical pre-diagnosis, privacy-preserving, similarity comparison.

I. INTRODUCTION

W ITH the popularization of cloud computing, various
cloud-assisted medical services have been established

and found their way into our daily life, and medical pre-diagnosis
is one of the most notable services [1], [2], [3], [4]. Health-
care institutions (e.g., hospitals) are able to train appropriate
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pre-diagnostic models using large amount of collected medical
data and outsource the models to a cloud server. Patients can
send queries to the cloud server anytime and anywhere based on
their personal health information (PHI), such as physiological
data, and obtain the pre-diagnostic results. However, recent
medical data breach events have raised serious concerns about
the reliability of cloud servers, as they are maintained by profit-
driven companies and are vulnerable to external attacks [5].
Considering the queries and pre-diagnostic results are sensitive
PHI [6], and the pre-diagnostic models are private commercial
assets, neither of them should be revealed to the cloud server
directly. Therefore, taking into account the privacy preservation
in cloud-assisted medical pre-diagnosis is of great importance.

To address the above-mentioned issue, several privacy-
preserving medical pre-diagnosis schemes have been proposed
based on multiple machine learning classifiers, such as Naïve
Bayesian (NB) and Support Vector Machine (SVM) [7], [8],
[9], [10], [11], [12], [13], [14], [15]. Among the most popular
machine learning classifiers used for medical pre-diagnosis, k-
Nearest Neighbor (kNN) has attracted great attention as it avoids
the heavy training process but still guarantees relatively good
classification accuracy [8], [11], [14], [16], [17]. Concretely,
kNN allows patients to compare their physiological data with a
large volume of medical records, then the top-k similar records
and the corresponding labels can be located and returned as
the pre-diagnosis results. For kNN-based pre-diagnosis, it is
extremely important to choose an appropriate similarity metric
based on the structure of medical records since the bad metrics
can severely degrade the accuracy of pre-diagnostic results. As
one of the most common similarity metrics, euclidean distance is
usually preferred in existing schemes [8], [11], [16], [17]. As far
as physiological data is concerned, data of different dimensions
are related to each other, e.g., height can affect weight, age
can affect blood pressure. However, euclidean distance as the
similarity metric cannot well capture the dimensional correlation
in kNN-based pre-diagnosis, and Mahalanobis distance(MD) is
considered as an alternative choice [14], [15]. It can precisely
measure dimensional correlation and achieve higher accuracy in
medical pre-diagnosis. Nevertheless, calculating top-k similar
records based on MD requires the introduction of a covariance
matrix and it will bring complex calculations. To achieve privacy
preservation, heavy cryptographic techniques such as homomor-
phic encryption cannot be straightforwardly applied due to the
practicality issues. As a consequence, it is still challenging to de-
sign a lightweight, efficient, and privacy-preserving kNN-based
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pre-diagnosis scheme where MD is selected as the similarity
metric.

In this paper, we propose an efficient and accurate cloud-
assisted medical pre-diagnosis scheme, named NAIAD. To ful-
fill the privacy requirements, we design a secure MD comparison
method, named SMDC, by tailoring an existing matrix encryp-
tion technique. The method supports the MD similarity com-
parison of encrypted medical records and patients’ encrypted
physiological data, thus it can be used as a basic module of
NAIAD to achieve privacy-preserving pre-diagnosis. To further
improve the query efficiency of NAIAD, medical records are first
clustered and encrypted to construct a hierarchical index tree,
and patients can query the tree based on an improved SMDC. By
doing so, the query complexity of NAIAD can be significantly
reduced. In summary, the main contributions of the paper are as
follows:
� We design a secure Mahalanobis-distance similarity com-

parison method called SMDC. Through applying SMDC,
we can compare Mahalanobis distance on ciphertexts with
the same covariance matrix. Moreover, SMDC is a generic
secure similarity comparison method that can be applied
not only to medical pre-diagnosis, but also to other search-
able schemes, such as fingerprint recognition.

� We propose an efficient and accurate cloud-assisted medi-
cal pre-diagnosis scheme with privacy preservation named
NAIAD. Aiming at improving the query efficiency, a hier-
archical index tree is constructed on the clustered medical
records. For privacy preservation, an improved SMDC is
used to support similarity comparison of encrypted clusters
clustered by medical records with different covariance
matrices.

� We prove the security of SMDC and NAIAD to demon-
strate that they can achieve indistinguishability under
closeness-same-pattern chosen-plaintext attack. Further-
more, by using Python programming, we implement
SMDC, NAIAD and compare them with an existing
scheme. Sufficient theoretical analysis and comparative ex-
periments conducted on five real-world and one synthetic
databases demonstrate that SMDC and NAIAD achieve
high accuracy and exhibit good performance.

The remainder of this paper is organized as follows. In
Section II, we present system and threat models, and identify
the privacy requirements. We design SMDC in Section III, and
propose NAIAD based on SMDC in Section IV. We analyze the
security and performance of SMDC and NAIAD in Section V
and Section VI, respectively. The related work is reviewed in
Section VII followed by the conclusion in Section VIII.

II. MODELS AND PRIVACY REQUIREMENTS

In this section, we give the details of our system model and
threat model, and identify the privacy requirements.

A. System Model

Our system model involves three main entities, i.e., a Health-
care Institution (HI), a Cloud Server (CS) and Patients (PTs) as
shown in Fig. 1:

Fig. 1. System model under consideration.

� HI owns a huge dataset of medical records, and each
record includes a patient’s physiological data and corre-
sponding disease. To offer efficient and privacy-preserving
pre-diagnosis services, HI needs to build an encrypted
hierarchical index tree over the records and outsource it
to CS. In addition, HI also needs to provide PTs with
registration services;

� PTs denote a collection of patients who request pre-
diagnosis. Each PT ∈ PTs must register at HI to obtain
private keys and a disease index table at first, then generate
the trapdoor (i.e., an encrypted query request) and send it to
CS for pre-diagnosis services. After receiving the returned
information, PT can read the pre-diagnostic result;

� CS is considered to have powerful computing ability and
abundant storage space, and it undertakes the main cal-
culations for pre-diagnosis. Specifically, on receiving a
trapdoor, CS will search the encrypted tree and find out
the top-k medical records with the nearest Mahalanobis
distances to the query. Finally, the corresponding encrypted
disease labels will be sent to PT.

B. Threat Model

In our system model, we assume that CS is honest-but-
curious, which means that CS will strictly follow the proposed
scheme but try to analyze the ciphertexts to obtain the original
information as much as possible. Meanwhile, HI and PTs are
considered to be trustable, i.e., HI will honestly provide reg-
istration services to PTs and outsource encrypted data to CS;
PTs will send correct trapdoors to CS. Neither PTs nor HI will
collude with CS. Besides, there exists a secure communication
channel without external attacks.

In terms of the protection of sensitive information, we con-
sider known-background attack (KBA) [18] in our threat model
and its definition is given as follows.

Definition 1 (Known-background attack (KBA)). Apart from
accessing ciphertexts, the attacker is also equipped with ad-
ditional background information, such as disease types and
statistical information. It can infer the specific contents in a query
and database based on the extra information, but corresponding
ciphertext and indexes are unknown. In other words, the attacker
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TABLE I
DEFINITION OF MAIN NOTATIONS

can obtain some plaintext and ciphertext, but cannot obtain the
plaintext-ciphertext pair.

More formally, assuming that there exists a database S =
{�si|Ni=1} and its encrypted form E(S) = {E(�si)|Ni=1}, the at-
tacker can obtain ∀E(�si) ∈ E(S) and several �sj ∈ S, but it has
no way of knowing the relationship between i and j, i.e., it cannot
find the ciphertext of �sj from E(S).

C. Privacy Requirements

Under the aforementioned system and threat models, the
following requirements should be met simultaneously to provide
privacy-preserving medical pre-diagnosis services.
� Data Confidentiality. Medical records collected by HI are

private asset, and physiological data sent by PTs is sensitive
information, both of them should be accessed only by the
owners. Thus, the medical records and query requests must
be kept secret from CS.

� Pre-diagnosis privacy. The pre-diagnostic result reveals
the current health status of a patient, which PT does not
want to disclose to others. Therefore, the proposed scheme
should guarantee that the result can only be achieved by a
legal PT.

� Trapdoor unlinkability. CS can observe the trapdoor in each
query. To prevent the exposure of potential information, it
should be ensured that CS cannot deduce the relationship
of the received trapdoors or distinguish their difference,
even the trapdoors are generated by the same query.

III. A SECURE SIMILARITY COMPARISON METHOD BASED ON

MAHALANOBIS DISTANCE

In this section, we first review Mahalanobis distance [19] and
the matrix encryption technique [20], and then design a secure
similarity comparison method based on them. The key notations
used in this paper are listed in Table I.

A. Mahalanobis Distance

Given a vector �q = (q1, . . . , qn) ∈ Sn and a sample database
S = {�s1, . . . , �sN}, where �si = (si1, . . . , sin) ∈ Sn, 1 ≤ i ≤
N . Then, the ω-dimensional (1 ≤ ω ≤ n) mean of S can be
computed as

dω =
1

N
(s1ω + s2ω + · · ·+ sNω).

Based on the average values, each elementΣS(a, b) in then× n
covariance matrix of S can be obtained by

ΣS(a, b) =
1

N − 1

N∑
i=1

(xia − da)(xib − db),

where a, b ∈ [1, n], and ΣS(a, b) represents the element in the
ath row and bth column ofΣS . Obviously,ΣS(a, b) = ΣS(b, a),
and ΣS is a symmetric matrix.

After forming the covariance matrix ΣS , the Mahalanobis
distance (MD) between �q and �si can be calculated by the
following equation

MD(�q,�si) =
√

(�q − �si)Σ
−1
S (�q − �si)T ,

where Σ−1
S is the inverse of ΣS .

If we want to compute the Mahalanobis distance between �q
and the database S, we can first calculate the center point of S
as

�cS = (d1, d1, . . . , dn),

then the distance can be computed by MD(�q,�cS).

B. A Matrix Encryption Technique

The matrix encryption technique proposed by Yuan et al.
named METY, can achieve euclidean distance comparison over
ciphertexts [20]. Assuming there exists N scaled data records
�si = (si1, si2, . . . , sin) ∈ Zn

p , i ∈ [1, N ], and a scaled compar-
ison request �q = (q1, q2, . . . , qn) ∈ Zn

p (all elements are scaled
to integers with the same scale factor). The privacy-preserving
distance comparison from the request to all data records can be
achieved by the following algorithms.

KeyGen(n): The algorithm randomly selects an invertible
matrices M ∈ R2n×2n

q and a number Γ ∈ Zq , q � p. Then it
computes the inverse of M, and sets sk = {M,M−1} as the
private key, pk = Γ as the public key.

DataEnc(�si, sk, pk): At first, the algorithm expands each data
record as

�Si =

⎛
⎝si1, . . . , sin,−

1

2

n∑
j=1

s2ij , β1, . . . , βn−1

⎞
⎠ , i ∈ [1, N ],

whereβ1, . . . , βn−1 are random numbers chosen from Zp. Then,
based on the extended vector, �si is encrypted into

E(�si) = (Γ · �Si + �ei)×M,

where �ei ∈ Z2n
q is a random integer noise vector generated for

each �si, and it satisfies 2 · |max(�ei)|1� Γ.

1.|max(·)| is defined to be the maximum absolute in a vector or a matrix.
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TrapGen(�q, sk, pk): At first, the algorithm expands the
comparison request as

�Q = (rq1, . . . , rqn, r, α1, . . . , αn−1),

where r, α1, . . . , αn−1 are random numbers chosen from Zp, and
r is positive. Then, based on the extended vector, �q is encrypted
into

E(�q) = M−1 × (Γ · �QT + �eTq ),

where �eq ∈ Z2n
q is a random integer noise vector and satisfies

2 · |max(�eq)| � Γ.
DisComp(E(�q),E(�si|i∈{a,b}), pk): Given the encrypted com-

parison requestE(�q) and any two encrypted data recordsE(�sa),
E(�sb), the algorithm computes

Compi|i∈{a,b} =

⌈
E(�q)× E(�si)

Γ2

⌋
q

,

where �·�q denotes the nearest integer with modulus q. The larger
the value of Compi is, the closer �si is to �q.

In [20], the authors prove the security of METY based on
the hardness assumption of the Learning With Error (LWE)
problem [21]. However, the parameters defined in METY cannot
meet the distribution requirements of standard LWE. To ensure
that METY is secure under KBA, i.e., the original data �si|i∈[1,N ]

and �q can be protected, we formally analyze the security of
METY in Section V.

C. Design of a Secure Similarity Comparison Method

In this subsection, by tailoring the above-mentioned matrix
encryption technique, we design a secure similarity comparison
method based on Mahalanobis distance called SMDC. Specifi-
cally, assuming that there exists two scaled data records �sa, �sb ∈
Zn

p and one scaled comparison request �q = (q1, . . . , qn) ∈ Zn
p ,

both �sa and �sb are selected from database S whose covariance
matrix is ΣS . In order to compare the values of MD(�q,�sa)
and MD(�q,�sb), the scaled inverse of ΣS should be computed
at first, i.e., Σ−1

S ∈ Zn×n
p . Note that, all elements are scaled

into integers with the same scale factor. Then, the following
four algorithms, denoted as KeyGen, DataEnc, TrapGen and
DisComp, are executed.

KeyGen(n): The algorithm inputs the dimension of data
records n. It can output a (n+ 2)× (n+ 2)-dimensional ran-
dom invertible matrix M ∈ Z(n+2)×(n+2)

q as the private key sk,
and a random large number Γ ∈ Zq, q � p as the public key pk.

DataEnc(�si|i∈{a,b}, Σ−1
S , sk, pk): The algorithm inputs data

records �si, the inverse of covariance matrix Σ−1
S , private key sk

and public key pk. It can output the encrypted records E(�sa)
and E(�sb) as shown in Algorithm 1. For each record �si, it first
calculates

Si = �siΣ
−1
S �sTi ,

s̃i = Σ−1
S �sTi = (si1, si2, . . . , sin)

T ,

and extends s̃i to a (n+ 2)-dimensional column vector as

�Si = (−2si1,−2si2, . . . ,−2sin, Si, α)
T ,

Algorithm 1. SMDC.DataEnc.

where α ∈ Zp is a random number. After that, �si is encrypted
into E(�si) by executing

E(�si) = M−1 × (Γ · �Si + �eTi ),

where �ei ∈ Zn+2
q is a random integer noise vector generated

for each record �si, |max(�ei)| � Γ/2; and the vector generated
from M−1 × �eTi satisfies a data distribution.

TrapGen(�q, sk, pk): The algorithm inputs the comparison
request �q, private key sk and public key pk. It can output a
trapdoor E(�q) as shown in Algorithm 2. Specifically, it first
extends �q to a (n+ 2)-dimensional vector as

�Q = (rq1, rq2, . . . , rqn, r, β),

where r ∈ Zp, β ∈ Zp are random numbers, and r is a positive
integer. Then, it encrypts �q into E(�q) as

E(�q) = (Γ · �Q+ �eq)×M,

where �eq ∈ Zn+2
q (|max(�eq)| � Γ/2) is also a random integer

noise vector, and the vector generated from�eq ×M also satisfies
a data distribution.

DisComp(E(�si|i∈{a,b}), E(�q), pk): The algorithm inputs the
encrypted records E(�sa), E(�sb), the trapdoor E(�q) and the
public key pk. It can compare the values of MD(�q,�sa) and
MD(�q,�sb) as shown in Algorithm 3. Specifically, it first cal-
culates Di, i ∈ {a, b} by

Di =

⌈
E(�q)× E(�si)

Γ2

⌋
q

.

Then, it judges whether Da ≤ Db, if it does, MD(�q,�sa) ≤
MD(�q,�sb) holds; otherwise, MD(�q,�sa) > MD(�q,�sb).
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Algorithm 2. SMDC.TrapGen.

Algorithm 3. SMDC.DisComp.

Correctness of SMDC. Obviously, the correctness of SMDC
is decided by the establishment of Di ≤ Dj ⇒ MD(�q,�sa) ≤
MD(�q,�sb).

Proof. Firstly, based on E(�q) = (Γ · �Q+ �eq)×M and
E(�si) = M−1 × (Γ · �Si + �eTi ), i ∈ {a, b}, we expand Di as

Di =

⌈
Γ2 · ( �Q× �Si) + Γ · ( �Q× �eTi + �eq × �Si) + �eq × �eTi

Γ2

⌋
q

= rSi − 2 ·
n∑

j=1

rqjsij + αβ

= r ·

⎛
⎝Ω− 2 ·

n∑
j=1

qjsij + Si

⎞
⎠− r · Ω+ αβ.

Then, assuming Ω = �qΣ−1
S �qT , Θ = −r · Ω+ αβ, Di can be

transformed into

Di = r
(
�qΣ−1

S �qT − 2�qΣ−1
S �sTi + �siΣ

−1
S �sTi

)
+Θ.

Due to ΣS is a symmetric matrix, Σ−1
S must be another symmet-

ric matrix, we can deduce that �qΣ−1
S �sTi = �siΣ

−1
S �qT . Therefore,

Di = r ·
(
�qΣ−1

S �qT − 2�qΣ−1
S �sTi + �siΣ

−1
S �sTi

)
+Θ

= r ·
(
�qΣ−1

S �qT − �siΣ
−1
S �qT − �qΣ−1

S �sTi + �siΣ
−1
S �sTi

)
+Θ

= r · (�q − �si) Σ
−1
S �qT − r · (�q − �si) Σ

−1
S �sTi +Θ

= r · (�q − �si)Σ
−1
S (�q − �si)

T +Θ

= r · MD(�q,�si) + Θ.

Fig. 2. Overview of NAIAD.

Based on the above equations, the difference of MD(�q,�sa) and
MD(�q,�sb) can be easily obtained through

Da −Db = r · [MD(�q,�sa)− MD(�q,�sb)] .

As r is a positive integer, it is clear that the comparison of
encrypted distances (i.e., Da, Db) is consistent with the com-
parison of exact distances (i.e., MD(�q,�sa),MD(�q,�sb)).

Remark. The correctness of the equations deduced in Proof
is guaranteed by the properties of matrix operations, the same
scale factor, and the fact that Γ � p, Γ � 2 · |max(�ei)| and
Γ � 2 · |max(�eq)|. �

IV. AN EFFICIENT AND PRIVACY-PRESERVING ONLINE

PRE-DIAGNOSIS SCHEME

In this section, an efficient and accurate cloud-assisted
medical pre-diagnosis scheme, named NAIAD, is proposed
based on SMDC. Specifically, NAIAD consists of four main
phases, namely, 1) system initialization, 2) encrypted index tree
outsourcing, 3) trapdoor generation, and 4) privacy-preserving
online pre-diagnosis. The overview of NAIAD is described in
Fig. 2. HI first generates the system parameters ( 1© 2©), where
the public key is made publicly, and the private key is shared with
registered PTs. Next, it partitions the scaled medical records into
K clusters, and builds a hierarchical index tree over the clusters
( 3©). Then, the hierarchical index tree would be encrypted and
sent to CS ( 4©). After that, PTs encrypt their query requests (i.e.,
physiological data) to generate trapdoors which need to be sent to
CS for pre-diagnosis ( 5©), and CS will search the encrypted tree
to return the top-k similar medical records’ encrypted disease
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Fig. 3. Construction of hierarchical index tree.

labels to PTs ( 6©). Finally, PTs can obtain the pre-diagnostic
results by decrypting the received encrypted labels ( 7©).

A. System Initialization

In this phase, HI first generates system parameters and pro-
vides registration services to PTs, then it constructs a hierarchi-
cal index tree over the stored medical records.

Assuming that the dimension of patients’ physiological
data is n, HI randomly chooses n+ 1 invertible matrices
{M0, . . . ,Mn} ∈ Z(n+2)×(n+2)

q , n integers {δ1, . . . , δn} ∈
Zp, a scale factor ρ, and a large number Γ ∈ Zq, q � p. It
also generates a key pair (pkE , skE) for a public-key encryp-
tion (PKE) algorithm. Finally, HI publishes PK= {Γ, pkE} and
keeps SK= {M0, . . . ,Mn, δ1, . . . , δn, ρ, skE} secret.

When PT registers at HI, it first needs to submit its iden-
tification information to HI through a secure communication
channel. Then, if PT is considered to be legal, it will receive
SK= {M0, . . . ,Mn, δ1, . . . , δn, ρ, skE}, and a disease index
table DT from HI; otherwise the patient is not allowed to access
the provided pre-diagnosis service.

Besides, in a bottom-up manner, a hierarchical index tree T
is built by HI in this phase to speed up the query efficiency. The
core idea of construction is to group similar medical records into
a cluster, and then group similar clusters into higher ones. We de-
note each node ofT asCh,d = {Ch,d,Σ

−1
h,d,�ch,d}, whereh is the

located level, d is the index at level h, Ch,d represents the cluster
stored in Ch,d, Σ−1

h,d represents the inverse of Ch,d’s covariance
matrix and �ch,d represents the center point of Ch,d. After HI
divides the stored medical records into K clusters through
an existing clustering algorithm which based on Mahalanobis
distance [22], [23], the K clusters can be regarded as the leaf
nodes of T , denoted as {C0,d = (C0,d,Σ

−1
0,d,�c0,d)|d ∈ [1,K]}.

Based on the K center points �c0,d, the Mahalanobis distance
(MD) between any two leaf nodes can be calculated. Then, the
most similar two clusters with the closest distance will be merged
into a new cluster, and their parent node will be formed by
calculating the canter point and the inverse of the covariance
matrix of the new cluster. Finally, T is constructed iteratively
until all leaf nodes are clustered into one root node, and all
elements in T are scaled into integers with ρ.

To clearly express the construction process, an example is
given in Fig. 3. Specifically, in the given example, the hierar-
chical index tree is constructed by recursively merging the two

Algorithm 4. NAIAD.NodeEnc.

closest clusters (the number of the merged clusters can be any
number in theoretical). Since the MD between C0,1 and C0,2

in the set {C0,1, C0,2, . . . , C0,6} is the closest, C0,1 and C0,2

are first merged into C1,1 = C0,1 ∪ C0,2 to form a new mode
C1,1. Then, based on the updated set {C1,1, C0,3, . . . , C0,6},
C1,2 = C0,3 ∪ C0,4 can be obtained by calculating the clos-
est MD again. Recursively, C1,3 = C0,5 ∪ C0,6, C2,1 = C1,1 ∪
C1,2, and C3,1 = C2,1 ∪ C1,3 can be generated in sequence.

B. Encrypted Index Tree Outsourcing

In this phase, HI encrypts the hierarchical index tree, and
outsources it to CS for providing PTs with medical pre-diagnosis
services.

At first, HI updates the non-leaf (h > 0) nodes Ch,d =
{Ch,d,Σ

−1
h,d,�ch,d} in T by following the principle: if the node

is a root node, replace it with ∅; otherwise, remove the cluster
Ch,d, and replace it with {Σ−1

h,d,�ch,d}.
Then, HI encrypts the non-leaf nodes (except root node) and

leaf nodes in two different methods.
• Non-Leaf nodes Encryption
For each non-leaf node Ch,d = {Σ−1

h,d,�ch,d} (h > 0), where
Σ−1

h,d ∈ Zn×n
p , �ch,d ∈ Zn

p , the encryption process is given in
Algorithm 4.
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Specifically, HI first extracts each column of matrix Σ−1
h,d,

and denotes theωth column as�σω = (σ1ω, σ2ω, . . . , σnω)
T , 1 ≤

ω ≤ n. Next, HI extends �σω to (n+ 2)-dimensional as

�Oω = (δω · σ1ω, . . . , δω · σnω, μω1, μω2)
T ,

where μω1 ∈ Zp, μω2 ∈ Zp are random numbers.
Then, with the invertible matrix Mω , public key Γ, and a

random integer noise vector�eω ∈ Zn+2
q (|max(�eω)| � Γ/(n+

2)), �σω can be encrypted into

E(�σω) = M−1
ω × (Γ · �Oω + �eTω ).

After that, HI runs SMDC.DataEnc to encrypt �ch,d. Specif-

ically, it computes c̃h,d = Σ−1
h,d�c

T
h,d = (c

(1)
h,d, . . . , c

(n)
h,d)

T , and
extends c̃h,d to (n+ 2)-dimensional as

�Ch,d = (−2 · c(1)h,d, . . . ,−2 · c(n)h,d,�ch,dΣ
−1
h,d�c

T
h,d, α

′),

where random number α′ ∈ Zp are same for different center
points.

Next, �ch,d is encrypted into

E(�ch,d) = M−1
0 × (Γ · �Ch,d + �eTh,d),

where �eh,d ∈ Zn+2
q is an integer noise vector, and satisfies

|max(�eh,d)| � Γ/(n+ 2).
As a result, each non-leaf node Ch,d (except the root node)

is encrypted into E(Ch,d) = {E(�σω)|nω=1, E(�ch,d)}.
• Leaf nodes Encryption
For each leaf node C0,d = {C0,d,Σ

−1
0,d,�c0,d} (0 ≤ d ≤ K),

where C0,d = {�sd1, . . . , �sdi, . . . , �sdld}, each �sdi ∈ Zn
p is a uni-

form vector and ld counts the number of medical records in
C0,d, HI first encrypts {Σ−1

0,d,�c0,d} into {E(�σω)|nω=1, E(�c0,d)}
by running NAIAD.NodeEnc. Then, for each �sdi stored in C0,d,
HI runs SMDC.DataEnc(�sdi,Σ

−1
0,d,M0,Γ) to encrypt it and

obtains E(�sdi).
Finally, the leaf node C0,d can be encrypted into E(C0,d),

which can be denoted as {E(�sdi)|ldi=1, E(�σω)|nω=1, E(�c0,d)}.
After encrypting all nodes of T (except the root node), HI

outsources the encrypted index tree E(T ) to CS. Notably, each
�sdi is associated with a disease label, and each label is encrypted
by PKE with pkE .

C. Trapdoor Generation

In this phase, PT encrypts its query request and sends the
trapdoor to CS.

At first, the registered PT scales its request vector into �q =
(q1, q2, . . . , qn) ∈ Zn

p with ρ, then it obtain E(�q) by running
SMDC.TrapGen(�q,M0,Γ), during the encryption process, the
chosen r = c · δ1δ2 · · · δn, c is an random positive integer, and
the integer noise vector satisfies |max(�eq)| � Γ/(n+ 2).

After that, PT multiplies �q by each qω, 1 ≤ ω ≤ n to obtain

�γω = qω · �q = (qω · q1, . . . , qω · qn) = (γω1, . . . , γωn),

and extends it to

�Υω =

(
r

δω
· γω1, . . . ,

r

δω
· γωn, νω1, νω2

)
,

where νω1 ∈ Zp, νω2 ∈ Zp are random numbers.

Next, �γω can be encrypted by

E(�γω) = (Γ · �Υω + �e ∗
ω)×Mω ,

where Γ is the public key, Mω are chosen from SK and �e ∗
ω , 1 ≤

ω ≤ n are different integer noise vectors randomly selected from
Zn+2

q , satisfying |max(�e ∗
ω)| � Γ/(n+ 2).

Finally, PT sends the trapdoor TD= {E(�γω)|nω=1, E(�q)} to
CS for online pre-diagnosis.

D. Privacy-Preserving Online Pre-Diagnosis

In this phase, CS first searches E(T ) to find the most similar
cluster to the query request, then returns the top-k similar
records’ encrypted labels for result reading.

Upon receiving a trapdoor TD from PT, CS searches E(T )
from the root node ∅ as follows:

1) CS compares the Mahalanobis distances from the trapdoor
to the encrypted center points stored in its two child nodes,
set E(Ch,d) to the more similar child node;

2) If E(Ch,d) is a parent node, return to 1); otherwise,
extracting the encrypted medical records from E(Ch,d),
where h = 0;

3) CS compares the Mahalanobis distances from the trapdoor
to the encrypted medical records, find the top-k similar
records, and output their corresponding encrypted labels.

Specifically, the similarity comparison in 1) is transformed
into the comparison of Eh,d, which can be calculated by the
following equations:

Eh,d =

⌈
Uh,d

Γ2

⌋
q

,

where Uh,d =

n∑
ω=1

E(�γω) · E(�σω) + E(�q) · E(�ch,d).

Meanwhile, the similarity comparison executed in 3) is
achieved by SMDC.DisComp. Thus, CS can find the top-k med-
ical records similar to the query request, and the corresponding
k encrypted labels will be returned to PT.

Finally, PT decrypts the received encrypted labels via skE
and obtains the diseases via disease labels and index table DT,
then it can evaluate its health status.

Correctness of NAIAD. It can be observed that the correct-
ness of NAIAD depends on two aspects: 1) the establishment
of Eh1,d1

≤ Eh2,d2
⇒ MD(�q,�ch1,d1

) ≤ MD(�q,�ch2,d2
), where

�ch1,d1
, �ch2,d2

represent the center points stored in the two child
nodes; 2) the correctness of SMDC. Due to 2) has been proven
in Section III-C, here, we are devoted to proving 1). For ease
of expression, h, d are considered as the universal characters of
h1, d1 and h2, d2. The detailed derivation process is given as
follows.

Proof. Firstly, expand Uh,d as

Uh,d =
n∑

ω=1

E(�γω) · E(�σω) + E(�q) · E(�ch,d)

=

n∑
ω=1

(Γ · �Υω + �e ∗
ω)×Mω ×M−1

ω × (Γ · �Oω + �eTω )
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+ (Γ · �Q+ �eq)×M0 ×M−1
0 × (Γ · �Ch,d + �eTh,d)

= Γ2 ·
(
�Q× �Ch,d +

n∑
ω=1

�Υω × �Oω

)
+Δ+Ψ,

Δ

Γ
= �Q× �eTh,d + �eq × �Ch,d +

n∑
ω=1

(
�Υω × �eTω + �e ∗

ω× �Oω

)
,

Ψ = �eq × �eTh,d +

n∑
ω=1

�e ∗
ω × �eTω .

Then, due to Eh,d =
⌈
Uh,d/Γ

2
⌋
q
, Eh,d can be calculated by

Eh,d = �Q× �Ch,d +

n∑
ω=1

�Υω × �Oω

= r · �ch,dΣ−1
h,d�c

T
h,d − 2r · �qΣ−1

h,d�c
T
h,d + α′β

+

n∑
ω=1

⎛
⎝νω1μω1 + νω2μω2 +

n∑
j=1

r · qω · qj · σjω

⎞
⎠

= r ·
(
�qΣ−1

h,d�q
T − 2 · �qΣ−1

h,d�c
T
h,d + �ch,dΣ

−1
h,d�c

T
h,d

)
+R

= r · MD(�q,�ch,d) +R,

R = α′β +
n∑

ω=1

(νω1μω1 + νω2μω2) .

Obviously, the following equation is established

Eh1,d1
− Eh2,d2

= r · [MD(�q,�ch1,d1
)− MD(�q,�ch2,d2

)] .

Considering that Γ � p, Γ � (n+ 2) · |max(�e)|, where �e ∈
{�e ∗

ω , �eω, �eq, �eh,d}, and r is a positive integer, 1) is must correct.
Consequently, the correctness of NAIAD is proved. �

V. SECURITY ANALYSIS

In this section, we first prove the security of METY and our
designed basic comparison method SMDC, then we demonstrate
that NAIAD can meet the privacy requirements listed in Sec-
tion II-C.

To achieve the similarity comparison function on ciphertexts,
both METY and SMDC have to leak the “closeness” and “equal-
ity” of encrypted distances, and the Size Pattern, Access Pattern
and Search Pattern are assumed to be disclosed by default [24].
Therefore, we adopt an optimal security notion called indis-
tinguishability under closeness-same-pattern chosen-plaintext
attack (IND-CLS-CPA) for SMDC, which is a natural relaxation
of the standard IND-CPA [25], [26]. IND-CLS-CPA is essen-
tially equivalent to KBA, but the new notion can help conduct
security analysis more formally, and it has been applied to many
searchable encryption schemes [27], [28], [29].

In this section, a leakage function L(S, �q) is first defined to
consider all possible leaks during the comparison (or query)
process, then we prove that METY and SMDC can achieve IND-
CLS-CPA record privacy and request privacy, finally the security
of NAIAD is analyzed based on SMDC.

A. Leakage Function

Essentially, both METY and SMDC can be regarded as
searchable encryption schemes. In the security definitions of
searchable encryption, leakage function can be defined as fol-
lows.

Definition 2. (Leakage Function L(S, �q)) Given a dataset
S and a request �q, the leakage function L(S, �q) consists of
three main parts: 1) Size Pattern, the total number of data
records in S, the request times of patients and the dimen-
sions of ciphertexts; 2) Access Pattern, the identifier of each
returned encrypted data record; 3) Search Pattern, whether a
comparison result is achieved by two trapdoors, even they are
different.

B. Security Analysis of METY

Based on L(S, �q), we first give the security definitions of
METY, and then analyze its security. Specifically, the privacy
protection of original data records �si|i∈[1,N ] and comparison
request �q can be decomposed into Record Privacy and Request
Privacy, and they strictly follow IND-CLS-CPA.

Definition 3. (IND-CLS-CPA Record Privacy) To capture
the IND-CLS-CPA record privacy of METY, a security game
between an adversary A and a challenger C is defined as:

Initial: A selects two scaled databases S0 = {�s0,1, �s0,2,
. . . , �s0,N}, S1 = {�s1,1, �s1,2, . . . , �s1,N}, and {Sb,Σ

−1
Sb
}b∈{0,1}

are sent to C.
Setup: C runs METY.KeyGen(1λ) to generate private key sk,

and public key pk.
Phase 1: A submits a number of adaptive chosen databases

and requests to C for encryption:
� Database encryption (METY.DataEnc): On the jth

database encryption, A selects a scaled dataset S′
j =

{�s′j,1, . . . , �s′j,N} and sends S′
j to C. C will answer it

with encrypted database E(S′
j) by METY.DataEnc(S′

j ,
sk, pk).

� Request encryption (METY.TrapGen): On the jth request
encryption,A selects a scaled request �qj and sends it to C. C
will answer it with trapdoor E(�qj) by METY.TrapGen(�qj ,
sk, pk), where �qj should meet the following conditions
simultaneously.
1) L(S0, �qj) = L(S1, �qj);
2) For 1 ≤ i ≤ N , �s0,i and �s1,i are included in the top-k

records similar to �qj in the same order, or neither of
them are in, where 1 ≤ k ≤ N .

Challenge: WithS0 andS1 received in phase Initial, C throws
a coin to decide b = 0 or b = 1, then returns E(Sb) to A by
METY.DataEnc(Sb, sk, pk).

Phase 2: Same as Phase 1, A continues to choose a number
of adaptive databases and requests subjected to the same condi-
tions, and submit them to C for responses.

Guess: A takes a guess b′ of b.
Denote the advantage of any probabilistic polynomial time

(PPT) adversary A in guessing b′ = b in the game above
as AdvIND-CLS-CPA-Record

METY,A , METY is said to be IND-CLS-CPA
record privacy iff the advantage is negligible.

Authorized licensed use limited to: University of Waterloo. Downloaded on February 17,2026 at 22:45:54 UTC from IEEE Xplore.  Restrictions apply. 



868 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 21, NO. 2, MARCH/APRIL 2024

Theorem 1. METY achieves IND-CLS-CPA record privacy
under the above-defined game.

Proof. The security game defined in Definition 3 is exploited
to analyze the security of METY.

Initial: A selects two scaled databases S0 = {�s0,1, �s0,2,
. . . , �s0,N}, S1 = {�s1,1, �s1,2, . . . , �s1,N}, and {Sb,Σ

−1
Sb
}b∈{0,1}

are sent to C, note that the dimension of each �sb,i is n.
Setup:C runs METY.KeyGen(1λ) to generate private key sk =

{M,M−1}, and public key pk = Γ.
Phase 1: A submits a number of adaptive chosen databases

and requests to C for encryption:
� Database encryption (METY.DataEnc): On the jth

database encryption, A first selects a scaled database
S′

j = {�s′j,1, . . . , �s′j,N}, and sends S′
j to C. C will answer

it with encrypted database E(S′
j) = {E(�s′j,i)|Ni=1} by

METY.DataEnc(S′
j , sk, pk), where each record �s′j,i in

S′
j is encrypted to E(�s′j,i) = (Γ · �S ′

j,i + �e′j,i)×M, and

each �S ′
j,i = (�s′

T

j,i︸︷︷︸
n

,− 1
2

∑n
k=1 s

2
ik, β1, . . . , βn−1︸ ︷︷ ︸

n−1

), �e′j,i is a

random integer noise vector.
� Request encryption (METY.TrapGen): On the jth

request encryption, A selects a scaled n-dimensional
request vector �qj and sends it to C. C answers
it with trapdoor E(�qj) = M−1 × (Γ · �QT + �eTq )
by running METY.TrapGen(�qj , sk, pk), where
�Q = (r · �qj︸︷︷︸

n

, r, α1, . . . , αn−1︸ ︷︷ ︸
n−1

), and �eq is a random integer

noise vector. Besides, �qj also should meet the following
conditions simultaneously.
1) L(S0, �qj) = L(S1, �qj);
2) For 1 ≤ i ≤ N , �s0,i and �s1,i are included in the top-k

records similar to �qj in the same order, or neither of
them are in, where 1 ≤ k ≤ N .

Challenge: WithS0 andS1 received in phase Initial, C throws
a coin to decide b = 0 or b = 1, then returns E(Sb) to A by
METY.DataEnc(Sb, sk, pk).

Phase 2: Same as Phase 1, A continues to choose a number
of adaptive databases and requests subjected to the same condi-
tions, and submits them to C for responses.

Guess: A takes a guess b′ of b.
The PPT adversary A can access the data record encryption

algorithm METY.DataEnc to obtain the plaintext-ciphertext
pairs (S′

j , E(S′
j)) on jth database encryption. Specifically,

E(�s′j,i|i∈[1,N ]) is equal to (Γ · �S ′
j,i +

�e′j,i)×M, where Γ ∈
Zq is a random number, �e′j,i ∈ Z2n

q is a random integer
noise vector, M ∈ R2n×2n

q is a random invertible matrix,

and �S ′
j,i ∈ Z2n

p is a vector extended by �s′j,i (q � p). Since

Γ is the public key, A can obtain E(�s′j,i)/Γ = �S ′
j,i ×M+

(�e′j,i ×M)/Γ. Under the random perturbation of the ran-
dom noise vector �e′j,i ∈ Z2n

q and the random matrix M ∈
R2n×2n

q , it is impossible for A to recover �s′j,i from E(�s′j,i)/Γ.
Meanwhile, Independent Component Analysis (ICA) technique,
which can successfully attack another matrix encryption scheme
named ASPE under ciphertext-only attack [30], also cannot

effectively attack METY because E(�s′j,i) contain extra (�e′j,i ×
M)/Γ. With the extra noise, A cannot represent the ciphertexts
by linearly combining {− 1

2

∑n
k=1 s

2
ik, sik|k ∈ [1, n]}, then it

cannot use ICA technique to attack METY. Besides, given
the comparison request �qj and two data records �s′j,a, �s′j,b,
an equation Compa − Compb = − r

2 (‖�s′j,a − �qj‖2 − ‖�s′j,b −
�qj‖2) can be constructed, i.e., A can launch a linear analysis
attack [31]. However, due to the existence of the random number
r, the linear analysis attack is not feasible in METY, and the
details can refer to [32], [33]. In conclusion, without these
unknown elements,A cannot recover the data record encryption,
and cannot distinguish�s0,i and�s1,i. Considering there areN dif-
ferent ciphertexts inE(S0) andE(S1) respectively, the number
increases the difficulty of distinguishing S0 and S1. In other
words, the probability of AdvIND-CLS-CPA-Record

METY,A is negligible.�
Definition 4. (IND-CLS-CPA Request Privacy) To capture

the IND-CLS-CPA request privacy of METY over security
parameter λ, a security game between an adversary A and a
challenger C is defined as:

Initial: A sends two scaled request vectors �q0 and �q1 of the
same dimension to C.

Setup: C runs METY.KeyGen(1λ) to generate private key sk,
and public key pk.

Phase 1: A submits a number of adaptive chosen databases
and requests to C for encryption:
� Database encryption (METY.DataEnc): On the jth

database encryption, A selects a scaled database Sj =
{�sj,1, . . . , �sj,N}, and sends it to C. C will answer it with
encrypted dataset E(Sj) by running METY.DataEnc(Sj ,
sk, pk), where Sj should meet the following conditions
simultaneously.
1) L(Sj , �q0) = L(Sj , �q1);
2) For 1 ≤ i ≤ N , �sj,i is included in the top-k records

similar to �q0 and �q1 in the same order, or it is not in the
top-k records, where 1 ≤ k ≤ N .

� Request encryption (METY.TrapGen): On the jth request
encryption, A selects a scaled request �q′j and sends it

to C. C will answer it with trapdoor E(�q′j) by executing

METY.TrapGen(�q′j , sk, pk).
Challenge: With �q0 and �q1 received in phase Initial, C throws

a coin to decide b = 0 or b = 1, then returns E(�qb) to A by
METY.TrapGen(�qb, sk, pk).

Phase 2: Same as Phase 1, A continues to choose a number
of adaptive databases and requests subjected to the same condi-
tions, and submit them to C for responses.

Guess: A takes a guess b′ of b.
Denote the advantage of any probabilistic polynomial time

(PPT) adversary A in guessing b′ = b in the game above as
AdvIND-CLS-CPA-Request

METY,A , METY is said to be IND-CLS-CPA
request privacy iff the advantage is negligible.

Theorem 2. METY achieves IND-CLS-CPA request privacy
under the above-defined game.

Proof. The trapdoor is generated in a similar way to gen-
erating encrypted data records, thus the security analysis of
IND-CLS-CPA request privacy can be proved as in Theorem 1.
For simplicity, here we omit the detailed proof process. �
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C. Security Analysis of SMDC

In this subsection, we first give the security definitions of
SMDC based on L(S, �q), and then analyze the security of
SMDC. Similar to METY, we still denote the privacy protection
of data records and comparison request as Record Privacy and
Request Privacy and strictly follow the definition of IND-CLS-
CPA.

Definition 5. (IND-CLS-CPA Record Privacy) To capture
the IND-CLS-CPA record privacy of SMDC, a security game
between an adversary A and a challenger C is defined as:

Initial: A first selects two scaled databases S0 = {�s0,1, �s0,2,
. . . , �s0,N}, S1 = {�s1,1, �s1,2, . . . , �s1,N} of the same size, then
computes and scales the inverse of their covariance matrices
Σ−1

S0
, Σ−1

S1
. Finally, A sends {Sb,Σ

−1
Sb
}b∈{0,1} to C.

Setup: C runs SMDC.KeyGen(1λ) to generate private key sk,
and public key pk.

Phase 1: A submits a number of adaptive chosen databases
and requests to C for encryption:
� Database encryption (SMDC.DataEnc): On the jth

database encryption, A selects a scaled dataset S′
j =

{�s′j,1, . . . , �s′j,N}, computes and scales its inverse of co-
variance matrices Σ−1

S′
j
, then sends {S′

j ,Σ
−1
S′

j
} to C. C

will answer it with encrypted database E(S′
j) by running

SMDC.DataEnc(S′
j , Σ−1

S′
j
, sk, pk).

� Request encryption (SMDC.TrapGen): On the jth request
encryption, A selects a scaled request �qj and sends it
to C. C will answer it with trapdoor E(�qj) by running
SMDC.TrapGen(�qj , sk, pk), where �qj should meet the fol-
lowing conditions simultaneously.
1) L(S0, �qj) = L(S1, �qj);
2) For 1 ≤ i ≤ N , �s0,i and �s1,i are included in the top-k

records similar to �qj in the same order, or neither of
them are in, where 1 ≤ k ≤ N .

Challenge: With {S0,Σ
−1
S0

} and {S1,Σ
−1
S1

} received in phase
Initial, C throws a coin to decide b = 0 or b = 1, then returns
E(Sb) to A by SMDC.DataEnc(Sb, Σ−1

Sb
, sk, pk).

Phase 2: Same as Phase 1, A continues to choose a number
of adaptive databases and requests subjected to the same condi-
tions, and submit them to C for responses.

Guess: A takes a guess b′ of b.
Denote the advantage of any probabilistic polynomial time

(PPT) adversary A in guessing b′ = b in the game above
as AdvIND-CLS-CPA-Record

SMDC,A , SMDC is said to be IND-CLS-CPA
record privacy iff the advantage is negligible.

Theorem 3. SMDC achieves IND-CLS-CPA record privacy
under the above-defined game.

Proof. The security game defined in Definition 5 is exploited
to analyze the security of our designed comparison method
SMDC.

Initial: A first selects two scaled databases S0 = {�s0,1,
�s0,2, . . . , �s0,N}, S1 = {�s1,1, �s1,2, . . . , �s1,N} of the same size,
then computes and scales the inverse of their covariance matrices
Σ−1

S0
, Σ−1

S1
. Finally, A sends {Sb,Σ

−1
Sb
}b∈{0,1} to C, note that the

dimension of each �sb,i is n.
Setup: C runs SMDC.KeyGen(1λ) to generate private key

sk = M, and public key pk = Γ.

Phase 1: A submits a number of adaptive chosen databases
and requests to C for encryption:
� Database encryption (SMDC.DataEnc): On the jth

database encryption, A first selects a scaled database
S′

j = {�s′j,1, . . . , �s′j,N}, then computes and scales its
inverse of covariance matrices Σ−1

S′
j
. Finally, it sends

{S′
j ,Σ

−1
S′

j
} to C. C will answer it with encrypted database

E(S′
j) = {E(�s′j,i)|Ni=1} by SMDC.DataEnc(S′

j , Σ−1
S′

j
,

sk, pk), where each record �s′j,i in S′
j is encrypted

to E(�s′j,i) = M−1 × (Γ · �S ′
j,i + �e′

T

j,i), and each �S ′
j,i =

(−2 · Σ−1
S′

j

�s′
T

j,i︸ ︷︷ ︸
n

, �s′j,iΣ
−1
S′

j

�s′
T

j,i︸ ︷︷ ︸
1

, α)T , �e′
T

j,i is a random inte-

ger noise vector.
� Request encryption (SMDC.TrapGen): On the jth re-

quest encryption, A selects a scaled n-dimensional
request vector �qj and sends it to C. C answers it
with trapdoor E(�qj) = (Γ · �Q+ �eq)×M by running
SMDC.TrapGen(�qj , sk, pk), where �Q = (r · �qj︸︷︷︸

n

, r, β), and

�eq is a random integer noise vector. Besides, �qj also should
meet the following conditions simultaneously.
1) L(S0, �qj) = L(S1, �qj);
2) For 1 ≤ i ≤ N , �s0,i and �s1,i are included in the top-k

records similar to �qj in the same order, or neither of
them are in, where 1 ≤ k ≤ N .

Challenge: With {S0,Σ
−1
S0

} and {S1,Σ
−1
S1

} received in phase
Initial, C throws a coin to decide b = 0 or b = 1, then returns
E(Sb) to A by SMDC.DataEnc(Sb, Σ−1

Sb
, sk, pk).

Phase 2: Same as Phase 1, A continues to choose a number
of adaptive databases and requests subjected to the same condi-
tions, and submits them to C for responses.

Guess: A takes a guess b′ of b.
The PPT adversary A can access the data record encryption

algorithm SMDC.DataEnc to obtain the plaintext-ciphertext
pairs (S′

j , E(S′
j)) on jth database encryption. However, the

adversary does not know the private key M, the random number
α and the random integer noise vectors �e′j,i, 1 ≤ i ≤ N . There-
fore, according to each pair (�s′j,i, E(�s′j,i)) in (S′

j , E(S′
j)), A

can only construct (n+ 2) dot products of (n+ 2)-dimensional
vectors like [20]. Meanwhile, the encrypted record E(�s′j,i) =

M−1 × (Γ · �S ′
j,i + �e′

T

j,i) can be represented as M̃ × �S ′
j,i +

ẽ′
T

j,i, where M̃ = Γ · M−1 is a random matrix, �S ′
j,i is a vector

included a random number α and ẽ′
T

j,i is a random integer
noise vector. According to the security analysis of METY, we
can know that recovering �s′j,i from E(�s′j,i) through signal
processing and linear analysis attack is impossible. If it is
impossible to recover the owner’s records directly from their
ciphertexts, recovering M, α and �e′j,i is also difficult for A.
Without these unknown elements, A cannot distinguish �s0,i
and �s1,i, and N different ciphertexts respectively in E(S0)
and E(S1) increases the difficulty of distinguishing S0 and
S1. As a result, the probability of AdvIND-CLS-CPA-Record

SMDC,A is
negligible. �
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Definition 6. (IND-CLS-CPA Request Privacy) To capture
the IND-CLS-CPA request privacy of SMDC over security
parameter λ, a security game between an adversary A and a
challenger C can be defined like the game in Definition 4. To
avoid repetition, the details are omitted here.

Denote the advantage of any probabilistic polynomial time
(PPT) adversary A in guessing the coin in the game above
as AdvIND-CLS-CPA-Request

SMDC,A , SMDC is said to be IND-CLS-CPA
request privacy iff the advantage is negligible.

Theorem 4. SMDC achieves IND-CLS-CPA request privacy
under the above-defined game.

Proof. Since the trapdoor is generated in a similar way to
generating encrypted data records, thus the security analysis
of IND-CLS-CPA request privacy can refer to the proof of
Theorem 3. �

D. Security Analysis of NAIAD

In NAIAD, the confidentiality of pre-diagnostic results can
be achieved through PKE algorithm and the disease index table
DT. By PKE, the same labels associated with different medical
records can be encrypted into different ciphertexts, thus without
skE and DT, no one can read the returned labels and the final
pre-diagnostic result. Therefore, we focus on the privacy of T ’s
indexes and query requests, as well as the trapdoor unlinkability
in this subsection.

Theorem 5. NAIAD is secure under IND-CLS-CPA, iff
SMDC is secure under IND-CLS-CPA.

Proof. We prove the security of NAIAD by proving that
NAIAD can achieve IND-CLS-CPA index privacy and request
privacy.

Index privacy. In NAIAD, a hierarchical index tree T
is constructed over the medical database, and the indexes
include non-leaf nodes {Σ−1

h,d,�ch,d}(h > 0) and leaf nodes
{C0,d,Σ

−1
0,d,�c0,d}. Obviously, the indexes consist of clusters

C0,d and center points with the inverse of covariance matrices
{Σ−1

h,d,�ch,d}(h ≥ 0). Since each cluster C0,d is encrypted by
SMDC.DataEnc and the record privacy of SMDC has been
proven in Theorem 3, the security of SMDC can prevent an
adversary from obtaining any medical records stored in the
clusters. Moreover, each center point with covariance matrix
{Σ−1

h,d,�ch,d}(h ≥ 0) is encrypted by NAIAD.NodeEnc. Consid-
ering that the used private keys Mω|1≤ω≤n, δω|1≤ω≤n, random
numbers μω1, μω2, α

′, and the random integer noise vectors
�eh,d, �eω|1≤ω≤n make recovering {Σ−1

h,d,�ch,d} from ciphertexts
into difficult linear equation solving problems, the essence
of this encryption algorithm NAIAD.NodeEnc is the same as
SMDC.DataEnc. Thus, when SMDC achieves IND-CLS-CPA
record privacy, NAIAD can also achieve IND-CLS-CPA index
privacy.

Request privacy. In NAIAD, a trapdoor (i.e., encrypted query
request) consists of E(�q) and E(�γω)|nω=1. Specifically, E(�q)
is achieved by SMDC.TrapGen, thus the security of SMDC can
guarantee the security ofE(�q). AndE(�γω|1≤ω≤n) is obtained by
encrypting qω · �q, where qω is the ωth element in �q. To prevent
this operation leaks the content of request vector, n integers
δω|1≤ω≤n are introduced to randomized qω · �q, then they are

encrypted by the same way as SMDC.TrapGen. Thus, when
SMDC achieves IND-CLS-CPA request privacy, NAIAD can
also achieve IND-CLS-CPA request privacy.

As mentioned above, the security of NAIAD can be proven.�
Theorem 6. NAIAD achieves trapdoor unlinkability among

different encrypted query requests.
Proof. When a legal patient wants to submit a query request

�q, it first needs to be encrypted into {E(�γω)|nω=1, E(�q)}:

E(�γω) = (Γ · �Υω + �e ∗
ω)×Mω ,

E(�q) = (Γ · �Q+ �eq)×M0.

Since the (n+ 1) unknown random noise vector �e∗ω|1≤ω≤n and
�eq selected by each request are different, the trapdoor generated
each time is different even for the same query request. Moreover,
when extending �q to �Υω|1≤ω≤n and �Q, a total of (2n+ 1)
random numbers are introduced, which further ensures that the
generated trapdoors from the same query request will not be
same. Therefore, it is computationally infeasible for a cloud
server to determine whether two trapdoors are generated from
the same request. That means, NAIAD can achieve trapdoor
unlinkability among different encrypted query requests. �

VI. PERFORMANCE EVALUATION

In this section, we demonstrate the performance of SMDC
and NAIAD from two perspectives of theoretical analysis and
experimental evaluations, and make some comparisons with the
popular pre-diagnostic models and the state-of-the-art similar
work in terms of accuracy and efficiency.

A. Theoretical Analysis

The complexity comparison of SMDC, NAIAD with PMDC,
TAMMIE proposed in [15] is given in Table II. Specifically,
SMDC and PMDC achieve privacy-preserving Mahalanobis
distance comparison under the same covariance matrix; while
NAIAD and TAMMIE securely compare Mahalanobis distances
under different covariance matrices. The comparison consists
of three main phases: DataEnc, TrapGen and DisComp. In
addition, the assumption and nations used in this subsection
are given as follows: there is only one non-revoked HI and PT;
N is the size of the database; n is the dimension of the data,
no = n+ 1 and nt = n+ 2; K is the number of clusters; NC

is the number of data stored in the chosen cluster; NT is the
number of nodes consist of a hierarchical index tree T ; and NR

is the number of nodes retrieved on T . For expression simplicity,
we will ignore the computational overhead of the calculations
that need to be performed in all four schemes, e.g, sorting. We
conduct the theoretical analysis from computational complexity
and communication complexity.

Computational complexity. Denoting the computational com-
plexity of n-dimensional vector inner product as O(n), then
O(n2) can represent the multiplication computational com-
plexity of an n× n-dimensional matrix and an n-dimensional
vector, O(n3) can represent the multiplication computational
complexity of two n× n-dimensional matrices. In PMDC, each
vector is expanded to nt dimensions and encrypted into two
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TABLE II
COMPLEXITY COMPARISON OF VARIOUS SCHEMES

parts by a total of six matrix multiplications, thus the computa-
tional complexity of DataEnc and TrapGen are O(6N · n3

t ) and
O(6 · n3

t ) respectively. In Discomp, the trace of a matrix ob-
tained by multiplying two nt × nt-dimensional matrices needs
to be computed 2˜N times, and computing such a trace is
equivalent to computing the inner product of twont-dimensional
vectors nt times, thus the computational complexity of Discomp
is O(2N · n2

t ). Different from PMDC, the encryption of vectors
in SMDC is realized by the multiplication of an nt-dimensional
vector and an nt × nt-dimensional matrix, the distance com-
parisons are realized by computing the inner product of two
nt-dimensional vectors N times. Therefore, the computational
complexity of DataEnc, TrapGen and Discomp in SMDC are
O(N · n2

t ), O(n2
t ) and O(N · nt) in respective. Compared with

PMDC, TAMMIE also clusters the similar data into K clus-
ters to improve the query efficiency, the covariance matrices
of the K clusters are different. To compare the Mahalanobis
distances over ciphertexts under different covariance matrices,
apart from the basic encryption operations, TAMMIE performs
extra 9˜K matrix multiplications for covariance matrices and
extra 3˜K matrix multiplications for a request vector. Besides,
the distance comparison over the cluster centers also requires
3˜K calculations for matrix trace. Therefore, the computational
complexity of DataEnc, TrapGen and Discomp in TAMMIE are
O((6N + 9˜K)n3

t ), O((3K + 6)n3
t ) and O((3K + 2NC)n

2
t )

respectively. In NAIAD, a hierarchical index tree T is con-
structed over the K clusters, except for the vectors stored in
the dataset, T also contains NT center points, to encrypt these
center points, NT · no vector-matrix multiplications need to be
performed. And the request is encrypted no times as in SMDC.
When retrieving T , the computation with each retrieved node
requires extra no inner products compared with Discomp in
SMDC. Therefore, the computational complexity of DataEnc,
TrapGen and Discomp in NAIAD are O([N + noNT ]n

2
t ),

O(non
2
t ) and O([noNR +NC ]nt) in respective.

Communication complexity. Assuming that the communica-
tion complexity of an n-dimensional vector is O(n), and the
communication complexity of an n× n-dimensional matrix is
O(n2). In PMDC and SMDC, each original vector is encrypted
into two nt × nt-dimensional matrices and one nt-dimensional
vector respectively, and the result of distance comparison is
returned, thus the communication complexity of DataEnc, Trap-
Gen, Discomp in PMDC and SMDC are O(2˜Nn2

t ), O(2n2
t ),

O(N) and O(Nnt), O(nt), O(N) respectively. Due to the
introduction of clusters and tree, TAMMIE and NAIAD require
additional communication overhead. Specifically, in TAMMIE,
the cluster centers are encrypted into three parts, each part is

an nt × nt-dimensional matrix, and the request is encrypted
into K + 2 matrices to calculate with different cluster centers.
Therefore, the communication complexity of DataEnc and Trap-
Gen are O((2N + 3˜K)n2

t ) and O((K + 2)n2
t ) in respective.

In NAIAD, the cluster centers in T and request are all encrypted
into no nt-dimensional vectors, thus the communication com-
plexity of DataEnc and TrapGen are O([N + noNT ]nt) and
O(nont) in respective. Since TAMMIE and NAIAD will return
top-k similar vectors to a query request, their communication
complexity of DisComp are both O(k).

B. Experimental Evaluations

In order to measure the integrated performance, we implement
SMDC and NAIAD with Python on a computer with 2.3 GHz
Intel i5 four-core processor, 8 GB memory, and macOS High
Sierra system. Specifically, the parameters used in our pro-
posed scheme are set as ρ = 1000, |p| = 20bits, |q| = 30bits,
n varies from 8 to 128 in the tests, where | · | denotes the bit
length, |q| = |p|+ 10 can ensure the correctness and security
(the security can be further improved by increasing the bit length
and extending n by padding random numbers). The evaluations
for accuracy are conducted on five real-world datasets chosen
from UCI machine learning repository [34], and the evaluations
for efficiency are conducted on a randomly generated synthetic
dataset. The datasets used are described in detail below.
� Real-world datasets. 1) HCV consists of 615 HCV medical

records with 13 attributes and 5 diagnoses; 2) Breast con-
sists of 569 breast cancer medical records with 30 attributes
and 2 diagnoses; 3) HEART consists of 303 heart disease
medical records with 13 attributes and 2 diagnoses; 4)
HEARTF consists of 299 heart failure medical records with
12 attributes and 2 diagnoses; 5) OBESITY consists of 2111
obesity medical records with 16 attributes and 6 diagnoses.

� Synthetic dataset. The synthetic dataset is randomly gener-
ated and contains 100000 vectors with different dimensions
ranging from 8 to 128. It mainly used to test how different
factors affect the efficiency of SMDC, NAIAD, PMDC and
TAMMIE.

1) Accuracy: To test the accuracy of our proposed schemes,
we randomly divide each of the five real-world datasets into two
partitions, 70% is the training set and 30% is the testing set.
SMDC and NAIAD are constructed using the same similarity
metric, Mahalanobis distance (MD), and SMDC can be regarded
as a scheme for finding top-k similar records on one cluster.
Therefore, we denote the pre-diagnostic model used in SMDC
and NAIAD as MD-based. Specifically, MD-based model first
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Fig. 4. Average computational cost of SMDC, NAIAD, PMDC and TAMMIE (test 1000 times), where w = 104.

TABLE III
ACCURACY OF DIFFERENT PRE-DIAGNOSTIC MODEL

groups the similar medical records into a cluster, then calculates
each cluster’s covariance matrix and center point, the diagnosis
is determined by the labels of the top-k similar medical records in
the closest cluster. Furthermore, with the same training and test-
ing sets, we also evaluate the accuracy of some popular machine
learning classifiers in medical pre-diagnosis, namely, Naïve
Bayesian (NB), euclidean distance based k-Nearest Neighbors
(kNN) and Support Vector Machine (SVM).

Table III shows the accuracy of different pre-diagnostic mod-
els over different medical datasets, it can be observed that the
MD-based model used in our proposed schemes consistently
performs well. Although linear SVM performs better in Breast
and HEARTF, its training process is more complicated than that
of MD-based. Consequently, SMDC and NAIAD can achieve a
high accuracy pre-diagnosis with a simple model.

2) Efficiency: The synthetic dataset is used in this subsection
to conduct comparison experiments with PMDC and TAMMIE.
Specifically, the comparison consists of three phases: DataEnc,
TrapGen and Diacomp. And compared with TAMMIE, NAIAD
takes extra time to construct T , this is one-time consuming, we
denote it as INIT and test it in DataEnc phase. Moreover, learning
from the analysis in Section VI-A, the computational cost of
SMDC and PMDC is mainly affected by the size of the database
N and the dimension of the data n, while the computational
cost of NAIAD and TAMMIE is also affected by the number of
clusters K.

DataEnc. Taking different influencing factors (i.e., N , n
and K) into consideration, Fig. 4(a), (b), and (c) respectively
describe the average running time of DataEnc varying with

them. Both n and K are set to 64, when N ranges from 20000 to
100000, the running time of DataEnc in SMDC, PMDC, NAIAD
and TAMMIE all increases linearly as shown in Fig. 4(a). Given
N = 60000, K = 64, Fig. 4(b) is depicted with n from 8 to 128.
As n increases, it is easy to observe that the running time in all
schemes increases. In Fig. 4(c), we set N = 60000, n = 64,
varying K from 8 to 128, we can see that the larger K is,
the longer the running time of NAIAD and TAMMIE will be.
This is because more nodes and clusters appearing in T require
more encryption operations. From Fig. 4(a), (b), and (c), we can
observe that the maximum running time of SMDC is 3.8511 s
while that of PMDC is 70.3047 s and the maximum running time
of NAIAD is 4.1113 s while that of TAMMIE is 76.2015 s. It
is obvious that SMDC performs better than PMDC and NAIAD
performs better than TAMMIE. Although INIT brings extra
overhead to NAIAD, and the overhead increases varying with
the increase of N , n and K, it only runs one-time and costs only
up to 2.0071 s.

TrapGen. Since the computational cost of TrapGen is only
affected by n and K, we draw Fig. 4(d) and Fig. 4(e) with N =
60000. GivenK = 64, Fig. 4(d) is depicted withn from 8 to 128,
due to the encryption matrix becomes larger with the increase of
n, the running time in all schemes grows when n grows. When
n is set to 64, K ranges from 8 to 128, Fig. 4(e) shows that
NAIAD is not influenced, but the speed of TrapGen in TAMMIE
is reduced with the increase of K. In this phase, the running
time of SMDC and NAIAD is at most 0.0603 ms and 1.2519 ms
respectively, which is still faster than PMDC and TAMMIE (up
to 1.0820 ms and 1.4477 ms, respectively), and is only affected
by n.

Diacomp. Figs. 4(f), (g), and (h) depict the computational cost
of DisComp varying with N , n and K respectively. In Fig. 4(f),
n andK are set to 64,N ranges from 20000 to 100000, the figure
shows that the running time of DisComp linearly grows with the
increase of N since more similarity calculations are required
for finding top-k medical records. When N is set to 60000, K
is set to 64, Fig. 4(g) draws the running time of all schemes
grows with n ranges from 8 to 128. This is because higher
dimensions result in higher complexity matrix multiplications.
In Fig. 4(h), we set N = 60000, n = 64, varying K from 8 to
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128, we can see that the running time of NAIAD and TAMMIE
decreases with the increase of K because of the narrowing of
the retrieval range. From Fig. 4(g) and (h), we can see that the
maximum running time of SMDC and PMDC are 1.1268 s and
117.0700 s respectively, it is obvious that SMDC performs better
in the basic comparison methods. Meanwhile, the maximum
running time of NAIAD and TAMMIE are 0.0579 s and 0.0941 s
respectively, which shows the introduction of the hierarchical
index tree further improves the retrieval efficiency. Therefore,
when the medical pre-diagnosis scheme is applied in practice,
NAIAD has better advantages in terms of efficiency.

VII. RELATED WORK

In this section, we briefly review the related work from the
perspective of privacy-preserving medical pre-diagnosis and
applications of Mahalanobis distance classification.

Privacy-preserving medical pre-diagnosis. With the develop-
ment of cloud computing, the medical pre-diagnosis services
tend to be provided by one or more cloud servers, and the
protection of sensitive data has been taken into considera-
tion. Specifically, based on the Paillier cryptosystem [35], Bost
et al. designed three secure classification protocols to achieve
privacy-preserving disease prediction over several real medical
datasets [36]. Similarly, benefiting from the additive homo-
morphism property, Liu et al. proposed a privacy-preserving
patient-centric clinical decision support system based on Naïve
Bayesian classification, which can help clinician complementary
to diagnose the risk of patients’ disease in a secure way [37];
and Hua et al. achieved precise and privacy-preserving pre-
diagnosis services by outsourcing an encrypted skyline [38]
pre-diagnostic model [10]. The security of all the above schemes
are guaranteed by homomorphic encryption. By introducing
random masking and polynomial aggregation techniques [39]
into online medical services, Zhu et al. proposed two efficient
and privacy-preserving pre-diagnosis schemes based on non-
linear SVM and ML-kNN [7], [11]. Meanwhile, Zhang et al.
utilized random vectors and matrices to enable the encrypted
medical records can be handled and trained directly on the cloud
server via SLP [40] algorithm [41]. Wang et al. also employed
matrix encryption to the Naïve Bayesian classifier and decision
tree classifier [9], which can provide online pre-diagnosis by
searching similar records without leaking original data. Besides,
Ma et al. proposed a lightweight privacy-preserving medical
diagnosis scheme in edge computing called LPME, which can
reduce transmission latency and provide real-time services over
ciphertexts [42]. Sun et al. applied ELGamal Digital Signature
to realize secure search of past case-database, which greatly
increases the timeliness of information acquisition and meets
high-speed information sharing requirements [43]. Recently,
taking the privacy of data structure into consideration, Zhang
et al. proposed a privacy-preserving decision tree evaluation
scheme for medical diagnosis by utilizing the elementary ma-
trix, monotonically increasing and one-way function [44]. The
core of privacy-preserving medical pre-diagnosis is to compute
similarity securely, and the above-mentioned schemes focus
on simple dimension independent similarity metrics. Consid-
ering the relationship between the feature of each dimension,

Zhang et al. presented a privacy-preserving disease diagnosis
scheme based on dual cloud model and homomorphic encryption
techniques [45], [46], and they adopted Mahalanobis distance
evaluation model that shows better accuracy. However, they do
not consider the model privacy as the parameters are owned by
cloud servers [14].

Applications of Mahalanobis distance classification. Maha-
lanobis distance takes into account unequal variances and cor-
relations between features, and excels at classifying dimension
related datasets. Xiang et al. applied Mahalanobis distance to
data clustering, interactive natural image segmentation and face
pose estimation, their proposed scheme achieved significant
progress compared to using euclidean distance [47]. Roth et al.
demonstrated that Mahalanobis metric learning can yield quite
good classification results in the context of single-shot person
re-identification [48]. In the medical field, Wei et al. presented a
two-step content-based image retrieval scheme for computer-
aided diagnosis of lung nodules, and Mahalanobis distance
is used to preserve the semantic relevance of extracted vec-
tors [49]. Moreover, Sarmadi et al. proposed a novel ensemble
learning-based method for structural health monitoring three
kinds of Mahalanobis distance metrics. The proposed method
highly succeeds in detecting damage [50]. Furthermore, By
combining automatic adaptive feature extraction with Maha-
lanobis distance classification criterion, Sun et al. presented a
novel system for more accurate diagnosis of heart diseases [51].
All of the above Mahalanobis distance based schemes are de-
signed over plaintext. To avoid leaking sensitive information,
recently some privacy-preserving Mahalanobis distance com-
parsion schemes [14], [52], [53] also have been proposed by
introducing different homomorphic encryption algorithms (e.g.,
labeled-homomorphic encryption [54]).

VIII. CONCLUSION

In this article, we have proposed a privacy-preserving cloud-
assisted medical pre-diagnosis scheme named NAIAD. NA-
IAD can provide patients with high-accurate pre-diagnosis ser-
vices while avoiding complex machine learning classifiers and
heavy encryption calculations. Moreover, the designed secure
Mahalanobis-distances similarity comparison methods under
the same covariance matrix and different covariance matrices
are generic. They can be easily adapted to other secure sim-
ilarity comparison scenarios (e.g., image retrieval, fingerprint
recognition) to improve the accuracy. For the future work, under
the premise of maintaining efficiency and precision, we will
investigate the dual cloud model, which can support lightweight
and robust encryption techniques against stronger attacks, such
as chosen-plaintext attack.
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