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Abstract—With the rapid advancement and deployment of
intelligent agents and artificial general intelligence (AGI), a
fundamental challenge for future networks is enabling efficient
communications among agents. Unlike traditional human-centric,
data-driven communication networks, the primary goal of agent-
based communication is to facilitate coordination among agents.
Therefore, task comprehension and collaboration become the key
objectives of communications, rather than data synchronization.
Semantic communication (SemCom) aims to align information
and knowledge among agents to expedite task comprehension.
While significant research has been conducted on SemCom for
two-agent systems, the development of semantic communication
networks (SemComNet) for multi-agent systems remains largely
unexplored. In this paper, we provide a comprehensive and up-
to-date survey of SemComNet, focusing on their fundamentals,
security, and privacy aspects. We introduce a novel three-layer
architecture for multi-agent interaction, comprising the control
layer, semantic transmission layer, and cognitive sensing layer.
We explore working modes and enabling technologies, and
present a taxonomy of security and privacy threats, along with
state-of-the-art defense mechanisms. Finally, we outline future
research directions, paving the way toward intelligent, robust,
and energy-efficient SemComNet. This survey represents the first
comprehensive analysis of SemComNet, offering detailed insights
into the core principles as well as associated security and privacy
challenges.

Index Terms—Semantic communication, networks, artificial
intelligence, security, privacy, and trust.

I. INTRODUCTION

ITH the surge of advances in artificial intelligence (Al),
Wour era is evolving from digitization (i.e., connected
things) to intellectualization (i.e., connected intelligence).
Under this evolution, communication devices are gradually
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empowered with human-like intelligence and reasoning capa-
bilities [1], [2]. As predicted by Research&Market [1], b
2030, over 125 billion Al devices (known as agents‘) will
connect to the Internet, indicating their pivotal role in future
communication applications.

A. Motivation of Semantic Communication

Unlike traditional Internet users requiring data communica-
tions, the goal of agent-based communications is to facilitate
the task executions of agents. As a result, the agent-based
communication presents three salient features:

o Computing-oriented communications, that the communi-
cations between agents should be sufficient to meet the
computing requirements for task executions,

o Persistent communications, that communications among
agents are typically persistent until all tasks are finished,

o Memory-based communications, that new information
transmitted may depend on the previous information as
the new task of agents may depend on previous ones.

Due to the features of agent-based communications, the
traditional data communication framework may no longer fit,
which motivates the new paradigm of semantic communication
(SemCom) [3]. SemCom targets computing-oriented commu-
nications by first identifying the communication purposes (i.e.,
computing requirements) of agents; only the desired semantic
meanings of data sufficient for computing are transmitted.
To extract the semantic meaning of data, SemCom enables
agents to exchange valuable and prior information (called
the knowledge bases (KBs) as illustrated in Fig. 1), which
is continuously updated to fit the persistent and memory-
based features of agent-based communications. In this manner,
SemCom can significantly reduce redundant data, facilitating
collaborative agents to perform complex tasks.

Based on the topology, SemCom can be further divided into
two categories:

Faired Semantic Communication: As illustrated in Fig. 1(a),
the paired SemCom only considers the semantic-aware com-
munication between two agent nodes. Compared to traditional
communication, paired SemCom embraces various benefits,
including ultra-high efficiency, enhanced reliability, and strong
compatibility.

lBeyond the basic communication functions, these agents are equipped with
advanced Al algorithms [2].
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TABLE I
SUMMARY OF IMPORTANT ABBREVIATIONS IN ALPHABETICAL ORDER

Abbr. Definition Abbr. Definition Abbr. Definition

AC Access Control AEs Adversarial Examples Al Artificial Intelligence

AuthN Authentication Comm. Communication CSI Channel State Information
DL Deep Learning DoS Denial of Service DP Differential Privacy

GAI Generative Artificial Intelligence GANs Generative Adversarial Networks | IoT Internet of Things

1P Intellectual Property JSCC Joint Source-Channel Coding KBs Knowledge Bases

KG Knowledge Graph ML Machine Learning PLA Physical Layer Authentication
PLS Physical Layer Security QKD Quantum Key Distribution QoE Quality-of-Experience

RIS Reconfigurable Intelligent Surface RL Reinforcement Learning SemCom  Semantic Communication
SemComNet  Semantic Communication Networks | SI Semantic Information SNR Signal-to-Noise
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(a) Paired Semantic Communication. Sender extracts and transmits only the necessary
semantics based on the receiver's needs from shared knowledge bases.
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(b) Networked Semantic Communication. Such paradigm provides semantic-oriented
transmission services for multiple agents, enabling flexible networking for collaboration.

Fig. 1. Illustration of paired semantic communication and networked
semantic communication.

First, SemCom exhibits ultra-high transmission effi-
ciency [2], [3], in which pervasive Al and shared KBs
allow agents to achieve understand-before-transmit. This
capability enables SemCom to excel at extracting and trans-
mitting compact semantic information (SI) while filtering
out unnecessary data, thereby alleviating the transmission
burden [3], [4].

Second, SemCom demonstrates enhanced transmission
reliability, even under harsh communication channel condi-
tions (e.g., high bit error rate) [4], [S], [6]. Impaired data
from noisy wireless channels can be effectively corrected
through semantic-level reasoning, guided by accumulated
knowledge [7], [8]. Besides, the reconstruction of SI in
SemCom relies on the matched semantic decoder, which
enhances data security by making it more challenging for
unauthorized entities to interpret or misuse the transmitted
data.

Third, SemCom exhibits strong compatibility with exist-
ing communication infrastructures. Note that SemCom does
not entirely replace traditional communication techniques.
Instead, they can complement and reinforce each other. On
the one hand, traditional communication technologies, such

as reconfigurable intelligent surface (RIS) [9] and orthogonal
frequency division multiplexing (OFDM) [10], can be inte-
grated into SemCom to facilitate stable and reliable SI
transmission. On the other hand, SemCom can be poten-
tially integrated with existing communication infrastructures
to enhance the performance of current systems. Researchers
have established a field test network for 6G communication,
demonstrating that SemCom could achieve 6G transmission
capabilities on existing 4G links [11].

Networked Semantic Communication: The semantic com-
munication networks (SemComNet) represent a network of
agent nodes [12], [13] using SemCom. As illustrated in
Fig. 1(b), SemComNet could provide semantic-oriented trans-
mission services for multiple agents, enabling efficient and
flexible networking [1]. As such, they allow seamless collab-
oration among agents with shared intents and objectives to
execute complex tasks [1]. With SemComNet, a vast array
of emerging intelligent applications are supported across key
domains, including smart homes, autonomous driving, smart
factories, digital twins, virtual reality (VR), Metaverse, and
Tactile Internet.

However, extending paired SemCom to a networked envi-
ronment serving multiple agents presents inherent challenges,
including but not limited:

o Training burden. SemCom benefits from powerful Al
models for semantic processing [14], but training these
Al-driven semantic models requires high-performance
computing and extensive labeled datasets. In addition,
these models are typically task-specific and tailored
to pairs of transceivers. As the number of agents in
SemComNet increases, the resource demands for training
and deploying semantic models grow exponentially, par-
ticularly when communicating with different agents and
handling various tasks. This scaling challenge can quickly
overwhelm the available resources of individual agents.

o KBs consensus. In paired SemCom, a critical prereq-
uisite and challenge is establishing consensus on KBs
between two agents [15]. This becomes more complex in
SemComNet involving multiple agents, as SemComNet
should ensure semantic compatibility and continuously
maintain multiple KBs among agents. As new knowledge
emerges or existing knowledge becomes outdated, the
relevant KBs need to be upgraded. It is unrealistic for
any single agent to update and coordinate these KBs
independently, necessitating coordinated and collabora-
tive efforts.
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e Topology dynamics. In SemComNet, nodes can dynam-
ically join and depart from the networks. As a result,
both the training of semantic models for individuals and
their KBs consensus may need to be continuously updated
across the entire network to accommodate the network
dynamics.

B. Motivation of Securing SemComNet

Due to the new structure of communications, the
SemComNet present distinct challenges in security and pri-
vacy issues, which should be addressed foremost before its
deployment [16], [17]. SemComNet face a variety of security
risks and privacy breaches across its procedures:

e Hardware fragility: Compared to traditional networks,
intelligent SemComNet heavily rely on computing
resources (e.g., GPUs or other Al accelerators) for various
Al-driven semantic codecs training. However, hackers
may launch sponge examples attack [18] to vanish the
acceleration hardware strategies. Such a threat may cause
excessive energy consumption and severe performance
degradation, and even result in denial of service (DoS)
to other agents.

e Communication risk: SemComNet rely on conveying
and interpreting concise SI for efficiency improve-
ment. However, semantics ambiguity (i.e., semantic
noise) [8], [19], [20] and the fragility nature of seman-
tic models [19], [21] expose huge security risks. For
instance, hackers could exploit these vulnerabilities via
semantic adversarial attacks to mislead transceivers, as
validated in [10], [22]. Specifically, by adding impercep-
tible noise to transmitted data and injecting modified
data into semantic codecs at either transmitter or wire-
less channel sides [23], hackers could manipulate SI
extraction or interpretation drastically. Besides, the subtle
modification to transmitted data makes such attacks
covert and hard-to-detect [16].

o KBs breach: Through proactive sensing and knowledge
discovery, agents can establish and enrich their private
KBs [24]. These private KBs typically contain sensitive
information (e.g., individual preferences and behaviors),
which opens new avenues for privacy-focused hack-
ers [16]. For instance, malicious agents may attempt
unauthorized access and retrieval of private information
through brute-force attack [25], which poses a serious
threat to confidentiality of SemComNet.

Apart from the discussed threats, existing security counter-
measures may be ineffective and lack in adaptability due to
intrinsic features of SemComNet, such as heterogeneous com-
ponents, autonomous intelligence, and large-scale structure.
Specifically, 1) the integration of heterogeneous components
within SemComNet, including various communication modes,
data modalities, and agents & KBs types, presents enor-
mous interoperability difficulties [26]. 2) Since SemComNet
comprise numerous intelligent agents with high-level auton-
omy, monitoring and managing their behaviors within the
decentralized SemComNet become a challenge. Moreover,
agents beyond effective control may emerge as potential
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security vulnerabilities, leading to exploratory attacks and data
breaches. 3) The key prerequisite for reliable SemCom is
the frequent querying of KBs to synchronize context and
establish consensus between sender and receiver [15], which
is challenging in the large-scale and time-varying SemComNet
among diverse participants. Besides, attackers can exacerbate
this challenge through attacks such as desynchronization of
KBs and KBs poisoning attacks [16]. Consequently, it is immi-
nent to develop a secure, trustworthy, and green SemComNet
to overcome these challenges.

C. Related Works

The field of SemCom has garnered considerable research
attention, giving rise to several surveys that explore its different
aspects to date. For instance, Lan et al. [27] review the key
components, enabling technologies, and design approaches of
wireless SemCom. Shi et al. [13] introduce the classic SemCom
and a semantic-aware network model including its architecture
and open problems. Luo et al. [2] present recent advancements
in DL-based end-to-end SemCom, covering various use
cases and future trends. Qin et al. [28] comprehensively
survey the principles and challenges of DL-driven SemCom
systems for multi-modal data transmission. Uysal et al. [29]
provide a view of semantic-aware networked architecture from
the data importance aspect. Zhang et al. [12] investigate
an Al-native SemCom-empowered network and discuss the
prototyping, potential application scenarios, and key challenges.
Giindiiz et al. [30] provide a holistic review of semantic and
task-oriented communication from an information-theoretic
perspective. Yang et al. [31] systematically review the
fundamentals of SemCom, potential applications, and open
issues in 6G communication systems. Lu et al. [32] present
a survey-cum-tutorial on Al-empowered SemCom technology
from the ecosystem, frameworks, techniques, to application.
Trevlakis et al. [33] provide a comprehensive analysis of
SemCom in 6G networks which covers semantic knowledge,
timeliness, and information theory aspects, along with propos-
ing a networked SemCom architecture. However, as shown
in Table II, existing surveys [2], [27], [28], [29], [30], [32]
primarily focus on constructing SemCom between paired
agents, neglecting the networked paradigm for collaborative
agents. Although the works [12], [13], [31], [33] explore
the networked SemCom, they fail to cover critical aspects
such as the working modes comprehensively, use cases of
SemComNet, and the security and privacy considerations. To
bridge these research gaps, our paper provides a systematic
review of the fundamentals of SemComNet, including an in-
depth discussion of the three-tier architecture, working modes,
enabling technologies, and practical use cases. Besides, with the
growing significance of SemComNet, studying the security and
privacy issues becomes essential for real-world deployment,
which has been largely overlooked in previous surveys. Our
survey offers a taxonomy of security and privacy threats across
SemComNet’s three layers and explores both existing and
potential defense mechanisms. Table II provides a summary of
our work’s contributions about previous surveys in the field of
SemCom.
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TABLE II
A COMPARISON OF CONTRIBUTION BETWEEN OUR SURVEY AND RELEVANT SURVEYS
Year | Refs. | Contribution A|B|C|D|E|F
2021 [27] Survey on wireless SemCom including enabling technologies, components, and design approaches. e ©O| @ | O|O]|O
2021 [13] Discussions on the semantic-aware network framework including its architecture and open problems. e | ® |  O|©0|O|O
2022 2] Discuss recent advancements in workflow, use cases, and key issues of end-to-end SemCom. e | ® | ®¢ O|O|O
2022 [28] Explore the principles and challenges of DL-driven SemCom for transmitting multi-modal data. ®e | ® | © O |O0]|O
2022 [29] Review on semantic-aware communication from a data significance aspect. ®e |  O|®@ |  O|O]|O
2022 [12] Discuss the key components and architecture of wisdom SemCom and review application scenarios and open issues. | ® | © | @ | @ | O | O
2023 [30] A systematic taxonomy in semantic and task-oriented communication from an information-theoretic perspective. ®e | ® | O|O|O]|O
2023 [31] Comprehensive survey on fundamentals, potential applications, and open issues of SemCom-driven 6G systems. ®e |  ® |  ® © |  O|O
2024 [32] A tutorial-cum-tutorial on Al-driven SemCom from the ecosystem, frameworks, techniques, to application. e e | ® O |O|O
2024 [33] Discuss paired SemCom design, theoretical framework, as well as SemCom networking architectures. e || O | @®@| OO
Comprehensive survey of the fundamentals, security, and privacy of SemComNet, discussions on the general
Now | Ours | architecture, working modes, application scenarios, and security/privacy threats of the SemComNet, review oncritical | ® | @ | @ | @ | @ | ®
challenges, potentially advanced solutions, and research directions in building future SemComNet.

A: Paired SemCom Design B: Multi-modal Data C: Use Cases D: Networked SemCom Architecture E: Security & Privacy Threats F: Security & Privacy Solutions

@ : fully included © : partially included O : not included

In this paper, we provide a systematic review of the
general architecture, as well as the potential security/privacy
threats, state-of-the-art countermeasures, and future trends of
SemComNet. To the best of our knowledge, this is the first
survey paper in the literature presenting the fundamentals of
SemComNet for multi-agent interaction, as well as an in-depth
analysis of the security and privacy aspects. The main target of
our work is 1) to provide readers with a general understanding of
SemComNet, as well as the scope and implications of security
threats and challenges in SemComNet, and 2) to highlight
effective/potential paths and methods to prevent these threats,
thereby fostering the secure SemComNet for various intelligent
applications. The contributions of this work are four-fold.

o Overviews of SemComNet (Section II): A three-tier
SemComNet architecture including the control layer, the
semantic transmission layer, and the cognitive sensing
layer is first introduced. Then we elaborate on working
modes (i.e., paired, clustered, and networked), along
with the use cases, enabling technologies, and evaluation
metrics.

o Security Threats and Challenges (Section II1): We present
a taxonomy of security and privacy threats in the
SemComNet across three layers and investigate the crit-
ical challenges to address them.

o State-of-the-Art Countermeasures (Section 1V): We
review the existing defense solutions from both academia
and industry, as well as assess their potential for
establishing the secure, trustworthy, reliable, and privacy-
preserving SemComNet.

o Future Research Directions (Section V): We discuss open
research opportunities and outline future directions of
SemComNet aiming to facilitate new starters conducting
research in this field.

Finally, we draw conclusions in Section VI. The organiza-

tional structure of this work is depicted in Fig. 2, and Table I
summarizes a list of key acronyms.

II. AN OVERVIEW OF SEMANTIC COMMUNICATION
NETWORKS

In this section, we first clarify the roadmap of semantic
communication (SemCom) and the motivation of the proposed

semantic communication networks (SemComNet). Then, we
introduce an envisaged architecture for SemComNet, in which
working modes, enabling technologies, use cases, and seman-
tic metrics are elaborated.

1) Roadmap of SemCom: Research in SemCom follows
three major trends: the shift from single-modal to multi-modal
data transmission, the evolution from single-task to multi-
task execution, and the progression from paired SemCom to
networked SemCom.

o From Single-modal to Multi-modal Data Transmission.
SemCom research initially concentrated on single-modal
data, such as text, images, audio, or video, as shown in
Table III. While efficient, single-modal systems have lim-
itations in fully capturing the diversity of communication
needs. The shift to multi-modal transmission integrates
data from different sources (e.g., combining text with
images or audio), which enhances the semantic richness.
However, this comes with increased system complexity,
particularly in SI extraction, data alignment, and fusion
across modalities.

o From Single-task to Multi-tasks Execution. SemCom
systems have demonstrated exceptional performance in
single-task scenarios such as image classification [3] and
speech recognition [4] in both efficiency and accuracy.
However, as communication scenarios become increas-
ingly complex, the focus of SemCom is shifting towards
the simultaneous handling of multiple tasks [15], [34].
For instance, in SemCom-empowered autonomous driv-
ing, multiple tasks such as environmental perception
and object detection need to happen concurrently with
minimal latency. Nevertheless, transitioning to multi-task
SemCom introduces several challenges. For instance,
task interference may arise when different tasks require
varying features, potentially leading to performance
degradation [34].

o From Paired SemCom to Networked SemCom. In
the future, SemCom is evolving from a paired
paradigm [2], [3], [34] to a networked paradigm [13].
This transition to SemComNet introduces inherent chal-
lenges (e.g., training burden, KBs consensus, and
topology dynamics, as discussed in the Introduction),
which significantly increase system complexity and
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Fig. 2. Organization structure of this paper.

require effective interactions and high-level coordination
among multiple agents. For instance, a critical prerequi-
site for the success of SemComNet is the establishment
and continuous updating of shared KBs among these
agents [13], which demands collaborative efforts to gather
environmental semantics [35]. Despite the complex and
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TABLE III
COMMON AND TYPICAL DATASETS USED BY SEMCOM
DIVIDED BY MODALITY TYPE

Mlo);;?ity Typical Datasets
Text European Parliament [3]; WMT 2018 News [36]
Image MNIST, CIFAR-10, SVHN, and USPS [37]; Stanford Online
Products, CUB-200-2011, Carsl, and In-Shop Clothes [36]
Audio Librispeech [4]; LISpeech [38]
Video CamVid [39]; Vimeo90K, HEVC test dataset, and UVG [40]

long-term challenges of achieving networked SemCom,
the potential benefits for multi-agent communication
scenarios are substantial.

In this paper, we extend the concept of paired SemCom
to networked SemCom [13], [29] and propose the state-of-
the-art SemComNet. As illustrated in Fig. 1, it represents
a semantic-oriented networking paradigm that could better
support connected multi-agent intelligent interaction [32] via
SemCom. In the proposed architecture (refer to Section II-A),
by leveraging KBs maintenance, task scheduling, resource
allocation, SI delivery, as well as environmental perception
and cognitive reasoning, SemComNet effectively enhance the
collaborative semantic transmission abilities of agents [32]. As
such, SemComNet enable multiple agents to efficiently realize
semantic interactions and collectively accomplish complex
tasks for 6G and beyond applications [12].

According to the executed tasks, we further classify the
SemComNet into clustered SemCom and networked SemCom.
The former allows multiple agents collaboratively to accom-
plish a common task, while the latter is expected to handle
more complex application scenarios that comprise various
transmission tasks [34] and to support coordination across
these tasks (refer to Section II-B for more details).

A. Architecture of SemComNet

In this paper, we propose a general SemComNet architecture
for information sharing comprising multiple agents. Based on
previous studies [13], [26], [41], we have identified three lay-
ers of functionality, which are shown in Fig. 3 and described
as follows:

e Control layer: It serves as the management and orches-
tration component, responsible for managing shared
KBs, scheduling tasks, and dynamically allocating
resources across the cloud-edge-end architecture within
SemComNet.

o Semantic transmission layer: This layer ensures effi-
cient interaction among collaborative agents by providing
semantic-oriented information delivery services.

o Cognitive sensing layer: It upgrades the sensing layer by
integrating cognitive ability, which is tasked with envi-
ronment sensing, agents’ intent inference, and structuring
accumulated data into contextual knowledge to enrich
private KBs.

1) Control Layer: As the top-level management and

orchestration component, this layer is mainly responsible for
three functions, i.e., KBs maintenance, task scheduling, and
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Fig. 3. Architecture of the SemComNet.

overall resource coordination, covering key aspects of network
management including data & knowledge, operation, and
resources.

a) Maintenance of knowledge bases: This layer manages
multiple shared KBs to enhance the semantic understanding
and reasoning abilities of agents in SemComNet. To support
diverse SemComNet applications, these KBs contain diverse
shared semantic models (i.e., semantic codecs) and compre-
hensive contextual knowledge (e.g., source data, channel state
information (CSI), and communication task requirements).
On the one hand, agents need to deploy diverse semantic
models for efficient SI extraction and reconstruction in various
SemComNet applications. However, training these models is
time-consuming and costly for agents. In response, this layer
provides various shared semantic models, enabling agents
to transition quickly from traditional to semantic-oriented
service provisioning. Consequently, the shared models alle-
viate the necessity to train desired models from scratch. On
the other hand, this layer offers extensive prior knowledge
to assist agents during semantic reasoning and decoding
phases, thereby improving the efficiency and reliability (e.g.,

eliminating semantic ambiguity) of interaction. The knowledge
can be represented in various forms including knowledge
graph (KG) [20], structured databases, and parameters in GAI
models [42], [43], as detailed in Section II-C3.

b) Intelligent communication scheduling: Task
scheduling within the control layer is essential for orches-
trating network operations, especially in a SemComNet with
heterogeneous agents and ever-increasing tasks (e.g., 3D video
conferencing and VR transmission). It ensures tasks are
executed at optimal times, in the correct sequence, and by the
appropriate agents to maximize network performance [13]. On
the one hand, it involves aligning task requirements with the
capabilities of different agents, optimizing resource utilization,
and ensuring timely task assignments. On the other hand,
it evaluates and monitors system performance metrics such
as response times, quality-of-experience (QoE), and agent
feedback, with a focus on ensuring the accuracy, relevance,
and contextual coherence of transmitted SI.

c) Adaptive overall resource allocation: To enhance the
performance of SemComNet, the resources including commu-
nication, and computational power (including storage) need

tasks
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to be carefully allocated to facilitate efficient interaction
within large-scale SemComNet. Given that SemComNet
require significant computing power to train various seman-
tic codecs and update KBs frequently, the cloud-edge-end
hierarchical framework is utilized for on-demand resource
utilization [44]. Specifically, the cloud offers massive-scale
high-performance computing resources (e.g., powerful CPUs,
GPUs, and memory) that are suitable for global KBs mainte-
nance and shared semantic model training. By leveraging edge
resources located at the network edge (e.g., base stations and
access points), the data transfer latency and privacy leakage
can be reduced [45], thereby facilitating real-time processing
and access of shared KBs for agents. Pervasive end-agents
are equipped with limited computing capabilities, allowing
them to handle simpler tasks such as environment sensing &
processing, updating privacy-sensitive KBs, and conducting
semantic-oriented information delivery.

2) Semantic Transmission Layer: This layer ensures effi-
cient and reliable delivery of SI through two key stages:
preparation and semantic-aware transmission. The preparation
stage lays the foundation for effective semantic transmission
by focusing on both knowledge synchronization and model
training. In terms of knowledge, agents align with shared
KBs to establish a common understanding. Regarding model
training, the objective is to equip agents with semantic models
to handle diverse tasks. Current methods for training semantic
codecs can be categorized into three types: private learning,
federated learning (FL), and centralized learning [46].

During the semantic-aware transmission stage, the process
operates through four phases: a) multi-source data fusion,
b) SI extraction, c) physical-layer reliable transmission, and
d) semantic recovery and enhancement.

a) Multi-source data fusion: This initial phase involves
the collection and fusion of multi-modal data sources (e.g.,
image, point cloud, and video) [20], [36], [47].

b) SI extraction: This phase is a critical operation within
this layer which employs a semantic encoder to extract mean-
ingful and desired information from informative multi-modal
source data [20], [48] while filtering out redundant and known
knowledge for the receiver. Guided by prior knowledge from
shared KBs, the semantic encoder can adaptively extract multi-
level SI on demand. For instance, for image transmission with
various task requirements, high-level SI containing a general
summary of an image (e.g., two cars) suffices for classification
tasks, especially for resource-limited transmitters. Meanwhile,
middle-level SI provides a more specific understanding of
objects, regions, or specific structures, making it suitable for
scene comprehension tasks. Furthermore, low-level SI involves
pixel-level details, significantly enhancing precise scene recon-
struction tasks, even with significant knowledge gaps among
transceivers. Additionally, the transmitter dynamically adjusts
its strategy according to the recipient’s feedback and channel
conditions, enhancing adaptability to transceiver needs and
environmental variations.

c) Physical-layer reliable transmission: To maximize
SI transmission efficiency and mitigate interference among
multiple agents, this layer employs precoding techniques (e.g.,
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beamforming and spatial multiplexing) to optimize transmit-
ted signals at the source. The precoder leverages spatial
diversity to enhance signal quality and enable simultane-
ous data transmission. Then, by leveraging channel coding,
the extracted semantic data streams are reliably delivered
through physical channels. Besides, to offer better performance
gains, the DL-based joint source-channel coding (JSCC)
paradigm [49], [5S0] can map the source data to channel
symbols for enhanced efficiency and flexibility while well-
settle cliff-effect by training in an end-to-end manner.

d) Semantic recovery and enhancement: After receiving
the transmitted SI, the receiver agent first performs multi-
user signal detection to identify and separate signals related to
itself. This process involves employing intelligent algorithms
such as intelligent radio [2], to estimate the CSI, and to
detect and differentiate between the various signals. Then,
guided by shared KBs matched by the control layer, the
receiver performs semantic decoding and provides feedback
to the transmitter. Besides, to conduct semantic reasoning and
parsing with auxiliary knowledge and context, the receiver
can rectify transmission errors, such as content blurring
or partially missing. For instance, injecting blurred SI into
GAI models to accomplish content correction and enhance-
ment [51], thereby improving the accuracy and reliability of
SemComNet.

3) Cognitive Sensing Layer: This layer represents an
upgraded version of the traditional sensing layer [26] by
incorporating human-like cognitive processing capabilities into
system design [52]. Specifically, unlike the traditional sensing
layer, this layer not only has direct interfaces with the physical
environment to actively perceive the environment through
sensors but also integrates the cognitive abilities of agents.
For human beings, cognition involves acquiring understanding
and knowledge through thought, experience, and senses [53].
Similarly, for intelligent agents, the cognitive abilities include
understanding sensor data, reasoning about agents’ intents, and
discovering knowledge to enrich their private KBs [52], [53].
The cognitive sensing layer involves three features: a) per-
ceiving the surrounding environment, b) inferring the intents
of agents, and then c) organizing the accumulated information
into knowledge for the SemComNet [35]. A detailed discussion
of these features follows:

a) What do the agents have? The pervasive agents equipped
with on-body sensors can actively sense and collect envi-
ronmental semantics such as light, sound, and CSI from the
surroundings [35]. For instance, vehicular agents leverage
various sensors (e.g., GPS and cameras) to collect data about
other vehicles and traffic conditions. Besides, these intelligent
agents within SemComNet possess the capability of semantic
understanding [1] to interpret environmental data including
identifying specific events or entities. For instance, they could
recognize specific patterns in sound or objects in images,
thereby understanding events occurring in the environment.
Subsequently, this layer processes the raw data into meaningful
descriptions regarding environmental and contextual aspects,
such as “vehicle traffic is growing”.

b) What do the agents want? Identifying the agents’
intents is crucial for meeting their different transmission
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Fig. 4.

SemComNet working modes. (a) Paired SemCom: interaction between two agents via SemCom. (b) Clustered SemCom: each agent collaborates

with others via paired SemCom within a cluster for a common task. (c) Networked SemCom: multiple clustered agents interact for different tasks, where
intra-cluster agents interact via clustered SemCom and inter-cluster communication may assisted by semantic relay.

requirements, thereby improving agents’ QoE and unleashing
the potential of SemCom [12], [53]. For instance, in the
SemComNet-empowered smart transportation scenarios, the
intent of vehicular agents for communication may be either
“warn” of imminent hazards (e.g., sudden stops ahead), “coor-
dinate” actions among vehicles (for safe intersection crossing),
or “optimize” traffic flow through intelligent traffic signal
management. Understanding these intents is crucial for effec-
tive environment perception and semantic noise reduction [1].
To accurately infer agents’ intent, this layer analyzes these
agents’ behaviors (e.g., habit preferences, bodily movements,
emotional states) and interaction histories, employing statis-
tical tools and Al technologies for predictive insights. The
Al-based implementation approaches can be categorized into
four types [54]: (1) traditional machine learning (ML)-based
methods; (2) DL-based methods; (3) RL-based methods; and
(4) cognitive model-based methods. Specifically, traditional
ML algorithms such as Bayesian networks and hidden Markov
models excel in performing pattern recognition from col-
lected data in an explainable manner. When dealing with
extensive historical data, DL approaches such as recurrent
neural networks and long short-term memory (LSTM) models
excel in analyzing action sequence dependencies and inferring
underlying intents from extensive data. Furthermore, to adapt
to unseen environments, RL techniques empower agents to
learn optimal inference strategies through trial and error.
Moreover, in scenarios with scarce training data, the cognitive
model [53], [55], [56] leverages the theories from cognitive
science (e.g., theory of mind [57]), which could predict the
agents’ decision-making processes and intents. For instance,

inspired by human cognitive processes, Rabinowitz et al. [57]
propose the machine theory of mind network, which can learn
other agents’ behaviors to model their mental states including
desires, beliefs, and intents from limited data.

c) How do the agents acquire knowledge? After envi-
ronmental perception and intent inference processes, this
layer could effectively transform the derived sensing data
and agents’ intents into structured forms of knowledge.
For instance, KGs and large GAI model-based KBs store
knowledge in the form of graph structures and model parame-
ters [42], [51], respectively. In [20], Li et al. illustrate how to
construct a cross-modal knowledge graph (CKG) as the KBs,
as depicted in Fig. 5. The transformation of raw multi-modal
data into structured knowledge includes four phases: 1) data
collection and preprocessing to standardize input, 2) multi-
modal knowledge extraction to derive entities, relations, and
attributes, 3) cross-modal knowledge fusion to integrate data
and expand the KBs, and 4) information storage and retrieval
using graph databases for efficient knowledge access. As such,
it enriches private KBs, enabling agents to enhance their
understanding and contextual reasoning within SemComNet.
Furthermore, an essential interplay occurs between private
KBs of agents and shared KBs of the control layer for
continuous knowledge updating and alignment [44]. This
interaction ensures the integration of individual knowledge
with globally shared knowledge, such as aggregating new
environmental semantics [35] to shared KBs and removing
obsolete knowledge. Consequently, this process ensures the
consistency of multiple KBs in SemComNet and boosts the
accuracy of SemCom [13]. However, agents may be reluctant
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TABLE IV
A SUMMARY OF THREE WORKING MODES IN THE SEMCOMNET
‘ Paired Semantic Comm. Clustered Semantic Comm. Networked Semantic Comm.
Number of Tasks ‘ 1 1 > 2 tasks across clusters
Number of Participants ‘ 2 agents > 2 agents form a cluster Multiple clusters
L. End-to-end Paired semantic Clustered semantic comm. and
Communication Modes . . . . .
semantic comm. comm. within a cluster inter-cluster via semantic translators
L . Collaborative task Collaborative task Scenarios requiring
Application Scenarios . . . L
execution between two agents  execution within a cluster of agents coordination across tasks
Types of KBs Private and shared Private and task-special . Multi—layefed compris.ing
KBs between two agents KBs among clustered agents public, task-specific, and private KBs
7 I|||| o Attribute | [ N we summarize the main differences between the above three
Audio & ) ‘ Entity alignment ‘ working modes in SemComNet.
) Entity 1) Paired S R C X ion: A
. Al Relation ‘ Knowledge inference ‘ ' ) Faire ' emantic Communication: 's '
Video ' Fig. 4 (a), this mode allows two agents to interact and aims
PN ! ® Multi-modal IOntology Constructionl to deliver the key meaning behind the source data, instead
W ! | knowledge extraction .. . . .
: - ) of transmitting the raw bit streams. Before the interaction,
Tactilit P ~ Quality evaluation | - . . .
Op ty Lo \ both communicating entities undergo the preparation stage.
ata 1 H 1 . o .
collection & | | i » ® Cross-modal Here, agents engage in synchronizing background knowledge
hpreprocessing /| pyisting CKG /| knowledge fusion ], aligning their shared KBs to establish a common ground
L - and context for communication. To alleviate the computation
- 8 Link 9:::\\\ burden of agents, lightweight semantic codecs can transfer
— 11l i e .
=] = Tnformation l\\: 2*3"9; fr'orp lar.ge, Powerful models within shared KBs via knowledge
- retrieval ®neos) Now CKG distillation.”
(SA%' . . . . . .
! Data lake @ Information storage and retrieval ) The transmission involves three principal phases, i.e., SI
exaction, SI transmission, and SI reconstruction. i) SI exac-
Fig. 5. Illustration of the construction of cross-modal knowledge graph  tion phase. In this phase, the transmitter uses the semantic

(CKG) in [20], which involves four key steps: 1) data collection and
preprocessing, 2) multi-modal knowledge extraction, 3) cross-modal knowl-
edge fusion that combines extracted knowledge and existing CKG, and
4) information storage and retrieval, supported by graph databases (e.g.,
neo4j).

to share their private KBs due to privacy concerns [13]. FL
provides a promising solution [58], allowing agents to col-
laboratively construct shared KBs without exposing sensitive
information, as detailed in Section IV-ES5.

B. Working Modes of SemComNet

As shown in Fig. 4, the SemComNet have three working
modes according to the communication modes: (1) paired
SemCom where Sl is directly transmitted between two agents
rather than raw data streams, (2) clustered SemCom enabling
collaborative interactions and the exchange of SI among agents
within clusters for the same task, and (3) networked SemCom
facilitating connections for different clustered agents engaged
in diverse tasks, either through direct intra-cluster connections
or indirectly assisted by semantic translators.> In Table IV,

2Semantic translators (ak.a semantic relays [59], [60], [61], [62]) act as
intelligent relays that facilitate the semantic meaning forwarding between
the transceivers. Their role is similar to that of human translators who
bridge interactions between individuals from different cultural backgrounds.
For instance, when the source and destination have mismatched KBs or
incompatible semantic codecs, the semantic translator decodes the SI using

encoder to extract compact SI from original multi-modal
data streams, while simultaneously filtering out irrelevant
information. The work [31] categorizes semantic encoder
designs into four main approaches: DL-based, RL-based,
KB-assisted, and semantic-native approaches. Among these,
various DL-based solutions [2], [3], [34] are identified as
the mainstream direction currently. ii) SI transmission phase.
After extraction, the transmitting agent transmit processed
SI to the receiver. The channel codecs are responsible for
ensuring error-free transmission of SI, capable of combating
noise, interference, and other challenges related to the physical
layer. During channel coding, mechanisms such as error
correction, compression, and encryption can be employed to
ensure the integrity, efficiency, and security of the SI. iii) SI
reconstruction phase. Upon receiving the transmitted SI, the
receiver utilizes a semantic decoder to interpret and reconstruct
the SI into a format relevant to its tasks. The semantic decoder
design should be tailored to specific downstream tasks, which
can be classified as pragmatic task execution (e.g., image
classification) and observable information reconstruction (e.g.,
video transmission) [37]. During reconstruction, the receiver

its shared knowledge with the source and re-encodes it based on its shared
knowledge with the destination.

3Knowledge distillation (KD) is an ML model compression technique that
transfers knowledge from a large, complex teacher model to a smaller student
model. In SemComNet, KD allows agents to create lightweight yet effective
semantic codecs from larger models (e.g., pre-trained semantic models),
benefiting resource-constrained agents with limited computational power.
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interacts with KBs to ensure the SI aligns with the contextual
background.

Finally, a quality assessment is conducted to verify the
reconstructed information maintains reliability and suitability
at the semantic level. Based on the assessment and CSI,
the transmission strategy is adaptively adjusted to mitigate
semantic noise and channel-related disturbances.

2) Clustered Semantic ~ Communication: This mode
involves multiple agents to collaboratively accomplish a
common task, as depicted in Fig. 4 (b). Agents are organized
into clusters based on common interests in tasks such as
cooperative navigation and real-time object detection [63].
Within each cluster, sharing domain-specific knowledge and
task-specific semantic models enables efficient collaboration
and SI exchange. Achieving clustered SemCom requires
the following four steps. i) Perception and information
collection. At first, agents utilize their sensors to actively
collect data from the surrounding environment [35]. Then,
each agent independently cognitive sensing processes this
data locally and extracts relevant semantic fragments*
that contribute to the shared task, such as collaborative
object perception. ii) Semantic fragment sharing via paired
SemCom. Within the cluster, agents share the locally extracted
semantic fragments with other agents via paired SemCom.
iii) SI fusion. Upon receiving SI from other agents, the
recipient applies multi-signal detection and multi-modal
data fusion [48]. These processes aim to reconstruct a
more comprehensive and holistic semantic representation.
iv) Re-transmission for missing information. During the
semantic reconstruction phase, the receiver identifies missing
or incomplete information via verification. Subsequently,
feedback or requests are sent to the respective agents,
prompting them to re-transmit the necessary information
fragments [44]. This process aims to achieve a complete
semantic understanding and fulfill the task requirements.

3) Networked Semantic Communication: This paradigm
is expected to accommodate complex application scenarios
comprising various tasks [36] and to support coordination
across tasks [13]. In this paradigm, connected agents are
organized into different clusters based on their involved tasks.
Within each task, agents efficiently exchange SI via clustered
SemCom. Meanwhile, for inter-cluster communication, agents
belonging to different clusters can be assisted or coordinated
by semantic translators, ak.a. semantic relay nodes [59],
[60], [61], [62]. These translators, as depicted in Fig. 4 (c),
could be acted by powerful unmanned aerial vehicles and
base stations, which possess cross-domain knowledge and
diverse semantic models. Their role extends beyond basic
SI forwarding, emphasizing semantic translation to guarantee
accurate interpretation and exchange of SI at the semantic
level [59]. Consequently, semantic translators not only mitigate

4Semantic fragment (a.k.a. semantic seb [12]) refers to the smallest unit of
meaningful information (i.e., SI) in a SemCom system. Generally, a semantic
seb consists of a feature or set of features extracted from the source data,
which vary depending on the method used to extract them and the specific
communication needs or tasks. Moreover, the same content’s semantic sebs
may be interpreted inconsistently across agents with different backgrounds.
Note that, the definition and standardization of semantic sebs remain evolving,
necessitating further research.
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knowledge background disparities among transceivers across
clusters, but also alleviate agents from the necessity of training
multiple semantic models across tasks. As such, it boosts
connectivity and efficiency for networked agents.

The networked SemCom mode relies on multi-layered
KBs [44], including public, task-specific, and private KBs.
Specifically, public KBs provide common-sense knowledge
and general models accessible to networked agents. Within
each cluster, agents share task-specific KBs, which concentrate
on domain expertise and task-related knowledge (e.g., dis-
eases, symptoms, and treatments in medical diagnosis tasks).
Additionally, private KBs owned by individual agents mainly
contain personalized and sensitive knowledge accumulated by
each agent (e.g., preferences, interests, and communication
context). These multi-layered KBs provide essential context
and knowledge for SI extraction, delivery, and reconstruction
for agents.

C. Enabling Technologies of SemComNet

1) Al: Serving as the foundation of SemComNet, Al tech-
niques including DL, RL, and GALI significantly enhance the
ability of SI extraction and overall efficiency in dynamic com-
munication conditions and diverse task demands. Specifically,
DL models such as LSTM and Transformer [2], [3] allow
semantic models to robustly abstract key features and capture
long-range dependencies within data. Given the frequent need
for model updates in SemComNet, which can lead to service
interruptions and significant time consumption, transfer learn-
ing [3] facilitates the reuse of existing models and knowledge
for new tasks, accelerating training and improving data effi-
ciency. Moreover, to mitigate “catastrophic forgetting” [64]
in transfer learning, continual learning becomes essential in
SemComNet which helps semantic models adapt to new tasks
without forgetting learned knowledge. To address the issue
of scarce training samples in the SemComNet environment,
GAI models such as generative adversarial networks (GANs)
and diffusion models prove beneficial [45], [51]. These mod-
els could create extensive, high-quality, and personalized
data samples resembling real-world scenarios for training
diverse semantic models. Besides, RL empowers agents with
autonomous implicit semantic reasoning [44] and real-time
decision-making in SemComNet tasks such as autonomous
driving and drone navigation.

2) Networking Technology: In SemComNet, networking
technology such as IoT, Bluetooth Low Energy (BLE), Long
Range (LoRa), as well as 5G and beyond (B5G) plays a crucial
role in enhancing the performance and efficiency, achieving
reliable network connections, and real-time SI transmission
between agents. The increasing affordability and advancing
intelligence of IoT devices [65] have made it feasible to
deploy numerous intelligent agents. Simultaneously, the abun-
dant deployment of sensors in the IoT provides SemComNet
with rich perceptual data, facilitating knowledge accumulation
and SI comprehension. Moreover, BLE offers short-range
and low-latency wireless networking, ideal for intra-cluster
communication, enabling seamless data exchange with min-
imal energy consumption [66]. LoRa enhances SemComNet
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TABLE V
ENABLING TECHNOLOGIES AND THEIR ROLES IN SEMCOMNET

Enabling Tech. Role

Covered Tech.

Al Semantic-aware data processing and decision making

ML, DL, RL, and GAI

Networking Technology

Ensure efficient SI transmission and reliable connectivity for all agents

5G and beyond, LoRa, BLE, and IoT

Knowledge Representation

Manage and represent knowledge for efficient retrieval and KBs construction

KGs, ontologies, and scene graphs

Ubiquitous Computing

Provide on-demand and sufficient computing resources for SemComNet

Mobile, edge, and cloud computing

by enabling long-range, reliable communication for inter-
cluster agents spread across wide areas, even in challenging
environments. Besides, B5G [12] support high-speed data
transmission, increased network capacity, and global commu-
nication coverage, including remote areas and oceans, fulfilling
the real-time response and efficient data transfer requirements
of SemComNet.

3) Knowledge Representation Technology: Acting as
“memory” of SemComNet, the knowledge representation
such as knowledge graph (KG) [20], [31], [67], ontolo-
gies [33], [68], and scene graphs [69] can transform contextual
information and experience into a comprehensible format for
agents. They also empower SemComNet to manage, search,
and reason over vast amounts of knowledge. For instance,
KGs can be integrated into SemComNet to organize and
aggregate vast unstructured data into a structured knowledge
format from diverse domains [67], presented in graphical form.
By formally defining the concepts and their relationships,
ontologies [33] offer a structured representation that aids in
identifying entities (e.g., people, places, and events) within
data. Besides, Zhang et al. [69] use scene graphs to capture
and store knowledge about the objects and their relationships
in the original image.

4) Ubiquitous Computing: SemComNet require significant
computing power to sustain Al model training and storage,
as well as multiple KBs management and synchronization.
In response, ubiquitous computing [23] establishes an envi-
ronment for SemComNet where computing resources are
seamlessly and invisibly embedded in various agents (e.g.,
wearable devices and sensors), ensuring widespread availabil-
ity. To enhance agents’ QoE, the cloud-edge-end network
architecture offers on-demand access to computational and
storage resources. The cloud tier offers powerful computing
resources for training shared semantic models, while the edge
tier facilitates rapid computation processing for nearby agents.
Additionally, through collaborative maintenance of multiple
pre-cached KBs across the cloud-edge-end infrastructure,
agents can efficiently access required knowledge, improving
semantic delivery performance.

5) Summary: As shown in Table V, Al, networking,
knowledge representation, and ubiquitous computing tech-
nologies form the fundamental pillars of SemComNet. Al
enhances semantic understanding and intelligent optimization,
networking technology provides reliable and scalable trans-
mission, knowledge representation structures and manages
knowledge, and ubiquitous computing supplies the necessary
computational resources. These four technologies collec-
tively enable intelligent and semantic-aware interaction among
agents within SemComNet.

D. Use Cases of SemComNet

With the assistance of SemComNet, a vast array of emerging
intelligent applications across numerous key domains are
enabled [31], [70], such as autonomous driving, holographic-
type communication, and the Metaverse.

1) Autonomous Driving: Autonomous driving depends on
real-time data exchange among vehicles, roadside infras-
tructure, and cloud servers to make safe driving decisions.
Equipped with sensors such as cameras and LiDAR,
autonomous vehicles continuously generate vast amounts of
data to monitor their surroundings and provide critical inputs
for decision-making. However, conventional communication
systems often struggle to meet the ultra-reliable, low-latency,
and high-throughput transmission demands required for fast
decision-making and stable coordination. SemComNet rep-
resent the novel paradigm for intelligent collaboration in
autonomous driving by integrating user intent and seman-
tics into the communication process. This enhances data
exchange and decision-making capabilities among vehicles,
roadside infrastructure, and other entities, enabling efficient
vehicle-road collaboration while meeting the strict demands
of perception accuracy and latency in smart transportation
systems.

In a SemComNet-enabled autonomous driving scenario,
each vehicle maintains private KBs with sensitive data (e.g.,
historical routes and location coordinates) while sharing
semantic KBs with an edge server. These shared KBs include
background knowledge (e.g., city maps) and task-specific
semantic models. For tasks requiring rapid inference, vehicles
reconstruct SI from multi-modal data and shared KBs in real-
time to make local decisions (e.g., acceleration, braking). By
accessing the edge server’s knowledge, vehicles expand their
perception range and make accurate decisions with minimal
computation. In more complex scenarios, vehicular agents
transmit SI to the edge server and other nearby vehicles, which
collaborate to make final decisions. This collaborative process
enhances task performance by leveraging the complementary
nature of SI and task correlations. For instance, Feng et al. [71]
propose a multi-user SemCom system for edge intelligence-
enabled autonomous driving. They employ the JSCC method
and fusion module for various users and data modalities to
reduce data redundancy and optimize task coordination, thus
improving transmission efficiency.

2) Holographic-Type =~ Communication: Holographic-type
communication [72] leverages holographic display systems
to capture individuals and their surroundings remotely
and transmit them over networks. At the receiver’s end,
laser projections create real-time 3D holograms, enabling
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interaction with virtual projections. This technology provides
an immersive, multi-modal experience via naked-eye
holography. However, current holography requires substantial
data volumes for synthesizing images and 3D data. For
example, multi-angle holographic videos demand terabit-per-
second (Tbps) transmission rates and sub-1 ms latency [72]
to achieve full immersion, which remains challenging.

Instead of transmitting all raw data, SemComNet focus on
delivering only critical SI, reducing the data volume for trans-
mission. For instance, in holographic video conferencing, this
might involve transmitting key features such as facial expres-
sions instead of full volumetric data. In [73], Cheng et al.
propose a semantic-driven framework, named SemHolo, for
enhancing holographic telepresence in 6G networks. By pri-
oritizing task-relevant aspects (e.g., key gestures and facial
expressions) over full volumetric data, SemHolo enables the
efficient delivery of 3D content. A proof-of-concept imple-
mentation demonstrates the feasibility of real-time interactive
telepresence while ensuring visual quality and reconstruction
fidelity. Besides, the multi-modal data transmission capabili-
ties of SemComNet could link different modalities through a
common semantic framework. This allows for expressing the
same semantic meaning across various modalities, enabling
simultaneous recovery of multi-modal information from a sin-
gle semantic context. By focusing on semantic representations,
SemComNet address the bandwidth challenges of holographic
communication while improving efficiency.

3) Metaverse: The Metaverse, envisioned as a next-
generation Internet, offers a fully immersive and high-fidelity
virtual universe where users interact in computer-generated
environments [74]. For instance, Metaverse concerts provide
large online audiences with a 360-degree panoramic view and
an interactive experience, allowing digital avatars to engage
with both the venue and other participants. However, large-
scale multi-user activities in the Metaverse demand significant
resources from both backend servers and user devices (e.g.,
VR headsets). Specifically, for the Metaverse servers, ren-
dering detailed virtual environments with numerous users
requires immense computing and transmission resources. As
for Metaverse users, they face the challenge of constantly
receiving and rendering potentially thousands of other partic-
ipants’ positions and actions.

In practice, not all content needs to be transmitted or ren-
dered to maintain a seamless and immersive experience [75].
SemComNet address this by transmitting only semanti-
cally meaningful data, reducing storage and transmission
loads. For instance, rather than transmitting full 3D models
of a user’s gestures, SemComNet transmits only essential
information, such as key movements that trigger interactions.
This reduces data load, accelerates processing, and improves
system performance [31]. To ensure trustworthy SemCom in
the Metaverse, Chen et al. [76] propose a secure multi-user
SemCom system based on intelligent radio and GANs, while
FL balances privacy and communication accuracy.

E. Semantic Metrics

Unlike traditional communication systems that use met-
rics such as symbol-error rate (SER) or bit-error rate
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(BER), semantic metrics in SemComNet focus on the
significance and meaning of information [33]. These met-
rics can be classified into three categories [70], i.e.,
significance-oriented, meaning-oriented, and combined met-
rics. Specifically, significance-oriented metrics evaluate the
value and relevance of information based on its tim-
ing, timeliness, and impact on subsequent tasks [31], [33].
These metrics help prioritize information transmission in
resource-constrained scenarios. For example, the age of
information (Aol) [77] and value of information (Vol) [29]
are two representative metrics used for significance eval-
uation in SemComNet [33]. Aol quantifies the timeliness
of information at the destination by measuring the time
elapsed since the latest data was generated at the source,
while Vol considers both the timeliness and quality of the
transmitted information [33]. Besides, the meaning-oriented
metrics assess the similarity between the transmitted and
received SI, prioritizing semantic fidelity over pixel or bit-
level accuracy. Lastly, combined metrics (e.g., semantic
QoE [78], [79]) integrate aspects of semantic fidelity, commu-
nication costs, and user experience, providing a more holistic
evaluation.

Besides, the above semantic metrics can significantly
influence the security and privacy aspects of SemComNet.
Take significance-oriented metrics as an example, they can
be used to prioritize time-sensitive information and detect
timing anomalies that may indicate malicious activities.
For instance, an attacker may exploit vulnerabilities (e.g.,
delaying or replaying outdated or irrelevant data) to con-
fuse or mislead the receiving agent. By monitoring metrics
such as Aol or Vol, SemComNet can identify and discard
data that is excessively old or delayed beyond accept-
able thresholds, thereby mitigating the risk of timing-based
attacks.

III. SECURITY AND PRIVACY THREATS IN SEMCOMNET

Despite the promising prospects of SemComNet, it faces
significant security and privacy issues, which have not been
widely discussed. As critical systems, SemComNet’s security
and privacy concerns must encompass the confidentiality,
integrity, and availability (CIA) of resources (including data,
shared knowledge, and semantic models). Specifically, con-
fidentiality issues primarily involve unauthorized access to
sensitive resources, as well as potential privacy and intel-
lectual property (IP) infringement. Integrity is compromised
by attacks that alter or corrupt data/knowledge (e.g., launch
false data injection, poisoning, and adversarial attacks) which
compromise its accuracy and semantic meaning. Availability
focuses on threats disrupting services, such as DoS and mal-
ware attacks, affecting SemComNet’s operational functionality
for legitimate users.

Besides, to effectively and comprehensively identify these
threats, we conduct a layer-by-layer analysis. As shown in
Fig. 6, we categorize a broad scope of security/privacy threats
in SemComNet (from Sections III-A-III-C) from its three
layers of functionality, i.e., control, semantic transmission,
and cognitive sensing layers. Fig. 7 provides three illustrative
examples of attacks within these layers.
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A. Threats to Control Layer in SemComNet

As outlined in Section II-Al, the control layer in
SemComNet is tasked with top-level management and orches-
tration for tasks, resources, and shared KBs. However,
adversaries could launch specialized attacks such as DoS
(e.g., by injecting sponge examples) which aims at depleting
resources and rendering SemComNet unavailable. Besides,
compared with traditional communication networks, a distinc-
tive feature of SemComNet is its maintenance of multiple KBs
to provide plenty of shared knowledge and semantic models
for collaborative agents. However, this feature incurs vulnera-
bilities such as KBs poisoning, unauthorized KBs access, and
theft of shared semantic models. Below, we enumerate the
typical threats related to the control layer in SemComNet.

o Sponge Examples Attack [TI1.1]. In traditional networks,
DoS attack [18], [80] disrupt normal operations by
overwhelming systems with excessive traffic, preventing
legitimate users from accessing network services. In
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Fig. 8. An illustrative example of KBs poisoning attack and query misguiding
attack in the SemComNet.

SemComNet, a variant known as sponge examples attack
emerges [18], [81], which targets energy consumption
and latency in DL components. The threat is severe due to
SemComNet’s reliance on computational resources (e.g.,
powerful CPUs and GPUs) for DL-driven semantic mod-
els training. Hackers can inject crafted sponge examples
into semantic codecs, nullifying hardware acceleration
and causing excessive energy consumption and response
delays. In [18], Shumailov et al. introduce two meth-
ods for generating sponge examples: gradient-based and
genetic-based. The former is a glass-box approach requir-
ing access to model parameters, while the latter is a
closed-box technique that optimizes samples based on
energy or latency metrics by simply querying the model.
To mitigate such threats, one solution is worst-case
performance analysis [18], which establishes processing
time and energy thresholds using natural examples. Inputs
exceeding these thresholds are rejected, ensuring system
robustness. A more comprehensive solution is discussed
in Section I'V-A3.

o Knowledge Bases Poisoning Attack [T1.2]. Unlike con-
ventional communication networks, SemComNet relies
heavily on shared KBs to aid semantic understanding
and reasoning [32]. However, this reliance on KBs intro-
duces new attacks that are relatively easy to exploit but
challenging to detect. Specifically, malicious entities may
manipulate the storage nodes of KBs (e.g., cloud and edge
servers) via unauthorized access [23] to influence their
cached knowledge [16]. As shown in Fig. 8, one specific
attack involves KBs poisoning [23], where attackers
inject false, harmful, or misleading knowledge into KBs,
thereby deceiving receivers and deteriorating the overall
performance of SemComNet. To mitigate this, access
control (AC) and blockchain technologies, as discussed in
Section IV-E3, offer secure KBs management, ensuring
tamper-proof records and preventing unauthorized modi-
fications.

o Desynchronization of Knowledge Bases [T1.3]. The pri-
mary target of this attack is to undermine both the

Authorized licensed use limited to: University of Waterloo. Downloaded on February 17,2026 at 23:35:10 UTC from IEEE Xplore. Restrictions apply.



integrity and availability of KBs. Attackers may induce
inconsistency or desynchronization of KBs by disrupting
network connections, manipulating update frequencies, or
tampering with updated versions. This desynchronization
within SemComNet allows adversaries to secretly delay,
modify, or even destroy KBs without detection [23]. As a
result, inconsistent semantic understandings arise among
agents, compromising the overall robustness and effec-
tiveness of SemComNet. For instance, malicious entities
might intentionally introduce conflicting or outdated
knowledge, thereby desynchronizing multiple KBs and
interfering with the accurate extraction of SI. Currently,
this type of attack and its corresponding defenses remain
unexplored in the field of the SemCom domain, warrant-
ing further research.

Mismatches of Knowledge Bases [T1.4]. This threat may
affect the availability of KBs matching mechanism, lead-
ing to semantic noise between transceivers [2]. Before
interaction, participating agents in SemComNet should
synchronize and align their prior knowledge [3], [15]
to maintain consistent and up-to-date contextual under-
standing. However, in realistic scenarios, agents may
be reluctant to share their sensitive knowledge with
others due to privacy concerns and substantial commu-
nication burdens, resulting in KBs mismatches between
transmitter and receiver [24]. These mismatches may
incur semantic-level misunderstandings (e.g., semantic
noise) at the receiver [2]. Besides, the dynamic nature
of the environment necessitates continual updates in
KBs, further exacerbating the mismatches or disparities
between them. To effectively mitigate this risk, tech-
niques such as semantic relay (detailed in Section IV-C4)
and resilient semantic understanding schemes (discussed
in Sections IV-C1 and IV-C3) may be beneficial.
Unauthorized Knowledge Bases Access [T1.5].
Unauthorized access [80] in communication systems
occurs when entities gain access to systems or data
without proper authorization, potentially leading to
threats such as data theft, system manipulation, or service
disruption. In SemComNet, such a threat expands the
attack surface due to the existence of multiple privacy-
sensitive KBs [24]. For instance, regionally shared KBs
contain relatively personal and sensitive knowledge
that is only accessible to agents within the coverage
of edge servers [44]. Curious agents may attempt
unauthorized access or retrieval of data from KBs via
various approaches such as brute-force attacks [25] and
impersonation attacks [80], which pose a severe risk of
privacy breaches. Moreover, attackers can tamper with the
KBs with poisoned data or backdoors [82] after gaining
unauthorized access, resulting in deteriorated commu-
nication performance and loss of confidentiality. More
defense details can refer to Sections IV-E3 and IV-E2.
IP Infringement of Shared Semantic Models [T1.6].
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need to train semantic codecs from scratch. However,
significant IP threats may arise in SemComNet due to
the replicability characteristic of these shared semantic
models, which allow authorized entities to resell
these valuable models for illegal profit without being
detected [83]. Furthermore, during the model duplication
and distribution phases, these semantic models are
susceptible to risks such as theft (as depicted in the upper
part of Fig. 7), counterfeiting, and unauthorized imita-
tion [84]. Considering the expensive and time-consuming
nature of their training process, the above risks may
pose significant economic and confidentiality losses for
SemComNet. To effectively mitigate IP infringement,
techniques such as watermarking and blockchain can be
beneficial, as discussed in Section IV-A4.

Query Misguiding Attack [T1.7]. In SemComNet, agents
frequently query the KBs [25] to synchronize relevant
knowledge. However, adversaries may manipulate KBs
and alter the query behavior [25] through various
methods such as injecting malicious SQL code, installing
malware, or phishing. For instance, adversaries can
impede agents from generating informative queries by
introducing misleading evidence, referred to as bait
evidence [85], illustrated as Fig. 8. For instance, when
an agent queries KBs regarding the first president of the
USA, an expected response should provide information
about George Washington. Yet, adversaries might craft
misleading queries, such as “Was George Washington
the first president of the United States?” to mislead the
KBs and obstruct the retrieval of accurate knowledge.
Currently, research on defending against such threats in
SemComNet is still lacking and requires further study.
Threats to Semantic-Aware Resource Allocation [T1.8].
SemComNet offer a semantic-aware and spectrum-
efficient paradigm that enables users to transmit
semantic-rich information with minimum spectrum
resources [69], [79]. Especially in scenarios with limited
resources (e.g., spectrum and power), allocation strategy
is decided based on semantic importance. It means
prioritizing the transmission of semantic-rich information
using limited spectrum resources [86]. However, hackers
may execute the feature importance-aware attack [87]
by injecting transferable adversarial examples (AEs)
into semantic codecs. These examples not only divert
the attention of codecs to areas with poor semantic
content but also lead to the failure of scarce spectrum
allocation (e.g., resources are occupied by semantic-poor
information). As a result, the integrity of semantic codecs
and the availability of services may be compromised.
At present, defense strategies against such threats in
SemComNet remain unexplored and require further
investigation.

SemComNet accelerate the shift of transmission services B- Threats to Semantic Transmission Layer in SemComNet

from traditional to semantic-oriented paradigms by This layer provides semantic transmission services tailored
providing diverse shared semantic models for authorized to the needs of agents and the semantics of sent data, enabling
agents. As such, the computational burden of these efficient and intelligent communication akin to human inter-
agents may be significantly reduced, mitigating the actions [44]. However, SemCom, often referred to as “Al +
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Communication” [2], [28], [32], inherit dual vulnerabilities.
On the one hand, sensitive SI and computing tasks are exposed
to broadcast channels, offering attackers the chance to launch
attacks such as semantic jamming and semantic eavesdrop-
ping. On the other hand, advanced Al-empowered semantic
codecs are susceptible to manipulation through semantic
adversarial or poisoning attacks. Such threats can alter and
forge transmitted meanings, introducing semantic noise [2] and
disrupting communication services in SemComNet. Below, we
identify the typical attacks related to the semantic transmission
process.

o Semantic Data Poisoning Attack [T2.1]. In SemComNet,
adversaries can launch semantic poisoning attacks to
undermine the integrity and availability of semantic mod-
els, reducing transmission accuracy [19]. These attacks
fall into two categories: data poisoning and model
poisoning, which depend on whether the attacker con-
taminates the transceivers’ training datasets or directly
alters semantic models [25], [88]. In data poisoning
attacks, attackers inject or modify a subset of the training
data to degrade the performance of semantic codecs or
induce unexpected behaviors. Such attacks are further
divided into dirty-label poisoning and clean-label poi-
soning. Dirty-label poisoning alters both the data and
corresponding labels, making it easier to detect due to
the inconsistency between the data and labels. In contrast,
clean-label poisoning is subtler as only the data is manip-
ulated. Common defenses against data poisoning attacks
include data preprocessing [89], robust training [88],
and poison filtering mechanisms [90] (as detailed in
Section IV-E1).

o Semantic Model Poisoning Attack [T2.2]. Different from
data poisoning attacks that require access to training
data, semantic model poisoning attacks directly target
the model’s parameters or training process. These attacks
typically occur when attackers gain access to semantic
codecs’ learning and update procedures, which are out
of the transceivers’ control. Such attacks are particularly
severe in collaborative or distributed training settings,
where multiple agents jointly train semantic models using
local data and necessitate frequent model exchanges.
In such scenarios, attackers may control some clients
and manipulate their updates during training, or implate
backdoors that trigger specific behaviors under cer-
tain conditions [82]. Typical defensive strategies against
model poisoning include model sanitization in centralized
learning settings [91], as well as robust aggregation and
anomalous clients detection [92], [93] in collaborative
training settings (as detailed in Section IV-Al).

o Semantic Adversarial Attack [T2.3]. Existing works [94]
show that deep neural networks (DNNs) are susceptible
to AEs, i.e., subtle perturbations added to the inputs
of a DL model, causing it to make incorrect decisions.
Since SemComNet relies on advanced DL models, these
vulnerabilities can be inherited, and the over-the-air trans-
mission of SI further exacerbates the risk. Specifically,
as shown in the middle part of Fig. 7, the semantic
adversarial attack can target both the sender and receiver

sides. At the sender, attackers introduce subtle perturba-
tions to distort semantic meaning and impede accurate
SI extraction. For instance, Hu et al. [95] leverage
iterative fast gradient sign method (FGSM) [94] to gen-
erate sample-dependent semantic noise that misleads the
transmitter, which may dramatically alter the semantics
of data. At the receiver (potentially via the wireless chan-
nel), subtle perturbations to semantic decoder inputs may
fail semantic decoding and misunderstanding between
transceivers. To mitigate such attack, solutions within
ML domain provide valuable insights, such as adversarial
training [8], [10], [95], defensive distillation [94], detec-
tion of AEs [94], and weight perturbation [95] (as detailed
in Section IV-A2).

Semantic Jamming Attack [T2.4]. The conventional jam-
ming attack [96] disrupts communication by emitting
interference or high-power signals [97], causing bit-
level interruptions or degraded communication quality.
In contrast, semantic jamming attack targets the integrity
of the transmitted data’s semantics [98], [99], degrading
the consistency and quality of semantic content and
preventing accurate interpretation at the receiver [19]. For
instance, Tang et al. [99] propose a semantic jammer that
generates jamming data streams by randomly sampling
from a Gaussian distribution. However, their scheme [99]
assumes the jammer shares the same network structure
as the sender, which may be impractical for real-world
scenarios. Besides, to counter such attack, Tang et al. [99]
introduce a GAN-inspired framework, where a semantic
jammer (generator) and a robust receiver (discrimi-
nator) optimize strategies through adversarial gaming,
thereby improving the receiver’s resilience to semantic
jamming. Apart from directly countering jamming sig-
nals, techniques such as spread spectrum (detailed in
Section IV-B6) [100] and covert communication (detailed
in Section IV-B4) [19], [101], [102] can conceal the exis-
tence of SI transmission, making it difficult for jammers
to detect and target SI.

Semantic Eavesdropping Attack [T2.5]. Eavesdropping,
a common threat in traditional communication, involves
intercepting transmitted data to expose sensitive
information [96]. In SemComNet, a semantic eavesdrop-
ping attack involves intercepting transmitted signals to
infer their semantic meanings [21], [103]. To evaluate the
threat, Du et al. [19] present the semantic secrecy outage
probability (SSOP), which quantifies the success rate of
intercepting and decoding SI. Defending against semantic
eavesdropping is easier than traditional eavesdropping, as
accurately decoding intercepted SI is highly challenging
without access to paired semantic codecs and shared
knowledge. However, two significant threats remain.
Firstly, the rapid advancement of GAI models enables
attackers to use these models as general semantic
decoders [104], capable of semantic interpretation and
intent understanding [42]. Secondly, during semantic
codecs training, gradient sharing of models can
expose sensitive data. As demonstrated in [105],
observing gradients allows attackers to reconstruct
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fine-grained training data. To mitigate these risks,
techniques such as semantic data encryption (detailed
in Section IV-B1), covert communication (discussed in
Section IV-B4) [19], [101], [102], physical layer security
technologies (discussed in Sections IV-B2, IV-B3,
and [IV-B6), and quantum technologies (detailed in
Section IV-B5) could be employed for secure semantic
transmission.

Threats from Semantic Relay [T2.6]. In wireless com-
munication systems, relays extend communication range
and improve data transmission reliability through coop-
erative strategies [96] such as amplify and forward
(AF). However, untrusted relays introduce security risks,
including eavesdropping, data tampering, or selectively
dropping transmissions. In SemComNet, these threats
persist and may lead to more severe consequences.
Semantic relay nodes not only forward data but also
translate semantic signals at the semantic level [60], [61],
especially in scenarios where transceivers lack matched
knowledge [59], [62]. Typically, these relay nodes store
rich background knowledge [59], including privacy-
sensitive information about transceivers. On the one hand,
curious relays may steal this private information, resulting
in more severe privacy breaches. On the other hand,
malicious relays may exploit their advantageous position
to inject viruses [106] into SemComNet or manipulate
the relayed SI via adding semantic noise [22], poten-
tially causing erroneous interpretations of semantics.
However, current defense strategies against such threats
in SemComNet remain unexplored and warrant further
investigation.

Feedback Exploitation Attack [T2.7]. In SemComNet, the
transmitter adjusts its transmission strategy according to
feedback from the receiver and physical channel (e.g.,
CSI). If the receiver struggles to interpret the content,
the sender transmits more detailed, low-level SI to aid
understanding [107]. However, two security issues arise
during this feedback process, i.e., feedback leakage and
feedback tampering. The former occurs when malicious
entities analyze feedback to infer sensitive information
about agents, such as their preferences and behavior
patterns, potentially constructing detailed agents’ pro-
files and threatening confidentiality [16]. Meanwhile,
the latter refers to malicious feedback modification,
leading to inappropriate adjustments in transmission
rates. That potentially causes communication failures
and affects the availability of SemComNet. Currently,
the defense against such attack in the SemComNet
domain remains an open issue, warranting further
research.
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vulnerabilities during the data & knowledge perception, pro-
cessing, and sharing phases. Various threats exist within the
cognitive sensing layer, including but not limited to false
perception data injection, free-riding, and cognitive manipu-
lation via “information bombs”. Additionally, risks such as
unauthorized private KBs access and private KBs poisoning
attacks, mirror the vulnerabilities found in the control layer.
We list typical threats to the cognitive sensing layer in
SemComNet as below.

o Threats to Cognitive Manipulation [T3.1]. These threats
in SemComNet involve deliberate interference with
agents’ cognitive processes to influence their judg-
ment and reasoning. Cognition manipulation can stem
from adversarial information dissemination, such as
spreading rumors, or deceptive content (e.g., Deepfake
images generated by GANs [150]). Such tactics compro-
mise decision-making and the integrity of SemComNet.
Additionally, the easy-to-use GAI models enable mali-
cious agents to create biased “information bombs” [81]
via malicious prompts, disrupting public cognition and
shaping virtual opinion leaders. Defenses against these
threats include adversarial information detection tech-
niques, categorized as spatial-based, frequency-based,
and data-driven methods [150]. Spatial-based techniques
enhance local forgery detection by focusing on spe-
cific spatial regions, frequency-based methods analyze
differences in the frequency domain, and data-driven
approaches improve detection generalization by training
with diverse fake data [81].

e False Data Injection Attack [T3.2]. To enrich private
KBs and improve environmental understanding, agents in
SemComNet autonomously collect environmental seman-
tics via on-body sensors [35]. However, as illustrated
in the bottom part of Fig. 7, attackers might attempt to
mislead SemComNet by injecting false data. For instance,
GPS spoofing attack [153] can override legitimate sig-
nals with counterfeit ones, causing GPS receivers to
misinterpret geographical information. This deception
can introduce flawed environmental semantics into the
KBs, leading to incorrect decisions and undermining
SemComNet’s integrity. To effectively mitigate such
threat, techniques such as robust authentication and
provenance tracking may be beneficial, as discussed in
Sects. IV-D1 and IV-D2.

o Free-riding Attack [T3.3]. In multi-agent SemComNet,
collaboration is essential for task completion (e.g.,
collaborative perception) and ensuring smooth system
operations. However, selfish agents may avoid con-
tributions while reaping benefits or accessing its
resources [23]. For instance, selfish agents may deliber-
ately provide low-quality [132] or semantic-poor sensing

C. Threats to Cognitive Sensing Layer in SemComNet

As described in Section II-A3, the cognitive sensing layer
in SemComNet is distinguished for its advanced cognitive
capabilities, including environment perception, agent intention
inference, knowledge discovery, and private KBs establish-
ment. However, these capabilities also introduce unique

data to save their energy and resources. If widespread,
such free-riding behavior can deplete system resources,
reduce service availability, and degrade the QoE of legiti-
mate agents. Mitigation strategies include trust evaluation
(detailed in Section IV-D3) and effective AC (discussed
in Section IV-E3).
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o Impersonation Attack [T3.4]. Adversaries can exploit
authentication  vulnerabilities in SemComNet to
impersonate legitimate agents, compromising system
confidentiality [80]. This could be achieved by
stealing the credentials through password cracking or
phishing [151]. Once successful, attackers can misuse
compromised identities for malicious activities, such as
submitting false sensory data or violating privacy. The
authentication mechanism (discussed in Section IV-D1)
with information-theoretic security guarantees can help
prevent such impersonation threats.

o Threats to Trust Management [T3.5]. In the dynamic
environment of SemComNet, where autonomous agents
frequently change their behavior (e.g., uploading sensory
data), managing trust is crucial to mitigate interaction
risks [145]. However, establishing an effective trust
management system is challenging due to the need
for real-time monitoring of agent behaviors and rep-
utations [135], which may compromise confidentiality.
Furthermore, agent interactions often involve limited or
incomplete data sharing, increasing the complexity of
determining the reputation of other agents and establish-
ing trust relationships. To address these issues, trust-free
architectures (discussed in Section IV-D2) and efficient
trust evaluation mechanisms (covered in Section 1V-D3)
offer alternative solutions to enhance trust management
in SemComNet.

e Malware Attack [T3.6]. This attack compromises
service availability, confidentiality, and integrity of
data/knowledge in SemComNet. Specifically, malware
can swiftly spread between agents, causing deviations in
their behavior patterns and roles. For instance, malicious
code or instructions [81] injected into a benign agent can
turn it into an aggressive entity. In addition, certain mal-
ware families such as ransomware, spyware, and worms
may steal private data, erase sensory data, or delete accu-
mulated knowledge [151]. To resist these threats, malware
detection, defense, and prevention are crucial [152].
Malware detection helps identify threats before damage
occurs [151], while defense and prevention focus on
mitigating and reversing malware activities before and
after infection [106]. In practice, a multilayered approach
combining these strategies can enhance resilience against
complex malware threats in SemComNet.

D. Summary and Lessons Learned

SemComNet inherit several security/privacy threats from
traditional networks, with varying impacts. These can be clas-
sified into: 1) enhanced impact of existing attacks. Traditional
attacks, such as threats from relay nodes, become more
severe in SemComNet, leading to increased risks of privacy
breaches and semantic manipulation. ii) Reduced impact of
existing attacks. Some existing attacks are easier to defend in
SemComNet. For instance, semantic eavesdropping is harder
to execute, as decoding intercepted SI without proper codecs
and knowledge is highly challenges for attackers. iii) Variant
of existing attacks. Traditional attacks such as DoS evolve into
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sponge example attacks, exploiting SemComNet’s reliance on
computational resources to cause excessive energy consump-
tion and delays. Additionally, some brand-new threats arise
from the cutting-edge technologies underpinning SemComNet,
such as its reliance on multiple KBs and Al techniques. These
introduce risks such as KB poisoning, unauthorized access,
and desynchronization attacks.

Besides, cross-layer attacks present significant challenges in
the multi-layered architecture of SemComNet. Such attacks
exploit interactions and dependencies among layers, com-
plicating detection and defense. Attackers can exploit the
dependencies between layers, amplifying the effects of their
attacks. For instance, cognitive manipulation in the sensing
layer may contaminate agents’ private KBs, which can then
spread to shared KBs in the control layer. The contaminated
shared KBs can adversely affect the semantic transmission
layer, leading to incorrect semantic interpretations and reduced
communication performance. The interconnected nature of
SemComNet amplifies potential damage, highlighting the need
for robust, multi-layered defense mechanisms to detect and
mitigate threats at every level.

In summary, we have categorized the security and pri-
vacy threats of SemComNet (i.e., from Sections III-A-III-C)
across their three functional layers, i.e., control layer, seman-
tic transmission layer, and cognitive sensing layer. Besides,
as depicted in Fig. 9, we have reviewed existing/potential
defense approaches for the above security/privacy issues
within SemComNet from five perspectives: semantic model
security, semantic transmission security, reliability, trust, and
data/knowledge security.

IV. SECURITY AND PRIVACY COUNTERMEASURES
IN SEMCOMNET

In this section, we provide an in-depth and up-to-date
discussion of security and privacy defenses tailored for
SemComNet across five crucial aspects, i.e., semantic model
security, semantic transmission security, reliable SemComNet,
trust management in SemComNet, and data & knowledge
security in detail.

A. Semantic Model Security

Advanced AI techniques (e.g., DL and RL) empower
semantic codecs to efficiently extract and interpret SI. As
the performance of SemComNet is heavily dependent on the
capabilities of these Al-driven semantic codecs, ensuring their
security becomes crucial [2], [31]. In the following, we discuss
countermeasures to protect semantic models from poisoning
attacks, AEs, and sponge examples, as well as strategies to
safeguard the IP of these models.

1) Defense Strategies Against Semantic Model Poisoning:
Semantic model poisoning attacks directly manipulate the
parameters of semantic codecs, rather than contaminating
training data. In centralized learning, defenses against model
poisoning focus on model sanitization, which detects and
mitigates malicious parameter modifications. Techniques such
as fine-pruning, which removes dormant or suspicious neurons
and retrains the model on clean data, can restore normal
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Fig. 9.
corresponding existing/potential defenses in the SemComNet.

model function. For instance, Wang et al. [91] present a
system for detecting and mitigating DNNs backdoor attacks
by exploiting the model’s sensitivity to input perturbations.
However, this method faces scalability issues for large models
and assumes the availability of clean training data. In dis-
tributed learning, robust aggregation methods such as secure
aggregation protocols [92] help prevent malicious updates.
For instance, Krum as a Byzantine-resilient aggregation rule,
filters out abnormal model weights by sorting and selecting
participants’ updates, thus enhancing the robustness of the
global model [92]. However, Krum’s complexity increases

[ ] Semantic Transmission Layer Related

[[] Cognitive Sensing Layer Related

The taxonomy of security/privacy threats to SemComNet from five aspects (i.e., model, transmission, reliability, trust, and data & knowledge) and

with more participants due to pairwise distance calculations.
An alternative approach involves detecting malicious clients.
For instance, Zhao et al. [93] propose a client-side cross-
validation scheme where each update is evaluated using other
clients’ local data. This method adjusts update weights based
on the evaluations during aggregation.

2) Adversarial Training for Semantic Noise Resistant
SemComNet: SemComNet are susceptible to semantic adver-
sarial attack due to the vulnerability of DNN-based codecs
and the broadcast of wireless medium [10], [19], [22]. These
attacks may induce semantic noise that will gradually distort
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TABLE VI
SUMMARY OF KEY LITERATURE ON SEMANTIC MODEL SECURITY IN SEMANTIC COMMUNICATION NETWORKS

* Purpose
Securit o Advantages -
Ref. Threaty o Limitati fns Utilized Technology
1 Evaluation Metrics
+ Detect whether a model is backdoored exploit activation statistics
91] Semantic e Robust and general tools for detecting and mitigating backdoor attack Backdoor detection,
backdoor attack o Unscalable to large-scale model and strong assumption (e.g., clean training dataset) optimization
1 Attack success rate, classification accuracy, and false positive/negative rate
« Leverage clean data through cross-validation for detecting poisoning updates
Semantic e High defense strength and robustness without compromising model accurac -
(93] poisoning attack o Lir%lited by validati%)n data size and susceptible to Fnaliciouf clients Y Model validation
1 Model accuracy, computation cost, and probability of evading the detection
+ Enhance the resilience of semantic codecs against adversarial examples
8] Semantic e High robustness, semantic fidelity, and compatibility with existing training pipelines Adversarial trainin
adversarial attack o Increased computational cost, difficulty in converging, and low defense generalization S
1 BLEU score and BERT score
* Trace illegal usage and copyright verification of Al models
(108] Semantic model stealing, e High watermark capacity and strong generalization ability Model
surrogate model attacks o Cannot resist ambiguity attack and lack resilience against pre-processing techniques watermarking

1 Peak SNR, SSIM, normalized correlation, and success rate of watermark extracted

the desired meaning conveyed in SI. Current defense schemes
span diverse categories [94], i.e., adversarial training, defen-
sive distillation, AEs detector, and methods involving weight
concealment and interference [95]. Among these approaches,
adversarial training stands out as a simple yet highly effective
method. It has been extensively studied and proven to enhance
the resilience of semantic models to AEs [8], [10], [19]. This
approach involves incorporating AEs into the training data
and continually generating new AEs during each iteration
of training process. For instance, Peng et al. [8] employ
adversarial training, specifically the fast gradient method to
identify perturbations that significantly disrupt the system
and subsequently train the system to withstand these AEs.
In [8], the Bilingual Evaluation Understudy (BLEU) score is
utilized to assess the semantic quality of received data, and
the Bidirectional Encoder Representations from Transformers
(BERT) score measures the semantic similarity between
text sentences. The results, indicated by high BLEU and
BERT scores, demonstrate the proposed scheme’s effective-
ness in mitigating semantic distortions caused by adversarial
noise.

However, this training strategy might increase computa-
tional costs and may not generalize well to AEs from other
adversaries because it trains the model on narrowly crafted
AEs, which increases the risk of overfitting. Besides, the
work [8] does not consider the interference caused by the
massive connections between agents, which can introduce
various adversarial perturbations in wireless channels. To
simulate this, Nan et al. [10] introduce SemAdyv to create
semantic-oriented perturbations for physical-layer adversarial
attacks during SI transmission. To defend this, they propose
an adversarial training approach SemMixed to enhance the
resilience of SemComNet against various physical adversarial
perturbations. The experiments not only use standard evalua-
tion metrics but also introduce a new security metric called
misleading rate, which evaluates the model’s tendency to mis-
lead predictions toward specific image categories. Simulation
results highlight that the proposed defense strategy signifi-
cantly reduces the attack success rate.

3) Safeguarding SemComNet Against Sponge Examples:
To mitigate the threat posed by sponge examples, a straight-
forward solution is to adopt worst-case performance analysis,
as proposed by Shumailov et al. in [18]. By establishing
processing time and energy thresholds from model profiling
with natural examples, inputs surpassing these limits will
be rejected, thereby helping to ensure system availability.
However, this solution has limitations. Specifically, setting
optimal thresholds requires careful calibration tailored to the
hardware platform and model performance. If thresholds are
not correctly set, the defense could yield suboptimal results.
Additionally, attackers could manipulate sponge examples to
stay within these thresholds while still consuming excessive
resources and causing delays. With large volumes of sponge
examples, the system’s resources may be overwhelmed, poten-
tially leading to a DoS situation. Thus, relying solely on
threshold-based defenses may be insufficient. To bolster the
robustness of SemComNet, supplementary defense mecha-
nisms from both defense [121] and detection [122] could be
considered. For instance, Wong et al. [121] propose training
models with AEs generated using techniques such as FGSM.
This approach improves semantic models’ resilience to per-
turbations and reduces their susceptibility to manipulation by
sponge examples.

When direct defense strategies are not feasible, detection
becomes critical. For instance, Chen et al. [122] introduce
a novel detection scheme by analyzing the sequence of
queries made to the victim model. Unlike traditional defenses
that focus on identifying malicious inputs, they leverage the
temporal nature of attacks and track the similarity between
successive queries. By calculating the k-nearest-neighbor dis-
tance between a new query and stored examples, the system
can detect suspicious patterns indicative of ongoing attacks.
Simulation results show its effectiveness even under closed-
box attack scenarios, where attackers may use query blinding
techniques to obscure the sequence. Additionally, this detec-
tion method is compatible with existing defenses against
zero-query attacks [122], offering a comprehensive solution
for detecting adversarial examples.
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4) IP Protection for Securing Model in SemComNet:
Powerful semantic codecs are crucial for intelligent commu-
nication tasks in SemComNet, but training process is often
expensive and time-consuming. To protect the IP of these
models, watermarks are vital [83], [108]. In [83], Zhang et al.
extend digital watermarking from multimedia to DNNs and
propose three DNN-compatible watermark generation algo-
rithms to confirm model ownership via detecting preset
patterns. However, the work [83] fails to resist surrogate model
attack®. In response, Zhang et al. [108] introduce a task-
agnostic method that embeds a spatially invisible watermark
within the networks’ outputs, maintaining high extraction
success rates even against surrogate models. Apart from
watermark-based IP protection, blockchain technology offers
a trustworthy and traceable mechanism for semantic codecs
and knowledge sharing within SemComNet [23], providing an
additional layer of trustworthiness and transparency.

B. Semantic Transmission Security

Existing and potential solutions to ensure transmission
security in SemComNet include cryptography, physical layer
security (PLS), covert communication, quantum technology,
and other emerging communication techniques, as detailed
below.

1) Semantic Data Encryption for Secure Transmission:
Encryption schemes play a crucial role in safeguarding the
privacy, security, and integrity of semantic data, thereby
enhancing the overall reliability of SemComNet, which has
received increasing attention [103], [113], [156]. In [103],
Chen et al. propose a cryptography method using random
permutation and substitution to counter model inversion eaves-
dropping attack [21], where attackers intercept and reconstruct
the original message. Experiments show this approach is
effective in both glass-box and closed-box scenarios. Similarly,
Chen et al. [156] employ RSA and AES algorithms in
SemCom to prevent eavesdroppers from accessing sensitive
information, reducing eavesdropping accuracy (i.e., eavesdrop-
ping ACC) to approximately 10% on CIFAR10 and ImageNet
datasets.

However, this approach [103] relies heavily on key man-
agement and distribution, posing risks associated with key
exposure. To address these challenges, advanced -crypto-
graphic techniques such as secure multi-party computation
(MPC) [113] and homomorphic encryption (HE) [113] elim-
inate the need for key sharing. MPC enables agents in
SemComNet to perform collaborative computations (e.g., addi-
tion, comparisons, and searches) without revealing raw data.
To promote its integration into ML, Knott et al. [113] propose
a user-friendly framework named CRYPTEN by offering MPC
services through familiar ML abstractions. Meanwhile, HE

SA surrogate model attack targets the IP of DL models by creating a
substitute model that mimics the target model’s behavior. In a closed-box
scenario, the attacker does not have access to the target model’s internal
structure or parameters but can observe its input-output pairs. By feeding input
samples into the target model to obtain predictions, the attacker constructs a
training dataset and trains a surrogate model to approximate the target model.
After several iterations, the attacker successfully creates a model that behaves
similarly to the original, thus stealing its IP.
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enhances data security by allowing computations directly
on encrypted data, ensuring privacy during transmission and
processing without requiring decryption.

However, the above solution [113] may impose excessive
communication and computing burdens on agents. Moreover,
traditional encryption [103] such as permutation and substitu-
tion disrupt intrinsic SI correlations, reducing reconstruction
quality. To solve this, Xu et al. [50] propose a DL-based
joint encryption and source-channel coding (DJESCC) for
SemComNet. This approach secures visual content by trans-
forming images into visually protected forms while preserving
reconstruction quality. However, encrypting and decrypting
entire information may result in reconstruction errors. In
response, Sun et al. [155] introduce a privacy-preserving
JSCC scheme named DPJSCC, as shown in Fig. 10. It
separates private and public information into distinct subcode-
words using disentangled IB. The private subcodewords are
encrypted with a password-based algorithm, while public ones
are directly transmitted. DPJSCC is effective even against
advanced eavesdroppers, achieving eavesdropping accuracy
near random guessing while maintaining strong reconstruction
quality. Experiments show DPJSCC reduces eavesdropping
accuracy by up to 18% compared to DeepJSCC [157] and
adversarial JSCC [158].

2) Physical-Layer Lightweight Secret Key Generation for
SemComNet: Physical layer key generation (PLKG) emerges
as a quantum-resistant and key transmission-free solution,
offering a promising avenue for securing SemComNet. By
leveraging the unique properties of the transmission medium,
such as wireless channel fading, PLKG enables secret key gen-
eration directly between communicating parties. For instance,
Zhao et al. [9] present a PLKG scheme using a reconfigurable
intelligent surface (RIS) [159] to enhance the key generation
rate by exploiting the randomness of semantic drifts between
the transmitter and receiver. However, the idealized assump-
tion of spatial constraints (e.g., eavesdroppers being half a
wavelength away) in [9] may not hold in real-world scenarios,
where eavesdroppers could occupy various positions, poten-
tially impacting system vulnerability differently. Additionally,
PLKG can integrate seamlessly with hybrid cryptographic
schemes, as demonstrated in [80], combining traditional cryp-
tographic strengths with PLKG’s unique advantages. This
integration bolsters security and efficiency, making PLKG an
advanced solution for safeguarding SemComNet.

3) Physical Layer Secure Transmission for SemComNet:
Since its inception [160], physical layer secure transmission
technology has attracted substantial attention [96]. This tech-
nology seamlessly integrates the aspects of data transmission
and encryption, offering a promising approach for secur-
ing SemComNet. Currently, there are several key technical
approaches [96]: beamforming [116], power allocation [19],
cooperative interference [117], and artificial noise (AN) injec-
tion [115], [161]. These methods intentionally amplify the
gap between the legitimate and eavesdropping communica-
tion channels. This allows authorized recipients to decode
confidential SI successfully, while semantic signals at eaves-
droppers are deliberately scrambled and irreversibly corrupted.
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for image transmission.

(i) Beamforming. Implementing the beamforming technique
in SemComNet makes the SI transmission in specific direc-
tions which ensures only intended receivers can capture it. For
instance, Lin et al. [116] propose a frequency diverse array
beamforming approach that optimizes frequency offsets and
transmits beamforming to maximize secrecy rates, particularly
in close legitimate user and eavesdropper scenarios. (ii) Power
allocation. A well-designed power allocation scheme enhances
the security of the transmission significantly [19]. For instance,
Yin et al. [65] introduce a multi-domain resource multiplexing
scheme leveraging co-channel interference among IoT nodes.
Their alternating optimization with successive convex approx-
imation methods enhances security of physical layer. (iii)
Cooperative interference. To effectively disrupt unauthorized
channels, cooperative relay, and friendly jamming techniques
can be introduced. In [117], Li et al. introduce two inno-
vative cooperative interference alignment (IA) schemes, the
former adjusts the spatial signature of one interference and
strength of all interference, ensuring orthogonality with the
desired transmission, and the other modifies all interfering
signal strength, preserving orthogonality. (iv) AN injection. As
traditional IA methods are prone to secret signal cancellation,
Hu et al. [115] propose an AN-assisted IA scheme that
minimizes secrecy outage probability through optimized power
allocation. Although these techniques are effective at the
physical layer, achieving holistic security across SemComNet
requires exploring cross-layer optimization, such as optimizing
and integrating PLS schemes with other layers (e.g., the
control layer) within SemComNet.

4) Covert Communication for Secure Transmission:
In SemComNet, as shown in Fig. 11, semantic data
encryption ensures content security through advanced
encryption [50], [114], [155], but it incurs higher compu-
tational complexity and key management overhead. PLS
protects the content by ensuring the message remains
inaccessible to eavesdroppers, even if communication is
detected. Key performance indicators for PLS include secrecy
outage probability (SOP) and average secrecy capacity
(ASC) [19], [96]. In contrast, as shown in Fig. 11, covert
communication focuses on undetectable transmissions. It
conceals the transmission itself, preventing detection by
a warden, and is measured by metrics such as covert
communication capacity [162], detection error probability
(DEP), and covert rate [19], [101], [102].

Tlustration of the DPJSCC scheme [155], which depicts the disentangled information bottleneck (IB) guided privacy-protective JSCC framework
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Fig. 11. An illustrative comparison of defense mechanisms through semantic

encryption [114] and covert communication [102].

One paradigm of covert communication is physical-layer
low probability of detection communication (PL-LPDC). For
text semantic transmission in wireless networks, as shown
in Fig. 11, Hu et al. [102] propose a covert communication
scheme using a full-duplex receiver to generate AN, which
interferes with Willie’s detection. By jointly optimizing trans-
mit power, AN power, and the number of semantic symbols per
word, they maximize semantic spectral efficiency while ensur-
ing minimum semantic similarity and maintaining covertness.
Detection performance is evaluated using the false alarm rate
and missed detection rate. Their analysis shows that a fixed
AN power can enhance covert transmission. For image trans-
mission, Wang et al. [109] present a PL-LPDC framework,
where friendly jammers deploy jamming signals to defend
against eavesdroppers. A multi-agent policy gradient algorithm
is proposed to improve system performance, allowing devices
and jammers to identify vulnerable devices and optimize
transmission parameters in SemComNet. However, the lack of
complexity and scalability analysis, along with the intricate
training procedures, may limit its practical deployment in
SemComNet.

Unlike PL-LPDC, which focuses on concealment and low
detection probability, physical-layer steganography [110] aims
to hide and encrypt the content of communication, offering
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TABLE VII

SUMMARY OF KEY LITERATURE ON SEMANTIC TRANSMISSION SECURITY IN SEMANTIC COMMUNICATION NETWORKS
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* Purpose
Security e Advantages -
Ref. Threat o Limitations Utilized Technology
t Evaluation Metrics
* Encrypts SI to protect against unauthorized access during transmission
Semantic o Ensures the confidentiality and integrity of transmitted SI Symmetric encryption,
[114] ) - - . . . : 7t
eavesdropping attack o Low scalability, complicated key management, and high processing delay adversarial training
1 BLEU score and convergence speed
. * Generate secret key by leveraging semantic drifts and update under RIS assistance
Semantic . . . .
. e High-security guarantee, fast key generation, and enhanced channel randomness Physical layer key
[9] eavesdropping, . . . Lo .
o Idealized spatial constraint and simplified channel model generation, RIS
spoofing attacks .
1 Key generation rate, P-value, and randomness pass rate
* Artificial noise-assisted interference alignment for mitigating eavesdropping
[115] Passive eavesdropping, e Practical assumption, enhanced security, and mitigated interference Interference alignment,
interference attacks o Lack cross-layer optimization and may impact transmission efficiency artificial noise
t Secrecy outage probability and power allocation ratio
Semantic * Covert and secure SI transmission assisted with friendly jammer
. e Low probability of detection and suitable for highly confidential scenarios Covert comm.,
[109] eavesdropping, . o . . .
jamming attacks o Lack complexity and scalability analysis, as well as complex training procedures multi-agent RL
J ) t Average accuracy of answering the questions
* Quantum SemCom for reliable and secure interaction
[120] Semantic poisoning, e Strong security guarantees and future-proof against quantum attacks Quantum embedding,
adversarial attacks o Challenging in fragile/expensive photonic quantum resources and scalability issues quantum ML
1 Distance of semantic Hilbert space, semantic decoding error, and fidelity
. * RIS-assisted secure and inverse semantic-aware wireless sensing
Unauthorized access, . . .. . e
[154] e Efficiency in transmission, enhanced security, cross-layer compatibility RIS

eavesdropping attack

o Hardware cost and implementation complexity, and productive attenuation

a higher level of confidentiality. It embeds secret SI within
the physical properties of the communication channel (e.g.,
signal power, phase, or frequency), making it imperceptible
to unauthorized users. For instance, Yamaguchi et al. [111]
propose a steganography security approach that conceals the
secret signal by embedding it into the cover data, making
detection difficult without prior knowledge. Future research
efforts are required in designing intelligent covert commu-
nication in SemComNet, integrating adaptive optimization,
theoretical completeness, and lightweight implementation to
accommodate diverse environmental conditions.

5) Quantum Technology for Secure-Enhanced SemComNet:
Quantum technology, based on the principles of quan-
tum physics, can significantly enhance security within
SemComNet [120], [163]. Quantum key distribution (QKD)
plays a pivotal role in establishing secure key exchanges
in SemComNet, providing a tamper-evident framework for
SemComNet. Unlike classical cryptographic methods, QKD
can detect eavesdropping attempts. Any interference is rapidly
identified by the communicating parties, alerting them to
potential intruders and safeguarding the confidentiality of
semantic data.

In [119], Kaewpuang et al. focus on QKD-aided secure SI
transmission within SemComNet. Furthermore, they address
resource allocation challenges in QKD deployment for SI
transmission by proposing a two-stage stochastic optimization
model that optimizes QKD resource deployment, with Shapley
values ensuring fair cost allocation among cooperative QKD
service providers. Apart from QKD, quantum semantic encod-
ing can further protect the privacy of semantic content,
offering enhanced security and efficient data transmission.
For instance, Khalid et al. [120] explore quantum SemCom
employing quantum embedding and quantum ML to encode

data into quantum states, which are securely teleported using
quantum principles. However, such quantum solutions face
challenges in resource optimization and scalability, primarily
due to the reliance on fragile and expensive photonic quantum
resources.

6) Emerging Communication Technology Assisting Secure
SemComNet: RIS, an emerging wireless technology [159],
can enhance the security and efficiency of SI transmission in
SemComNet. For instance, Wang et al. [118] propose using a
simultaneous transmitting and reflecting RIS to prevent eaves-
dropping during SI transmission. By optimizing transmission
and reflection coefficients, they enhance legitimate semantic
signal transmission and create interference for eavesdroppers.
In [154], Du et al. present an inverse semantic-aware wireless
sensing framework for SemComNet, which uses the RIS
amplitude response matrix for secure data encryption and
semantic hash sampling for efficient self-supervised decoding.
Experimental results show a 95% reduction in data volume
without affecting sensing tasks, offering a resource-saving
solution for the secure SemComNet.

Furthermore, the above passive RIS schemes [118], [154]
face challenges, such as productive attenuation where reflec-
tion link fading is proportional to distances. To tackle this
issue, Li et al. [164] introduce active RIS to reconfigure the
propagation within the wireless environment, while utilizing
the on-off control scheme for active RIS phase shifts. Apart
from RIS, spread spectrum techniques such as frequency hop-
ping spread spectrum and direct sequence spread spectrum can
also be utilized in SemComNet [100]. As such, the semantic
signal is spread across a wide spectrum of frequencies, or
pseudo-random sequences are employed. This helps mitigate
the disruptive effects of interference on the channel, ensuring
a robust and secure communication environment.
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TABLE VIII
SUMMARY OF KEY LITERATURE ON ENSURING RELIABLE SEMCOMNET

* Purpose
Securit o Advantages -
Ref. Threaty o Limitati(;gns Utilized Technology
1 Evaluation Metrics
* Leverage GAI model to enhance perceptual quality and semantic reliability
(123] Semantic noise, e Improved communication efficiency and reduced misunderstanding errors StyleGAN
distortion o High hallucination risk and heavy computational burden on agents y
1 Peak SNR, MS-SSIM, and LPIPS
. . * Covert SI transmission and accurate SI decoding via multi-modal GAI models
Semantic noise, . o .
(165] cavesdrop and e Strong secure guarantee and accurate content generation capability GAI, multi-modal
. o Complex training procedures and costly resource consumption prompts, covert comm.
interference attack . .. . o
1 SSIM, detection error probability, and bit error probability
* Adaptive bit rate control mechanism for SI transmission under harsh conditions
(107] Physical and e High efficiency, strong fault tolerance, and cost-saving Semantic HARQ,
semantic interference o Lack of large-scale and real-world test adaptive transmission
1 BLEU score
Semantic interference, * Leverage_ RL for reasoning implicit SI \_Jvhlle protecting privacy
. e Automatic reasoning and robust semantic error correction
[44] and privacy - .. Inverse RL
o Low sample efficiency and lack generalization to unseen data
exposure of KBs . .
1 Semantic reasoning accuracy, average symbol recovery accuracy, and symbol error rate
* Assist in forwarding and interpreting SI while minimizing semantic noise
[61] Mismatch of KBs e Extended communication range and reliable translation capability Semantic
between transceiver o High computational complexity and long transmission delay relay
1 BLEU score and sentence similarity
C. Reliable SemComNet \ (" Semantic StyleGAN Transmitter |
: ‘ Inversion ‘
In SemComNet, reliability stands as a vital property facil- - Semantic StyleGAN Iverse  cpanon |
. . . . L . N | Normalizi
itating semantic-oriented service provisioning and effective | Generator o8 — — it > s Encoder |
agent interaction across diverse environments. Specifically, LA Scarch | |
ensuring a reliable SemComNet involves considerations span- ‘ | Privacy L} ‘
. . . . . . . \ & :
ning two dimensions, i.e., resilient semantic Interpretation ‘ Q\‘»‘ info. ‘
. . . . ) /
and reliable SI transmission. The former dimension guaran- : L ‘
| Private KB "= .= |
L 2 ee—— 0}

tees accurate understanding and reconstruction of semantic
content, thereby enhancing tolerance to semantic ambiguity.
On the other hand, the latter dimension focuses on main-
taining stable SI transmission performance even in harsh
conditions, such as extra-low SNR, strong perturbation [166],
and long transmission distances. We delve into discussions
regarding enhancing SemComNet’s reliability through various
approaches, as below.

1) GAI for Misunderstanding Mitigation in SemComNet:
GAI models such as ChatGPT can enhance the resilience
of semantic interpretation (e.g., suppressing semantic noise)
within SemComNet [97]. Specifically, these models aid in
reducing transmission traffic and latency [51]. They also excel
in reconstructing semantic-consistent details from SI at the
destination side, even when encountering challenges such as
semantic noise and mismatches in KBs between the transmitter
and receiver. For instance, to enhance the perceptual quality
of reconstructed data, Erdemir et al. [123] introduce two
innovative GAl-based JSCC frameworks: InverseJSCC and
GenerativeJSCC. Unlike traditional approaches focusing solely
on distortion metrics, the schemes proposed in [123] optimize
a combination of mean squared error (MSE) and learned
perceptual image patch similarity (LPIPS) losses to ensure
semantic fidelity. Simulations show that the proposed scheme
exceeds DeepJSCC not only in distortion metrics such as peak
signal-to-noise-ratio (PSNR) and multiscale structural simi-
larity index measure (MS-SSIM), but also in perceptual quality
measured by LPIPS, even with KBs mismatches. To achieve
superior perceptual quality in limited bandwidth and low SNR
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Fig. 12. Illustration of a reliable and privacy-preserving SemCom system
for image transmission employing GAI and privacy filters in [167]. This
system accurately reconstructs semantically consistent details from SI at the
destination, effectively mitigating semantic noise risks. Besides, it utilizes
a privacy filter and KBs to replace privacy information with corresponding
natural features, ensuring privacy protection.

scenarios, Chen et al. [124] treat image recovery as an inverse
problem. They employ invertible neural networks with the
diffusion model to aid the reconstruction process. However,
the above works [123], [124] neglect the aspect of privacy
protection during transmission in GAI-driven SemComNet. To
address this, as shown in Fig. 12, Han et al. [167] leverage
the StyleGAN inversion method to extract disentangled SI
from the original image. Meanwhile, they employ privacy
filters to replace private SI with natural features guided by
KBs, thereby safeguarding sensitive SI. The results have
proven successful in enhancing communication efficiency and
reducing misunderstanding errors.
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* Purpose
Securit; o Advantages -
Ref. Threaty o Limitati (%ns Utilized Technology
1 Evaluation Metrics
* Leverages unique physical layer properties for secure authentication
(130] Impersonation attack, e Information-theoretic guarantee, lightweight processing speed, and high compatibility Physical layer
eavesdropping attack o Challenging in imperfect channel conditions and large-scale environments authentication
t Secure authentication efficiency
False data injection * Provide robust privacy-preserving identity management for industrial SemComNet
[141] impersonation attack’ e Guarantee unforgeability, traceability, revocability, and public verifiability Cryptographic
malware attack > o Without consideration of privacy-preserving and processing speed tool, blockchain
1 Computation cost, communication cost, and gas cost
Free-riding attack, * Trust-free environment for fine-grained data authorization and traceable audit Smart contract
[132] misuse of shared e Low computation overhead in shared knowledge/data audit trusted com utir’l
knowledge/data o Lack large-scale and real-world performance test puling
* Dynamic reputation mechanism for limiting wrong feedback from malicious agents
(134] False feedback attack, e Enhanced system reliability and adaptability to agent behavior Dempster-Shafer
internal attack o Overheads grow exponentially as the number of agents rises theory, DRL
1 Reputation and average reward
* Reputation evaluation model to filter out trusted agents with semantic-rich data
[136] Semantic-poor e Strong reliability and practicality via real-world validation Experience-Reputation

data quality
1 Reputation and QoS score

o Difficulty in obtaining trust indicators

trust evaluation

However, a notable challenge arises from the inherent insta-
bility generation capabilities of GAI models, such as the issue
of hallucinaion [165], [168]. This instability poses challenges,
particularly in applications requiring accurate information
transfer (e.g., medical imaging diagnosis). To address this
issue, Du et al. [165] propose a GAl-aided approach that
employs multi-modal prompts for accurate content decod-
ing. By leveraging generative diffusion models and covert
communication, the approach facilitates the transmission of
multi-modal prompts and ensures precise image regeneration
under energy constraints. Nonetheless, the integration of large-
scale GAI models into SemComNet presents challenges,
demanding substantial computing power for training. This
strains the deployment of GAI models in resource-limited
agents within SemComNet. In summary, achieving trustworthy
and resource-efficient integration of GAI into SemComNet
necessitates further investigation.

2) Reliable Adaptive Transmission in SemComNet: In
dynamic network conditions and deteriorating channel quality,
ensuring reliable SI transmission is crucial. Adaptive trans-
mission offers a promising solution to enhance SemComNet
reliability [31], [32]. For instance, to improve noise resilience
in ultra-low SNR scenarios, Zhou et al. [107] propose a
multi-bit length selection strategy with a policy network
to dynamically adjust coding rates. They also intro-
duce progressive semantic hybrid automatic repeat request
(HARQ) schemes, incorporating incremental knowledge to
reduce semantic errors. Results, evaluated using the BLEU
metric, show improved efficiency, robustness, and cost-
effectiveness. However, the absence of extensive, real-world
testing may limit the validation of these findings. Moreover,
Wang et al. [40] explore an adaptive bitrate transmission
strategy for video data. Using nonlinear transformations and
conditional coding, they extract SI from video frames and allo-
cate channel bandwidth dynamically for optimal performance
under challenging wireless conditions.

3) Reasoning-Driven  Reliable SemComNet: Agents
endowed with reasoning capabilities significantly enhance the
reliability of SemComNet by mitigating semantic ambiguity
and enhancing communication reliability. For instance,
Jiang et al. [125] introduced a KG-driven SemComNet
which could significantly enhance reliability against semantic
noise. However, the above work [125] does not consider
the issue of typing errors in large-scale factual KGs within
SemComNet. These errors, especially in entity-type pairs,
pose a significant obstacle to reliable knowledge extraction
and utilization in SemComNet. To address this challenge,
Yao and Barbosa [126] propose an innovative active typing
error detection algorithm that effectively incorporates both
gold and noisy labels. Furthermore, they emphasize the semi-
supervised noise models as a feasible solution, offering the
possibility to enhance the utilization of varied information for
error detection in SemComNet.

RL excels at reasoning implicit SI from transmitted data,
which could seamlessly adapt to the dynamic conditions
within SemComNet. For instance, an implicit semantic-aware
communication architecture is proposed in [44], focusing
on both explicit and implicit message semantics reasoning.
The proposed generative imitation-based reasoning mecha-
nism could guide destination users to automatically interpret
implicit semantics without requiring access to the source data,
significantly safeguarding user privacy and reducing semantic
noise. However, this method has drawbacks, such as low
sample efficiency and limited generalization to unseen data. In
response, Thomas and Saad [127] integrate a signaling game
and Neuro-Symbolic (NeSy) Al [169] into semantic transmis-
sion. The game-theoretical approach creates a compositional
language, aiding in generalization and semantic awareness.
The NeSy Al integrates experiential learning (neural compo-
nent) with knowledge-based reasoning (symbolic component),
empowering the SemComNet to acquire intricate signaling
strategies with limited training samples and minimal data
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transmission. Currently, GAI models [43], [168], [170] serve
as powerful tools with semantic understanding and reason-
ing capabilities. Leveraging these models could significantly
enhance reasoning accuracy in SemComNet [42], [51], [170].

4) Collaborative Relay for Reliable SemComNet: In tra-
ditional communication systems, collaborative relays ensure
reliable information delivery, particularly in long-distance
and low-SNR scenarios [59]. Similarly, semantic relay nodes
in SemComNet not only assist in reliable transmission but
also help translate and interpret SI from source to des-
tination [62]. For instance, Luo et al. [61] introduce the
intelligent relay-assisted SemCom with amplify-and-forward
(AF) and decode-and-forward (DF) modes. This system assists
in forwarding and interpreting SI while minimizing semantic
noise. However, it faces challenges with high computational
complexity and long transmission delay.

D. Trust Management in SemComNet

Establishing and managing trust among collaborative agents
in SemComNet is crucial for building a trustworthy envi-
ronment. In response, this section will introduce three
approaches for creating a trustworthy SemComNet, i.e., intrin-
sic trust via physical-layer authentication mechanism, trustless
SemComNet through blockchain, and measurable trust evalu-
ation.

1) Authentication Mechanism in SemComNet:
Authentication serves as a fundamental component of trust
management by providing a preliminary verification of
agents’ identities, forming the basis for trust establishment
and subsequent evaluations. Conventional cryptography-
based authentication methods face scalability and complexity
challenges in large-scale SemComNet. In contrast, physical
layer authentication (PLA) is gaining considerable attention
due to its information-theoretic security guarantee, lightweight
processing speed, and high compatibility [171]. This approach
is increasingly recognized as a viable implementation in
heterogeneous and decentralized SemComNet.

PLA schemes can be categorized as passive and
active [171]. Passive PLA relies on physical-layer features
for transmitter authentication without modifying the source
message. For instance, Gao et al. [128] introduce EsaNet, a
DL-based passive authentication network that extracts a wire-
less channel fingerprint from environmental semantics (i.e.,
CSI) to distinguish legitimate users. In contrast, active PLA
modifies the source message by embedding a physical-layer
tag generated from a secret key, enhancing information-
theoretic security according to Shannon’s secrecy analysis.
In [129], a generalized model for achieving data confidentiality
and active wireless PLA is proposed. It highlights the role
of channel uncertainty and various design dimensions, such
as time, frequency, and space, in enhancing security for
SemComNet. To evaluate the transmission efficiency of active
PLA schemes, Tan et al. [130] introduces a metric named
secure authentication efficiency (SAE). By tuning three key
parameters that impact SAE (i.e., the probability of message
transmission, the probability of message outage, and the
probability of secure authentication), they provide a systematic
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optimization framework and analyze feasibility constraints and
optimal solutions.

However, the aforementioned works [129], [130] assume
perfect channel conditions, which is unrealistic in real-world
scenarios. To address this, Perazzone et al. [172] explore the
use of AN in fingerprint embedding for wireless security,
focusing on scenarios with imperfect CSI. They examine the
impact of AN leakage on security and compare detectors for
imperfect CSI. The findings reveal that while AN improves
security, its effectiveness diminishes under poor channel con-
ditions.

2) Blockchain for Trustless SemComNet: Blockchain inte-
gration in SemComNet is gaining attention for its transparency,
decentralization, and tamper-proof features [173]. By enabling
decentralized identity management [141], [142], cross-domain
authentication [143], [144], and smart contract-driven autho-
rization [132], blockchain provides a robust trust management
solution. It eliminates the need for a central certification
authority, facilitating decentralized, self-sovereign identity
management, where agents can independently publish and
query their identities.

For instance, Bao et al. [141] propose a robust privacy-
preserving identity management system for industrial IoT,
utilizing blockchain and cryptographic tools to ensure unforge-
ability, traceability, revocability, and verifiability. However,
in the open and resource-limited SemComNet scenarios, the
need for lightweight, privacy-preserving identity management
is crucial, which is neglected in [141]. To tackle this,
Xu et al. [142] introduce a blockchain-based system for mobile
SemComNet, empowering users with self-sovereign identities
(SSIs). Blockchain records legitimate user SSIs and public
keys on the blockchain for decentralized authentication, while
Chameleon hash ensures efficient revocation of unauthorized
users to reduce overhead.

In the fast-paced SemComNet, cross-domain authentication
is crucial for rapid identity verification across diverse agents.
Chen et al. [144] propose a privacy-preserving cross-domain
authentication solution for public key infrastructure. It ensures
cross-domain compatibility and rapid response via multiple
Merkle hash trees. For industrial networks, Shen et al. [143]
employ a consortium blockchain and identity-based signatures
for establishing trust among different domains. For autho-
rization, smart contracts running on the blockchain enable
automatic authorization policies in SemComNet. For instance,
Wang et al. [132] apply smart contracts for fine-grained data
access and traceable usage management, with off-chain exe-
cution to reduce computational overhead. However, real-world
performance in large-scale SemComNet with heterogeneous
components remains underexplored.

3) Trust Evaluation in SemComNet: Trust evaluation is
vital for ensuring security and reliability during cooperation
within large-scale SemComNet. Current methods predomi-
nantly focus on using Dempster-Shafer theory, fuzzy logic, and
Bayes’ theorem to analyze and combine trust-impact attributes
(such as direct/indirect, subjective/objective, local/global, and
historical/present) during evaluation [135]. For instance,
Parhizkar et al. [174] propose a trust evaluation mechanism
based on both direct trust (from historical transactions) and
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TABLE X
SUMMARY OF KEY LITERATURE ON DATA & KNOWLEDGE SECURITY IN SEMANTIC COMMUNICATION NETWORKS

* Purpose

Ref. Security * Advantages Utilized Technology
1 Evaluation Metrics

* Safeguard data/knowledge integrity and confidentiality during sharing

[145] Desynchronization of e High agents’ QoE, enhanced efficiency, and strengthened security Coalition-matching

KBs, data tampering o Potential scalability and latency issues in large-scale deployments game, blockchain
1 Detection ratio of malicious full nodes and ratio of stakes of legitimate nodes
* Flexible access control policies for big data/knowledge sharing and analysis
Unauthorized KBs e Fine-grained, purpose-aware, and low-performance overhead

[140] access, poisoning attack o Complexity of configuration and difficulty in implementing cross-domain access Purpose-based AC
t Set sum of squared error and query processing efficiency
* Endow trained data/knowledge with deletion capacity in efficient ways

(176] Privacy exposure from e Reduce storage and computational overhead without access to the training data DP, machine

erased data o Lack information-theoretic guarantee and adaptability to non-convex loss unlearning

1 Computational and storage complexity
* Federated semantic codecs training with IB for balancing accuracy and privacy

(177] Privacy exposure from o High rate-distortion performance and convergence in harsh channel conditions FL. IB

raw data/KBs o Limited applicability to non-IID data and high communication overhead ’

1 Recall accuracy, latency, and error rate
* Offer customized and controllable data utilization for agents

[46] Gradient leakage attack e High personalization, adaptability, and customization DP

o Degradation of model accuracy
t Peak SNR

indirect trust (from social interactions). However, the above
work [174] approach relies on subjective influence and simple
attribute combinations, leading to practical challenges, such as
cold start and sparse history data [175].

The integration of DL methods [175] addresses
the challenges of trust evaluation and establishes an
automated framework for SemComNet. For instance,

Jayasinghe et al. [133] propose an ML-based trust assessment
model for IoT services. Utilizing unsupervised learning
techniques and support vector machines, this model accurately
classifies trust features and calculates trust values. Besides,
deep RL (DRL) which combines DL’s perceptual capabilities
and RL’s decision-making abilities, may be well applied
in trust or reputation models within SemComNet. In the
context of misbehavior detection, Gyawali et al. [134] use
DRL to dynamically update vehicle reputation based on
Dempster-Shafer theory, improving system resilience against
internal attacks. However, as the number of agents increases,
communication and computation overheads may become
prohibitive. The above works [133], [134], [174] mainly
focus on entity-based trust models (i.e., relying on agents’
credibility), while neglecting the authenticity of SI. To fill
this gap, Truong et al. [136] use virtual interactions and
quality assessments to calculate trust indicators (experience
and reputation). However, acquiring these indicators may
be challenging, and a typically sparse trust matrix may
compromise the accuracy of trust assessments in SemComNet.

E. Data & Knowledge Security in SemComNet

SemComNet operates as a data-knowledge dual-driven
paradigm. On the one hand, it relies on training semantic
models with large-scale data to provide semantic-oriented
transmission services. On the other hand, the accumulated
knowledge in KBs improves the agents’ abilities in under-
standing and reasoning, thereby facilitating the extraction and

reconstruction of SI. Within this paradigm, information secu-
rity becomes a crucial prerequisite for the development and
prosperity of the SemComNet. Next, we delve into discussions
regarding data & knowledge security in SemComNet, focusing
on aspects such as anti-poisoning, tamper-proofing, access
control, and privacy preservation.

1) Defense Strategies Against Semantic Data Poisoning:
The semantic data poisoning attacker manipulates the training
data used by semantic codecs to degrade their performance.
Several effective defense strategies have been proposed, such
as data preprocessing [89], poison filtering [90], and robust-
ness training [88]. Data preprocessing techniques, such as
data augmentation and transformation, can strengthen the
model against such attacks. For instance, Borgnia et al. [89]
demonstrate that strong data augmentations (e.g., Mixup and
CutMix), significantly improve resistance to poisoning attacks
without trading off performance. Apart from data preprocess-
ing, the poison-filter-based defenses [88] focus on detecting
and removing corrupted data before training semantic models.
Methods such as outlier detection, ensemble-based filtering,
validation-based filtering, and k-nearest neighbors (k-NN)
filtering [88] can identify and eliminate anomalous data. For
instance, Li et al. [90] propose a defense mechanism based
on knowledge distillation to counteract data poisoning. By
training an auxiliary model on a validation set and distilling
its knowledge to create pseudo-labels, they sanitize the dataset
and enhance the model’s robustness. Additionally, robust
training techniques [88] such as robust regression enhance the
semantic models’ resistance by optimizing the training process
to mitigate the impact of malicious data.

2) Blockchain for Tamper-Proof SemComNet: The dis-
tributed nature and immutability of blockchain make the
SemComNet under the premise of ensuring data availabil-
ity [131] and sharing [145]. It provides SemComNet with
integrity [147], confidentiality [146] of semantic data &
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knowledge while maintaining it can be redactable [148].
Specifically, Liang et al. in [131] present a blockchain-based
data provenance system named ProvChain to ensure semantic
data source security from collection, storage, and verification
in three stages. For secure decentralized knowledge sharing,
Wang et al. [145] introduce a blockchain-based framework
to reduce malicious activities effectively. That holds promise
for supporting secure knowledge sharing in SemComNet.
However, scalability and latency concerns in extensive
SemComNet deployments require careful consideration.

To ensure remote knowledge integrity in cloud storage
services, Wang et al. [147] introduce a blockchain-based
private provable data possession scheme, to ensure remote
data integrity in cloud storage. Compared with existing cryp-
tography schemes, they offer enhanced security, efficiency,
and practicality while ensuring agent anonymity. As for
confidentiality of data and knowledge, Fotiou et al. [146]
introduce a decentralized security approach for content dis-
tribution utilizing blockchain in a fully distributed manner,
ensuring security without relying on central authorities. Lastly,
blockchain technology plays a crucial role in ensuring trust-
worthy data deletion. For instance, Ateniese et al. [148§]
propose a framework for redacting and compressing the con-
tent of blocks in blockchain-based systems. Experiment results
show the overhead imposed by having a mutable blockchain
is negligible.

3) Data & Knowledge Access Control in SemComNet:
Various access control (AC) policies, including role-
based [137], attribute-based [138], [139], purpose-based [140],
can be employed to safeguard knowledge and semantic data in
SemComNet, tailored to specific requirements. For instance,
Sultan et al. [137] introduce a cryptographic role-based
encryption for AC, where only authorized users decrypt data.
It includes efficient user revocation and outsourced decryption,
reducing computational load. Theoretical analysis proves its
security against chosen-plaintext attacks, making it ideal for
practical SemComNet applications. For fine-grained AC in
collaborative scenarios, Xue et al. [138] employs attribute-
based encryption to facilitate collaborative access based on
owner-defined policies, which may be applied to SemComNet
to ensure the clustered and networked agents collaboration
while preventing unauthorized collusion attempts.

However, the above role and attribute-based AC models
usually fall short in allowing agents to perform statistical
analysis on sensitive semantic data and knowledge without
direct access. To tackle this challenge, on the one hand,
Xu et al. [139] propose a privacy-preserving, revocable
attribute-based AC using a linear secret sharing scheme and an
extended path oblivious random access memory protocol. This
ensures privacy and allows for fine-grained access control,
such as write access and policy updates. On the other hand, the
purpose-aware AC model allows knowledge owners to define
intended usage purposes, ensuring privacy-preserving access
control. For instance, Xue et al. [140] propose an automatic
purpose-aware AC model that distinguishes data processing
purposes and enforces access using two mechanisms for
structured and unstructured data. While experiments show
efficiency in large-scale platforms, the model’s complexity and
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challenges in cross-domain access hinder its broader adop-
tion in SemComNet. Further research is needed to develop
context-aware AC that adapts permissions based on spe-
cific communication environments, enhancing SemComNet’s
adaptability and intelligence.

4) Machine Unlearning for Privacy Preservation in
SemComNet: In SemComNet, agents may need to erase their
communication history and private knowledge for privacy and
security reasons. Traditional methods, such as retraining DNN-
based codecs from scratch, are resource-intensive and disrupt
communication services. The emerging concept of machine
unlearning [178] offers an efficient solution for data removal
and model adaptation. It provides a lightweight approach
to safeguard agents’ right to be forgotten while maintaining
seamless communication, effectively balancing privacy and
efficiency.

In [179], Golatkar et al. propose a method called scrub-
bing to selectively remove any information about a dataset
from the network’s weights without requiring access to the
original data or retraining. While effective, its implementa-
tion in SemComNet is challenging due to its reliance on
simple and well-structured models. To simplify unlearning,
Sekhari et al. [176] present an approximate unlearning algo-
rithm that reduces computational and storage complexities.
By applying disturbance updates during training to subtract
the influence of specific samples, an unlearned model was
produced. However, the work [176] has practical limitations,
including reliance on convex loss functions and the lack of an
information-theoretic guarantee for unlearning.

The above centralized unlearning methods [176], [179]
require access to all training data, while the federated unlearn-
ing, which does not, is more practical in the distributed training
setting of SemComNet. It aims to erase a client’s contributions
from the trained models and can be categorized into server-
side and client-side approaches [180]. Server-side unlearning
is more efficient as it allows clients’ contributions to be
erased without their participation. For instance, Wu et al. [181]
propose a server-based approach that subtracts a client’s accu-
mulated updates from the global model and uses knowledge
distillation to restore its performance. In contrast, client-side
federated unlearning involves clients erasing the influence of
specific data samples. Liu et al. [182] propose a Newton-type
retraining algorithm that removes the influence of specific
samples, using the Fisher information matrix to minimize
retraining costs. Their approach achieves efficient data erasure
while maintaining model accuracy.

5) FL for Privacy Preservation in SemComNet:
Centralized learning in SemComNet requires aggregating
raw data from users, which leads to traffic congestion
and privacy concerns [36], [46], [177]. FL offers a more
privacy-preserving and efficient alternative by keeping user
data on devices and reducing the training burden through
shared efforts. Researchers have explored integrating FL with
SemComNet for tasks such as training semantic codecs and
constructing KBs [46], [177], [183]. For semantic codecs
training, Zhao et al. [46] propose an online inference
and offline FL framework that balances privacy with data
utilization by combining privacy-protected model training
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and personalized deployment. For shared KB training,
Wei et al. [177] introduce the federated semantic learning
(FedSem) framework. This approach allows agents to train
local KBs and transmit learned knowledge (as model
parameters) to the server. The IB mechanism is also employed
to limit the amount of shared knowledge, ensuring privacy
protection and improving rate-distortion and convergence
performance.

6) Potential  Privacy  Protection  Approaches  for
SemComNet: Differential privacy (DP), another widely used
technique in SemComNet, safeguards semantic data and
knowledge by adding noise. For instance, Min et al. [184]
apply the DP mechanism to randomize semantic locations,
using RL to adaptively select the perturbation policies based
on location sensitivity and attack history. Experimental
results show effectiveness in balancing privacy and QoE loss.
Additionally, to resist the gradient leakage attacks where
attackers can infer private training data from shared semantic
model parameters or gradients, Zhao et al. [46] employ
edge-side model aggregation with DP. This approach allows
agents to add random noise to parameter sharing based on
their diverse privacy needs, ensuring personalized privacy
protection. However, adding noise may markedly degrade the
accuracy of semantic codecs, presenting a trade-off between
model accuracy and privacy protection that needs careful
consideration. In response, Liu et al. [185] propose APB-DP,
an adaptive privacy budget-based DP scheme that balances
model performance and privacy in collaborative training.
Simulations show that APB-DP reduces the privacy leakage
rate (PRL) by 13% and performance loss rate (PLoss) by 71%
compared to the standard FL. scheme. Additionally, techniques
such as knowledge distillation [76], secure MPC [113],
and trusted execution environment [186] also offer potential
solutions safeguarding privacy in SemComNet.

F. Summary and Lessons Learned

This section has discussed advanced security/privacy coun-
termeasures for SemComNet, encompassing semantic model
security, transmission security, robustness, trust mechanisms,
and data & knowledge security (i.e., from Sections IV-A-—
IV-E). The insights from the literature review highlight
potential pathways to building a secure, privacy-preserving,
robust, and trustworthy SemComNet. The summary and key
lessons learned from this section are listed as follows.

o Semantic model security. Semantic models, foundational
to SemComNet, leverage Al techniques for semantic
understanding tasks. However, they face threats like AEs,
poisoning examples, sponge examples, and model theft.
In Section IV-A, we have explored key strategies to
mitigate these risks. Specifically, adversarial training,
defensive distillation, and AE detectors improve model
robustness against AEs, while detection and adversarial
training methods mitigate sponge examples. For poi-
soning threats, anomaly detection, data sanitization, and
robust aggregation prove effective. Besides, watermark-
ing and blockchain-based techniques are promising for

IP protection. Table VI summarizes these defenses for
semantic model-related threats.

Semantic transmission security. The broadcast nature
of communication channels allows any nearby user
to intercept transmitted SI, creating opportunities for
adversaries to launch attacks such as semantic eaves-
dropping and jamming [19]. For secure SI transmission
in SemComNet, we have learned that existing crypto-
graphic schemes, PLS techniques (including secret key
generation and secure transmission approaches), covert
communication, quantum technology, and other emerging
communication technologies (e.g., RIS and spread spec-
trum techniques) can offer some insights for protecting
SI transmission. Table VII compares existing/potential
countermeasures for addressing semantic transmission
threats.

Reliable SemComNet. Reliability in SemComNet is
essential to tolerate perturbations during transmis-
sion and maintain resilience in SI interpretation (e.g.,
reducing semantic noise). We have learned that Al
techniques including ML, GAI, and RL could enhance
the resilience of semantic interpretation while optimiz-
ing bandwidth usage. Besides, adaptive transmission
strategies could offer some insights for enhancing reli-
ability. Moreover, incorporating reasoning abilities and
collaborative relays within SemComNet further enhances
robustness by improving communication reliability and
ensuring precise SI interpretation. Table VIII summarizes
existing/potential countermeasures for addressing relia-
bility risks in SemComNet.

Trust management in SemComNet. To build a trust-
worthy SemComNet, trust solutions can be characterized
as intrinsic, trust-free, and quantifiable approaches.
Specifically, PLA mechanisms establish intrinsic trust
by verifying agents’ identities through inherent prop-
erties (e.g., RF fingerprints), forming the foundation
for trust evaluation. Moreover, blockchain creates a
trustless environment by eliminating reliance on cen-
tral authorities, making it ideal for large-scale identity
management. Besides, measurable trust evaluation mech-
anisms assess the reliability of agents or semantic content.
Table IX summarizes existing and potential countermea-
sures for addressing trust management challenges in
SemComNet.

Data & knowledge security in SemComNet. For data
& knowledge security in SemComNet, the distributed
nature and expanded attack surface intensify existing
threats. In response, blockchain emerges as a promising
solution, ensuring availability, integrity, and confidential-
ity throughout their life cycle (e.g., collection, storage,
sharing, and destruction). Moreover, various AC poli-
cies (e.g., role-based, attribute-based, and purpose-based)
allow for tailored restrictions on agents’ access to criti-
cal information. Lastly, for privacy protection, advanced
approaches such as machine unlearning, FL, and DP offer
effective solutions. However, further advancements tai-
lored to SemComNet’s unique characteristics are needed.
A comparison of existing/potential defenses tailored for
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data/knowledge security and privacy issues is presented
in Table X.

V. FUTURE RESEARCH DIRECTIONS

Recent SemComNet research has shown significant
advancements. However, several critical issues remain unex-
plored. This section explores key challenges in SemComNet
research and outlines potential future directions.

A. Green SemComNet Architecture

In large-scale SemComNet, frequent knowledge/model shar-
ing significantly increases resource and energy consumption.
To address this, SemComNet should adopt green and eco-
friendly designs to minimize resource waste and prolong
agents’ battery life. On the one hand, various communi-
cation technologies (e.g., ultra-massive MIMO and RIS)
are increasingly deployed to meet the growing demand for
high data throughput [12]. A potential research direction is
ensuring seamless compatibility between SemComNet and
existing communication infrastructure. It ensures a smooth
transition to a more intelligent and green paradigm without
wasting current infrastructure investments. On the other hand,
the growing complexity of communication tasks imposes
a significant burden on resource-constrained agents. For
instance, the reliability of data-driven codecs requires rich
high-quality datasets for training and sufficient background
knowledge for support. It is necessary to explore eco-friendly
strategies that efficiently construct self-learning [187] and
self-updating datasets & KBs, reducing the maintenance
cost. Additionally, from an economic perspective, exploring
the utilization of low-power hardware, such as neuromor-
phic chips [188] and quantum photonic chips [189], offers
a promising avenue for energy-efficient and secure task
execution.

B. Explainable Semantic Model

The mathematical representation of semantics is inherently
challenging, but the powerful semantic extraction capabilities
of DL have made SemCom a reality [3], [28]. However,
the opaque, closed-box nature of DL-based semantic codecs
results in a lack of explainability, raising concerns about reli-
ability and social acceptance, particularly in safety-sensitive
domains such as transportation and healthcare. Explainable
Al (XAI) offers a promising avenue by making decision-
making processes transparent and traceable. In SemComNet,
XAI can be applied across its three layers, such as improving
resource allocation interpretation in the control layer, clar-
ifying SI extraction and reconstruction in the transmission
layer, and enhancing knowledge acquisition clarity in the cog-
nitive sensing layer. Additionally, integrating domain-specific
knowledge to enhance contextual explainability remains an
open challenge. For instance, KGs offer structured and
interpretable representations of knowledge [190], enabling
contextual understanding and the incorporation of domain
expertise. However, adapting KGs to SemComNet and ensur-
ing their dynamic updates in response to evolving contexts
pose critical challenges.
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C. SemComNet Orchestrated With Generative Al

The integration of GAI models (e.g., DALL-E and GPT-4)
with SemComNet holds transformative potential, enabling
applications such as KBs creation and content refine-
ment. These models can generate semantically consistent,
context-aware content to enrich KBs and enhance semantic
reasoning [51]. However, their incorporation into SemComNet
faces challenges in trustworthiness, sustainability, and per-
sonalization, which require further research. Firstly, GAI
models are prone to hallucination that generates outputs
that appear plausible but are nonsensical or adversarial,
thereby compromising service reliability [168]. Secondly,
the resource-intensive and time-consuming nature of GAI
models, both for training and inference, pose challenges
for resource-constrained agents [51]. Techniques such as
quantization and model compression can enhance efficiency
in large-scale SemComNet deployments while maintaining
performance [45]. Thirdly, while GAI models offer general-
purpose solutions, adapting them to personalized scenarios
through fine-tuning remains an open research area requiring
further attention.

D. Endogenous Secure SemComNet

As security threats in SemComNet become more complex
and sophisticated, traditional patch-like protection solutions
are increasingly ineffective. There is an urgent need to
develop a SemComNet framework with endogenous secu-
rity [191], where security mechanisms are integrated by
design into the system architecture from the outset. This
proactive approach, which incorporates self-protection, self-
evolution, rapid response, and autoimmunity capabilities, is
aimed at adapting to dynamic environments and resisting
both known and unknown threats. For instance, physical-layer
steganography technology [110] can encrypt and conceal SI
by exploiting the unique properties of the physical channel,
providing quantum-resistant security for data transmission
within SemComNet. However, developing a comprehensive
and systematically integrated endogenous security framework
for SemComNet remains a significant challenge. Moreover,
given the collaborative nature of SemComNet, where multiple
agents work together to achieve common objectives, further
research is needed to design privacy-preserving and endoge-
nous security mechanisms for collaborative decision-making
and conflict resolution. Such mechanisms would ensure secure
cooperation among agents, especially in knowledge sharing
and SI transmission, while safeguarding confidentiality and
integrity in multi-agent interactions.

E. Adaptive SemComNet Design

As a future direction, adaptive SemComNet should address
two critical challenges to support flexible collaboration and
diverse demands in practical scenarios. Firstly, achieving effec-
tive SemCom among multiple users in dynamic and complex
networks requires overcoming challenges such as knowl-
edge synchronization and adaptation to evolving network
topologies. Synchronizing shared KBs is crucial for main-
taining consistent semantic understanding, yet it becomes
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challenging in networked SemCom with changing topologies
or intermittent connections [13]. Despite its significance,
the implementation of adaptive networked SemCom remains
underexplored and warrants further investigation. Secondly,
efficiently handling multiple semantic tasks simultaneously
is another pressing issue [34]. The SI extracted by dif-
ferent DL-based codecs for semantic tasks (e.g., behavior
identification and anomaly detection) is often incompatible
and non-interchangeable [15], leading to inefficiencies when
facing diverse tasks. A promising solution lies in developing
unified semantic models capable of supporting multiple tasks.
Such models could leverage advanced techniques such as
continual learning, meta-learning, and multi-task learning to
dynamically adapt to various tasks without requiring extensive
retraining or storing multiple models.

VI. CONCLUSION

In this work, a thorough survey of SemComNet on
fundamental concepts, security/privacy concerns, and coun-
termeasures aspects has been presented. Firstly, we have
introduced a novel three-layered architecture of SemComNet,
consisting of the control layer, semantic transmission layer,
and cognitive sensing layer. Afterward, we have discussed
three working modes (i.e., paired, clustered, and networked)
of SemComNet, along with the supporting technologies, use
cases, and evaluation metrics. Next, our survey has revealed
critical security and privacy threats of SemComNet from the
three functional layers, which have not been comprehensively
investigated in existing research. Then, to build a secure and
robust SemComNet, the security and privacy countermeasures
have been reviewed and examined from both academic and
industrial perspectives, and the key challenges have been dis-
cussed to build tailored defenses in SemComNet. Finally, we
have outlined the future research directions for SemComNet.
We hope this work serves as a valuable guideline for security
and privacy in SemComNet and encourages further research
in this emerging area.
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