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Detfending Data Poisoning Attacks in DP-Based
Crowdsensing: A Game-Theoretic Approach

Zhirun Zheng ¥, Zhetao Li

and Xuemin Shen

Abstract—Differential privacy (DP) is widely used for protecting
privacy in crowdsensing by adding noises. However, malicious
attackers can exploit noise to launch covert data poisoning at-
tacks. In this paper, we propose a game-based defense approach
to resist such data poisoning attacks in DP-based crowdsensing
systems. In this approach, attackers are believed to be powerful
as they can refine their attack strategy based on the observations
of deployed defenders’ defense strategy. Specifically, the defenders
formulate the defense as a functional minimization problem (which
cannot be directly solved by numerical optimization algorithms
because its decision variable is a set of functions), resisting data
poisoning attacks by deleting data shared by identified malicious
workers through the log-likelihood ratio test. To obtain a current
defense strategy, the decision variable of the problem is relaxed
into the coefficients of basis-based linear combinations through the
variable-basis approximation, and then solved using the simulated
annealing genetic algorithm. Correspondingly, the attackers formu-
late their attack strategy as a bi-level maximization problem (which
is an NP-hard problem), biasing crowdsensing results as much as
possible while remaining undetected. Since the attackers can know
the defense strategy, they may bypass the defenders by constraining
the expected log-likelihood ratio test. Additionally, the attackers
can evade truth discovery methods deployed in crowdsensing using
DP noise. To determine a current attack strategy, the bi-level prob-
lem is decomposed into upper-level and lower-level sub-problems,
wherein the upper-level sub-problem is solved by the variational
methods, and then these sub-problems are alternately optimized.
Finally, we propose a local minimax points calculating algorithm
to obtain an equilibrium point in the defenders-attackers game,
thereby finding an optimal defense strategy to resist the powerful
data poisoning attack. Extensive experiments on real-world and
synthetic datasets show that the proposed game-based defense
approach can effectively defend powerful and covert attackers.
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1. INTRODUCTION

ROWDSENSING has emerged as a prevalent and ex-
C tensively embraced approach for gathering information.
The sensors integrated into mobile devices act as workers,
sensing various data including environmental monitoring and
intelligent transportation [1], [2]. Specifically, a crowdsensing
server accepts sensing tasks from requesters, each task with a
set of objectives, and then assigns them to specific workers for
collecting sensory data. In addition, each object is completed by
multiple workers, alleviating mistakes arising from individual
workers. Ultimately, the server aggregates the sensory data
shared by all workers, providing the aggregated results back
to requesters. For example, the objects might comprise some
specific locations, and the requester aims to assess the noise
level at each of these locations.

Nevertheless, the sensory data may encompass sensitive per-
sonal information, such as location and health information [3],
[4], [5], [6], [7], [8], [9], triggering notable privacy concerns
and potentially discouraging worker involvement. To mitigate
these concerns, differential privacy (DP) [10] has been widely
applied in crowdsensing to protect the sensory data privacy
of workers [4], [11], [12], [13], [14]. Specifically, the sensory
data is injected with DP noise before sharing, balancing privacy
preservation with minimal degradation of data utility. As aresult,
the server only observes the perturbed (or noisy) sensory data,
utilizing them to estimate the aggregated results.

Although privacy remains a significant concern in crowd-
sensing, it is regrettably not the only risk, as attackers could
manipulate malicious workers to inject fabricated sensory data
into crowdsensing for personal profit (a.k.a. data poisoning
attacks) [15], [16], [17], [18], [19], [20]. For instance, attackers
could tamper with weather forecasts by spreading fabricated
extreme weather reports, such as a severe storm or heavy rainfall,
leading to a negative user experience and eroding the credibility
of crowdsensing systems for weather monitoring. Achieving this
attack goal becomes notably formidable when truth discovery
methods, a form of reliability-based aggregation method, are
deployed in crowdsensing. The methods could capture the reli-
ability of each worker by estimating the quality of sensory data
they upload and then aggregating the data accordingly. There-
fore, malicious workers could obtain lower reliability when they
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always dissent from the majority, reducing their influence in the
aggregation.

Many state-of-the-art works [15], [16], [17], [18], [19], [20],
[21] have demonstrated that the truth discovery methods can
perform rather poorly under intelligent data poisoning attacks.
Specifically, malicious workers can uphold consensus with the
majority on objects that are unlikely to undergo alterations,
striving to improve their reliability and enhance their influ-
ence on other objects. To mitigate malicious workers, existing
works [22], [23] focused on the crowdsensing systems without
deploying DP, wherein each worker uploads sensory data di-
rectly, and have proposed various robust truth discovery meth-
ods. Furthermore, a series of studies [24], [25], [26], [27], [28],
[29], [30] have found that DP could facilitate the success of data
poisoning attacks despite it can provide provable privacy protec-
tion for workers. These studies focus on various data types (such
as tabular, key-value, and graph data) in aggregation scenarios,
ignoring the detection mechanism such as truth discovery poses
challenges to data poisoning attacks. A similar study [5] has
revealed that malicious workers could bypass the truth discovery
methods by hiding behind the DP noise. However, research
results on mitigating the malicious workers concealed within
DP noise remain quite limited.

Different from existing works, we focus on the DP-based
privacy-preserving crowdsensing systems, and strive to find an
effective defense strategy to mitigate a data poisoning attack
launched by the powerful attackers. We consider that the attack-
ers aim to skew the outputs of truth discovery methods (i.e., the
aggregated results), knowing the underlying defense strategy
and the DP protocol and truth discovery method deployed in
the crowdsensing. The DP noise is not identified as malicious
behavior by the truth discovery methods, as it is drawn from the
same distribution and does not alter the differences between the
distributions of sensing data [5], [31]. As a result, the attackers
could bypass the truth discovery methods by exploiting DP
noise. To this end, we are facing two nontrivial challenges. The
first challenge lies in finding the effective defense strategy when
the poisoning strategy remains undisclosed to the defenders. The
second challenge is determining the powerful data poisoning
attack strategy that seeks to evade detection by exploiting DP
noise. In addition, we also assume that the attackers know the
raw data sensed by some particular workers.

To address the challenges, we propose a game-based defense
approach, allowing the defenders to find an effective defense
strategy against the data poisoning attack launched by powerful
attackers. In this game, the defenders determine the defense
strategy with the awareness that it will be observed by the
attackers, who subsequently optimize their attack strategy based
on this observation. Specifically, the defenders (a.k.a. leaders)
play first, aiming to mitigate the damage caused by malicious
workers. The defenders formulate the defense as a functional
optimization problem, minimizing the damage by removing
sensory data shared by malicious workers identified through the
log-likelihood ratio test. The defenders could find the current
defense strategy by solving this problem. The attackers (a.k.a.
followers) play next, aiming to damage the aggregated results
as much as possible. The strategy of remaining stealthy is as
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follows: First, the attackers could bypass the truth discovery
methods by hiding behind DP noise, reducing the distance
between their attack strategy and the distribution followed by
the perturbed sensory data; Second, the attackers could avoid
the defenders since they know the current defense strategy,
decreasing the expected log-likelihood ratio test. Thus, the at-
tacks are formulated as a bi-level optimization problem with
the object of maximizing the damage to aggregated results, and
the constraints are given by the proposed stealth strategy. By
solving this problem, the attackers could determine the current
attack strategy. As a result, this game accurately simulates the
powerful attackers being aware of the defense strategy adopted
by defenders and subsequently improving their attack strategy
based on this knowledge.

Since both optimization problems of defenders and attackers
are NP-hard, finding a global minimax point of the formulated
game becomes exceptionally demanding. Hence, we give the
definition and crucial lemma of local minimax points, proposing
alocal minimax point calculating algorithm accordingly. By this
algorithm, we can determine the powerful data poisoning attack
strategy while finding the corresponding defense strategy. We
evaluate this game approach using both datasets, confirming its
ability to find an effective defense strategy against the pow-
erful data poisoning attack in the DP-based privacy-preserving
crowdsensing systems. For instance, on the Emotion dataset, the
attack performance (as measured by the attack gain defined in
Definition 6) decreases 181.9455 (or 94.5856) in the Laplace (or
Gaussian) mechanism when £ = 0.1. The main contributions of
this work are summarized as follows:

® We develop a game-theoretic defense approach for the DP-
based privacy-preserving crowdsensing, finding an effec-
tive defense strategy against the powerful data poisoning
attack. In particular, we formulate the defenders-attackers
interaction as a zero-sum Stackelberg game, wherein the
attackers can improve their attack strategy according to the
current defense strategy, proposing a local minimax point
calculating algorithm to find an equilibrium point in this
game.

e Defenders formulate their defense as a functional optimiza-
tion problem, minimizing the damage caused by malicious
workers. Since the decision variable of this problem is
a set of functions and cannot be directly solved, we re-
lax the defense problem from optimizing over functions
to optimizing over the coefficients of basis-based linear
combinations through the variable-basis approximation.
Then, we adopt the simulated annealing genetic algorithm
to solve the relaxed problem, obtaining a current defense
strategy.

e Attackers formulate the powerful data poisoning attacks as
a bi-level optimization problem, maximizing the damage
to the outputs of truth discovery methods. This problem
is divided into upper-level and lower-level sub-problems,
wherein the upper-level sub-problem is analytically solved
by the variational methods, determining the current attack
strategy by alternately optimizing them.

The remainder of this paper is organized as follows. We review

related works in Section II. Section III introduces the system
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model and two basic concepts including differential privacy and
truth discovery methods. We give the problem statement in Sec-
tion IV. After that, the problem of finding an effective defense
strategy against the powerful data poisoning attack is formulated
as a zero-sum Stackelberg game in Section V. We develop a
Stackelberg-game-based defense approach in Section VI, and
evaluate this approach in Section VII. Finally, we conclude this
paper in Section VIII.

II. RELATED WORK

Data poisoning attacks, also commonly referred to as false
data injection attacks, involve the deliberate manipulation of
data in order to corrupt computational results derived from that
data. These attacks can significantly impact the reliability of
data-driven systems, such as crowdsensing. Next, we review
the data poisoning attacks and defenses to crowdsensing and
differential privacy.

A. Data Poisoning Attacks and Defenses in Crowdsensing

The truth discovery methods, a category of aggregation tech-
niques extensively utilized in crowdsensing systems for extract-
ing accurate information, could mitigate conflicting data, but
well-crafted malicious inputs can still bypass them [5], [15],
[16], [17], [18], [19], [20]. For example, focusing on categorical
(or discrete) data, Miao et al. [19] proposed intelligent data
poisoning attacks to crowdsensing with conflict resolution on
heterogeneous (CRH, a type of truth discovery methods), and
Miao et al. [16] studied data poisoning attacks against crowd-
sensing empowered with Dawid-Skene model (a type of truth
discovery methods). Additionally, focusing on continuous data,
Fang et al. [15] proposed optimization-based data poisoning at-
tacks against crowdsensing empowered with CRH and Gaussian
truth model (a type of truth discovery methods), and Zhang et
al. [17] studied multi-round data poisoning attacks to crowd-
sensing with TruthFinder (a type of truth discovery methods).
In these attacks, malicious workers can masquerade as normal
workers, tricking truth discovery methods. Different from those
works, Li et al. [5] initially proposed disguised-based data
poisoning attacks against differentially private crowdsensing.
They employed an innovative stealth strategy that leverages DP
perturbation to conceal malicious attacks, aiming to evade truth
discovery methods.

In recent years, robust truth discovery methods [22], [23]
are proposed to mitigate data poisoning attacks. For instance,
Huang et al. [22] investigated the data poisoning attacks on
crowdsensing with truth discovery methods, and proposed a
robust approach to counter such attacks. This robust approach in-
tegrates the reliability evaluation and worker filtering processes
into CRH, where the reliability evaluation process estimates the
reliability of workers, and then the worker filtering process re-
moves unreliable workers. Zhang et al. [23] studied robust truth
discovery methods against multi-round data poisoning attacks
in crowdsensing, including the detection of malicious workers.
In addition, Fang et al. [15] aims to arm the crowdsensing
with malicious workers detection capability, and proposed two
defenses to reduce the impact of malicious workers, i.e., the
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median-of-weighted-average defense and the maximize influ-
ence of estimation defense.

B. Data Poisoning Attacks and Defenses to Differential
Privacy Protocols

Recent years have witnessed a remarkable surge in the field of
data poisoning attacks against differential privacy, highlighting
the escalating attention and momentum in this critical research
domain [24], [25], [26], [27], [28], [29], [30]. For example,
Giraldo et al. [24] found optimal data poisoning attacks to
mislead a classifier that detects anomalies, disguising false
data into normal data by exploiting DP noise. Cao et al. [25]
focused on local differential privacy (LDP) protocols for fre-
quency estimation and heavy hitter identification, which are
two fundamental data analytics tasks. They put forth targeted
data poisoning attacks with the objective of manipulating these
LDP protocols to inaccurately estimate high frequencies for
attacker-selected items or falsely identify them as heavy hitters.
A concurrent and independent work [26] studied untargeted data
poisoning attacks to noninteractive LDP protocols, which aim to
degrade the overall performance of these protocols. Following
these works, Wu et al. [27] directed their attention toward LDP
protocols for key-value data, and proposed novel targeted data
poisoning attacks. In such LDP protocols, an aggregator aims to
simultaneously estimate the frequency and mean value of each
key among the collected key-value data, where the key-value
data is a potentially heterogeneous data type (i.e., keys are cate-
gorical and values are numerical). Particularly, they formulated
the attacks as a two-objective optimization problem, aiming to
simultaneously maximize the frequencies and mean values of
some attacker-chosen target keys. Li et al. [28] focused on LDP
protocols for mean and variance estimation, and proposed a
fine-grained poisoning attack with the goals of fine-tuning and
simultaneously manipulating mean and variance estimations.
Imola et al. [30] observed LDP makes graph degree estimation
protocols more vulnerable to poisoning attacks. These studies
strongly advocate exercising caution when considering the de-
ployment of differential privacy measures: differential privacy
exerts a detrimental influence on systems, rendering them inher-
ently vulnerable to data poisoning attacks. In addition, Imola
et al. [30] focused on differentially private graph analysis, and
designed robust degree estimation protocols under LDP that can
significantly reduce the threats caused by LDP noise.

III. PRELIMINARIES
A. System Model

A typical DP-based privacy-preserving crowdsensing system
consists of a semi-honest crowdsensing server, some requesters,
and some normal and malicious workers. As shown in Fig. 1,
we consider the server to be semi-honest, providing high-quality
services but with a potential for curiosity towards workers’
private information. Specifically, the requesters submit sensing
tasks, such as air quality monitoring, to the server. Then, the
server assigns the tasks to a group of participating workers,
and asks them to utilize sensors embedded in their mobile
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Fig. 1.  System model.

devices to accomplish the tasks and upload sensory data. To
protect sensory data privacy, the normal workers will add noise
(or perturbation) to real sensory data by a DP protocol before
sharing. Furthermore, the malicious workers can launch data
poisoning attacks, wherein they directly upload carefully crafted
sensory data (a.k.a. malicious sensory data) to the server with the
intention of disrupting the crowdsensing for malicious purposes.
After collecting all sensory data, the server infers truths from the
collected data by performing the truth discovery method, and
then returns the truths (i.e., aggregated results outputted by the
truth discovery method) to requesters.

Let each task contain objects O = {01, ...,0/0/} (0, is n-th
object) and be completed by workers U = {u1, ..., ujy} (um
denotes m-th W(/)\rker), where the workers U are composed of
normal workers U = {uy, ..., ﬁ‘m} (4, stands for m-th normal
worker) and malicious workers U = {uy,... ,E‘ [7‘} (W, repre-
sents m-th malicious worker). Then, the sensory dataY” = {y!"* |
Yo, € O,Yu,, € U} (y} is the sensory data uploaded by m-th
worker for n-th object) shared by all workers U is composed
of the perturbed sensory data Y = {§™ | Vo, € O, Vi, € U}
(y is the perturbed sensory data uploaded by m-th normal
worker for n-th object, and its real version is Z]") and the
malicious sensory data X = {z7" | Yo, € O,Yu,, € U}y @gm
denotes the malicious sensory data uploaded by m-th mali-
cious worker for n-th object). Finally, the server infers truths
Xtruth = {zir" | Yo, € O} (x}""" is the aggregated result
of n-th object) from the collected data ¥ = YUX by per-
forming weight-based truth discovery methods. Besides, the
credibility of workers (or the quality of the sensory data uploaded
by workers) is denoted as worker weights W, and its detailed
definition is given below.

Definition 1 (Worker Weights): Let U = {u1, ... ,ujy} be
the set of all workers, the weights set of all workers are defined
as

W =A{wy, | Yu, € U}, (1)

where w,,, is the weight of m-th worker. Particularly, a lower
value of w,, indicates lower quality in the sensory data uploaded
by user uy,.
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In addition, the weights W are composed of normal worker
weights W = {@ | Vi, € U} (i, represents the weight of
m-th normal worker) and malicious worker weights W= {Wy, |
YUy, € U } (w,,, denotes the weight of m-th malicious worker).
Table I summarizes the key notations in our paper.

B. Differential Privacy

To prevent workers’ private information from leaking, a type
of perturbation-based privacy protection mechanism, such as
DP [32], is widely adopted in crowdsensing systems. Particu-
larly, DP provides provable privacy protection while not overly
degrading data quality, and is defined as follows.

Definition 2 (Differential Privacy): Let R be the universal
set of perturbation mechanism A’s outputs. Given any subset
S C R, and any two different sensory data (1) and 7(®), a
randomized perturbation mechanism A is said to be (g, ¢)-
differential privacy ((, §)-DP) if and only if

PrA@EM) e 8) <ef x Pr(A@?) e S)+46. ()

The randomized perturbation mechanism A is e-differential
privacy (¢-DP) when § = 0.

According to the Definition 2, a smaller tuple (¢, ) means
more indistinguishability of the two outputs under different
inputs, providing stronger sensory data privacy protection. Next,
we define the concept of sensitive information for each normal
worker as below.

Definition 3 (Sensitive Information): Let 2™ () and 7™ (2)
are two sensory data uploaded by normal worker . The
sensitive information of any normal worker Vu,,, € U is denoted
as

A~

Upmsp — [z (1)

max ™A, 3)

(1) 7m.(2) e{Zm Vo, 0}

where ||z — Am’(Q)H is L,-normal. Because ||z} —
am @), = (jzm™® — 2)|p)1/1’ the (3) can be reformulated
as

Aa = fm’(l)

. -2 @)

max
Fm (1) 7m.(2) {Zm Vo, €0}

Laplace and Gaussian mechanisms [33] are widely used to
achieve (g,0)-DP. Here, we detail these two mechanisms as
follows.

Definition 4 (Laplace Mechanism): To achieve e-DP, Laplace
mechanism adds noise " € R selected from Lap(Ag,, /<) to
sensory data z!"* as follows,

Yn =T, + & 5)

Definition 5 (Gaussian Mechanism): The Gaussian mecha-
nism achieves (g,0)-DP by adding noise £ € R to sensory
data z!"* as follows,

Un =T, + & (6)
N(0,02),

The noise & drawn  from where o0, >

V21n(1.25/9) - Ag,, /e.
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TABLE I
NOTATIONS USED IN THE PROPOSED STACKELBERG-GAME-BASED DEFENSE APPROACH

Notation  Definition | Notation Definition

O/|0| Set/Number of all objects on n-th object, 0, € O

U / |(7 | Set/Number of all normal workers Um m-th normal worker, 1., € U

U/ |(7 | Set/Number of all malicious workers Um m-th malicious worker, w,, € U

U/|U| Set/Number of all workers, TulU=U U, m-th worker, u,, € U

yknown Set of known workers, UFmown c 7 pk Percentage of known workers

|known | Number of known workers, |Ukmown| < |J| pm Percentage of malicious workers

w / w Set of all normal/malicious worker weights Win [ Win Weight of m-th normal/malicious worker
w Set of all worker weights, WUW =W W Weight of m-th worker w,

X / Yy Set of real/perturbed data sensed by all normal workers | z7'/y;* Real/perturbed data sensed by ., for oy
X Set of malicious data shared by all malicious workers T Malicious data provided by ., for o,

Y Set of sensory data collected by the server, Y = YuXx yn Sensory data uploaded by m-th worker for n-th object
XLruth Set of the inferred truths after attacks ziruth Inferred truth after attacks for n-th object
Xfruth Set of the inferred truths before attacks rzrﬁth Inferred truth before attacks for n-th object
Fa Set of attack strategy Fon Attack strategy for n-th object, Fu.n € Fa
Fa Set of defense strategy Fy o, Defense strategy for n-th object, F,; , € F5
n Disguised level hidden behind DP noise ¢ Stealth level of evading defenders

C. Truth Discovery Methods

The collected sensory data is conflicting, so various weight-
based truth discovery methods have been proposed [34], [35],
[36] to extract truths from the conflicting data. However, the
rationale behind them is that we estimate the reliability (i.e.,
weight) of each worker based on its sensory data and then
perform weight-based aggregation on all sensory data. In this pa-
per, therefore, we use a state-of-the-art truth discovery method,
named Conflict Resolution on Heterogeneous (CRH) [34], [36],
as a concrete example to illustrate the basic idea of defend-
ing against data poisoning attacks in the DP-based privacy-
preserving crowdsensing. CRH is formulated as the following
optimization problem,

fm}}n f(Xtruth,I/V,Y) — Z Wi Z (?J,T _ eruth)27
Xoreh, W U, €U 0,€0

(7a)

st Y exp(—wy) =1, [U| > 1, (7b)

umelU

where Xtruth = [gtruth | o ¢ O} is the set of inferred truths
for all objects, W = {wy,, | un, € U} is the set of weights for all
workers, and Y = {y" | 0,, € O, u,, € U} isthe set of sensory
data uploaded by all workers for all objects. This problem can
be solved by iteratively alternating the following two steps.

Truths Estimate. In this step, according to the current worker
weights TV, the truths X*"**" can be estimated by

m
EumEU Wm, * Yn

xt'ruth o
Zum ceU Wm

b _ 7Vm%ruth c Xtruth.

(®)

It can be seen from (8) that sensory data uploaded by high-weight
workers are counted more in the aggregation. Therefore, when
malicious workers are assigned higher weights, the malicious
sensory data will have a greater impact on the truths X7/,

Worker Weights Estimate: In this step, according to the current
truths X" the weights W can be calculated by

Um €U 0, €0\In — ¥n
Z Z (ym ztruth)2
> oncolynt — alyuth)?

(9) shows that a worker will be assigned a higher weight when
its sensory data is close to most workers, and vice versa. There-
fore, malicious workers can obtain higher weights by agreeing
with the normal workers on objects where the truths cannot be
successfully biased, and in turn, can exert a stronger impact on
other objects.

Most weight-based truth discovery methods infer the truths
by iteratively estimating truths and worker weights. They only
adopt different truths-updating function (8) and worker-weights-
updating function (9). Therefore, the proposed game-based de-
fense approach can be easily applied to other truth discovery
methods.

, Yw,, € W. (9)

Wy, = log

IV. PROBLEM STATEMENT
A. Defenders and Attackers

We consider defenders deployed on the crowdsensing server,
aiming to mitigate the damage caused by malicious workers to
the outputs of truth discovery methods while simultaneously en-
suring that the DP protocol is not violated. As aresult, the crowd-
sensing server is equipped with two detection mechanisms, i.e.,
the truth discovery methods and the defense strategy, to mitigate
malicious workers. In particular, the truth discovery methods
can estimate the reliability of workers, but they can easily be
deceived by intelligent malicious workers who masquerade as
higher-reliability workers [5], [15], [16], [17], [18], [19], [20].
Therefore, designing an additional defense mechanism to assist
the truth discovery methods in detecting malicious workers
hidden behind DP noise is extremely important.

In addition, we consider a worst-case scenario where attack-
ers, who know the defense strategy and truth discovery method
deployed in crowdsensing, can manipulate some workers to
upload malicious sensory data while not influencing the behavior
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of normal workers. Powered by that knowledge, the attackers
could launch data poisoning attacks against DP-based privacy-
preserving crowdsensing systems, aiming to introduce the max-
imum deviation in the outputs of truth discovery methods. The
attacks are practical in real-world crowdsensing systems, e.g.,
the attackers might seek to manipulate a real-time navigation
system in such a way that the system provides users with
inaccurate or hazardous directions.

B. Attack Gain Metric

The attack gain is defined in terms of the amount of deviation
an attacker can introduce into the truths, which can be measured
by the euclidean distance. Let X{"™*" = {x}""'" | Yo, € O}
(zif;jth is the truth of n-th object before attacks) denotes the
inferred truths before attacks, which can be inferred from the
perturbed sensory data Y. Similarly, the truths after attacks
can be inferred from all sensory data Y = Y U X, which is
represented as X/ = {z!"4" | Yo, € O} (24,y is the truth
of n-th object after attacks). Then, the attack gain on object o,
can be formulated as (z Z”“th xfl”“th) Since the sensory data
uploaded by normal workers are added with DP noise, the truths
Xtruth and X!™th are random and the deviation measured
by (zfruth xfl’:zth)Q is always inaccurate. As a result, we
adopt expectation, ie., (B[X[ruth] — B[XIth])2, to address
the inaccuracy randomness (or DP noise), and the attack gain
metric can be defined as follows.

Definition 6 (Attack Gain Metric): Let X} =
Vo, € O} and X[th = {glruth | Vo, € O} be the inferred
truths before and after attacks, respectively. The profit of data
poisoning attacks can be defined as

3 (Blefy™] — Elrat)?, (10)

0,€0

{ 1}5}7'uth |

U(X;Tuth,XéTuth) _

where Elxz}/ "] and Elxz!/ "] represent the expectation of

truths before and after attacks, respectively.

C. Problem Definition

Given the situations where
1) the DP-based privacy-preserving crowdsensing systems
are suffering data poisoning attacks, and
2) the attackers aim to damage crowdsensing results
as much as possible, i.e., maximize the attack gain
U(X;;TUth, Xéruth)’
the problem is finding the effective defense strategy D
that identifies malicious workers by minimizing the attack gain
U(Xjruth xtruth) The defense strategy Dy must consider that
the attackers
1) know the real sensory data of a subset of normal workers,
ie., {z | Yo, € O,Yu,, € Ukrownl,
2) also know the DP protocol A and truth discovery method
T4 implemented in crowdsensing, and
3) are aware of the defense strategy D, adopted by the
defenders.
Hence, the powerful attackers launch data poisoning attacks
that skew the outputs of truth discovery methods, meanwhile
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avoiding the truth discovery method 7; and the defense strategy
Dy. Let the attack strategy be denoted as X ~ F, (Fo{Fan |
Yo, € O} and F, , is the attack strategy for n-th object), i.e.,
the malicious sensory data VZ!"* € X is selected from Fon € Fq
for any object 0,, € O. The attacks can be formulated as

max U(E[Ta(A(X))], E[Ta(Ds (A(X) U X)))),

an

where X[ruth .= T;(A(X)) and XIruth .— Ty(Dy(A(X)U
X)). Particularly, T4(A(X)) denotes that the truths before at-
tacks can be inferred from the perturbed sensory data .A()? ) by
74, where A(X) represents that the DP noise is added to real
sensory data through a perturbation mechanism A. Similarly,
Ta(Ds(A(X) U X)) indicates that the truths after attacks can
be inferred from Df(A()?) U X)) by 74, where Df(A()?) UX)
means that the strategy D detects and deletes the malicious
workers in crowdsensing by analyzing the collected sensory
data A(X ) U X. In addition, we quantify the attackers’ capa-
bility and background knowledge by introducing two essential
definitions:

Definition 7 (Percentage of Known Workers): Let the attack-
ers have access to the real sensory data of a subset of normal
workers, which is denoted as U*m°%™ and Uknown U (U is
the set of normal workers). In other words, the attackers could
illicitly obtain or closely monitor the real sensory data from
known workers. The percentage of known workers is defined as

pk = [U*mown| /10|, (12)

where |U*7°™| and | U] represent the number of known workers
and normal workers, respectively.

Definition 8 (Percentage of Malicious Workers): Let the set
of workers U is under the control of attackers, and let U en-
compasses all participating workers, where U C U. In other
words, the attackers can inject malicious workers U into the
privacy-preserving crowdsensing systems. The percentage of
malicious workers is defined as

m = |U|/|U], (13)

where |U| is the number of malicious workers, and |U| represents
the number of participating workers.

V. GAME FORMULATION
A. Zero-Sum Stackelberg Game

The defenders detect malicious workers by deciding whether a
random variable y,* belongs to hypothesis H}, (normal behavior)
or H; (malicious behavior). One of the most well-known results
of hypothesis testing is that we could find the optimal receiver
operating characteristic (ROC) curve between the exact distribu-
tion 7, = {Fy,, | Vo, € O} of the values under Hj, and the ex-
act distribution F; = {F} ,, | Yo, € O} of the values under the
alternative hypothesis H by the log-likelihood ratio test. Thus,
the defenders detect malicious workers by the log-likelihood
ratio test, which can be formulated as

A(Up,) — min(V)
max (V) — min(V)’

Dy :=p(um) = Y, € U, (14)
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where

Z log a n Yn )
0, €0 Fb n )
and V' = {A(unm) | Yun, € U}. The defenders identify worker
Uy, as malicious if p(u,,) > 7, where 7 is an empirical param-
eter.

Unfortunately, the defenders do not know the attack strategy
Fa, ie., F; # F,, because they act first. We describe this
defenders-attackers interaction as a zero-sum Stackelberg game,
where the defenders and attackers are the leaders and followers,
respectively. Particularly, the defenders play first as the leaders,
i.e., minimizing the damage caused by malicious workers, and
disclose the selected defense strategy Dy (depends on F, and
detailed in (14)). The attackers play next as the followers, given
the current defense strategy D, and optimize their attack strat-
egy Fo by maximizing attack gain with a fixed D. A strategy of
the game is a pair (F;, F,, ), where the defenders’ (or attackers”)
strategy is F, (or J,). Besides, we assume that both attackers
and defenders are rational, meaning they always choose the
strategy that maximizes their utilities. This game is zero-sum
because the defenders’ gain (or loss) is exactly balanced by the
attackers’ loss (or gain). In other words, the skew introduced by
attack is the gain of the attackers and the loss of the defenders,
respectively. After the above discussion, the defenders-attackers
interaction is formulated as a minimax optimization problem,
ie.,

, Y, € U, (15)

min - max U(E[Ta(A(X))], E[Ta(Dy (A(X) U X))]).

Dy(orFg) X~F,

(16)

In this Min-Max optimization problem, the min-players (i.e.,
defenders) are the first player, and the max-players (i.e., attack-
ers) are the second. Next, we give a detailed definition of the
attackers’ utilities and the defenders’ utilities below.

Definition 9 (Players’ Utilities): Given the attack strategy
F. and the defense strategy F,. According to the attack gain
metric (detailed in Definition 6), the attackers’ utilities and the

defenders’ utilities are defined as

Uattack:ers = U(eruth, Xéruth)’ (17)

Ude fenders = —U(X{rth xtruthy (18)

where U (X[ruth xlruth) jg the attack gain, X/"“*" represents
the truths before attacks, and X!"“* denotes the truths after
attacks. Specifically, X/"“!" can be obtained by aggregating the
perturbed sensory data of known workers using truth discovery
methods. X!t can be obtained by following three steps:
First, the defenders deploy their defense strategy F,; Second,
the attackers upload malicious sensory data according to the
poisoning strategy F,,; Third, X "%*" is calculated by feeding the
successfully poisoned sensory data into truth discovery methods.

B. Unveiling the Normal Behavior of Workers

As detailed in Section V-A, the computation of exact dis-
tribution Fy, = {Fy,, | Vo, € O} (i.e., the normal behavior of
workers) is paramount. Next, we present two theorems about the
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normal behavior of workers under the Laplace mechanism and
the Gaussian mechanism, respectively.

Theorem 1 (Normal Behavior under Laplace Mechanism):
Let the inferred truths before poisoning attacks is X" =
{a} v | Yo, € O}.If the sensory data is added DP noise by the

Laplace mechanism, i.e., Lap(Ag, /€), Vi, € U, the normal

behavior F;, = {F} ,, | Vo,, € O} of workers can be formulated
as
N e ly— mt'r‘uthHU‘
e U]
Fonly) = ——=———c¢ om0 am NEy . € Fpy (19)
2 Zameﬁ Ay

where Ay is the sensitive information of user #,, and defined
in Definition 3.

Proof: To protect normal workers’ sensory data privacy, un-
der the Laplace mechanism, real data is added with Laplace noise
before sharing. That is, the noise {)* ~ Lap(0, Nz, /e), Vi, €
U. Next, we calculate the distribution that average noise

& = “TLE”U (random variable) follows. Since V& follow
D
Lap(0, —4=), we can estimate the scale parameter of distribu-

'~ ~ A~

umY_tm Thus, we
U] ’

%) As a result, the normal behav-

tion that §n obeys using expectation scale

have &,, ~ Lap(0,

truth um U

. 2 SO .

ior F . (y) = Lap(xb e ET\W)’VF@” € Fyp, ie., (19)

is satisfied. O
Theorem 2 (Normal Behavior under Gaussian Mechanism):

Let the inferred truths before poisoning attacks is X" =
{a} v | Yo, € O}. If the sensory data is added DP noise by

the Gaussian mechanism, i.e., N(0,02,), Vii,,, € U, the normal

behavior 7, = {F},, | Yo, € O} of workers can be formulated
as
1 (voegretn)”
Fpoly) = ———e = 2o VFp,, € Fp, 20
b (Y) or on b, b (20)
where v is the variance of distribution £}, ;, and can be calcu-
lated by
N Ufn
V2 = Z“# @21
U]

Proof: The normal workers’ real data is added w1th Gaussian
noise before sharing, i.e., the noise £ ~ N(0,02,), Vi, € U.
Because of the additivity of the Gaussian distribution, i.e., if
&~ N(0, al)andfsz(O 02)then£1+§ N(0,0% +

o~ ~

~ N(0,

m
Um € U

0|

'~
um eU

Ul
truth :mezl\

mal behavior F;,(y) = N(mb it 5 n), VEy . € Fb,
i.e., (20) is satisfied. O

o3), we have ). Thus, the nor-

o-‘l

VI. GAME-BASED DEFENSE APPROACH

As reported in [5], [31], DP protocols are vulnerable to
data poisoning attacks, and can even facilitate the success of
such attacks against crowdsensing systems. In other words,
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malicious workers can disguise themselves as normal workers
by reducing the distance between their poisoning strategy and
the distribution followed by perturbed sensory data, thereby
bypassing truth discovery methods. This new poisoning strategy
is known as “hiding behind the DP noise”. To defend against
those poisoning attacks, we propose a Stackelberg-game-based
defense approach. In this game, the defenders play first by
determining their defense strategy, and the attackers play next
by launching data poisoning attacks. Specifically, the defend-
ers adopt an identify-then-drop method to defend against the
data poisoning attacks, i.e., the defenders identify malicious
workers using the log-likelihood ratio test and then drop the
sensory data shared by those identified workers. Powered by
this method, the defenders formulate their defense strategy as a
functional minimization problem (Op ), aiming to minimize the
bias caused by poisoning attacks (detailed in Section VI-A). In
addition, we consider the powerful attackers, who are aware of
the DP protocol and defense strategy deployed in crowdsensing
systems, can bypass truth discovery methods by exploiting
DP noise and even evade the defenders by constraining the
expected log-likelihood ratio test. Accordingly, the attackers
formulate their poisoning strategy as a bi-level maximization
problem (O 4), aiming to maximize the attack gain (detailed in
Section VI-B). To this end, we formulate the attackers-defenders
interaction as a zero-sum Stackelberg game, finding the optimal
defense strategy to defend against the powerful data poisoning
attack (detailed in Section VI-C).

A. Defense Strategy for Defenders

The defenders, acting as the role of leaders, take the initiative
by conducting the log-likelihood ratio test to identify malicious
workers. This task can be formulated as a minimization problem,
aiming to minimize the damage caused by malicious workers by
optimizing the defense strategy F, i.e.,

(Op) :min Y~ (Blaf™] - Blalri™)", (222)
“ 0,0
s.t.Up = {um | p(um) > 7,V € U}, (22b)

Z={z" = y™ | Yu,, € U\Up,Vo, € O},

(22¢)
h oo
Elzy 3" = / y - Fyn(y)dy, (22d)
h oo
Elzy " = / y- Fy L (y)dy, (22e)
{X{* WY = argmin f(X[™" W, 2),
X(fi””’h,W*
(22f)

where p(um, ), Vu, € U is determined by the defense strategy
F and can be calculated by (14)—(15). Next, we will detail the
objective and constraints of problem (Op). The object (22a)
represents that the defenders aim to maximize their utilities,
i.e., maximizing Uge fenders (detailed in Definition 9). The con-
straints (22b) and (22c) represent that the defenders perform
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the identify-then-drop method, finding malicious workers by the
log-likelihood ratio test and deleting the sensory data shared by
the identified workers from the collected data. The constraints
(22d) and (22e) represent the expectations of random variables
zpruth and xlut, respectively. The constraints (22f) are the
truth discovery method (detailed in (7a) and (7b)), where W* =
{wp, | um € U\Up} denotes the set of weights for all workers
after the identify-then-drop method has been completed.

Due to the decision variable (i.e., F) is a function set,
the problem (Op) is a functional optimization problem and
is difficult to solve directly [37]. Consequently, we adopt the
variable-basis approximation schemes [38], a class of schemes
that approximate the decision variable using linear combinations
of fixed basis functions, to relax the optimization problem from
optimizing over functions to optimizing over the coefficients
of the linear combinations. In our approximation scheme, we
employ Hermite polynomials [39], a well-known orthogonal
polynomial sequence and suitable for approximating any func-
tion over (—oo, +00), as the basis functions. Particularly, the
recurrence relation of Hermite polynomials is formulated as
H. . (x)=z-H. (z) — LH,. (z) (H, (2) is the r-th Her-
mite polynomial), and the first four Hermite polynomials are:
H.(z) =1, H, (z) =z, He,(x) =2? -1, and H,,(z) =
23 — 3x. The decision variable F: can be approximated by the
rth-order Hermite polynomials and can be formulated as

Fon(@) =tno+ 51 Hey (2) + 4y 5 - He, (2)

- He ((2),Yo, €0,  (23)

where Wy = [t 0,95, 1,5 ¥y, _1]1xr is @ coefficient vector
of F; (). As a result, since the basis functions (i.e., H, (x))
are fixed in advance, the optimization problem shifts from op-
timizing the functions F; = {F} , | Yo, € O} to optimizing
the coefficient matrix ®* = [¥g, ¥1,..., ), ]i; .. This re-
laxation simplifies the problem (O p ) and enables the simplified
problem (denoted as (O},)) to be effectively solved utilizing
numerical optimization algorithms.

Given that the problem (O}) is a large-scale global opti-
mization, i.e., the decision variable is a |O| x r-dimensional
matrix, we employ the simulated annealing genetic algorithm
(SAGA) [40] for solving it and are outlined in the Algo-
rithm 1. SAGA is a metaheuristic that combines the advantages
of both simulated annealing (SA) algorithm [41] (a single-
solution based metaheuristic) and genetic algorithm (GA) [42]
(a population-based metaheuristic) to approximate the global
optimum in a vast search space. The algorithm starts with
initialization and then iteratively performs crossover, mutation,
fitness evaluation, and simulated annealing, which are described
in detail below.

In the initialization operation, we utilize a normal distri-
bution for generating the initial population with SN individ-
uals. The initial (or O-th) population is denoted as {®!" |
Vi € [0,SN]}, where ®° = [W;0, WY, UL IE s
the i¢-th individual (or solution candidate) and \Ilfg =
[w;’io, 1/):;’271, e 7¢:_’277>_1]1XT is the coefficient vector candi-
date of the defense strategy F; (). Particularly, the coefficient
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Algorithm 1: Defense Strategy Algorithm.

1Y ={y" | Yo, € O,Yu,, € U}: the
collected sensory data set;
Fiy =A{Fpn | Yo, € O}: the distribution
followed by the perturbed sensory data; 7:
the empirical parameter utilized in
log-likelihood ratio test; SIV: the population
size; Gae: the maximum number of
generations; p.: the crossover probability;
pm: the mutation probability; Th,a0, Trin:
the initial and final temperatures; 3: the
cooling factor;
O* = [WE, - - 7\I/i*0|]‘TO‘XT: the coefficient
matrix of rth-order Hermite polynomials;
Up: the detected malicious workers set.
1 {00, Yy} « Initialize a population with SN
individuals utilizing the initialization operation;
2 Evaluate the fitness of 0-th population
{@8707 D
operation;
3 g+ 0;
4 while g < Giae and Tipazr > Tinin do
5 | {679, ,04%} + Generate offspring by
selecting parent individuals from g-th
population and then performing crossover

Input

Output:

“N} utilizing the fitness evaluation

operation;
6 59, ,Eg%} + Generate mutated offspring

by performing mutuation operation on each
9,

SHaH

7 | Evaluate the fitness of each offspring in

07, -+ ,EG%} utilizing the fitness evaluation
operation
g | {@p9tt. 21 < Select SN individuals
from{~ ’g,-~- R S RURT MR e

utilizing the simulated annealing operation;
9 Tmax — B : Tmaa:;

10 g+—g+1;

11 end

12 ®* < optimal individual in the g-th population;

candidate le nJ S = 7 0 drawn from N(p,0?), ie.,

1/)22’ i~ N (u,0?), Where i and o2 represent expectation and
variance, respectively.

In the fitness evaluation operation, we evaluate the fitness of
each individual in g-th population {®y7,..., ®4%} (0 <g <
Gmax)- The fitness of V&Y (i-th individual in g-th population)
can be calculated by

Fit(®77) = = Y (Bl = E[«}"])*, Vi € [0, SN],
0,€0 l
(24
where E[x}%""] is a fixed value and E is dependent on

;9. Specifically, we can obtain the defense strategy F;: by (23)
according to the coefficient matrix <I>;7’g (i.e., rth-order Hermite
polynomials approximation), secondly identify malicious work-
ers through the log-likelihood ratio test (i.e., constraint (22b)),

[ truth}
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thirdly delete the sensory data uploaded by the identified worker
Up from the collected data (i.e., constraint (22c)), fourthly
infer the truths z!"%*" from the deleted data Z = {2™ | Vu,, €
U\Up, Vo, € O} (i.e., constraint (22f)), and finally calculate
the expectation E[z}%"] by constraint (22e). As detailed in
Section III-C, the expectation /"4 can be inferred (or the
sub-problem (22f) can be solved) by iterating the following two
steps:
1) Fixing the weights W = {w,, | Yu, € U\Up}.
truths Xt = {zlruth | Yo, € O} are calculated by

ZumeU\UD Wiy~ 27"
= ; (25)
ZumeU\UD Wm

truth
a,n

2) Afterobtaining the truths X "“*" the weights W = {wy, |
Y, € U\Up} are estimated by

ZumeU\UD ZoneO( zy = meTtth)Z

ZOHEO( .fC“ uth)

In the crossover operations, we utilize the tournament se-
lection method [43] to select two-parent individuals from
the g-th population {®;Y,..., 4% }. Given two-parent in-
dividuals @9 = [W7g, ..., ¥; ‘O‘] (i €[0,SN]) and &} =
(g, vy ‘O‘} (j € 10, SN]), the crossover operation is
performed between them when a randomly generated num-
ber w., drawn from a uniform distribution U(0, 1), sat-

isfies w. < p.. Particularly, we randomly select the po-
sition vector Z, = [I9,1},...,1/°!] (1% € [0,r — 1] repre-

oW S
sents the k-th crossover posmon between ®;7 and ®37),
and then generate offspring individuals by swapping ele-
ments (or coefficients) after the designated positions. That

is, by swapping the elements after I* (VI* 6 7.) between

(26)

Wy, = log

\Ilzg:[wzko’."’wzkﬂ”""wzkr 1] (V\Il eq)ig) and
qj;:g:[wjk07.'.’¢Jka7”'7w‘jkr N (V\Ij € ), we
CanObtalnrlk_[wlko’”' zkl’“ 17w]k‘]k?"'?w]k7‘ li

and ij = [zbjko,...,q/)]klk 17wzklk""’wzkr 1) After
the crossover between (IDl’g and fI> 9 we can obtain the off-

spring individuals ©;Y = in’ngz {002 ] and ©9 =
056,154, ..., 72 ,]. In addition, we denote the g-th popu-
lation after crossover as {07,077, ..., 05%}.

In the mutation operation, we perform the mutation operation
on the offspring population {©yY, 077, %} If the ran-
domly selected number w,,,, drawn from a uniform distribution
U(0,1), is less than the mutation probability DPm, the offspring
individual 09 = 79, T77, ..., T2 ] (Vi € [0, SN]) under-
goes mutation to produce = Specifically, we randomly choose
the position vector Z,,, [I&,I}n,...,l,‘,?‘] (IF e0,r —1]
denotes the k-th mutatlon position for ©;7). Then, we choose
a random number Xz k I VI ’;L € 7Z,,) from a normal dis-

tribution N (1, 0?%), i.e., Xj,;] e~ N,
I}, -th element in the T';) = [77 o, ..
(VL0 € 079, ie, T0L = [ gs -
As a result, we can obtaln the mutated population =;
[I‘l’g,I‘“, N R

i,r—1

0?), to replace the

wzkr li
7¢’L’€T 1]

g

’¢zk1k""
’Xi,k,lfn“"
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In the simulated annealing operation, we select SN in-
dividuals from both the parents population (g-th population
{@,9,...,D4% }) and the offspring population (g-th population

E07,...,Eg% ) as the next generation population (g + 1-
th population {®59*" ... @597, Particularly, given par-
ent &9 (Vk 6 [0, SN]) and offspring =7 (Vk € [O SNY)), if
offsprmg is better (i.e., th("* 9) > Fit(®,, )) remain
offspring = ’9 instead of parent ®°; else if parent <I> is better
(ie. th(@ o9 > Fit(Z;7)), st111 remain offspring =, with a
certain probablhty That is, the offspring =, is remamed when
exp(—(Fit(®7) — Fit(E;7)) /Tmax) > wsa is holds (ws, is
a random number drawn from a uniform distribution U (0, 1)).

We provide a detailed analysis of the computational complex-
ity of Algorithm 1 (i.e., defense strategy algorithm). Specifically,
the defense strategy algorithm begins with initialization, fol-
lowed by crossover, mutation, fitness evaluation, and simulated
annealing during each iteration. The computational complex-
ity of these five steps, i.e., initialization, crossover, mutation,
fitness evaluation, and simulated annealing, are O(]O| x r x
SN), O(|O| x |U]), O(SN x |r| x |O]), O(SN x |0]), and
O(SN x |O| x |U|) respectively. As aresult, the computational
complexity of Algorithm 118 O(Gmax X SN x |O| x |U]).

B. Attack Strategy for Attackers

The defenders are leaders play first by giving defense mech-
anism J, and the attackers are followers play next by launch-
ing data poisoning attacks. Since the defense strategy JF, and
the truth discovery method are known, the attacks can re-
main undetected by disguising. First, the attackers utilize DP
noise to hide malicious behavior, and ultimately bypass the
truth discovery method. Particularly, the attackers can estimate
the distributions followed by the perturbed sensory data, i.e.,
ymt ~ Iy, Vo, € O, and then hide within the noise by ensuring
that the attack strategy F, = {F,,, | Vo, € O} aligns closely
with the estimated distributions F,, = {F} ., | Yo,, € O}. The
distance between probability distributions can be measured by
Kullback-Leibler (KL) divergence [44], which is formulated as
+0oo

Fa,n(x) ' 10g Fa,n(x)d

x
Fy ()

Second, the attackers can effectively limit the expected log-
likelihood ratio test to avoid detection, considering that the
defenders rely on this test to identify malicious workers. When
the defenders employ the attack strategy /., the expectation can

be formulated as
+o0
=5 [

0n,€0

Dicr(FanlFom) = / @)

—00

F*n(y)
Fb 71(y)

dy. (28)

After the above discussion, the attack strategy can be formu-
lated as the following maximization problem when the defense
strategy JF. is fixed,

(0a): max > (Elafith] - E[atu)?, (292)
X~Fa 0,€0
st. > Dir(FanllFyn) <, (29b)

0, €0
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E[A] <, (29¢)
+oo
/ Fun(y)dy =1, Yo, € O, (29d)
—+00
Elzy v = / Y- Fon(y)dy, (29)
h e
Bl = [y Rl @90
-0
{Xtruth W .= argmin f(XI" W, Z),
Xé”‘th,W
(29¢g)

where the threshold 7 is the disguise level hidden behind DP
noise, and the threshold ( dictates the stealth level of evading
defenders. Particularly, a smaller value of n) (or ) implies a lower
probability of being detected by the truth discovery methods (or
defenders). Next, we will detail the object and constraints of
problem (O 4 ). The object (29a) represents that the attackers aim
to maximize their utilities, i.e., maximizing Ugiqckers (detailed
in Definition 9). The attackers employ constraints (29b) and
(29¢) to bypass the truth discovery method and the defenders.
The constraints (29e) and (29f) are the expectations of random
variables z{""*" and x} 4", respectively. The constraint (29g)
is the truth dlscovery method, constituting a lower-level sub-
problem.

The problem (O4) is a bi-level optimization [45], which
can be decomposed into a lower-level sub-problem (29g) and
a upper-level sub-problem (OY) and solved by optimizing them
alternately. Next, we describe in detail how to solve problems
(OY) and (29g) respectively.

1) Upper-Level Sub-Problem: The upper-level sub-problem
(OY) of problem (O 4) is formulated as

(O0F): max Y (Elajst] — B[zt (30a)
X~Fa 0,€0 7 l
st. Y Dgr(FanllFom) <, (30b)
0,€0
E[N <, (30c)
+o00o
/ Fa’n(y)dy =1, Yo, € O, (30d)
h e
Elzyw*" = / y - Fyn(y)dy, (30e)
—00
—+o0
Bl = [Ty Faalds, GO
truth ( Z wm {E + Z
umeU umeU
@m.x?)/ S G+ S |, (30

Uy el U el

truth can be estimated by (30g) if the worker

weights W = W U W are fixed.

where the truths x
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Algorithm 2: Attack Strategy Algorithm.

Input :Y = {y" | Yo, € O,Yu,, € U}: the
collected sensory data set;
Fip =A{Fpn | Yo, € O}: the distribution
followed by the perturbed sensory data;
Fu ={F;, | Yo, € O}: the current defense
strategy; x: the threshold for convergence;
Output: 7, = {F, ,, | Yo, € O}: the current attack

strategy.

1 Fo = {Fun | Yo, € O} < The attack strategy is
initialized to normal behavior, i.e.,

Fa,n = Fb,n7 vOn €0;

21+ 0;

3 {XIruthi P71 < Solve the lower-level problem Eq.
(29g) using current attack strategy J, by iterating
Eq. (38) and Eqgs.(39)-(40);

4 while True do

5 | Fo={Fan|Yo, € O} < Solve the upper-level

problem (OY) using current worker weights W

by Theorem 3;

6 | {XIruthitl W} < Solve the lower-level

problem Eq. (29g) using current attack strategy

Fq by iterating Eq. (38) and Eqs.(39)-(40);

7 | Calculate the expectations F[ X! hi+1] and

E[X!ruthi] by constraints (29e) and (29f);

s | if |[B[XIruthitl] — pXiruthi]| < k then

9 | break;
10 end

11 141+ 1;
12 end

To overcome the challenge of directly solving the sub-
problem (OY) posed by dimension, i.e., the decision variable
Fo ={Fun | Vo, € O} is a |O|-dimension function set, we
relax the problem (OY) into |O| optimization problems over
VEy, ., € F, respectively. The object (30a) can be reformulated
as

max (E[xé’t}‘fth]

Fm o fn
Tm~F)

_ E[xhuth])

a,n

3D

0,€0

We respectively assign the disguise level and the stealth level
to each object o,, i.e., Zoneo Nn = 1 (M, 1s the disguise level
hidden behind DP noise in object o,) and Zon coCn=¢ (Cn
denotes the stealth level of avoiding defenders in object o).
Thus, the constraints (30b) and (30c) can be relaxed to

DKL(Fa,nHFb,n) < Mn,s (32)
/Jroc Fon(y) -log Fenlv) dy < Gu- (33)
—00 Fb,n(y)

According to (31), (32), and (33), the problem (OY) can be
relaxed as

(0% _max (B[} — Blatruth)?, (34a)
st. Dir(FanllFon) < 1, (34b)
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oo F; . (y)
F n 10 Ld < n
e a, (y) g Fb,n(y) y = Cl
(34¢)
—+o0
/ Fun(y)dy =1, (34d)

+00
Elzjruth] = / Y- Fyn(y)dy, (34e)

an(y)dy, (34f)

9&:
g

| |~

>/_\

(]
g)

3

+
(]

UmelU Um €U
T 55;“)/ Y Ot wm)
Umel Um €U
(34g2)

Due to the problem (OZ’O”) is a functional optimization
problem [46], i.e., F, ,, is a density function, we use variational
methods [47] to solve it and present the main result in the
Theorem 3.

Theorem 3: Given the current defense strategy F; , and the

normal behavior Fj, ,,, the optimal solution of problem (OU o)
(i.e., the attack strategy for object o0,,) is

an D%,

Fop = (E[zy4"] — Elx (35)

arg max
F, n G{me Fn:%x}

a,n

where 274" is estimated by (34g), B[z} 4™"] is calculated by
(34f), and

A2

Fb,n(y) 1

min Fyn(y) - (F;;,,,L(y)> _ 7
S Funly) (52248) 7 - exp(=2y = Fon(y))dy

(36)

Ao
Fun(®) (524)™ - exp(Ly = Fon(w))

[ Fyn(y) - (szgy;)*’ exp(Ly — Fyu(y))dy
(37)

The Lagrange multipliers A; and Ay are the solutions

of Dir(Fonl|Fon) =nn and fj;zo n(y) -log 7 P, E;’; Yy =
Cn-

Proof: See supplemental file. (|

2) Lower-Level Sub-Problem: When the attack strategy
Fo=A{F, | Yo, € O} is fixed, as detailed in Section III-C,
the sub-problem (29g) can be solved by sequentially iterating
the following two steps:

1) Fixing the normal worker weights W = { Wy, | YV, €

U} and the malicious worker weights W = {@,,, | Viin, €
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Algorithm 3: Local Minimax Point Calculating Algorithm.

Input : w: the threshold for convergence; ¥ > 0: the
constant defined in Lemma 1; 0 < p < 1:
the penalty constant;

Output: (F*, FX): the local minimax point.

1 fork=0,1do

2 Frk = {F;,’,f | Yo,, € O} < Obtain current

defense strategy through Algorithm 1;

3 | FF={F},|Vo, € O} + Obtain current attack
strategy using F;* through Algorithm 2;
4 end
5 while || Fk — Frk=1| || Fk — FE=1|| > = do
6 | while ||FF — FE=1| > 9 do
7 F*+1 « Obtain current defense strategy
through Algorithm 1;
8 FF+1 « Obtain current attack strategy using
Frk1 through Algorithm 2;
9 k+—k+1;
10 end

11 V< p-0;
12 k+—k+1;
13 end

1u Fr* — Fok,

* k.
FrF

U}, the truths XIruth — {alruth | Yo, € O} are calcu-
lated by

truth _ Zu el U)m ’ m , T Zﬂmef] Wy, - T,
o ZumeU m T Z wm

2) After obtamlng the truths x”“th, the normal worker

T

; (38)

weights W and the malicious worker weights W are

estimated by
Q/Bm _ log{ Z ( Z truth) +
0,€0
Z (f truth )/ Z truth }’ (39)
ﬂméﬁ 0,€0

2. Z -

Wy, = log { (
0n,€0

1) S -

0,€0

truth + Z

umeU
frufh }

According to the above discussion, as shown in Algorithm 2,
we propose an attack strategy algorithm that combines the
variational method with the alternating optimization algorithm
for solving the problem (O 4 ). We initialize the poisoning attack
strategy JFq, as Fyp, i.e., Fyy p, = F} n, Vo, € O (line 1). At each
step in the iteration, we alternately solve the upper-level prob-
lem (OY) and the lower-level problem (29g), until obtaining
the current attack strategy F,. In addition, the computational
complexity of Algorithm 2 (i.e., attack strategy algorithm) is
O(|0] x |U1).

(40)
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C. Local Minimax Point of Defenders-Attackers Interaction

The problems (O 4 ) and (Op) are bi-level optimizations [45],
so finding global minimax point of the problem (16) is NP-hard
in general [48]. With this concern, we aim to find the local (rather
than global) minimax point within the sequential interaction
between defenders and attackers. To this end, we introduce the
fundamental definition of local minimax points [48], a critical
concept in the minimax optimization problem, and then develop
an effective iterative algorithm to find it.

Definition 10 (Local Minimax Points): A point (F*, FX)
is said to be a local minimax point of the problem (16), if there
exists ¥ > 0 and a function h satisfying h(9) — 0 as ¢ —
0, such that for any ¥ € (0,%] and any (F,,F,) satisfying

| Fo—Fo*|| <0 and ||F, — Fr| < 9, we have
U(Fo*, Fa) < U(FS, F*)
max U(F,, Fa). 41)

T Faill FamFLlI<h(9)

According to Definition 10, Jin et al. [48] introduce a crucial
lemma (i.e., Lamma 1) for acquiring local minimax point, and
its detailed lemma is given below.

Lemma 1: Apoint (F*, Fx)is alocal minimax point of the
problem (16) if and only if  is a local maximum of function
U(F2*,-), and there exists ¥y > 0 such that F* is a local
minimum of function Ky for all ¢ € (0,9y] where Ky(F}) :=
max;a:“;a,y:gugg U(f;,fa)

To further illustrate the relationship between local minimax
point and Nash equilibrium, we give the definition of local Nash
equilibrium and then showcase an important lemma (i.e., Lemma
2) proposed by Jin et al. in [48].

Definition 11 (Local Nash Equilibrium): A point (F*, FX)
is said to be a local Nash equilibrium of the problem (16) (or
the game defined in Section V-A) if and only if there exists
¢ > 0 such that for any (F,, F,) satisfying || F; — F*|| <9
and || F, — F|| < 9, we have

U(Fy* Fo) SUFZ*FY) SUF,,Fr). (42

Lemma 2: Any local Nash equilibrium is a local minimax
point.

According to the Lemma 1, we propose a local minimax point
calculating algorithm for finding the local minimax point of
the game described in Section V-A as shown in Algorithm 3.
At each step in the iteration, we alternately solve problems
(Op) and (O,), i.e., perform Algorithm 1 (line 7) and Algo-
rithm 2 (line 8) alternately. Then, we judge whether the condition
| Fo — FX|| <9 (defined in Lamma 1) is satisfied (line 6).
If so, we reduce the constant ¢} (line 11), and then evaluate
whether the convergence condition is satisfied (line 5). Through
iterating these steps, we can find the local minimax point of
defenders-attackers interaction. Furthermore, according to the
computational complexity of Algorithm 1 and Algorithm 2 are
O(Gmax X SN x |O] x |U|) and O(|O] x |U]), respectively,
we can obtain the computational complexity of Algorithm 3
(i.e., the proposed Stackelberg-game-based defense approach)
is O(Gmax X SN x |O| x |U).
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TABLE II
SAMPLE RECORDS OF “ANGER” IN THE EMOTION DATASET

WorkerID ObjectID  Response  Ground-Truth
ATAVJRFM6LORNS 594 25 37
ADAGUJNWMEPT6 594 80 37

VII. PERFORMANCE EVALUATION

The proposed game-based defense approach enables us to
find an effective defense strategy to defend against the powerful
data poisoning attack. In this section, we evaluate the attack
performance of the proposed powerful data poisoning attack
and some existing data poisoning attacks against the DP-based
privacy-preserving crowdsensing systems, and then evaluate the
defense performance of the proposed defense strategy to resist
these attacks.

A. Experiment Setup

1) Datasets: We use two datasets in our experiments: Syn-
Data (a synthetic dataset) and Emotion (a real-world dataset).
Below, we present an overview of these two datasets.

SynData Dataset: The synthetic dataset, named SynData, con-
tains 200,000 records generated by 500 workers for 400 objects.
These real sensory data are drawn from normal distributions, i.e.,
M ~ N(fin,02,), Yo, € O,Y,, € U (ji,, denotes the truth of
object 0,, and G2, is the reliability of worker ,,). Similar
to [5], [15], we sample /i, and 2, from uniform distributions
U (20, 30) and U (0, 30), respectively. That is, fi,, ~ U(20,30)
and 52, ~ U(0, 30) .

Emotion Dataset [49]: The real-world dataset, named Emo-
tion, consists of 7,000 records produced by 30 workers for 700
objects. Each record represents the degree of emotion (e.g.,
anger, disgust, and fear) in a text and ranges from —100 to
100. Table II showcases two randomly selected records from
the Emotion dataset.

2) Comparisons of Data Poisoning Attacks: For the exper-
imental evaluation of the proposed game-based defense ap-
proach, five different data poisoning attacks were applied. The
experiments were performed on a laptop with an Intel 17-8750H
2.20GHz CPU and 16GB memory. Next, we outline these
attacks.

1) Disguise-based Data Poisoning Attack (DDPA) [5]:
DDPA is a state-of-the-art data poisoning attack against
DP-based privacy-preserving crowdsensing systems,
leveraging DP noise to disguise malicious behavior.

2) Optimization-based Attack (OA) [15]: This attack is for-
mulated as an optimization problem that maximizes the
introduced deviation by attackers. In addition, OA is de-
signed for crowdsensing systems without privacy protec-
tion.

3) Substitution-based approach for black-box data poison-
ing attack (SubPac) [50]: This attack is formulated as a
bi-level min-max optimization problem where the outer
problem is to find the optimal attack strategies and the
inner problem is to optimize data aggregation.
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4) Random Attack (RA): In RA, for object o,, € O, each
malicious worker selects a value from the uniform
distribution U (x™® zMax) a5 malicious sensory data,
where 2™" = arg min{Z" | Vi, € U} (or zm* =
arg max{Z™ | Vi, € U}) is the minimum (or maxi-
mum) sensory data provided by normal workers for object
on. Thatis, ™ ~ U (z™", M%) Yo, € O, Vi, € U.

5) Maximum Gain Attack (MGA): In MGA, for object
on € O, the malicious sensory data shared by ma-
licious workers is the optimal solution of problem

mo_ xif’,‘j“")z. That is, for object o,, € O, the

maxgm (27,

truth)Q >

malicious sensory data ] satisfies ()" — x}""

@™ — glreth)? yim e X
3) Comparisbns of Defenses: We evaluate our proposed de-

fense approach by comparing it with two classical defense

mechanisms. Next, we detail MWA [15] and RobTD [22].

1) MWA [15] utilizes (9) to update worker weights, and the
truths can be updated through the following steps. First,
MWA sorts the sensory data uploaded by all workers and
partitions them into L groups. Second, MWA estimates
the truths for each group according to (8), obtaining L
truths. Finally, MWA takes the median of these L truths
as the inferred truth.

2) RobTD [22] estimates the error bias and variance of
each worker, and then removes workers with high error
bias and variance to mitigate the influence of malicious
workers. After filtering out the malicious workers, RobTD
updates the worker weights and the truths utilizing (9)
and (8).

4) Evaluation Metrics: Referring to Definition 6, we pro-
pose the attack gain metric to quantify the damage caused by
malicious workers to crowdsensing systems. Since the attackers
aim to maximize the attack gain (i.e., skew from the outputs of
truth discovery methods as much as possible), higher attack gain
indicates more effective attacks. Conversely, since the attack
gain for attackers is the defense loss for defenders, a smaller
attack gain (defense loss) corresponds to a more successful
defense strategy. Therefore, we use the attack gain (AG) to
evaluate the effectiveness of our data poisoning attack and
defense.

B. Effectiveness of Our Attack Strategy

We study the performance of both our and other existing data
poisoning attacks against DP-based privacy-preserving crowd-
sensing systems without defenders. Furthermore, we evaluate
the effectiveness of these attacks by varying the percentage of
known workers (defined in Definition 7) and the percentage of
malicious workers (defined in Definition 8). By conducting these
comparisons, we can evaluate the effectiveness of our attacks and
the potential risks DP poses to crowdsensing.

1) Impacts of the Privacy Budget: In Fig. 2, we show the
AG obtained by the proposed data poisoning attack and the
competitor attacks against the DP-based privacy-preserving
crowdsensing without defenders, where the Laplace mechanism
isemployed to achieve DP. First, we observe that our attack could
effectively employ DP noise injected by the Laplace mechanism
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Fig. 2. The attack gain (AG) vs. the privacy budget € of our data poisoning
attack and competitor attacks against the e-DP-based privacy-preserving crowd-
sensing with Laplace mechanism.
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Fig. 3. The attack gain (AG) varying with the privacy budget € of our data
poisoning attack and competitor attacks against the (¢, 0.1)-DP-based privacy-
preserving crowdsensing with Gaussian mechanism.

to bypass truth discovery methods. For instance, on the SynData,
our attack increases AG to 108.52 when € = 0.1 and improves
upon 99.9% on AG as ¢ decreases from 1.0to 0.1. This advantage
is attributed to the fact that our attack could leverage DP noise
to cloak its malicious behaviors. Second, our attack performs
roughly equal to the DDPA: AG of our attack is approximately
equivalent to that of DDPA for the given privacy budget e.
This situation arises due to the absence of defenders within the
DP-based privacy-preserving crowdsensing systems, enabling
both our attack and DDPA to avoid detection.

Fig. 3 showcases the superior performance of our attack
against the DP-based privacy-preserving crowdsensing systems
on both SynData and Emotion, utilizing the Gaussian mecha-
nism for achieving DP: For given privacy budget € and relaxation
parameter §, AG obtained by our attack is higher than that of Sub-
Pac, OA, RA, and MGA. For instance, when ¢ = 1.0, = 0.1,
our attack improves AG by 73.50% on the SynData (80.76%
on the Emotion). As expected, AG obtained by our attack and
DDPA become roughly equal when no defenders are deployed in
crowdsensing. Moreover, Fig. 4 indicates that the performance
of our attack improves with a decrease in the relaxation param-
eter ¢, i.e., the improvement on AG reaches upon 19.07% on
the SynData (36.67% on the Emotion) as § decreases from 0.25
to 0.0001 when € = 0.1. This is because reducing ¢ strengthens
privacy protection, implying that more DP noise is added to the
sensory data, which makes it easier for attackers to hide behind
the noise.

2) Impacts of the Percentage of Known Workers: Fig. 5
shows AG obtained by our attack and competitor attacks varying
with the percentage of known workers pk on SynData and
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Fig. 4. The attack gain (AG) vs. the privacy budget € of our data poisoning
attack against the (e, §)-DP-based privacy-preserving crowdsensing with Gaus-
sian mechanism, where the relaxation parameter 6 = 0.0001, 0.1, 0.25.
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Fig. 5. The attack gain (AG) vs. the percentage of known workers (pk) of
our data poisoning attack and competitor attacks against the DP-based privacy-
preserving crowdsensing, where DP achieved by (a)(b) the Laplace mechanism
and (c)(d) the Gaussian mechanism.

Emotion. Fig. 5 indicates that, for any pk, our attack signifi-
cantly boosts AG by 96.81 on the SynData (226.2936 on the
Emotion) against the Laplace mechanism, and boosts AG by
87.4503 on the SynData (234.8072 on the Emotion) against the
Gaussian mechanism. Furthermore, Fig. 5 also indicates that the
performance of all attacks improves with an increase in pk. That
is, the AG of all attacks increases with the rising value of pk.
This occurs because higher values of the percentage of known
workers pk enable attackers to more accurately infer the truths
before attacks X };T“th, thereby improving their attack strategy.

3) Impacts of the Percentage of Malicious Workers: Fig. 6
displays AG achieved by our attack and competitor attacks as the
percentage of malicious workers pm is varied. As expected, the
performance of all attacks improves as parameter pm increases:
With pm ranging from 0.05 to 0.3, AG exhibits a minimum
274.5865in the Laplace mechanism (238.1736 in the Gaussian
mechanism) increase on both datasets SynData and Emotion.
Besides, as pm increases, we observe a more pronounced im-
provement in the performance of both our attack and DDPA.
This arises from the fact that, as attackers’ capabilities increase
(i.e., manipulating more malicious workers), the probability of
successful attacks rises.

Authorized licensed use limited to: University of Waterloo. Downloaded on February 17,2026 at 23:32:54 UTC from IEEE Xplore. Restrictions apply.



ZHENG et al.: DEFENDING DATA POISONING ATTACKS IN DP-BASED CROWDSENSING: A GAME-THEORETIC APPROACH

SynData Emotion
300 RA 800 RA
—— OA —+— OA
—— MGA —— MGA
20071 —— DDPA 6001 __ poea
Q —— Our attack 9 —— Our attack
< < 400

100
200

0
0.05 0.10 0.15 0.20 0.25 0.30 8.05 0.10 0.15 0.20 0.25 0.30
pm pm

(a) Laplace mechanism (b) Laplace mechanism

SynData Emotion

800

250 RA

200 —— OA

—e— MGA

150{ —— DDPA
—e— Our attack

RA
—— OA
—— MGA
—— DDPA
—e— Our attack

600

<
& 400

AG

100

50 200

0
0.05 0.10 0.15 0.20 0.25 0.30 8.05 0.10 0.15 0.20 0.25 0.30
pm pm

(c) Gaussian mechanism (d) Gaussian mechanism

Fig. 6. The attack gain (AG) vs. the percentage of malicious workers (pm) of
our data poisoning attack and competitor attacks against the DP-based privacy-

preserving crowdsensing, where DP achieved by (a)(b) the Laplace mechanism
and (c¢)(d) the Gaussian mechanism.
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Fig. 7. The attack gain (AG) vs. the privacy budget € of our defense approach
and competitor defenses resist our data poisoning attack.

C. Effectiveness of Our Defense Strategy

In Fig. 7, we show the defense performance of the proposed
defense approach and the competitor defense mechanisms. As
expected, the proposed defense approach outperforms MWA
and RobTD. For the same privacy budget ¢, the reduction in
AG achieved by the proposed defense approach is significantly
greater than that achieved by MWA and RobTD. For example,
when the privacy budget € = 0.1, our defense reduces AG by
181.9455 on the SynData against the Laplace mechanism, while
MWA and RobTD reduce AG by 26.3168 and 50.5390, respec-
tively. The superiority of our defense approach is attributed to
the fact that MWA and RobTD cannot detect malicious workers
hidden behind the DP noise. In addition, the superiority of our
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TABLE III
COMPUTATIONAL COMPLEXITY OF DEFENSES

Defense Strategy =~ Computational Complexity

MWA O(|0] x |U| x log |U])
RobTD O(|0] x |U| x log |U])
Our O(Gmaz X SN x |O| x |U])

defense approach increases as the privacy budget € decreases.
For instance, our defense reduces AG by 79.9844 on the SynData
against the Laplace mechanism when ¢ = 1.0, and reduces AG
by 181.9455 when € = 0.1. This is because a smaller ¢ results
in a greater amount of DP noise being added, allowing mali-
cious workers to better disguise themselves. Furthermore, we
compared the computational complexity between the proposed
defense approach and the competitor defense mechanisms, as
shown in Table III. Particularly, the computational complexity
of the proposed defense is slightly higher than that of MWA and
RobTD when log |U| < Gax X SN. However, this disadvan-
tage becomes negligible with the increase of |U|.

In this part, we also consider four combinations to evaluate
the robustness of our proposed defense approach: (DDPA vs.
No defenders), (Our attack vs. No defenders), (DDPA vs. Our
defense), and (Our attack vs. Our defense). The combinations
(DDPA vs. No defenders) and (Our attack vs. No defenders) rep-
resent DDPA (or our data poisoning attack) against the DP-based
privacy-preserving crowdsensing without defenders, which are
the attackers’ favorite settings due to the absence of defenders.
Inversely, the defenders prefer the combination (DDPA vs. Our
defense), i.e., DDPA against the DP-based privacy-preserving
crowdsensing equipped with our defense strategy, as the attack-
ers are unaware of the defense strategy and inability to bypass the
defenders. However, neither of these settings represents a stable
state. In the combinations (DDPA vs. No defenders) and (Our
attack vs. No defenders), the attackers can employ the powerful
data poisoning attack (or DDPA) to achieve the maximum AG.
In the combination (DDPA vs. Our defense), the attackers obtain
minimum AG since their malicious behaviors can be detected
by the defenders. Hence, the combination (Our attack vs. Our
defense), i.e., the game-based defense approach helps us find
an effective defense strategy to mitigate the powerful data poi-
soning attack, is a stable equilibrium for both defenders and
attacks. By comparing these four combinations, we evaluate the
effectiveness of our defense strategy in mitigating data poisoning
attacks.

1) Impacts of the Privacy Budget: Fig. 8 illustrates the uti-
lization of attack and defense strategies by both defenders and
attackers in their interactions. First, we observe that our defense
strategy can effectively resist DDPA by comparing combinations
(DDPA vs. No defenders) and (DDPA vs. Our defense): AG
experiences a significant reduction for any specified privacy
budget . For instance, when € = 0.1 , AG reduces 80.7819 in
the Laplace mechanism (69.7213in the Gaussian mechanism)
on the dataset Syndata and decreases 211.6281 in the Laplace
mechanism (254.6977in the Gaussian mechanism) on the dataset
Emotion. Second, our defense strategy can mitigate our data
poisoning attack by comparing combinations (Our attack vs.
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Fig. 8. The attack gain (AG) vs. the privacy budget € for the attackers. The

various lines depict combinations of our (o) and other existing (A\) data poisoning
attacks against the DP-based privacy-preserving crowdsensing with (——) and
without (—) our defense strategy.
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Fig. 9. The attack gain (AG) vs. the percentage of known workers (pk). The
various lines depict combinations of our (o) and other existing (/\) data poisoning
attacks against the DP-based privacy-preserving crowdsensing with (——) and
without (—) our defense strategy.

No defenders) and (Our attack vs. Our defense): AG reduces
54.2027 in the Laplace mechanism (44.0708 in the Gaussian
mechanism) on the dataset SynData and decreases 181.9455 in
the Laplace mechanism (94.5856 in the Gaussian mechanism) on
the dataset Emotion when e = 0.1. Third, we also notice that our
data poisoning attack can partially bypass our defense strategy
by comparing combinations (Our attack vs. Our defense) and
(DDPA vs. Our defense): Our attack improves AG by a minimum
of 19.9095 on the Syndata (45.8921 on the Emotion) compared
to DDPA.

2) Impacts of the Percentage of Known Workers: Fig. 9
shows the effectiveness of our defense strategy varies with the
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Fig. 10.  The attack gain (AG) vs. the percentage of malicious workers (pm).
The various lines depict combinations of our (o) and other existing (A) data
poisoning attacks against the DP-based privacy-preserving crowdsensing with
(——) and without (—) our defense strategy.

percentage of known workers, denoted as pk. First, we observe
that our defense strategy can effectively defend against DDPA
for any given pk by comparing the combinations (DDPA vs.
No defenders) and (DDPA vs. Our defense): AG significantly
decreases for any given pk . For example, AG reduces 87.5258 in
the Laplace mechanism on the dataset SynData when pk = 0.15.
Second, our defense strategy can defend against our poisoning
attacks for any given pk by comparing the combinations (Our
attack vs. No defenders) and (Our attack vs. Our defense): AG
reduces 83.3500 in the Laplace mechanism on the dataset Syn-
Data when pk = 0.15. Third, the effectiveness of our defense
strategy is robust by observing the combination (DDPA vs. Our
defense) and the combination (Our attack vs. Our defense): AG
does not undergo significant changes with variations in pk.

3) Impacts of the Percentage of Malicious Workers: Fig. 10
illustrates the effectiveness of our defense strategy varies with
the percentage of malicious workers, denoted as pm. First, our
defense strategy can defend against DDPA, since the AG of the
combination (DDPA vs. No defenders) is significantly smaller
than the AG of the combination (DDPA vs. Our defense) for
any given pm. Second, our defense strategy can defend against
our poisoning attack, as the AG of the combination (Our attack
vs. No defenders) is significantly smaller than the AG of the
combination (Our attack vs. Our defense) for any given pm.
Third, the effectiveness of our defense strategy is robust by
observing the combinations (DDPA vs. Our defense) and (Our
attack vs. Our defense): Although the value of AG increases
slowly with the increase of pm, it still can significantly reduce
the bias caused by DDPA and our poisoning attack.

4) Impacts of the Stealth Level: Fig. 11 displays AG ob-
tained through our data poisoning attack against the DP-based
privacy-preserving crowdsensing with our defense, as it varies
with the stealth level (. The parameter ¢ exclusively influences
the effectiveness of our attack in evading defenders and is absent
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Fig. 11.  The effectiveness of our defense strategy varies with the stealth level
(¢). The attack gain (AG) vs. the stealth level (¢) of our data poisoning attacks
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Fig. 12.  The effectiveness of our defense strategy varies with the parameter
of hypothesis testing (7). The attack gain (AG) vs. the parameter (¢) of our data
poisoning attack against the DP-based privacy-preserving crowdsensing with
defenders, where DP is achieved by (a)(b) the Laplace mechanism and (c)(d)
Gaussian mechanism.

in other attacks, thereby Fig. 11 only shows the results for the
combination (Our attack vs. Our defense). We notice that AG
initially rises and then declines with varying the stealth level (.
That is, the performance of our defense initially decreases and
subsequently improves as ¢ adds. This phenomenon arises from
the fact that a larger ¢ implies that malicious workers are readily
detected by defenders, thereby reducing the damage caused by
our attack. Inversely, a smaller ¢ implies the enhanced capability
to evade the defenders, i.e., reducing the expected log-likelihood
ration test, but it can mitigate the damage caused by our attack
when the value of ( is too small.
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5) Impacts of the Parameter of Hypothesis Testing: Fig. 12
illustrates the performance of our defense strategy as it varies
with the hypothesis testing parameter, denoted as 7, which
quantifies the likelihood of the worker being malicious. Fig. 12
presents the results for the combination (Our attack vs. Our
defense) due to the influence of parameter 7 on the effectiveness
of our defense strategy. As expected, AG initially decreases and
subsequently increases with the increasing value of parameter
7. That is, the performance of our defense initially improves and
then decreases with the increase in 7. This occurs because higher
7 could lead the defenders to mistake some malicious workers
for normal, while lower 7 could result in misidentifying normal
workers as malicious.

VIII. CONCLUSION

We have proposed a Stackelberg-game-based defense ap-
proach, for resisting powerful data poisoning attack in the
DP-based privacy-preserving crowdsensing systems. It reveals
that even with the attackers being aware of the defense strategy,
the defenders can still effectively resist the data poisoning at-
tack launched by those powerful attackers. They can be easily
adapted to other DP-based privacy-preserving scenarios, such
as location-based services, to mitigate the damage caused by
DP. For the future work, we will investigate a stronger data
poisoning attack that disguises itself within the noise introduced
by shuffle DP. This is different compared to hiding behind DP
noise because shuffle DP can provide strict privacy protection
by adding a small amount of noise.
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