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Abstract—As semantic communication (SemCom) attracts
growing attention as a novel communication paradigm, ensuring
the security of transmitted semantic information over open
wireless channels has become a critical issue. However, tradi-
tional encryption methods often introduce significant additional
communication overhead to maintain reliability, and conventional
learning-based secure SemCom methods typically rely on a
channel capacity advantage for the legitimate receiver, which is
challenging to guarantee in real-world scenarios. In this paper,
we propose a coding-enhanced jamming method that eliminates
the need to transmit a secret key by utilizing shared knowledge,
which may be part of the training set of the SemCom system,
between the legitimate receiver and the transmitter. Specifically,
we leverage the shared private knowledge base to generate a set
of private digital codebooks in advance using neural network
(NN)-based encoders. For each transmission, we encode the
transmitted data into a digital sequence Y; and associate Y,
with a sequence randomly picked from the private codebook,
denoted as Y2, through superposition coding. Here, Y, serves
as the outer code and Y2 as the inner code. By optimizing
the power allocation between the inner and outer codes, the
legitimate receiver can reconstruct the transmitted data using
successive decoding based on the shared index of Y2, while
the eavesdropper’s decoding performance is severely degraded,
potentially to the point of random guessing. Experimental results
demonstrate that our method achieves security comparable to
state-of-the-art approaches while significantly improving the
reconstruction performance of the legitimate receiver by more
than 1 dB across varying channel signal-to-noise ratios (SNRs)
and compression ratios.
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I. INTRODUCTION

RADITIONAL communication systems prioritize bit-

level accuracy in message transmission but often neglect
semantic meaning. This design results in a lack of relevance
and flexibility, as the same transmission strategy is applied
across different message contexts. Semantic communication
(SemCom) [1] overcomes this limitation by focusing on the
effective delivery of message semantics. Specifically, SemCom
approaches leverage the power of deep learning to selectively
extract and transmit core semantic information while discard-
ing redundant content. At the core of this paradigm lies deep
joint source-channel coding (DeepJSCC) [2], a neural network
(NN)-based approach that extracts task-relevant semantics
from the source data and directly maps them to transmit
symbol sequences. This method has been shown to outperform
conventional communication techniques across various data
transmission tasks, such as text [3], speech [4], [5], image
[6], [7], [8], and video [9].

Although SemCom offers superior performance, trans-
mitting semantic information over open wireless channels
introduces critical security vulnerabilities. For instance, in
wiretap channels, an eavesdropper may attempt to recover
the source data by intercepting the semantic information
transmitted through the channel. Recent efforts to develop
secure SemCom systems over wiretap channels can be broadly
classified into three categories based on the advantages of the
legitimate user over the eavesdropper.

When the legitimate receiver has no advantage at all
over the eavesdropper in terms of channel conditions, secure
SemCom can still be achieved, but the communication rate
may be very low, or the achievable security level may be
limited. For instance, Erdemir et al.’s variational autoencoder
(VAE)-based JSCC framework [10] extracts semantic informa-
tion from source data and quantifies privacy leakage via mutual
information (MI) between the sensitive information inferred by
the eavesdropper and the eavesdropped semantic data. They
optimize the trade-off between reducing privacy leakage to
potential eavesdroppers and maintaining high reconstruction
performance for legitimate receivers. Similarly, in the context
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of adversarial training, Marchioro et al. [11] proposed a data-
driven secure SemCom scheme using adversarial networks.
They formulated a game between the legitimate receiver
and the eavesdropper, aiming to maximize the reconstruc-
tion performance of the legitimate receiver while penalizing
information leakage to the eavesdropper. Tung and Giindiiz
[12] proposed a secure SemCom scheme combining public-
key cryptography [13] with DeepJSCC, effectively preventing
eavesdropping and chosen-plaintext attacks while improving
both security and image quality. However, these methods share
a fundamental limitation: they treat security as a training
penalty rather than enforcing explicit security control during
transmission.

When there is no key-sharing channel but the legitimate
receiver has better channel conditions than the eavesdrop-
per, secure SemCom can still be achieved through physical
layer security methods. For example, Chen et al. [14] pro-
posed a superposition coding-based approach that overlays a
4-ary quadrature amplitude modulation (4-QAM) constellation
sequence encoding semantic information onto another ran-
domly generated 4-QAM constellation sequence. This method
enables explicit security control by adjusting the power allo-
cation between the two sequences, effectively minimizing
information leakage to eavesdroppers. However, it assumes
that the eavesdropping channel is significantly worse than the
legitimate channel, which may not hold true in many practical
scenarios.

When a secure key-sharing channel exists between the
transmitter and the legitimate receiver, the transmitter can
leverage this key to encrypt the transmitted signal. For
instance, in the encrypted SemCom system (ESCS) developed
by Luo et al. [15], an NN-based encryptor with randomly
generated keys is used to encrypt semantic information,
applying adversarial training to prevent eavesdroppers from
successfully recovering the source data. While adversarial
training enhances security in both encrypted and unencrypted
modes, it only penalizes the eavesdropper’s reconstruction
performance without providing explicitly controllable security.
Furthermore, the design of the encryption key (e.g., key size,
key distribution) remains unclear and lacks interpretability.
Moreover, this method requires a secure channel for key dis-
tribution, which introduces practical challenges. In summary,
encryption-based methods impose a high communication load
for delivering the secret keys, which significantly increases the
cost compared to regular communication due to the security
requirements. Moreover, most of the aforementioned secure
SemCom approaches are based on analog systems, while
real-world communication systems are predominantly digital,
presenting further challenges for practical deployment.

Building on our previous work [14] and inspired by tra-
ditional coding schemes and encoded jammers (EJ) [16],
we propose a coding-enhanced jamming approach to achieve
secure digital SemCom over wiretap channels, providing
explicitly controllable system security. Specifically, we first
encode the data in a private knowledge base using an
NN-based encoder to generate a private codebook, where
each codeword Yo (I) is associated with an index I. Second,
we use another NN-based encoder to encode the transmitted
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data as Y;. After that, we combine Y; with a randomly
selected Yo(7) from the private codebook by superposition
coding, where Y5 plays the role of a jamming signal, and it is
superposed as the inner code. The power allocation between
the sequences is dynamically adjusted based on the symbol
error probabilities (SEPs) of both the legitimate user and the
eavesdropper. Finally, the transmitter sends the superposed
code over the regular channel, while sharing the index [of
the selected codeword Y (I)with the legitimate receiver via a
secure channel. This allows the legitimate receiver to decode
the transmitted data using successive decoding.

The key contribution of our work is to take the idea
from the previous paragraph into a practical secure SemCom
system that leverages private knowledge to enhance security.
Specifically, our technical contributions are threefold. First,
we establish the general framework design of the proposed
SemCom system. This framework includes multiple modules,
such as the NN-based joint coding and modulation module,
successive decoding module, and encoded jamming module.
Second, we propose a novel loss function for semantic coding,
incorporating the normalized Hilbert-Schmidt independence
criterion (nHSIC) as the regularization term. This term reduces
the dependency between the jamming signal and the semantic
information, preventing information leakage when the private
knowledge and transmitted data are correlated. Third, we
develop a security analysis framework to guide the power
allocation between Y; and Ys. By dynamically adjusting
the power allocation based on the derived SEPs, this frame-
work explicitly controls system security, ensuring adaptable
performance under varying channel conditions and security
requirements. Overall, compared to existing secure SemCom
methods that rely on channel advantage or incorporate security
solely as a training penalty term, the proposed method enables
explicit and tunable control over system security without
requiring any channel SNR gap. In addition, by eliminating
the need for secret key transmission, it reduces communica-
tion overhead and improves practical deployability. Numerical
results demonstrate that even when the legitimate user and the
eavesdropper experience identical channel conditions, the pro-
posed method achieves security comparable to state-of-the-art
approaches while improving the reconstruction performance
of the legitimate user by over 1 dB under different channel
SNRs and compression ratios.

II. RELATED WORK
A. Jammer-Aided Secure Communications

Jamming has been recognized as an effective method for
enhancing the security of communication systems over wire-
tap channels [17] and has gained widespread attention and
application [18]. One of the most common jamming schemes
involves transmitting Gaussian noise (GN), but this scheme
simultaneously interferes with both the legitimate user and
the eavesdropper. Consequently, specialized signal processing
techniques are required to cancel the interference for the
legitimate user. To address this issue, Hu et al. [19] proposed
a cooperative jamming scheme to enhance the security of
wireless networks. In this scheme, the source node (Alice) and
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the cooperative jammer (Charlie) work together, with Alice
transmitting a confidential message while Charlie generates
Gaussian noise to help secure the transmission. To prevent
interference to the legitimate user (Bob), Charlie employs
zero-forcing beamforming, ensuring that the noise only dis-
rupts the eavesdroppers, while leaving Bob’s communication
unaffected.

A more advanced jamming scheme involves using an
encoded jammer (EJ) to generate the jamming signal. Unlike
the GN scheme, the EJ scheme selects appropriate codewords
from a pre-designed codebook for transmission. Under certain
conditions, this scheme allows the legitimate user to cancel
the interference, while the eavesdropper is unable to do so,
thereby ensuring the security of the source information. The
EJ scheme has been shown to achieve a higher secrecy rate
compared to the GN scheme [20]. Xu et al. [16] proposed
a cooperative jamming scheme in which the jammer can
dynamically switch between GN and EJ modes, significantly
improving the secrecy performance of wireless communication
systems. In the EJ mode, the jammer selects and transmits
optimized codewords from the codebook based on the channel
conditions. This ensures that the legitimate user can decode the
jamming signal, cancel the interference, and recover the source
information. The authors also proposed a low-complexity
solution using the simultaneous diagonalization (SD) tech-
nique, which optimizes power allocation and precoder design
to efficiently maximize the secrecy rate while reducing
computational complexity.

B. Secure Semantic Communications

Regarding secure SemCom systems, Lin et al. [21] proposed
a blockchain-aided SemCom framework for Al-generated con-
tent in the metaverse. This scheme leverages blockchain and
zero-knowledge proofs to ensure the security of semantic data
against malicious tampering, while guaranteeing data integrity
in decentralized systems. Chen et al. [22] introduced the
model inversion eavesdropping attack (MIEA) to highlight
the privacy leakage risks in SemCom systems. In this attack,
adversaries attempt to reconstruct the source information by
eavesdropping on transmitted signals and performing model
inversion. The study addresses both glass box and closed
box attack scenarios and presents a defense mechanism based
on random permutation and substitution to mitigate MIEA
attacks. Li et al. [23] proposed a deep neural network-driven
secure SemCom system (DeepSSC) based on physical layer
security. The training of DeepSSC is conducted in two phases
to balance security and reliability. The first phase focuses
on ensuring the reliability of SemCom, while the second
phase aims to reduce the leakage of semantic information to
eavesdroppers. Mu and Liu [24] developed a physical layer
security transmission framework based on SemCom, where
semantic flows are used as artificial noise (AN) to interfere
with malicious nodes and ensure information security. Through
optimization of power allocation and interference cancellation
sequence, they maximized the secrecy rate over fading wiretap
channels. Qin et al. [25] proposed a physical layer semantic
encryption scheme to encrypt semantic data by exploring
the randomness of bilingual evaluation understudy (BLEU)
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Fig. 1. The proposed secure digital SemCom system with coding-enhanced
jamming.

scores in machine translation. They also introduced a novel
subcarrier-level semantic obfuscation mechanism to further
strengthen communication security.

III. PROBLEM SETUP AND SYSTEM DESIGN
A. Problem Setup

As shown in Fig. 1, we consider a secure digital SemCom
system with an encoded jammer, designed for wireless image
transmission over an additive white Gaussian noise (AWGN)
wiretap channel. The transmitter, referred to as Alice, aims to
transmit a source image to a legitimate receiver, Bob, as accu-
rately as possible through the AWGN channel. Meanwhile,
an eavesdropper, Eve, attempts to intercept the transmitted
symbols via her own AWGN channel and recover the source
image. Additionally, Alice and Bob share a private database
of images. Before transmission, they exchange the index of
an image from this private database, which serves as the
private image used to generate the jamming signal and is
unknown to Eve. In this work, we assume that the index
of the private image has been securely exchanged between
Alice and Bob before transmission. In practice, the index
can be shared using a Diffie-Hellman key exchange protocol
combined with authentication. Since the private database is
fixed or infrequently updated, any updates can be transmitted
using authenticated encryption.

We denote the source image Alice wants to transmit as
X; and the private image known only to Alice and Bob as
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Xs. Alice first extracts the semantic information U; from the
source image X; using an outer semantic encoder, denoted by

Ul = fose (Xh eose) P (l)

where fo¢e represents the outer semantic encoder.

The semantic information U; is then fed into an NN-based
outer 4-QAM modulator to generate the outer constellation
sequence Yj, denoted by

Y1 = fomoa (U3 6°™), @

where fom0q represents the outer 4-QAM modulator.

Alice also uses an inner semantic encoder to extract the
semantic information Us from the private image X, denoted
by

Uz = fier (X2:67) )

where fis1 represents the inner semantic encoder of Alice.

The semantic information Us is then fed into the inner 4-
QAM modulator of Alice to generate the inner constellation
sequence, i.e., the jamming signal Yo, denoted by

Yo = fimoar (Uz; 0 )

where fin0q1 represents the inner 4-QAM modulator of Alice.

The lengths of Y; and Y, are equal, and both are nor-
malized to satisfy the average power constraint P. After
obtaining Y; and Ys, Alice scales and combines these two 4-
QAM constellation sequences to form a 16-QAM constellation
sequence Y. Alice then transmits Y over the wiretap channel
with AWGN. During the superposition operation, the power
allocation between Y; and Y, is controlled by a power
allocation coefficient (PAC) a € (0,0.5). Different PAC
values correspond to varying levels of system security, which
will be discussed later. Our superposition operation can be
mathematically expressed as

Y:\/ﬁ-Y1+\/1—a~Y2. (5)

Y is subsequently transmitted to Bob over the AWGN
channel. Bob receives the noisy constellation sequence S,
denoted by

Si =Y +ny, (6)

where n; ~ CN(0,0%). Meanwhile, Eve eavesdrops on the
transmitted constellation sequence through her own AWGN
channel and obtains another noisy constellation sequence So,
denoted by

SQ =Y+ o, (7)

where ny ~ CN(0,03). Generally, we have o1 < 0.
The channel SNR between Alice and Bob/Eve is expressed
as

P
SNRleg/SNReve =10 loglo <0_2
1/2

) (dB). ®)

At the receiver, both Bob and Eve share the goal of
reconstructing the source image X; as accurately as possible.
For Bob, who has already exchanged the private image X9 with
Alice and knows the PAC value used during the superposition
process, he can attempt to cancel the interference present in
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S;. Specifically, Bob first uses his own inner semantic encoder
to extract semantic information U, from the private image,
denoted by

Us = fise2 (Xz; 9i862) ; 9

where fiseo represents the inner semantic encoder of Bob.

Subsequently, U, is fed into the inner 4-QAM modulator
of Bob to generate an estimate of the inner constellation
sequence, ?2, denoted by

Yo = fimod2 (ﬁz; almOdz) ; (10
where fimoqo represents the inner 4-QAM modulator of Bob.
To ensure effective interference cancellation, ?2 should be as
consistent as possible with Y.

After obtaining Y5, Bob performs interference cancellation
based on a, S¢, and ?2, i.e., removing the interference of
Y, from S; and recovering Y; as accurately as possible.
Specifically, our proposed interference cancellation process
can be mathematically expressed as

Sl —V l—a- ?2
Va ’
where Y is the estimate of the outer constellation sequence.

Bob then feeds f(l into his semantic decoder to obtain the
recovered image Z;, denoted by

Y, =

Y

Zi = for (Y1;6°), (12)
where Z, represents Bob’s recovered image, and fyq1 repre-
sents the semantic decoder of Bob.

For Eve, since she is unaware that the received constellation
sequence is a superposition code and does not have access to
the private image Xo, she directly inputs S, into her semantic
decoder to obtain the recovered image Zo, denoted by

Zs = fuaz (826°7) . (3)
where Z, represents Eve’s recovered image, and fsqo repre-
sents the semantic decoder of Eve.

The goal of our proposed system is to maximize the
image reconstruction performance of the legitimate user while
ensuring that the image reconstruction performance of the
eavesdropper does not exceed a predefined constraint.

We evaluate the image reconstruction performance of the
users using the peak signal-to-noise ratio (PSNR) metric,
which we refer to as PSNR performance. For instance, the
PSNR performance of the legitimate user is calculated using
the following equation:

2
PSNR(X1,Z;) = 10logy, ( MAX )> (dB), (14)

MSE(X1,Z;

where MAX denotes the highest pixel value in the source
image, which is 255 for a 24-bit RGB image. The MSE
represents the mean squared error.
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Fig. 2. The network architecture of the outer and inner semantic encoders.

B. Proposed Secure SemCom System

Our proposed system consists of four key components,
including the outer semantic encoder, inner semantic encoder,
NN-based 4-QAM modulator, and semantic decoder. Building
on our previous work [14], [26], we design the network
architectures for the semantic encoder, 4-QAM modulator, and
semantic decoder. Additionally, the generation of the inner
constellation sequence and the design of the superposition
constellation map are crucial elements of the system design.
The inner constellation sequence is obtained by encoding
and modulating the private image. Since this constellation
sequence acts as a jamming signal, it must be distinct from
the outer constellation sequence. This process involves two
critical aspects, selecting the private image and ensuring that
the inner constellation sequence remains different from the
outer one. We generate a superposition constellation sequence
by combining the outer and inner constellation sequences
to reduce the information leakage to the eavesdropper. This
process directly corresponds to system security, which will be
further discussed in Section IV. The following sections provide
a detailed explanation of each component.

1) Outer and Inner Semantic Encoders: The network archi-
tectures of the outer and inner semantic encoders are nearly
identical, with the primary difference being the number of
layers in the neural network. As the size of the input image
increases, more layers are required in the semantic encoder.
The semantic encoder extracts the semantic information U
from the input image X € RH*WXC  The network archi-
tecture of the outer and inner semantic encoders is shown in
Fig. 2. The semantic encoder consists of a single convolutional
layer, seven bottleneck blocks (B-Blocks), and N + 2 resnet
blocks (R-Blocks), where Sy x Sx x C, below each layer or
bottleneck/resnet block represents its configuration. C, repre-
sents the number of output channels of the convolutional layer
or the bottleneck/resnet block. For the convolutional layer,
Sk denotes its kernel size. For a bottleneck/resnet block, Sy
indicates the maximum kernel size of the convolutional layers
along its main path. The 2 | symbol indicates down-sampling
with a stride of 2, and “Conv Shortcut (CS)” indicates that a
convolutional layer is present in the shortcut connection of the
block. The depth of the semantic encoder is controlled by the
variable V. The outpult{ of thfév semantic encoder is the semantic
information U € Rz2+% * 52+ *2L' where 2 + N represents
the number of down-sampling operations performed by the
semantic encoder, and L controls the length of U.
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Fig. 3. The network architecture of the NN-based 4-QAM modulator.

2) 4-QAM Modulator: Since our proposed system is a
digital SemCom system, it is necessary to convert the ana-
log semantic information symbols into discrete constellation
sequences. Directly quantizing analog symbols into digital
signals involves discrete sampling, which is non-differentiable
in deep learning. This leads to the vanishing gradient problem,
making it difficult to train the system. To address this issue, we
use an NN-based 4-QAM modulator, as proposed in [27], to
learn how to map the analog semantic information symbols U
to the discrete 4-QAM constellation sequence Y. By applying
the Gumbel-Softmax sampling method [28] to sample the
analog symbols, this approach successfully avoids the non-
differentiability issue caused by discrete sampling. Next, we
provide a detailed description of the 4-QAM modulator design.

The network architecture of the outer and inner 4-QAM
modulators is identical, as shown in Fig. 3. The analog
semantic information U is input into the NN-based 4-QAM
modulator, first being vectorized into U, and then passed
through a fully connected (FC) layer to produce the output
vector V. The number 4L under the FC layer represents
the number of output neurons, meaning the length of V
is 4L.V is a probability distribution sequence consisting
of L vectors Vii—i12..1) = (P! P} P P}), each of
length 4. The four elements in each vector V; represent
the probabilities of selecting the ¢-th 4-QAM constellation
symbol as (1+1j,1—1j,—14 1j,—1 — 1j), respectively.
Therefore, this FC layer learns the probability distribution
of the 4-QAM constellation sequence Y. Subsequently, we
use the Gumbel-Softmax sampling method [28] to sample
from V, generating the discrete 4-QAM constellation sequence
Y € CEX!. The length of Y is L, with each element being
a complex symbol. The Gumbel-Softmax sampling method
transforms this discrete operation into a differentiable process,
thus avoiding the non-differentiability issue in discrete sam-
pling. This allows our proposed system to perform successful
backpropagation during training.

3) Generation of the Inner Constellation Sequence: The
inner constellation sequence Yo € CE*! is generated from
the private image X through the inner semantic encoder and
4-QAM modulator. While Y, carries no valid information,
it serves as a jamming signal designed to enhance system
security. To ensure the effectiveness of this jamming signal
against eavesdropping, the difference between Y, and the outer
constellation sequence Y; € CL*! must be sufficiently large.
Thus, when selecting the private image X5, we ensure that it
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significantly differs from the source image X; in terms of its
category. For example, if the source image is of an animal, we
may choose a facial image as the private image. Additionally,
the size of the private image need not match that of the source
image, as the depth of the inner semantic encoder is adjustable.

In addition to ensuring the effectiveness of the jamming
signal through careful selection of the private image, we also
focus on distinguishing Y; and Y» from a signal encoding
and modulation perspective. Specifically, our objective is to
minimize the MI between Y; and Y, during system training.
In other words, we aim to make Y; and Y. as indepen-
dent as possible, thereby enhancing the interference effect
of Yo. However, due to the complexity of approximating the
distribution of hidden representations in convolutional neural
networks, directly computing the MI between Y; and Y,
is challenging. To address this issue, we adopt the method
proposed in [29], which uses the normalized Hilbert-Schmidt
independence criterion (nHSIC) as a replacement for MI. The
nHSIC between two random variables X and Y is defined as:

- tI'(KxKy)
nHSIC(X’ Y) B \/tr(KxKx) \/tr(KyKy> ’

where Kx is the kernel matrix for X, and each element of
the matrix Kx(; ;) is k(z;,7;), computed using the kernel
function k. Here, x; and x; represent two samples from
X. It has been shown in [29] that when using the linear
kernel, minimizing nHSIC is equivalent to minimizing the MI
under the Gaussian assumption. Therefore, we can minimize
nHSIC(Y1, Y2) during system training to reduce the similarity
between Y; and Ys.

4) Design of the Superposition Constellation Map: The
design of the superposition constellation map is directly linked
to system security. Since the jamming signal contains no valid
information, both the legitimate user and the eavesdropper aim
to decode the outer 4-QAM constellation symbols from the
received semantic information. At the receiver, the legitimate
user can remove the interference from the received semantic
information using the private image. As a result, the legitimate
user essentially receives a 4-QAM constellation sequence and
decodes the outer 4-QAM constellation symbols based on this
signal. On the other hand, the eavesdropper cannot cancel the
interference. Therefore, the eavesdropper attempts to decode
the outer 4-QAM constellation symbols from the received 16-
QAM superposition constellation sequence. This results in
a scenario where, although both users may have the same
channel SNR, they experience different SEPs when decoding
the outer 4-QAM constellation symbols. The SEP is controlled
by the PAC a, and varying PAC values lead to different SEPs
for both the legitimate user and the eavesdropper. Therefore,
we can control the system’s security and performance by
adjusting the PAC. The detailed design of the superposition
constellation map will be described in Section IV.

5) Semantic Decoder: We assume that the eavesdropper
has stolen the network architecture and parameters of the
legitimate user’s semantic decoder, which is a challenging
assumption in secure SemCom research. As a result, the
network architecture of the eavesdropper’s semantic decoder
is identical to that of the legitimate user’s, as shown in Fig. 4.
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Fig. 4. The network architecture of the semantic decoder.

The semantic decoder attempts to reconstruct the source image
based on the received semantic information S, in order to
obtain the recovered image Z. The semantic decoder consists
of three convolutional layers, eight resnet blocks, and two
depth to space blocks. The convolutional layers and resnet
blocks are primarily responsible for processing feature maps
and do not perform up-sampling. The depth to space blocks,
on the other hand, are responsible for up-sampling the feature
maps. The number s following the depth to space block
indicates its configuration. Specifically, after passing through
the depth to space block, the number of channels in the feature
map is reduced by a factor of 2°, while its height and width are
increased by a factor of s. Finally, the output of the semantic
decoder is the recovered image Z € RH*XWxC

C. Training Strategy

In this paper, we propose a three-stage training strategy
for the secure SemCom system introduced above. By lever-
aging this multi-stage training strategy, we can simulate a
strong eavesdropper and effectively optimize system security
accordingly. We assume that during the actual transmission of
the source image (after training), the eavesdropper steals the
network architecture and parameters of the legitimate user’s
semantic decoder to reconstruct the source image. However,
the eavesdropper cannot perform interference cancellation.
Additionally, we assume that the eavesdropper and the legit-
imate user have identical channel SNRs, which represents
the most favorable scenario for the eavesdropper and allows
us to fully demonstrate the effectiveness of our proposed
jamming scheme. As a result, the performance gap between
the eavesdropper and the legitimate user primarily depends on
the effectiveness of the jamming signal.

In the first training stage, we train only Alice’s outer and
inner semantic encoders, outer and inner 4-QAM modulators,
and Bob’s semantic decoder. During this stage, we assume that
Yg and Ys are identical, and therefore, we do not train Bob’s
inner semantic encoder and 4-QAM modulator. Additionally,
the eavesdropper is not required in this stage. To enhance
the effectiveness of the jamming signal, we minimize the
similarity between Y; and Ys. The loss function of the first
training stage is represented as

£y =MSE(Xy,Z;) + A\, -nHSIC(Y1,Ys),  (16)

where MSE(X, Z1) measures the quality of Bob’s recovered
image, and nHSIC(Y{,Y>) measures the similarity between
Y1 and YQ.
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In the second training stage, we train only Eve’s semantic
decoder. During this stage, we essentially train a simulated
adversary Eve for Alice and Bob, so that in the third training
stage, Alice and Bob can optimize their networks against
this simulated adversary. This ensures the effectiveness of
our jamming scheme and enhances system security. The loss
function of the second training stage is represented as

Lo = MSE(X1,Z>), a7

where MSE(X1, Z-) measures the quality of Eve’s recovered
image.

In the third training stage, we train all modules except Eve’s
semantic decoder. During this stage, Alice and Bob optimize
their networks against Eve to improve Bob’s reconstruction
performance and reduce Eve’s reconstruction performance. In
addition to minimizing the similarity between Y; and Y., we
also minimize the MSE between ?2 and Y5 to ensure the
effectiveness of interference cancellation. The loss function of
the third training stage is represented as

L3 = MSE(Xy,Z) + A; - nHSIC(Y1, Y2)

+ X2 - MSE(Y2, Y2) — A3 - MSE(X1,Z,),  (18)

where MSE(YQ,?Q) measures the accuracy of Bob’s inter-
ference cancellation. We determine A;, Ay, and A3 through
extensive trials to balance the trade-offs: higher A; promotes
jamming independence, higher Ao improves interference can-
cellation, and higher A3 more effectively suppresses Eve’s
reconstruction, all of which also impact the task performance
of the legitimate user.

IV. CONSTELLATION MAP DESIGN

The outer and inner 4-QAM constellation sequencesY; and
Y, are combined into a 16-QAM constellation sequence Y =
va-Y1++1/1 — a-Ys based on the PAC a, where a € (0,0.5).
The values a and 1 — a represent the power allocated to Y;
and Y., respectively, with a total power of 1. In this section,
we will discuss the SEP of both the legitimate user and the
eavesdropper when decoding the outer constellation symbols.
These two SEPs are directly linked to the task performance
and security of our proposed system. Therefore, we will also
analyze the setting of the PAC based on these SEPs.

A. The SEP of the Legitimate User

Assuming that the interference cancellation at the receiver
for the legitimate user is sufficiently effective, the transmitted
signal can be considered as the outer constellation sequence
Y, while the received signal can be considered as Y; cor-
rupted by AWGN noise, where the standard deviation of the
AWGN noise is 0. The noise follows a Gaussian distribution
with the probability density function A'(z;0,0?). The noise
components are independent along the x-axis and y-axis.
The SEP of the legitimate user when decoding the outer
constellation symbols depends on ¢ and the PAC a. The
outer constellation map Y; is shown in Fig. 5, where Alice
transmits each symbol with approximately equal probability.
The distance of the outer constellation points from the origin
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Fig. 5. The 4-QAM outer constellation map.

is v/a, and we have d; = +/a/2. We first calculate the symbol
correctness probability (SCP) of the legitimate user when
decoding the outer constellation symbols using the maximum
likelihood (ML) detector, and then derive the SEP.

Let SCP;} represent the probability that the received
constellation point falls in region s; when the transmitted
symbol is s1. Suppose the transmitted symbol is “00”, and we
define its location as the origin for the maximum likelihood
decision rule. If the received constellation point falls within
the region “00”, the decoding is considered correct. Based on
this, we calculate SCPY as follows:

SCPg :/d . Ixy(z,y)de dy

* (2)°
N /_d1 memp <_ 2 ) d(a
o'} 2 2
L (_(3) )d(y) :Q(—dl) |
4, V21 2 o o
(19)
where fx y(x,y) is the joint probability density function of
the Gaussian noise. This is the product of the two marginal
probability density functions, ie., fxy(z,y) = fx(z) -
fy(y) = N(x;0,02) - N(y;0,02). Additionally, Q(z) =
\/% f:o exp —“72 du, and o represents the standard devia-
tion of the Gaussian noise.

Following the same procedure, we calculate SCPJL,
SCP}, and SCP}!. Consequently, we find that

SCPY) = SCPY = SCP}) = SCP}. (20)

When the transmitted symbol is “00”, the SEP of the legitimate
user when decoding the outer constellation symbol “00” is

SEPY =1—-SCPYP. 1)

oo o0

| =
N—

Therefore, the SEP of the legitimate user when decoding the
outer constellation symbols is the same for all four transmitted
symbols. This can be expressed as

SEPY = SEPY = SEPY? = SEP'!.
Thus, the overall SEP of the legitimate user when decoding
the outer constellation symbols is

(SEPY +SEPY 1+ SEP 4 SEPI)
4

(22)

SEP= =SEPY,

(23)
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where SEP is given by equation (19) and (21).

B. The SEP of the Eavesdropper

For the eavesdropper, she cannot perform interference
cancellation. The transmitted signal is the superposition con-
stellation sequence Y, while the received signal is Y corrupted
by AWGN noise. The relevant settings have been introduced in
the previous subsection. The superposition constellation map
Y is shown in Fig. 6, where the blue symbols represent the
outer constellation and the red symbols represent the inner
constellation. Alice transmits each inner/outer constellation
symbol with approximately equal probability. The distance
of the inner constellation points from the origin is /1 — a,
and the distance of the outer constellation points from the
inner constellation points is /a, with di = +/a/2, dy =

(1 — a)/2, and dy > d;.

The eavesdropper aims to correctly decode the outer con-
stellation symbols, as decoding the inner constellation symbols
is irrelevant since they carry no valid information. For exam-
ple, when the transmitted inner constellation symbol is “00”
and the transmitted outer constellation symbol is “10”, the
eavesdropper is considered to have correctly decoded the outer
constellation symbol “10” if the received constellation point
falls within any of the four regions: “0010”, “1010”, “1110”, or
“0110”. Therefore, when the transmitted symbol is “0010”, the
SCP of the eavesdropper when decoding the outer constellation
symbol “10” is given by
SCPYRY = SCPYL0 + SCP0 + SCPYL) + SCPYLD.

24

From Fig. 6, these SCPs can be derived as

() o(2)] ().

scri = (22 0) o (7).

scri -

g g

Scplololl(()):Q <2d2_d1>. |:Q <_(d1+2d2)>

g g

o)
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Following the same process, we can calculate the SCPs
of the eavesdropper when decoding the outer constella-
tion symbols “00”, “11”, and “01” for transmitted symbols
“0000”, “0011”, and “0001”, respectively. The calculations
of SCPYY", SCPY, and SCPYY" follow the same steps
as equation (25) and are omitted for brevity. Thus, when the
transmitted inner constellation symbol is “00”, the SEP of the
eavesdropper when decoding the outer constellation symbols
is

SEP”
(SCP" + SCPg ™ + SCPITM + SCPR™)
4

=1- .
(26)

We then calculate the SEP of the eavesdropper when decod-
ing the outer constellation symbols for the transmitted inner
constellation symbols“01”, “10”, and “11”. Note that the SCPs
exhibit symmetry for different inner constellation symbols.
For instance, the SCP of the eavesdropper when decoding
the outer constellation symbol “00” with the transmitted inner
constellation symbol “01” is the same as the SCP of the
eavesdropper when decoding the outer constellation symbol
“10” with the transmitted inner constellation symbol “007,
ie., SCPYRY" = SCPY)™. This symmetry continues for all
four inner constellation symbols, meaning the SEP of the
eavesdropper when decoding the outer constellation symbols
is the same for all four inner constellation symbols. Omitting
the intermediate steps, we have

SEP — gppol — gppl0 — gppil (27)

Finally, the overall SEP of the eavesdropper when decoding

the outer constellation symbols is

(SEPY 4+ SEP" +SEPY 4+ SEPY)
4

SEP—= =SEP™,
(28)

where SEP? is given by equation (26).

C. The Setting of the Power Allocation Coefficient

The channel SNRs of the legitimate user and the eaves-
dropper are denoted as SNRjes and SNReve, respectively.
In this paper, we assume that the eavesdropper experiences
the strongest channel conditions, identical to those of the
legitimate user, to demonstrate the security of our proposed
jamming scheme. We plot the SEP curves of both the legit-
imate user and the eavesdropper as a function of the PAC
a for the scenario where SNRj, = SNReye = 10dB, as
shown in Fig. 7. The red curve represents the SEP of the
legitimate user, while the blue curve represents the SEP of
the eavesdropper. We observe that the SEP of the legitimate
user decreases rapidly as a increases, whereas the SEP of
the eavesdropper initially decreases and then increases with
a. Due to the jamming signal, the SEP of the eavesdropper
is consistently higher than that of the legitimate user. The
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Fig. 7. The SEP curves of both the legitimate user and the eavesdropper when
decoding the outer constellation symbols. We have SNR1eg = SNReve =
10dB.

SEP of the eavesdropper is directly related to system security,
and based on the derived SEP curves, we can adjust the PAC
value to explicitly control system security while ensuring high
task performance. For example, when a = 0.49, the SEP of
the legitimate user is low at 11.33%, while the SEP of the
eavesdropper is high at 47.66%. This power allocation scheme
achieves excellent task performance while maintaining high
system security. On the other hand, when a = 0.40, the SEP of
the legitimate user is 15.14%, and the SEP of the eavesdropper
is 44.63%, indicating a decrease in both security and task
performance of the system. Thus, by adjusting the PAC values
based on the derived SEP curves, we can flexibly achieve
different levels of system security and task performance.

V. SIMULATION RESULTS
A. Experimental Settings

1) Datasets: In our experiments, we use the CIFAR-10
and CIFAR-100 datasets for source image transmission, both
consisting of 32 x 32 RGB images. The training sets contain
50,000 images, and the test sets contain 10,000 images. We
select two different private datasets to evaluate the impact of
various types and complexities of private images on system
security. The first private dataset is FFHQ-64 [30], a facial
image dataset, where all images are 64 x 64 RGB images.
The training set consists of 60,000 images, from which we
use 50,000 for training. The test set contains 10,000 images.
The second private dataset is MNIST [31], consisting of
28 x 28 grayscale images. It also contains 60,000 training
images and 10,000 test images, from which we use 50,000
training samples. No data augmentation is applied to any of
the datasets.

2) Compression Ratios: Assume that the number of sym-
bols in the source image is n, and the number of real-valued
symbols transmitted over the channel is k. The compres-
sion ratio (CR) can be calculated as CR = % In
this paper, the CR takes values from the set CR €
{1/96,2/96,3/96,4/96,5/96,6/96}.

3) Training Settings: All experiments are conducted on
a single NVIDIA RTX A6000 GPU. We use a batch size

of 128 and adopt the Adam optimizer for training. Unless
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otherwise stated, the channel SNR for the legitimate user
and the eavesdropper is identical, with values of SNRjz =
SNReve € {0,5,10,15,20}dB. The hyperparameters A1, Ag,
and A3 are set to 0.01, 1.0, and 1.5, respectively. The PAC
a takes two values, 0.40 and 0.49, selected based on the
SEP analysis in Section IV-C. These values correspond to
different security levels. Specifically, a = 0.49 provides higher
security, while a = 0.40 represents a moderate security level.
When the private dataset is FFHQ-64, the hyperparameter
N in the semantic decoder is set to 2. When the private
dataset is MNIST, NV is set to 1. The learning rate for the
first and second training stages is set to 2 x 10~%, with both
stages lasting for 100 epochs. For the third training stage,
the learning rate is set to 5 x 1075, with training lasting for
200 epochs.

4) Performance Metric: In this paper, we use PSNR as a
metric to evaluate the reconstruction performance of both the
legitimate user and the eavesdropper. The higher the PSNR of
the legitimate user, the better the system’s task performance.
Conversely, the higher the PSNR of the eavesdropper, the
lower the system’s security.

5) The Effect of Modulation Order: To facilitate the deriva-
tion of SEPs and the implementation of simulations, we set
the modulation order of both the outer and inner constellations
to 4-QAM. However, it is important to note that the proposed
framework is general and can be easily extended to support
higher-order modulation schemes. When employing higher-
order modulation, the number of output neurons in the FC
layer of each QAM modulator, as well as the number of
input channels in the first convolutional layer of the semantic
decoder, should be increased accordingly. Since the modu-
lation order only affects a limited number of layers in the
proposed system, increasing it introduces only a small over-
head in training and inference time. As shown in our previous
work [32], increasing the modulation order from 4-QAM
to 16-QAM results in only a 14% increase in training and
inference times. Regarding constellation map design, although
higher-order modulation complicates the derivation of SEPs,
the added complexity is manageable and does not affect the
system’s training or inference efficiency.

6) Choice of Neural Network Architecture: We adopt a
convolutional neural network (CNN) architecture as the main
component of both the semantic encoder and decoder, as
CNNs are well suited for image-based tasks and are widely
used in existing secure SemCom studies [12], [33]. Although
more complex architectures have recently gained popularity in
SemCom, we do not adopt them here due to the wiretap chan-
nel scenario considered in this work, where the eavesdropper
is assumed to have stolen the architecture and parameters of
the legitimate user’s semantic decoder. In this case, using a
more powerful architecture would improve the performance
of both users and increase the computational complexity of
the system, neither of which contributes to system security.
Since our focus is on enhancing system security rather than
solely maximizing task performance, the CNN architecture is
sufficient for our purposes. Moreover, it is worth noting that
the proposed method can be readily applied to other neural
network architectures.
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TABLE I

TRAINING AND INFERENCE TIMES OF THE PROPOSED SYSTEM ON A
SINGLE NVIDIA RTX A6000 GPU. THE PAC VALUE Is SET TO 0.49,
THE PRIVATE DATASET IS MNIST, THE COMPRESSION RATIO IS
1/24, AND SNRjeg = SNReve = 10dB

Stage Time per Total time
image (ms) | per epoch (s)
Training (Stage 1) 0.804 ms 402 s
Training (Stage 2) 0.555 ms 27.7s
Training (Stage 3) 1.168 ms 584 s
Inference 0.673 ms 6.7 s

7) The Benchmarks: We use two benchmarks to demon-
strate the performance and security of our proposed system.
First, we adopt the ESCS method proposed by Luo et al.
[15] as the initial benchmark for performance comparison,
as it shares a similar setup with our proposed system and
currently represents the state-of-the-art under such conditions.
Both methods assume that the transmitter and the legitimate
user share certain prior knowledge in advance, and neither
relies on an SNR gap between the legitimate user and the
eavesdropper. ESCS is configured in encryption mode, and
we train it using the adversarial training approach. All other
settings are consistent with those used in our method.

For the second benchmark, we use our previous work [14]
to highlight the advantages brought by our proposed approach.
Our previous work relies on a hyperparameter, the minimum
SEP (MSEP) of the eavesdropper. The larger the MSEP, the
higher the system security. We select MSEP = 74% and
MSEP = 73% as benchmark cases. Since our previous work
depends on an SNR gap between the legitimate user and the
eavesdropper, we align the channel conditions for comparison
with our previous work by setting SNRj, = 20dB and
SNReve € {—15,-10,—5,0,5}dB. Additionally, to ensure
consistency with our previous work, we use the CIFAR-10
dataset for training and testing.

B. Training and Inference Times of the Proposed System

In this subsection, we present the average training time
per image for each epoch, as well as the total training time
per epoch across different training stages of the proposed
system, all measured on a single NVIDIA RTX A6000 GPU.
Additionally, we report the corresponding results for the
inference stage. The CIFAR-100 dataset is used for the source
images, and the MNIST dataset is used for the private images.
The PAC is set to 0.49, the compression ratio is set to
1/24, and SNRjeg = SNReve = 10dB. The experimental
results are shown in Table I. It can be observed that training
stage 3 requires more time than stage 1 and stage 2, as
it involves training the entire model. The proposed system
achieves an inference time of 0.673 ms per image, which
corresponds to a processing throughput of approximately 1,486
image frames per second. This demonstrates the strong real-
time communication capability of the system. Overall, the
experimental results confirm the scalability of the proposed
system, indicating that it can be easily extended to more
complex image-based tasks.
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Fig. 8. The PSNR performance of our proposed method and ESCS for both
users under different channel SNRs, with PAC values of 0.49 and 0.40. The
private dataset is FFHQ-64, the compression ratio is 1/24, and SNRy¢g =
SNReve.-

C. Performance Comparison of Different Approaches

In this subsection, we compare the performance of our
proposed system against existing methods under various chan-
nel SNRs and compression ratios. The comparison focuses
on both the security and reconstruction performance of the
system. The security of the system is evaluated based on
the PSNR performance of the eavesdropper, where a lower
PSNR indicates higher system security. The task performance
of the system is evaluated based on the PSNR performance
of the legitimate user, with a higher PSNR indicating better
reconstruction quality. In the first two experiments, the channel
SNR is identical for both the legitimate user and the eaves-
dropper, and we use the CIFAR-100 dataset for source image
transmission. In the third experiment, the channel SNR differs
between the legitimate user and the eavesdropper, and we use
the CIFAR-10 dataset for source image transmission.

1) Different Channel SNRs: Fig. 8 shows the PSNR per-
formance of both the eavesdropper and the legitimate user
in our proposed system, as well as in ESCS, under different
channel SNRs. The compression ratio is set to 1/24, with the
private dataset being FFHQ-64, and the PAC values are set to
0.49 and 0.40, respectively. From Fig. 8, it is clear that our
proposed system significantly outperforms the benchmark in
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Fig. 9. The PSNR performance of our proposed method and ESCS for both
users under different compression ratios, with PAC values of 0.49 and 0.40.
The private dataset is FFHQ-64, the channel SNR is 10 dB, and SNRj¢; =
SNReve.-

terms of reconstruction performance, although its security is
slightly lower than that of ESCS. Furthermore, as the channel
SNR increases, the PSNR performance of the legitimate user
in our proposed system improves more rapidly than that of
ESCS, while the PSNR performance of the eavesdropper
remains nearly unchanged, similar to the behavior observed
in ESCS. For example, with a PAC value of 0.49, the PSNR
performance of the eavesdropper in our proposed system is
approximately 0.3 dB higher than that of ESCS, while the
PSNR performance of the legitimate user is about 1.0-1.9 dB
higher. This clearly demonstrates that our proposed system
significantly outperforms the benchmark in terms of task
performance across various channel SNRs, while maintaining
comparable security levels.

2) Different Compression Ratios: Fig. 9 shows the PSNR
performance of both the eavesdropper and the legitimate user
in our proposed system, as well as in ESCS, under different
compression ratios. The channel SNR is set to 10 dB, the
private dataset is FFHQ-64, and the PAC values are set to
0.49 and 0.40, respectively. From Fig. 9, it is evident that,
across all compression ratios, our proposed system signifi-
cantly outperforms ESCS in terms of task performance, while
the PSNR performance of the eavesdropper in our proposed
system is slightly higher than in ESCS. Additionally, as
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Fig. 10. The PSNR performance of our proposed method and our previous
work for both users under different SNReve. The PAC value is set to 0.49,
the private dataset is FFHQ-64, the compression ratio is 1/24, and SNRjeg =
20dB.

the compression ratio increases, the PSNR performance of
the legitimate user in our proposed system improves more
rapidly compared to ESCS, while the PSNR performance
of the eavesdropper improves gradually and only marginally
compared to ESCS. For example, with PAC = 0.49, across all
compression ratios, the PSNR performance of the legitimate
user in our proposed system is about 1.7-2.2 dB higher than
in ESCS, while the PSNR performance of the eavesdropper
is only 0.2-0.9 dB higher. This minor increase in the PSNR
performance of the eavesdropper does not lead to a signifi-
cant visual improvement, as Eve’s PSNR remains very low,
making it nearly impossible for the eavesdropper to extract
valid information. These results clearly demonstrate that our
proposed system significantly outperforms the benchmark in
terms of task performance across various compression ratios,
while maintaining comparable security levels.

3) Different Channel SNR Gaps Between Bob and Eve:
Fig. 10 presents the PSNR performance of both the eaves-
dropper and the legitimate user in our proposed system,
compared to our previous work [14], under different channel
SNR gaps between the users. We set SNRj, = 20dB and
SNReve € {—15,—10,—5,0,5}dB. The source dataset is
CIFAR-10, the private dataset is FFHQ-64, the PAC value
is 0.49, and the compression ratio is 1/24. From Fig. 10, it
is clear that as the channel SNR of the eavesdropper improves,
the PSNR performance of the legitimate user in our proposed
system remains nearly constant, while it gradually decreases
in our previous work. This indicates that our proposed system
provides a significant advantage in task performance. Addi-
tionally, although the PSNR performance of the eavesdropper
increases as the channel SNR of the eavesdropper improves in
our proposed system, it remains consistently lower than in our
previous work across all channel conditions. This indicates that
the security of our proposed system is always superior to that
of our previous work, regardless of the SNR gap between the
users. Overall, compared to our previous work, our proposed
system offers clear benefits in both system security and task
performance, with a particularly notable improvement in the
latter, highlighting the effectiveness of our proposed jamming
approach.
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Fig. 11. The PSNR performance of our proposed method for both users under
different channel SNRs and private datasets, with PAC values of 0.49 and 0.40.
The private datasets used are FFHQ-64 and MNIST, the compression ratio is
1/24, and SNRj¢g = SNReve.

D. Performance Comparison of Different Hyperparameters

In this subsection, we compare the effects of different
private datasets and PAC values on the security and task
performance of our proposed system under different channel
SNRs and compression ratios.

1) Different Private Datasets: Figs. 11 and 12 show the
PSNR performance of both the legitimate user and the eaves-
dropper in our proposed system using two different private
datasets, FFHQ-64 and MNIST, under different channel SNRs
and compression ratios. From Fig. 11, it is evident that the
PSNR performance of the legitimate user remains similar
whether FFHQ-64 or MNIST is used as the private dataset.
However, for the eavesdropper, the PSNR performance with
FFHQ-64 as the private dataset is generally lower than with
MNIST, with a difference of approximately 0.3-0.8 dB. In
Fig. 12, under different compression ratios, the PSNR perfor-
mance of the legitimate user with FFHQ-64 as the private
dataset is about 0.1-0.4 dB higher than with MNIST. For
the eavesdropper, the PSNR performance with FFHQ-64 as
the private dataset is generally lower than with MNIST by
around 0.1-0.4 dB. These results indicate that a more complex
private dataset (such as FFHQ-64) provides stronger inter-
ference, leading to a lower PSNR for the eavesdropper. In
contrast, a less complex dataset (such as MNIST) results in
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Fig. 12. The PSNR performance of our proposed method for both users under
different compression ratios and private datasets, with PAC values of 0.49 and
0.40. The private datasets used are FFHQ-64 and MNIST, the channel SNR
is 10 dB, and SNRjcg = SNReve.

weaker interference, which leads to a smaller performance gap
between the legitimate user and the eavesdropper. Therefore,
this demonstrates that using a high-complexity private dataset
enhances the security of our proposed system.

2) Different Power Allocation Coefficients: Figs. 13 and 14
show the PSNR performance of both the legitimate user and
the eavesdropper in our proposed system, using two different
PAC values (0.49 and 0.40) under various channel SNRs and
compression ratios. From Fig. 13, it can be observed that,
under different channel SNRs, the legitimate user’s PSNR
with a PAC value of 0.49 is slightly higher than with a
PAC value of 0.40. Additionally, the eavesdropper’s PSNR
with a PAC value of 0.49 is also slightly lower than with
a PAC value of 0.40. In Fig. 14, similar conclusions are
drawn for different compression ratios. These results suggest
that a higher PAC value provides better security and task
performance for our proposed system, while reducing the
PAC to 0.40 leads to a decline in both system security and
task performance. This validates our theoretical analysis in
Section IV and demonstrates that adjusting the PAC values
allows for flexible and explicit control over system security.

E. Visual Comparison

We also conduct a visual analysis of the recovered images of
both the legitimate user and the eavesdropper in our proposed
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Fig. 13. The PSNR performance of our proposed method for both users under
different channel SNRs and PAC values, using the FFHQ-64 and MNIST
private datasets. The PAC values are 0.49 and 0.40, the compression ratio is
1/24, and SNRjeg = SNReve.

system and ESCS. The experiment is conducted with a channel
SNR of 10 dB, PAC set to 0.49, the private dataset being
FFHQ-64, and a compression ratio of 1/24. As shown in
Fig. 15, (a) is the source image, (b) and (c) represent the
recovered images of the legitimate user and eavesdropper in
our proposed system, while (d) and (e) represent the recovered
images of the legitimate user and eavesdropper in ESCS. First,
by comparing (a), (c), and (e), we observe that the recovered
images of the eavesdropper in both our proposed system and
ESCS show a significant difference from the source image,
indicating that both eavesdroppers are nearly unable to extract
valid information. This suggests that the security levels of both
systems are similar. Next, comparing (a), (b), and (d), we find
that the recovered image of the legitimate user in our proposed
system is visually closer to the source image compared to the
eavesdropper’s. These results demonstrate that our proposed
system not only achieves a security level comparable to ESCS
but also delivers superior visual performance.

F. Ablation Study on nHSIC Term

In this paper, we incorporate an nHSIC term into the loss
function. This term is introduced to minimize the similarity
between the semantic information Y; and the jamming signal
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Fig. 14. The PSNR performance of our proposed method for both users under
different compression ratios and PAC values, using the FFHQ-64 and MNIST
private datasets. The PAC values are 0.49 and 0.40, the channel SNR is 10 dB,
and SNRj¢g = SNReve.

Yo, thereby reducing information leakage caused by semantic
similarity between the source image and the private image.
This design further enhances the effectiveness of the jamming
signal in improving system security. In this subsection, we
conduct an ablation study on the nHSIC term to evaluate
its specific contribution. We compare the PSNR performance
of both the legitimate user and the eavesdropper under the
proposed system, with (w/) and without (w/0) the nHSIC term,
across various channel SNRs. The source dataset is CIFAR-
100, and the private dataset is MNIST. The PAC is set to
0.49, and the compression ratio is fixed at 1/24. We have
SNRjeg = SNReve € {0, 5,10, 15,20} dB. The experimental
results are shown in Fig. 16. From Fig. 16, we observe that, in
terms of PSNR performance for the legitimate user, the system
without the nHSIC term achieves slightly better results than
the system with the nHSIC term across all channel SNRs.
However, in terms of system security, the system with the
nHSIC term noticeably outperforms the system without the
nHSIC term. The experimental results indicate that incorpo-
rating the nHSIC term into the loss function effectively reduces
the semantic similarity between the semantic information and
the jamming signal. This reduction in semantic similarity leads
to decreased PSNR performance for both the legitimate user
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Fig. 15. Visual analysis of the recovered images for both users of the proposed method and ESCS, with a channel SNR of 10 dB. The PAC is 0.49, the
private dataset is FFHQ-64, and the compression ratio is 1/24. In addition, SNR1eg = SNReve.
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Fig. 16. The PSNR performance of the proposed system with and without
the nHSIC term for both users under different channel SNRs. The PAC value
is set to 0.49, the private dataset is MNIST, the compression ratio is 1/24,
and SNRjeg = SNReve.

and the eavesdropper, as less source data-related semantic
information is preserved in the transmitted signal. Notably,
the PSNR degradation for the eavesdropper is more signif-
icant, demonstrating the effectiveness of the nHSIC term in
enhancing system security.

G. Complexity Analysis of the Proposed System With and
Without Security Enhancement

The proposed method enhances the security of SemCom
systems. However, the introduction of several modules for
security enhancement inevitably increases the overall com-
plexity of the system. In this subsection, we analyze the
complexity of the proposed system with and without security
enhancement, considering both computational complexity and
the number of parameters. Computational complexity is mea-
sured using floating-point operations (FLOPs), which indicate
the number of arithmetic operations required by the model.
The proposed system without security enhancement refers
to the removal of the inner semantic encoders at both the
transmitter and the receiver, along with their corresponding
4-QAM modulators. The source dataset is CIFAR-100, and
the private dataset is MNIST. The compression ratio is set
to 1/24. The experimental results are shown in Table II. We
observe that the proposed system with security enhancement
exhibits higher complexity due to the inclusion of dedicated
modules for enhancing security. Specifically, the system with-
out security enhancement requires 55.6% of the FLOPs and
65.1% of the parameter count compared to the system with

TABLE I

FLOPs AND PARAMETER COUNT OF THE PROPOSED SYSTEM WITH
AND WITHOUT SECURITY ENHANCEMENT. THE SOURCE DATASET IS
CIFAR-100, AND THE PRIVATE DATASET Is MNIST. THE COM-
PRESSION RATIO IS 1/24

Model FLOPs (G) g;‘f;‘:‘f(’ﬁr)
Proposed w/ security enhancement 906.58 G 99.2 M
Proposed w/o security enhancement 504.02 G 64.6 M

security enhancement. Despite this increase in complexity, the
proposed system with security enhancement still maintains
high computational efficiency, with an inference time of just
0.673 ms per image (Table I). More importantly, this additional
complexity can lead to significantly improved system security.

VI. CONCLUSION

In this paper, we proposed a secure SemCom approach
for image transmission that remains effective even when
the legitimate and eavesdropping channels exhibit similar
conditions. By leveraging shared prior knowledge for superpo-
sition coding, our method generates two 4-QAM constellation
sequences: (1) an outer sequence carrying semantic informa-
tion and (2) an inner sequence derived from a private image in
a shared private database between Alice and Bob, which acts
as a jamming signal. We further introduced a power allocation
coefficient (PAC) to dynamically control interference based on
the derived SEPs of both the legitimate user and the eaves-
dropper, thereby enabling explicitly controllable enhancement
of system security. During training, mutual information (MI)
minimization strengthens the jamming effect, ensuring that
only the legitimate receiver, who possesses the private image,
can successfully decode the transmitted data. Numerical results
validated the effectiveness of our approach, demonstrating a
security level comparable to that of the ESCS method and
achieving a task performance gain of over 1 dB, thereby
underscoring its practical superiority. Moreover, the proposed
shared knowledge-based jamming approach via superposition
coding can also be easily extended to other SemCom tasks
[34], [35] and applied to enhance transmission security across
various modalities, simply by correspondingly adapting the
architectures of the semantic encoder and decoder. Although
the proposed method was developed and evaluated for digital
SemCom systems in this paper, the shared knowledge-based
jamming approach can also be extended to analog DeepJSCC
schemes. In such scenarios, the configuration of PAC needs
to be guided by specific optimization algorithms or reinforce-
ment learning (RL) agents, rather than relying on SEP-based
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derivation and analysis. Future work may explore adaptive
PAC optimization under dynamic channel conditions, or the
extension of the proposed framework to broader application
scenarios [36], [37], [38].
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