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Abstract—Edge-assisted Hierarchical Federated Learning
(EHFL) accelerates global model training across mobile devices
by hierarchically aggregating models. However, EHFL encounters
critical challenges such as privacy risks for local and edge-level
models, vulnerability to collusive Byzantine attacks, and issues
with model diversity and heterogeneity due to Non-Independent
and Identically Distributed (Non-IID) data. In this paper, we
propose PPBR, a novel hybrid scheme that subtly integrates
Condensed Local Differential Privacy (CLDP) and Packed
Linearly Homomorphic Encryption (PLHE) to achieve strong
privacy protection and resilience against various Byzantine
attacks in Non-IID data scenarios. Specifically, PPBR clusters the
sign statistics of local models and clips the norms of edge-level
momenta to filter anomalous models and mitigate Byzantine faults
while retaining diverse models coming from Non-IID data. To
enhance privacy protection with acceptable accuracy loss, the sign
tuples of local models are perturbed with CLDP guarantees, and
the momenta of edge-level models are encrypted under PLHE.
Meanwhile, PPBR enhances privacy in single-edge-server and
single-cloud-server aggregations by using random perturbations,
secret sharing, and PLHE. In addition to safeguarding privacy
with accommodating abrupt dropouts of mobile devices and edge
servers, the aggregations effectively mitigate the adverse effects
of Non-IID data under advanced Byzantine attacks. Theoretical
analysis and comprehensive experiments validate PPBR’s strong
privacy guarantees and resilience to various Byzantine attacks
under Non-IID data.
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1. INTRODUCTION

S VARIOUS mobile devices explosively increase, a mas-

sive amount of diverse and personal data is generated
and aggregated per second at the network edge. These data
power a multitude of Machine Learning (ML) applications and
services, such as object detection [1], speech recognition [2],
disease diagnosis [3], and recommendation systems [4], raising
widespread privacy concerns regarding the potential leakage of
raw mobile device data [5] to remote cloud servers during the
ML model training process.

To protect sensitive raw data, Federated Learning (FL) has
been widely adopted because it enables distributed training of a
global ML model [6]. In each round, mobile devices, acting as
clients, use their local datasets to refine the models and upload
the local updates to the cloud server. The cloud server then
updates the global model by aggregating the received updates,
without directly accessing the sensitive raw data of clients.
The communication traffic between the mobile devices and
cloud server increases significantly with the proliferation of de-
vices. To alleviate the load on the backhaul network bandwidth,
researchers introduced mobile edge computing and proposed
Edge-assisted Hierarchical FL. (EHFL) [7] as shown in Fig. 1.
In EHFL, edge servers periodically aggregate clients’ updated
local models to obtain intermediate (edge-level) models, known
as edge aggregation [7]. The cloud server then aggregates the
edge-level models to produce the global model, known as global
aggregation. Thus, EHFL effectively accelerates FL across mo-
bile devices by reducing the need for data transfers from edge
servers to the remote cloud.

Nevertheless, EHFL still faces the following challenges: (1)
Mobile devices (clients) can be easily corrupted to perform
Byzantine attacks by disobeying the protocols or sending ar-
bitrary messages, which disturb the model aggregations [8].
In EHFL, Byzantine clients are able to collude and optimize
their attacks across multiple rounds to effectively conceal them-
selves within the edge aggregations, which aggregate diverse
local models derived from Non-Independent and Identically
Distributed (Non-IID) data across various mobile devices. (2)
Edge servers can accurately infer the distribution of clients’
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Fig. 1. Anillustration of the EHFL architecture.

training data [9] based on the observed local models. Similarly,
the cloud server is able to reconstruct the information associated
with the private training data of clients within the service domain
of an edge server.

Existing Byzantine-robust solutions primarily rely on ana-
lyzing model gradients [10] to detect and filter out Byzantine
clients, or using auxiliary labeled datasets [11], [12] to ver-
ify the correctness of received model parameters to identify
Byzantine clients. In a realistic EHFL system, mobile devices
usually differ, resulting in Non-IID training data [13], [14]. Non-
IID data aggravates the divergence between local models from
different devices [13], blurring the distinction between Byzan-
tine clients and benign ones. Many strategies further introduce
bucketing [15], gradient splitting [16], clustering [17], gradient
history analyzing [18], and data redundancy [19] techniques to
resist Byzantine attacks in certain Non-IID scenarios. However,
the solutions for both IID and Non-IID cases mostly rely on the
premise that edge and cloud servers can access true local and
edge-level models in hierarchical aggregations. It offers only
limited privacy guarantees, since edge and cloud servers can
use the observed models to launch gradient inversion attacks,
recovering sensitive training data of mobile devices.

Existing privacy-preserving methods for EHFL primarily rely
on differential privacy (DP) [20], [21], [22], [23] and crypto-
graphic techniques [6], [24]. Their core idea is to prevent edge
and cloud servers from obtaining precise updates of the local
models. This is obviously opposite to the essential prerequisite
of the Byzantine-robust EHFL. It is nontrivial to address this
issue, since the DP noises randomly disturb the local models
of Byzantine and benign clients, further blurring the boundary
between them [25] which is already obfuscated by Non-IID
data; and the used cryptographic primitives only support basic
operations (e.g., averaging) on encrypted local models with the
acceptable computing cost [26], making it impractical to per-
form much more complex and time-consuming operations (e.g.,
comparison, sorting, similarity calculation and filtering [27])
over ciphertexts that are necessary in the most Byzantine-robust
methods.
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To address this challenge, many works have been proposed for
FL, e.g., LSFL [28], SEAR [26], DisBezant [29], APFed [30],
ShieldFL [14], providing the robustness to specific Byzantine at-
tacks. These solutions for FL can be straightforwardly extended
to EHFL by executing themselves twice in the hierarchical
aggregations, including the edge aggregation and global aggre-
gation processes. However, some critical issues arise: (1) Byzan-
tine clients in EHFL are capable of colluding and strategically
optimizing their attacks over multiple rounds. These advanced
Byzantine models are difficultly detected from the distance and
cosine-similarity perspectives in most existing solutions. (2)
The FL-based extensions usually presume prior knowledge of
edge-level models to identify the malicious ones contaminated
by Byzantine attacks during the global aggregation. Different
from in FL, edge-level models in EHFL require heightened
protection against edge servers, since an edge server could use
its edge-level model to infer sensitive information related to the
private training data of its clients.

In this paper, we propose PPBR, a novel hybrid scheme
for privacy-preserving and Byzantine-robust EHFL on Non-IID
data. PPBR consists of a privacy-enhanced dual-layer anoma-
lous models filter based on the sign-statistics clustering and
the norms clipping, and privacy-enhanced hierarchical model
aggregations. During the filtering process to address issue (1),
the sign tuples of local models are perturbed with Condensed
Local Differential Privacy (CLDP) [31] guarantees before clus-
tering, and the norms of momenta of edge-level models are
screened and clipped under Packed Linearly Homomorphic
Encryption (PLHE) [32] to mitigate advanced Byzantine faults
with strong privacy protection and acceptable accuracy loss.
During the hierarchical aggregations to address issue (2), the
local and edge-level models are protected using random pertur-
bations and PLHE. In PPBR, CLDP reduces the overall noise
impact on clustering results and ensures a generalized Local
DP (LDP) by perturbing a condensed representation, such as
a distance function, of the sign tuples rather than each dimen-
sion individually. PLHE encrypts multiple values into a single
ciphertext and supports performing linear operations (such as
addition and scalar multiplication) on these ciphertexts, enabling
privacy enhancement during aggregations as well as norms
screening and clipping. PPBR has the following distinguished
features:

* The dual-layer filter mitigates various potential Byzantine
faults under the privacy protection. The average-based hier-
archical aggregations ‘mix’ the remaining momenta of local
models under encryption. Both fully consider the benign but
diverse models coming from Non-IID training data. They en-
able PPBR to achieve high accuracy in EHFL on Non-IID
data under advanced Byzantine attacks, while ensuring that the
privacy protection of both local and edge-level models is not
compromised.

* During filtering out malicious mobile devices, the sign
statistics of local models are clustered with CLDP guarantees
to ensure privacy while maintaining strong robustness with-
out additional communication costs. To further enhance the
robustness and privacy, the cloud server and edge servers filter
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out anomalous edge-level momenta by performing norm screen-
ing and clipping operations under the PLHE, without accessing
the true momenta.

* PPBR protects local models by using secret sharing and
random perturbations to generate noisy edge-level momenta
during single-edge-server aggregation. It then aggregates the
clipped versions of these noisy momenta and removes all noise to
produce the global model, protected by secret sharing and PLHE
with a single cloud server. Thus, PPBR shields the sensitive
data of mobile devices from collusive inference attacks during
aggregation, while handling the sudden dropouts of mobile
devices and edge servers.

The remainder of this paper is organized as follows. We
overview the related works in Section II, followed by the
problem statement in Section III. Then, we propose PPBR in
Section IV and analyze its privacy in Section V. Finally, we
evaluate its performance in Section VI and draw the conclusion
in Section VIL

II. RELATED WORKS

EHFL [7] integrates mobile edge computing techniques to
accelerate FL across mobile devices by hierarchically aggregat-
ing local models and edge-level models. Nevertheless, EHFL
faces security and privacy challenges coming from Byzantine
mobile devices (clients) and local models sharing. Byzantine
threats are considered as the worst case among various data
and model update poisoning attacks which degrade or break the
EHFL model training phase, since Byzantine clients can gen-
erate arbitrary outputs and collude to amplify their detrimental
effects [35]. Besides, edge and cloud servers are able to recover
the distribution of clients’ sensitive training data based on the
observed local models [9] and edge-level models by gradient
inversion attacks. The true labels of the training data can even
be inferred by analyzing the gradient signs of local models [37].

Current Byzantine-robust solutions for FL and EHFL mostly
use statistics-based robust aggregation rules to estimate model
parameters, such as the median and trimmed mean [38],
Krum [39], Geomed [40], DnC [36], Fedinv [41], norm clip-
ping [18], [33], or their combinations. Their efficacy is based on
majority-vote strategy, assuming that the proportion of Byzan-
tine clients is less than 50%. To resist the proportion of Byzantine
clients exceeding 50%, edge or cloud servers are assumed to
have auxiliary labeled datasets [11], [12] to verify the benign
nature of received model parameters in many solutions. Servers
usually struggle to obtain additional benign data that sufficiently
mimics the global data distribution in practice. Meanwhile, they
mostly exhibit a substantial decline in the accuracy when the
training data is Non-IID, since Non-IID data amplifies the update
differences between benign clients and weakens the server’s
ability to distinguish Byzantine clients. To address this issue,
some works introduce bucketing [15], gradient splitting [16],
clustering [17], gradient history analyzing [18], and data redun-
dancy [19] techniques into Byzantine-robust aggregation [41],
improving the robustness to some Byzantine attacks in few Non-
IID data settings. However, the edge servers require access to the
clients’ local models, and the cloud server observes edge-level
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models in nearly all of these methods, providing a weak privacy
guarantee.

To enhance privacy preservation, existing schemes mainly
rely on cryptography and DP. [6] utilizes double masking and
secret sharing to achieve secure aggregation across devices in
FL. Inspired by this, [42] improves the efficiency by limiting
the number of neighboring nodes. Numerous studies introduce
Homomorphic Encryption (HE) into FL in cross-silo scenar-
ios, resulting in significant computational and communication
overhead. To improve the efficiency, many researchers have
further combined quantization [12] and packed encryption tech-
niques [43], [44]. For example, PLHE [32] can pack multiple
messages into a single ciphertext and supports linearly homo-
morphic operations such as addition and scalar multiplication
on ciphertexts. Meanwhile, LDP noise is generated and added
into the parameters of local models to protect clients’ private
data [20], [21], and the shuffled DP model [45] is further used
to improve the accuracy. The underlying principle of these
encryption-based and DP-based methods is to prevent edge
servers from accessing the true updates of the local models in
EHFL. However, this directly conflicts with the prerequisite of
Byzantine-robust methods for FL. and EHFL on Non-IID data.
Hence, it is nontrivial to ensure both privacy and Byzantine
robustness in FL. and EHFL, particularly with Non-IID data [25].

Many researchers are exploring solutions for FL to mit-
igate the technical challenges inherent in this contradiction,
as shown in Table I. LSFL [28] uses secret sharing and
employs non-colluding dual servers to achieve Byzantine
robustness and privacy-preservation in FL. SEAR [26] relies
on a trusted execution environment to significantly improve
efficiency. To support FL on Non-IID data, many works [14],
[30] perform the Byzantine-robust aggregation based on cosine
similarity under fully HE, which is not well-suited to resource-
constrained mobile devices. DisBezant [29] is proposed as a
suitable solution for mobile devices, leveraging trustworthi-
ness and secure two-party computation. Although they are ef-
fective against specific Byzantine attacks, including Gaussian
attacks [34], sign flipping attacks [33], and label flipping at-
tacks [35], as well as typical targeted and untargeted attacks,
they usually struggle to identify Byzantine clients that have col-
luded and optimized their attacks based on collected messages
across multiple rounds. Notably, malicious gradients from these
advanced Byzantine clients such as ALIE attackers [36] and
MinMax attackers [36] are difficultly detected from the distance
and cosine-similarity perspectives. Moreover, compared to FL,
the existing literature is sparse regarding privacy-preserving and
Byzantine-robust EHFL. To extend the schemes from FL to
EHFL, a straightforward approach is to execute their aggregation
algorithms in both the edge aggregation and global aggregation
processes. However, it introduces a critical issue: edge and
cloud servers must identify edge-level models contaminated
by Byzantine attacks without prior knowledge of the edge-
level models, which is essential for the privacy-preservation
of EHFL.

Therefore, it remains a significant technical challenge in
EHFL on Non-IID data to protect both local models and edge-
level models related to mobile devices’ sensitive data, while
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TABLE I
COMPARISON BETWEEN PPBR AND PREVIOUS WORKS

. Privacy Byzantine Non-IID
Schemes Techniques Guarantee Server Robustness Robustness
Secret sharing, . ..
LSFL [28] k-nearest weight selection v Dual Sign flipping attack [33] v
SEAR [26] Trusted executhn env1r.onment'(lntel SGX). v Single Gaussian attack [34] v , weak
coordinate-wise median
DisBezant [29] Rar.ld.o m perturbation, v Dual Gaussian attack [34] v
credibility measurement
Linear Homomorphic Encryption (LHE), . Label flipping attack [35],
APFed [30] cross-cluster-similarity-based filtering 4 Single sign flipping attack [33] v
. Two-trapdoor HE, . . Lo
ShieldFL [14] cosine-similarity-based filtering v Single Label flipping attack [35] v
Label flipping attack [35],
PPBR CLDP, PLHE, 4 Single sign flipping attack [33], 4

sign-statistics clustering, clipping

Gaussian attack [34], ALIE attack [36],
IPM attack [10], and MinMax attack [36]

enhancing robustness to advanced Byzantine attacks. To address
this challenge, we propose PPBR, a novel hybrid solution based
on CLDP and PLHE.

III. PROBLEM STATEMENT
A. System Model

The EHFL system consists of moving clients (mobile devices,
e.g., smart vehicles, unpiloted aerial vehicles, and portable
medical terminals), edge servers (which are installed at road
side units, micro base stations, and macro base stations) near
the clients, and the remote cloud server. The cloud server A
collects messages from the edge servers {A;}!_;. The ran-
domly selected clients in the edge server A;’s coverage area
are denoted by U; = {u; ;}jL, with |U;| =n;. The entities
collaboratively train a shared global ML model in EHFL for
tasks such as content caching, data sharing, and collabora-
tive analysis. The tasks can be expressed mathematically as
the following distributed optimization problem: mingeywm =

L3l L B, ep, , (005, & 5)], where n = Y1 _ m; is the
total number of clients, ¢ is the local loss function over the
training data sampled from u; ;’s local dataset D; ; and the given
global model parameters . Here, the distribution of D; ; may
differ from that of Dy ; in Non-IID data setting.
A typical EHFL scheme comprises the following steps:
1) FL Task Release: Upon receiving a FL task, the cloud
server A initiates the global model wgo).

2) Global Model Download: The edge server A; downloads
the global model i)'((f) € W™ from the cloud server and
distributes it to the client u;; within its range during
iteration round 7.

3) Local model training: Every client u; ; performs local
Stochastic Gradient Descent (SGD) method with respect

to the global model and updates the local model: u'ffzﬂ) =
ﬂiér) —ny/ (’LU(([), Di,j)’ where 7 is the local learning

rate.

4) Edge aggregation: The masked or noisy versions of
the updated local models are periodically sent to the
nearby edge server A; for the protection of sensitive local

models. A; aggregates the received updates from clients
in Ui.
5) Edge-level Model Upload: Each A; sends its edge-level

—

aggregation result wEHl) to the cloud server A.

6) Global aggregation: A updates the global model by ag-
gregating the collected edge-level aggregation results, and
gets "J)'((ZTH) € W™ that will be sent to the selected clients
through each A; for the subsequent round.

Steps 2-6 repeat until the stop condition is satisfied, in

accordance with the basic workflow of PPBR.

B. Threat Model

In our threat model, the sensitive information encompasses
the training data and local model updates of each client, and the
edge-level models which are related to local models in every
training round of EHFL.

The cloud server, most edge servers and most clients are
semi-honest [6]: they follow the protocol honestly and try to
infer private information about some targeted clients (e.g., the
distribution of the clients’ training data [9], [26]) based on the
received messages during the aggregation, but do not exhibit
active malicious behaviors.

Some clients and edge servers are Byzantine attackers, who
deviate from the protocol to corrupt the federated model by
sending out arbitrary updates in all rounds. The fraction of
Byzantine clients (edge servers) is set to be 5 < 0.5. Further-
more, advanced Byzantine clients (edge servers) have the ability
to collude together to maximize their detrimental impact on the
aggregation results and the coverage process. For instance, they
may substitute the corresponding dimensions of their updated
models with similar values.

The semi-honest clients, Byzantine clients, semi-honest edge
servers, or Byzantine edge servers may be collusive inference
attackers, who collude to infer private information about other
clients. Without loss of generality, assume that there are t,
corrupt parties in edge server A;’s coverage area, and there are
t’ corrupt edge servers in any round.

An arbitrary fraction of semi-honest clients and Byzantine
clients may drop out during the protocol execution in EHFL due
to the mobility of clients (i.e., mobile devices).
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C. Design Goal

PPBR aims to protect clients’ privacy and mitigate Byzantine
failures in EHFL on Non-IID data in mobile networks.

Privacy preservation: Any party (i.e., client, edge server or
the cloud server) inside the EHFL system cannot learn and infer
the targeted clients’ real parameters of local models based on
the received messages during the execution of our PPBR pro-
tocol. Any coalition described in our threat model cannot infer
information about the sensitive local models of other clients.
Meanwhile, PPBR protocol should support client dropouts in
the mobile network.

Byzantine resilience: PPBR should achieve robustness against
Byzantine clients described in our threat model in Non-IID
data setting with high accuracy. Various Byzantine attacks are
considered as follows.

* Label flipping attack [18], [35]. Each Byzantine client alters
the training data by flipping the label of each sample.

» Sign flipping attack [33]. Each Byzantine client strives to
maximize the loss through gradient ascent instead of the normal
gradient descent approach. Specifically, the sign of the gradient
is flipped during the local updating step.

e Gaussian attack [35]. Each Byzantine client generates a
random noise using a distribution like Gaussian and submits
it as the local model update.

* ALIE attack [36]. To introduce undetectable perturbations,
each Byzantine attacker capitalizes on the variance observed
in benign updates and injects noise within a predefined range.
For every coordinate ¢ € [d], the attackers calculate the mean
w; and standard deviation ¢; based on benign updates. Subse-
quently, they collusively assign malicious updates with values
falling within the interval (u; — 2™ 0y, u; + 2™**0;), where
z varies from O to 1 and is typically obtained from the Cumu-
lative Standard Normal Function. The ¢th malicious update is
Az,i — ;= Zmaac'ui’

e [PM attack [10]. Each Byzantine client strives to identify
the negative inner product between the true mean of updates
and the aggregation result to prevent loss from descending.
If 5;n Byzantine clients in edge server A;’s coverage area
know the mean of benign updates, they perform an IPM attack
by setting their gradients to be \/{1 = by = -+ = Vlg,n =
- _%m > i 5.1 VL, Where € serves as a positive factor that
regulates the magnitude of the malicious updates.

e MinMax attack [36]. Each Byzantine client aims to posi-
tion the malicious updates near the cluster of benign updates.
MinMax attackers adjust the scaling of 2" to ensure that the
maximum distance between malicious updates and any benign
update is limited to the maximum distance observed between
any two benign updates.

Non-IID resilience: PPBR should provide high accuracy with-
out sacrificing its privacy protection and Byzantine resilience,
even if the training data from distributed clients is Non-IID in
EHFL.

D. Technical Primitives

Secure single-server aggregation: We use S A, a variant of the
secure single-server aggregation protocol [6] based on Shamir
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Algorithm 1: 7} < SA ({M;}c,ev, t).

Input: Each client C;’s parameters corresponding to
local model {m; € W™} ¢, cp, and the Shamir
threshold ¢

Output: The aggregated result 173

Each client C;:

1: Generate key pair (sk;; pk;), sample b;, and obtain pk;
of client u,; through the aggregation server;
2: 1_}'1"1'/ — PRG(S(Skl,pklf)), fz —
PRG(b;), {hirYu, v, uytu; < Shamir(t,n, @,);
3: Send By, (f_i“/) to each C; and obtain C;’s ﬁ“
through the aggregation server;
4: Mask the parameters by calculating
Zp=1i + T — D ocicicpev Ui + Dicy o eu Uris
5: Send Z; to the aggregation server;
The aggregation server:
6: Form a subset of dropped clients U/ (4 and a subset of
surviving clients U,
7:if |[U(s)| < ¢ then
8: Abort;
9: else
10: Send U@ to each surviving client C; € U ().
11: Cooperate with its surviving clients to recover Z; and

_ obtain .

Vi=> ocicicpev@ Vi Vi =Y yci o euw Ui

foreach C; € U®);

12: Unmask and aggregate clients’ momenta via
o e ETAViVY) S )
= U] ST
13: end

Secret Sharing Shamir(t,n,z) [46], k-secure key agreement
S [24] and PseudoRandom Generator PRG [46] to finish the
edge/global aggregation with high efficiency [6], while support-
ing client/edge server dropouts in PPBR. Algorithm 1 presents
the details of the SA: 7t + SA({M;}c,cu,t).

1) Initialize: Each client C; generates {(sk;;pk;),b;} and
exchanges public key pk; with others. C; uses S and PRG
to compute share 71‘,1‘/ locally for each C; € U; and splits
7 < PRG(b;) into n shares with threshold ¢ via Shamir

i —
secret sharing protocol; and sends the encrypted h ; » to

Cy and obtains h ; ; through the aggregation server.
2) Masking: Each client C; executes line 4 of Algorithm 1 to
mask the parameters corresponding to her local model.
3) Unmasking: The aggregation server counts the received
masked model parameters to form the set U(®), which
consists of surviving clients. It aborts this round if |U(*) | <
t; and otherwise, it recovers #; and obtains {\72, \Y% i}
related to the client dropouts for each surviving client to
unmask the average of model parameters on lines 10-12,
Algorithm 1.
Condensed LDP (CLDP): CLDP [31] is a generalization
of traditional LDP [20], [21]. Unlike traditional LDP, CLDP
additionally relies on a specific distance function d(5, s ) to
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Fig.2. Overview of PPBR in each round.

generalize the level of privacy leakage, incorporating the re-
lationship between different inputs.

Definition 1: ¢,-Condensed Local differential privacy (e, -
CLDP). Given set X containing all possible parameters of
local models, a randomized algorithm M : X — R follows the
probability density function fz: R — R for Vs € X, where
R denotes all possible outputs of algorithm M. M achieves
€4,-CLDP if and only if for any 5, § € X and JER,

F(@715) < e p(1sh), ()

where d(5, ') is a distance function.

We set d(5,s') = ||§ — §/||2 in PPBR for EHFL.

PLHE: A PLHE [43], [44] enables the packing of multiple
messages into a single ciphertext and supports component-wise
homomorphic computation in a Single Instruction Multiple Data
(SIMD) manner [47] to take advantage of parallelism. PLHE=
(KeyGen; Enc; Dec; Eval):

1) KeyGen(1%) — (pk, sk);

2) Enc(pk,m) — [m],m € Z*;

3) Dec(sk,[m]) — m;

4) Evaluation algorithm

Eval(pk, [ma], [ma], ..., f) = [f(m4], [M2)], where f can
be constructed using homomorphic addition (Add) and multipli-
cation (Mult). For ciphertexts [1711] and [ms], Add([m4], [m2])
outputs a ciphertext [1721 + 7o), which encrypts the elementwise
sum of rﬁl and g, and Mult([m,], [m2]) outputs a ciphertext
[7721 - ms]; and for ciphertext [mi] and plaintext S, Mult([m], 5)
outputs [m - §].

We only require scalar multiplication between a ciphertext and
a plaintext in PPBR. In PPBR, the Brakerski-Fan-Vercauteren
(BFV) scheme [32] is used as a PLHE primitive. Compared to
traditional HE schemes, it employs SIMD-based batch process-
ing and optimized polynomial operations [32], [47], which ef-
fectively reduce computational complexity and communication
overhead, thereby significantly enhancing overall efficiency.

IV. DESIGN OF PPBR
A. Overview

As shown in Fig. 2, PPBR protocol consists of 5 steps.
1) Key public parameters are initialized.

edge server's coverage (c) Steps 4-5 performed in the cloud server's coverage

2) Clients in each edge server A;’s coverage area construct
sign statistics of the extracted coordinates of local models
and perturb them with CLDP guarantees, which maintain
high accuracy in the trimmed k-means clustering of the
noisy sign statistics. Each A; filters out anomalous local
models based on the privacy-preserving clustering result.
Each A; executes the S A protocol with the noisy momenta
of local models from its remaining trusted clients to se-
curely calculate their average momenta as the edge-level
aggregation results with supporting client dropouts.

The cloud server A filters out outliers by screening the
norms of the remaining edge-level aggregation momenta
without knowing the true momenta due to PLHE. The
outliers are detected as Byzantine behaviors.

A clips the norms of the remaining noisy edge-level mo-
menta under PLHE, then securely aggregates them by per-
forming S A, subsequently removes all random noises in
the aggregation results to obtain the true mean momentum,
and finally recovers the corresponding global model.

In PPBR, the anomalous local and edge models filtering,
which are based on the sign-statistics clustering and the norms
screening and clipping, as well as dual averaging aggregations
in steps 2-5 are designed to offer strong robustness against
Byzantine attacks in Non-IID data settings; and the CLDP
perturbation in step 2(b), and the SA and PLHE operations in
steps 3-5 are carefully crafted to enhance privacy protection
without sacrificing the robustness.

Table II presents the key notation used in PPBR.

3)

4)

5)

B. Detailed PPBR

The design of PPBR aims to securely eliminate anomalous
models and perform hierarchical model aggregation in each
round r of the EHFL system.

1) Initialize: The model aggregation begins with the inputs
of the cloud server, the selected edge servers, and its selected
clients. Specifically, the cloud server A sets and broadcasts the
privacy budget €, parameter A, distance thresholds L and L',
threshold ¢ related to edge server dropouts in global aggregation,
parameters for computing momenta ¢ and ¢, and a parameter
for screening norms 6. A stores the global model update from
the last round wfj). Each edge server A; selects the clients in
its coverage to form set U; and sets threshold ¢; related to client

Authorized licensed use limited to: University of Waterloo. Downloaded on February 18,2026 at 00:05:26 UTC from IEEE Xplore. Restrictions apply.



HE et al.: PPBR: PRIVACY-PRESERVING AND BYZANTINE-ROBUST EDGE-ASSISTED HIERARCHICAL FEDERATED LEARNING IN MOBILE 1601

Algorithm 2: CLDP-Based Clustering, CC.

TABLE I
NOTATIONS
Notations Descriptions
The cloud server
{A; }1_1 The set of edge servers

Ui = {uw‘ bl

n
Ds.j w;, ;s local dataset
\va¥4 The gradient operator, and the loss function
B The proportion of Byzantine clients
wy, The global model update in the round » — 1 and the
my, corresponding momentum
m§7‘+1) The edge-level model update in the round 7 and the
ﬁgﬂ'l) corresponding momentum
u‘igrfl) w;, ;s local model update in the round r and the
ﬁgzﬂ'l) corresponding momentum
A'ET‘;D, 77‘{’57%1) The noisy momenta
Ui(T) The set of remaining clients after step 2
AD The set of remaining edge servers after step 4
ti/t The threshold for the number of online clients/edge
servers during the edge/global aggregation
./t The number of colluding clients during A;’s/A’s
edge/global aggregation
€x The privacy budget used in CLDP-based clustering
A\, L, L’ The parameter A, and distance thresholds L and L’ for

(ski,j,pki j)
M

=, (r+1) o (r41
m//a ’mfl )

§£Z+l) w;,j’s tuple of sign statistics
fngl) The noisy tuple of 5 4r+1)
f The masked vector of C';’s local model
C; The clustering result obtained by A;
©,C, 0 The parameters for transforming a model update to the

The learning rate for local training

The r-th training round

The clients selected by A; in its coverage area
The total number of clients, i.e., n = 22:1 n;

CLDP-based clustering

w;, ;s private-and-public-key pair used in SA

The median of all received m(T+1) before screening
norms in the round r

The average of the noisy momenta and the real
average during the global aggregation in the round 7

corresponding momentum and screening norms

Input: Set U; of the selected clients in each edge server
Aj;’s coverage, local models _'(TJ—H) € W™ of all clients
u; ; € Uj, privacy budget €,, parameter A, and distance
thresholds L and L', and set G of selected model
coordinates;

Output: Clusters C; = {C,Co, ...

Each client u; ; € U;:

~( + )

,Cr};

based on the sign statistics on
r +1)| _

1: Compute sign tuple s;
selected coordmates in G |§<

2: Sample (0 "1 from the distribution den51ty function in
(2) within the d-dimensional space Sy;

3: Send gjf? ) to edge server A;;
Edge server A;:

4: Perform trimmed k-means clustering with received

{‘(Hl)}ﬂ;1 and obtain clusters C; = {C1,Cy, ..., Ck},
each of Which is the corresponding client set.

dropouts in its edge aggregation. Each client u; ; inputs her local
model w ﬂ(T—H) € W™, Meanwhile, A selects model coordinates

to form subset G, where |G| = ¢, and broadcasts wff’, G, and its
public key pk 4 in PLHE to each edge server A; and its selected
clients in U;.

2) Privacy-Aware Anomalous Local Models Filtering: Each
edge server A; clusters the sign statistics of the selected clients
with CLDP guarantees by executing Algorithm 2.

a) Generating sign vectors: Each client u; ; generates its
sign-statistics tuple as features based on the random co-
ordinates extracted by A on line 1 of Algorithm 2. The
sign-statistics tuple consists of the proportions of positive, neg-
ative, and zero signs [17], with a dimensionality of 3.

b) Perturbing with CLDP: Each u; ; perturbs the sign tuple

ﬂ(‘r‘+1) ﬂ(TJr )

on line 2 to obtain y; ;  with the distribution density

—(r+1) | || _(r+1)
\J

lo < L'} in (2), where L and L' are pre-set dlstance

thresholds, and By, = {y22+1)||| TR §§Z.+1)H2 < L}.

functlon in the d-dimensional space Si/ = {¥;
_(r+1

676)( mln{” 2(r+1) ﬁ(’7‘j+1) H27L}

() ) -

(1) _ w 1)
P e Ry
= re Xk, 37(7+1) €Sy — B 2)
r+1
0, g ¢ S

=1,1i.e.,

Yi;

A is a constant such that [ - - - fSL/ f (’“‘H)) d_’(rﬂ)

— (Bp+eoF (290 —v)) Tt (48],

L? denotes the volume of By, and B, =

a
where V; = ;

(g

d
( ?HLdeﬁx(CL*L) denotes the integral of f (gf J'H)) in By,
cr, € (0, L).Eq. (2) can be proven to satisfy CLDP by perturbing
the entire vector 5( " asa whole, rather than perturbing each
dimension 1ndependently This approach avoids the need to
divide the privacy budget between different dimensions. Ad-
ditionally, (2) uses bounded perturbation, which helps maintain
high clustering accuracy. Client u; ; reports the noisy sign tuple
g§;+1) to A; on line 3.

¢) Trimmed k-means clustering: Edge server A; performs a
trimmed k-means clustering method [49] on the noisy sign tuples
to obtain the set of clusters on line 4, Algorithm 2, i.e., C; =
{01, OQ, ceey Ck}

Each A; can filter out anomalous local models based on the
output C; of Algorithm 2. A; initializes Ul-(T) = () and chooses
the clusters having top-b sizes from C; to build the trusted clients
set Ui(T) with size \Ui(T)| = n}, where the b is pre-set by A;.

In this filtering, sign-statistics tuples serve as lightweight
feature representations that preserve gradient directionality. In
practice, benign clients often produce gradients with similar
directions and are thus more likely to be grouped into larger
clusters. Conversely, malicious or anomalous clients typically
yield gradients with divergent or adversarial directions, making
their sign tuples less likely to belong to large, cohesive clusters.

w\n_ =|
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Algorithm 3: Privacy-Aware Edge Aggregation, EA.

Input: Edge server A;’s public key pk 4, and the cloud

server A’s public key pk4 in PLHE; Set Ui(T) of the

remaining clients in A;’s coverage; Local models
w(rjﬂ) € W™ of all clients u; ; € U; (1, ; The threshold
{t; } related to client dropouts in A;’s edge aggregation,

parameters for computing momenta ¢;
(r+1)

Output: Noisy edge-level momentum m/, and
ciphertexts
(r+1 (r+1) S(r41
] ][]
I: Eachu; ; € U Z.( ) generates a secret random vector
:13’5?1) € Z™ and calculates the momentum
*g;fl) = gpmg’? + (1 - <p)u7§fj+1) and its noisy vector
S (r+1
ETJJF ) = HE?I) — fﬁj’f”; and uses pk 4 to calculate

i ]a and sends it to A;;
2: A; works as a bucket to securely average the perturbed
momenta of its clients with supporting client dropouts,

Tﬁlgr+1) SA ({ Erj+1)} ot
w; ;€U(T),;
3: A; calculates
[@‘.’“*”} « Add ({[ﬁ’"ﬂ)mui e U}T)}) and

sends { (2] [ 1], L [a+0), )
to A. 7’

[l

Thus, by selecting clients from the largest clusters for the edge
aggregation, A; can effectively filter out anomalous local model
updates and enhance the robustness of the resulting edge-level
model. For example, the simplest case occurs when b =1,
k = 2 [17]. In this case, each edge server splits the clients’ sign
tuples into two clusters and selects the cluster with the highest
number of clients for edge aggregation. This strategy emphasizes
consensus in gradient directionality while discarding potential
outliers.

3) Privacy-Aware Edge Aggregation: Each edge server A;
performs Algorithm 3 with its remaining clients u; ; € U, i(T) to
securely aggregate their noisy momenta with supporting client

dropouts. In Algorithm 3, each client calculates the momentum

of her local model and adds noise to it to obtain m/ " ]H) online 1.

Then, A; works as a bucket and executes the S A algorithm with

each of its trusted clients to securely get the average m/; SR of
their noisy momenta, accommodating potential client dropouts
on line 2. SA is based on secret sharing and PRG with high
efficiency and accuracy as presented in Algorithm 1. S A can be
replaced by other efficient secure model aggregation method
based on LDP [20], [21], secret sharing [46], and etc. All

surviving clients’ [fgf;rl)] 4 are summed to obtain [fl(»rﬂ)}

s

> (r+1
and the messages related to m/ ET +) are encrypted on line 3, and
A; sends the ciphertexts to A.
4) Privacy-Aware Anomalous Edge-Level Models Filtering:

The cloud server A performs Algorithm 4 with its surviving

Algorithm 4: Privacy-Aware Anomalous Edge-Level Mod-
els Filtering, EF.
Input: Edge server A;’s public key pk4, and the cloud
server A’s public key pk 4 in PLHE; outputs of
Algorithm 3

{ {2m (H_l)} [H (7+1)|| ] [ﬂ(ml)] A} on the

A for edge server Aj;; parameters for screening norms 0;
Output: Set AT of the surviving edge servers and

norms {M, {|[{" "2} 4,c 4} on A;
(@2 |13 on Ay

1: A initializes AT = :

2: A decrypts [ 1! )}

(7113 4, —Add{

(r+1)

A to obtain Z; and calculates

] N @y

(], )

and uses M ult with random x’ET'H)

[ F)2 3]

H ,(r+1)

€ 7 to obtain

4, and sends it to each A;;

3: Each A; decrypts to get( /(r +1)) H?T”LZ(-TH)H% and

sends [(m’grﬂ)) ||m§’““)|§} back to A;
A

4: A puts each surviving A; in AT);

5: A obtains the norm ||n'7',§T+1) ||2 of each 4; € AT and
calculates the median M of all these norms;

6: A deletes A; from A7) unless it meets
" |1y € [M — 0, M + 6], where 0 is an adjustable
threshold to ensure | A7) | = I’ = min{(1 — )1, 1,} for
known (3 or min{0.5(, [} for unknown 3, and [, is the
count of surviving edge servers.

edge servers to achieve norm screening with privacy preserva-
tion. First, A calculates the noisy norm square of each A;’s
edge-level momentum encrypted with pk4, in PLHE on line

2, Algorithm 4. Then, A uses the secret z’; (TH) to obtain the

- (r+1
norm of noisy momentum 1m ( ) for each surviving edge

server without knowing the actual _’( +1) , and calculates the

median M of all these norms on lines 3 5. Finally, A filters out
Byzantine behaviors by performing norm-screening on line 6
to obtain a set .A(T) comprising trusted surviving edge servers.
Its size is |AT)| =1 = min{(1 — B)I,1,} if A knows 3, or
|AM)| = min{0.51,1,} if A does not know 3, where I, denotes
the number of surviving edge servers. After executing Algorithm
4, A obtains set A(T) of the surviving edge servers in its cover-

(r+1)

age, norms {||m, || } A,ea(r), and their median M, and each

A; obtains the noisy norm (2/\"")2| {112

to the edge-level model.
5) Privacy-Aware Global Aggregation: The cloud server A
performs Algorithm 5 with its remaining edge servers in A™) to

securely obtain the updated global model w "(TH) € W™, Asets

corresponding
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Algorithm 5: Privacy-Aware Global Aggregation, GA.

Input: Outputs of FF on A and each surviving A;; the
threshold ¢ related to edge server dropouts in global
aggregation, parameters for computing momenta (;

Output: The updated global model 5 e wm,

1: For each A; who satisfies ||m (r+1) || > M, A sends
M

(/" M 4, back and sets 2" ") = , and

||m“+”u
for the other 4; in A, A sets x”grﬂ) =1
2: Each A; who receives the [z’ (TH)M la; decrypts it and

l 1 ‘ ( +1 ) /(7+1)M /(’l‘+1). d
calculates m” —W’mi > an
- (T+1) (T+1)
other A; sets m”, =m/; ;

3: A securely averages the momentum vectors of edge

servers in the updated A(™) with supporting edge server

dropouts, Tﬁ'“((:H) — SA({n?”f-rH)

4: A calculates
ﬂ(r+1) _ n;L',,(’r'-H)

Yaseam s t)s

//(T+1) a(r+1) .
_.((lr)

+ ZA AT
_.(1 +1) o (r+1)

5: A recovers the global model & (g,

x" EH' U and sendsiits ciphertext to each remaining edge server A;

whose norm exceeds the median on line 1 to prepare for norm-

clipping. Based on the careful design of [« (7+1)M ]a,, each
edge server A; clips the norm of its noisy momentum to obtain

- (r+1 . . .
m”l(»r ) on line 2. Specifically, A; trims the true momentum

. .=l . .
hidden in m/ ET ), ensuring that the norm of the trimmed true

momentum is less than or equal to the median M . This operation

also reduces the norm of the noise (L( ") added to rﬁ (it ),

effectively removing a portion of the noise. A executes the SA
algorithm with its trusted edge servers in .A(T) to securely obtain

the average of all trimmed momenta {mi; i |A € AT} on
lines 3, and further moves all remaining noises to obtain the
real average momentum mg " on line 4. A finally recovers
the corresponding global model as the updates in this round,
ie., w((fH)

Note that PPBR is specially proposed for Byzantine-robust
EHFL on Non-IID data. The dual filtering steps in PPBR
inherently select gradients from the majority of clients that
exhibit greater consistency by clustering their sign statistics and
screening and clipping the norms, to fully consider the valuable
but diverse models incurred by Non-IID training data. Thus, the
subsequent averaging aggregation steps hierarchically ‘mix’ all
the remaining models at both the edge and cloud levels and pro-
duce a series of momenta characterized by a lower variance than
the original local models. As the aggregation rounds progress,
PPBR could continuously increase the consistency among the
gradients of remaining momenta of local and edge models. It
allows PPBR to enhance the accuracy and ensure its conver-
gence to the optimum [15], resulting in the strong robustness
to Non-IID data. Meanwhile, the increased consistency of the
remaining momenta makes any attempt by Byzantine attackers
to sabotage the training process easily stand out, especially at
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the end of the training, which provides the strong Byzantine
resilience.

V. PRIVACY ANALYSIS

We begin by analyzing the privacy of the anomalous local
models filtering step, in which only the sign-statistic tuples are
perturbed before clustering in Algorithm 2 to provide privacy
protection. Thus, we discuss its privacy in Lemma 1.

Lemma 1: Algorithm 2 achieves ¢, -CLDP defined in (1).

Lemma 1 ensures that it is difficult for any attacker within the
EHFL system to infer the true sign statistics of targeted clients
from the perturbed tuples, thus preventing the inference of local
models [37].

Then, we analyze the privacy of the edge aggregation step,
i.e., Algorithm 3, in Lemma 2.

Lemma 2: In Algorithm 3, the real parameters of clients’ local
models are secure against the coalition of t; < n, — 1 parties for
each edge server A;, and the A;’s edge aggregation result can
be obtained with less than n/, — ¢; dropped out clients.

Lemma 2 shows that Algorithm 3 can effectively protect local
models against collusive inference attacks and accommodate
partial client dropouts during the edge aggregation process.

Subsequently, for the edge-level models filtering step, we
discuss the operations of screening the norms of edge-level
momenta, which primarily rely on PLHE and the random noise
added during edge aggregation to protect the edge momentum.
Thus, we conclude that the privacy of the edge model filtering
step is ensured by the semantic security of PLHE, as demon-
strated in Lemma 3.

Lemma 3: Algorithm 4 securely detects and filters out the
anomalous edge-level models, if PLHE is semantically secure.

Finally, we analyze the privacy of the global aggregation step,
which is based on a similar principle as Lemma 2, resulting in
Lemma 4.

Lemma 4: In Algorithm 5, the real parameters of edge-level
models are secure against the coalition consisting of ¢’ < I’ — 1
parties for the cloud server A, and the global aggregation result
can be obtained with less than I’ — ¢ edge servers dropping out.

To improve readability and logic, the detailed proofs of Lem-
mas 14 are provided in the Appendix, available online. Based
on Lemmas 1-4, we can derive Theorem 1.

Theorem 1: PPBR achieves the privacy protection goal de-
scribed in Section III-C.

Proof: PPBR implements a dual-layer filter for anomalous
models via Algorithm 2 and Algorithm 4, and performs hierar-
chical model aggregations through Algorithms 3 and 5. Thus,
based on the privacy analysis of Algorithms 2—5 in Lemmas 14,
we can conclude that PPBR achieves the privacy preservation
goal described in Section III-C. ]

Theorem 1 demonstrates that CLDP, SA, and PLHE are
essential for PPBR to achieve its privacy preservation goal. As
shown in Lemma 1, CLDP enhances privacy protection during
the anomalous local models filtering step; S A protocol plays a
pivotal role in preserving privacy during the edge aggregation
discussed in Lemma 2 and the global aggregation discussed
in Lemma 4; and as demonstrated in Lemma 3, PLHE boosts
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privacy protection during the anomalous edge models filtering
step. If any one of these techniques is removed, specific privacy
vulnerabilities arise: without CLDP, the information about the
updated local models of clients could be inferred from the
sign tuples during clustering; without S'A, the edge or cloud
servers might reconstruct local or edge momenta during aggrega-
tions; and without PLHE, the cloud sever could access sensitive
edge-level models during the filtering process. The integration
of PLHE, SA, and CLDP in PPBR significantly strengthens
privacy protection throughout the entire Byzantine-robust EHFL
process.

Additionally, we further discuss the impact of the CLDP per-
turbation in Algorithm 2 on clustering performance by analyzing
the distance properties between the real and perturbed centroids
in Theorem 2.

Theorem 2: In Algorithm 2, for any C,; € C; and each ran-

dom variable 757;“) € Cy, supposing that the real centroid
—(r+1)
Te = 2e, ¥

i and the perturbed centroid 7,€ =
‘EC 7(TH) Y/ . is unbiased, i.e.,

E(?n) = ?m

and the expectation of its MSE (Mean Squared Error) satisfies
3L2( L — 1) L?
||7fi - NH

= 5Cal(eer +1) Gl
Proof: Forany C,, € Cand § ., we have
7(T+1)
r+1 —(r+1 r+1 r+1
= [ [ @ =@ e
LI

r+1) r+1 —e (r+1) ?(7+1) r+1
/ / (T = PO eV I )

/ / T+1
Spi— BL ’J

In (3), By and Sy — By are symmetrical under all
(.T.Jrl), and (7(r+1)—§>(r+1))

2,7 2,7
and (P~ REFD el

i
_>(T+1) as well. Thus, we can expect

symmetrical about center s
—>(r+1) (r+1)y _ —(r+1)
- §;; "t be 0, ie., K 7” =5 that

By
0.
equals to E(?ET.H))[UJ} = ?grﬂ'l)[w], w e [1, d], and have
—( 'r+1 _
ol 27

Z 7(r+1)
Then, we consider
E([7.—3l3) =

Zwe[l,d] ZC’ ?(TJFI
|Cxl?

—>(7+1)

?(T'H) )LefeXLdﬁ(T‘H)' 3)

rotations about center &

_ (r+1) _ —(r+1)
A€ 6x\|7i,j Sij [l2 are

7 ICI

|- T D)

Since
(7w - T w)?)
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TABLE III
DATASETS AND TRAINING HYPERPARAMETERS

Dataset Model Clients LR Epochs Steps Batch size
Ng\II]I)s)T MLP 240 0.01 600 (Fej/o\vg) 32
(II\\I/f’I;I_IISI']I)‘) MLP 240 0.01 2000 (FedéGD) 32
E ‘1(\;[%1)“ CNN 240 001 600 (Fejgvg) 64
(FNIZ){INIII?)T) CNN 240 001 2000 i D) 64

7(7“4-1)
7(7‘+1) 7 r+1

— B ) Be sy Y

7 r+1

/ / 7(r+1) _>(,Tg+1)H

[

/ 7(r+1)
Sy

/ / (r+1)
L2 L?

~1)
ST et 3

r+1 —) r+1

—)(T-‘rl)[ ]) Ae—eXLd7(T+1)

]

(excL

according to Lemma 4 in [48], where ¢( 7““
)»e*EXW(TH) ERn and d = 3, we have
BT -3 < L 1) dL?
w = Sule) S e 1 1) T ley
| BLenero) L2
5|Ck|(exr +1)  [Cy|

VI. PERFORMANCE EVALUATION

We evaluate the robustness of PPBR scheme under data
heterogeneity settings and Byzantine attacks, and discuss its
overhead and convergence through extensive simulations.

A. Experiment Setup

The proposed PPBR is implemented in Python using the Py-
Torch machine learning framework. PLHE in PPBR is realized
via TenSEAL!, a library designed for HE operations on tensors,
built on top of Microsoft SEAL. All simulations are performed
on a Linux server equipped with dual Intel Xeon Silver 4210R
CPUs (2.40 GHz), a RTX 3090 GPU, and 512 GB of RAM.

Datasets and models: As shown in Table III, a Multi-Layer
Perceptron (MLP) [50] model with two hidden layers is trained
on the MNIST dataset [35], and a Convolutional Neural Network
(CNN) [50] model, consisting of 3 convolutional layers and
2 fully connected layers, is trained on the Fashion-MNIST
(F-MNIST) dataset [35]. Both datasets contain 60,000 training
samples and 10,000 test samples. Each sample is a grayscale
image with dimensions of 28 x 28. By default, we set the batch
size to 32 for the MNIST dataset and 64 for the F-MNIST dataset.
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TABLE IV
RESILIENCE OF PPBR AND BASELINES FOR EFHL ON NON-IID DATA TO BYZANTINE ATTACKS

Dataset Model Byzantine attacks with 8 = 30%

(model)  aggregation No Attackip) 20! Gaussian 8" ALE M IPM MinMax
algorithms flipping flipping E=0.1) (£=100)
Mean (FedAvg)  95.66 94.99 17.55 92.02 93.02 94.53 11.35 59.75
Median 91.63 84.61 90.34 86.00 88.41 62.40 29.16 65.25

MNIST TrimmedMean 95.65 88.12 90.91 88.07 86.27 73.56 29.68 61.12

(MLP) GeoMed 95.25 95.30 46.78 91.80 70.93 29.41 86.67 85.59
Multi-Krum 92.60 89.33 89.31 76.64 87.18 80.17 89.31 88.91
DnC 95.56 95.21 95.27 91.99 91.17 93.58 95.10 95.01
CenterClipping 95.64 95.04 49.04 91.92 87.37 94.49 84.57 59.51
PPBR 95.47 95.82 95.37 93.70 95.37 95.35 95.37 95.37
Mean (FedAvg)  88.13 87.53 10.00 83.78 75.10 86.52 10.00 29.61
Median 87.47 81.86 56.51 79.97 33.05 64.71 45.56 48.62

F-MNIST  TrimmedMean 88.08 82.01 58.47 79.63 66.26 78.22 39.97 44.02

(CNN) GeoMed 88.03 87.74 61.31 84.09 32.62 64.88 77.73 57.19
Multi-Krum 86.89 82.63 83.14 77.08 81.24 76.21 82.43 83.06
DnC 88.10 87.51 87.39 84.13 73.89 85.24 86.88 87.08
CenterClipping 88.09 87.74 27.77 84.21 76.75 87.11 6.01 81.09
PPBR 88.00 87.89 87.97 87.53 87.77 87.33 87.83 87.76

1605

Stochastic Gradient Descent (SGD) is used as the optimizer
in all experiments, with a global learning rate of 1.0 and a
local learning rate of 0.01. For IID and Non-IID data, we
used 200 rounds of FedAvg [38] and 2000 rounds of FedSGD,
respectively. Each client locally performed 20 SGD steps before
uploading the updates to the server.

Data heterogeneity. We consider an FL system with 240
clients in both IID and Non-IID data settings, using the training
hyperparameters listed in Table III. In IID data setting, each
client randomly samples data of the same size from the dataset.
Non-IID data are simulated using the Dirichlet distribution
p; ~ Dirg(a) [13], where a smaller « indicates a stronger
divergence from the IID data.

Byzantine attacks: We consider the Byzantine attacks de-
scribed in Section III-C, including label flipping attack, sign
flipping attack, Gaussian attack, ALIE attack, IPM attack and
MinMax attack.

Baselines: We select several widely recognized robust model
aggregation algorithms that are closely related to PPBR as base-
lines, including Median [38], TrimmedMean [38], GeoMed [40],
Multi-Krum [39], DnC [36], and CenteredClipping [18]. Note
that these baselines are implemented under various Byzantine
attacks in data heterogeneity settings without LDP guarantees.
Thus, their accuracy is not affected by LDP noise.

Key parameter setting and evaluation metric: The parameters
k=2 and b =1 are set, following [17], to quickly filter out
anomalous local models based on clustering results. In line with
the discussion on CLDP in [48], wesetl =8, L =6,L = 7to
help limit the accuracy loss brought by the CLDP perturbation.
@ =0.9and ¢ = 0.0125 [15] are selected based on the conver-
gence analysis for the bucketing aggregations in [15], which are
closely related to the dual averaging aggregations used in our
PPBR scheme. For the adversarial setting, we use 8 = 0.3 and
a = 0.5 as default values, indicating a Byzantine ratio of 30%

and a moderate Non-IID level of 0.5in the EHFL system. In
the following experiments, all parameters are set to the above
defaults unless stated otherwise. All the final results are average
values over 10-20 runs. We choose AES and Diffie-Hellman
protocols as the PRG and key agreement protocols for the S A in
Algorithm 1. Meanwhile, we use the BFV scheme for PLHE with
the number of SIMD slots n = 2048. As for the cryptographic
tools, all the parameters are set to a 128-bit security level. We
employ accuracy as our evaluation metric to assess the perfor-
mance of robust EHFL, which defined as the ratio of the samples
correctly predicted by the final model to the total number of
testing samples. The ratio of the selected benign clients is used
to measure the effectiveness of the CLDP-guaranteed clustering
during the privacy-aware anomalous local models filtering.

B. Robustness to Byzantine Attacks

Table IV shows PPBR’s robustness to Byzantine attacks in
the Non-IID data setting of o = 0.5 and 5 = 30%, since its
accuracy values under all considered Byzantine attacks are the
closet to the theoretical optimums 95.66 and 88.13 on MNIST
and F-MNIST, respectively. The theoretical optimums are set to
be the accuracy of the model aggregated by Mean [38] in IID
data setting without Byzantine adversaries. First, DnC and PPBR
usually provide stronger robustness to Byzantine attacks than
others do, especially under Gaussian, ALIE, IPM and MinMax
attacks. Besides the dimension statistics of local models consid-
ered in others, DnC analyzes the similarity of models, and PPBR
clusters their sign statistics. Although PPBR theoretically has its
own accuracy losses due to the CLDP noises, PPBR provides
higher accuracy than Dnc under all attacks especially ALIE
attack on F-MNIST dataset. The main reason is that PPBR neatly
filters out a great part of anomalous local models from malicious
Byzantine mobile devices based on the sign-statistics clustering
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Fig. 3. Resilience of PPBR and baselines for EHFL on Non-IID data (generated from MNIST dataset with o« = 0.1) to Byzantine attacks.

and norms screening and clipping. Thus, its robustness is not
negatively impacted by the CLDP perturbations. Furthermore,
the robustness of CenterClipping is limited and cannot with-
stand Gaussian, IPM (£ = 100) and MinMax attacks. Finally,
PPBR stands out as it achieves Byzantine robustness without
requiring knowledge of the fraction of Byzantine clients, while
also providing strong privacy guarantees. Note that PPBR under
label flipping attacks in the Non-IID setting even outperforms
FedAvg in Table IV. This is because label flipping attacks
typically produce gradients with distinctive patterns and large
deviations, which PPBR can effectively suppress and mitigate
through sign-statistics clustering and norm clipping. By filtering
these anomalies, PPBR steers updates toward benign models,
curbs overfitting, and achieves the “unexpected positive effect.”

As shown in Figs. 3 and 4, the impact of Byzantine attacks
generally becomes more prominent as the proportion of Byzan-
tine clients S increases, resulting in lower accuracy. Among
all the attacks considered, ALIE, IPM (£ = 100) and MinMax
attacks have a significant impact on all robust aggregation meth-
ods except for PPBR, as the proportion of Byzantine clients
increases. Meanwhile, TrimmedMean, GeoMed and Centered-
Clipping show the weaker robustness to IPM, Gaussian, and
ALIE attacks as more Byzantine clients existed in EHFL. For
example, when f3 is 40%, the accuracy of CenteredClipping, a
gradient clipping-based robust aggregation method, plummets
to approximately 10% under Gaussian attacks. This indicates
that the Gaussian attacks can bypass CenteredClipping method,
essentially reducing its output to the level of random guess-
ing. Different from them, PPBR demonstrates robust resilience
against all considered Byzantine attacks, since PPBR experi-
ences the least decrease in accuracy with increasing /3, and PPBR

maintains the highest accuracy under all attacks. All robust
aggregation methods show a certain degree of accuracy degra-
dation in Non-IID data settings compared to the IID data setting,
even without any attacks. Among them, Median and Multi-Krum
experience relatively larger accuracy drops of 3.60% and 2.06%,
primarily due to data heterogeneity.

C. Robustness to Non-1ID Data

Figs. 5 and 6 show the impact of Non-IID data on the robust-
ness of aggregation methods to Byzantine attacks. Here, ALIE,
sign flipping, and MinMax attacks are chosen for illustrative
purposes based on their strong attack abilities presented in
Figs. 3 and 4. As described in Section VI-A, « is the param-
eter indicating the divergence from IID data, and a smaller «
corresponds to a stronger divergence.

First, under Byzantine attacks, the accuracy of all robust
aggregation approaches but PPBR obviously decreases with
decreasing v on MNIST and F-MNIST datasets. Furthermore,
metric-based and clipping-based methods such as Multi-Krum,
DnC and CenteredClipping experience a marked reduction in
the accuracy in the Non-IID setting of o = 0.1 on MNIST
or F-MNIST datasets, since a great divergence from IID data
brings a big deviation of benign updates that is a damage to the
robust schemes based on metrics of clients’ updates. Finally,
PPBR maintains high accuracy across diverse Non-IID data
settings in the presence of all considered Byzantine attacks,
presenting strong Non-IID resilience. Since its average-based
hierarchical aggregations thoroughly mix the data from all the
remaining clients after the sign-statistics filtering and norms
screening filtering, PPBR can consider the valuable updates of
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Resilience of PPBR and baselines across IID and Non-IID data (o« = 1.0, 0.1) generated from F-MNIST dataset to Byzantine attacks with 8 = 40%.
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the models on non-representative local data brought by Non-1ID
and mitigate the negative effect of Non-IID on its accuracy.

D. Impact of CLDP on Robustness

Considering that CLDP is used in PPBR to strongly protect
clients’ private data with accuracy loss, we discuss impacts of
CLDP on robustness of PPBR.

Effectiveness of the trimmed k-means clustering with CLDP
guarantee: We compare the CLDP-guaranteed clustering
method (designed in Algorithm 2) with several combinations
of other typical clustering algorithms and LDP mechanisms,
namely, k-means clustering, agglomerative clustering, and spec-
tral clustering, as well as RR [51], GRR [52], and OLH [53].
For consistency, we translate the privacy budget € of these LDP
mechanisms into ¢, under the CLDP concept. Fig. 7 shows that
Algorithm 2 has a higher ratio of the selected benign clients than
others in all privacy budget settings. Although the performance
of the combination of trimmed k-means clustering with RR is
close to Algorithm 2, Algorithm 2 can more accurately filter
out malicious models when the privacy protection strength is
particularly high, e.g., €, > 3. For instance, more than 80% of
the benign models are selected to participate in the aggregations
with achieving 3-CLDP in Algorithm 2. Its superior performance
primarily stems from the design of CLDP perturbation and
the implementation of the robust trimmed k-means clustering
techniques.

Impact of LDP parameters on the robustness: In PPBR, the
parameters related to CLDP are the privacy budget €, and the
number n; of clients in the edge server’s coverage. We discuss
their impact on the average accuracy of PPBR against ALIE
and MinMax attacks with 8 = 40% in Fig. 8. It is obvious
that as the bucket n; and privacy budget ¢, increase, the accu-
racy significantly increases, presenting strong robustness to the
Byzantine attacks. Meanwhile, the accuracy converges rapidly
to a high value if both parameters are large enough. Specifi-
cally, the average accuracy nearly reaches the best, when the
privacy budget and the number of clients held by each edge
server are greater than 10 and 40, respectively. Fig. 9 further
shows the impact of LDP privacy budgets on the robustness
across diverse Non-1ID data. As the privacy budget e, increases,
PPBR consistently improves its accuracy at all levels of data
heterogeneity (controlled by «) in different datasets. Here, a
smaller «v indicates a higher degree of data heterogeneity, mean-
ing that the data distribution among clients is more diverse and
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Fig. 8. Impact of privacy parameters on the Robustness of PPBR to Byzantine
attacks with 3 = 40%, F-MNIST dataset.

the data scale may vary significantly across clients compared
to the IID data. Under high levels of data heterogeneity (i.e.,
small «), PPBR still achieves high model accuracy when the
privacy budget satisfies €, > 4. Although PPBR experiences a
slight decrease in accuracy at higher levels of data heterogeneity
settings (i.e., smaller «), its accuracy is still higher than 85%
withe,, > 7. This demonstrates PPBR’s notable adaptability and
consistent robustness against Non-IID data under sign flipping
attacks. The primary reason for this robust performance is that
the filtering and aggregation steps in PPBR effectively offset
the accuracy loss caused by CLDP noise in all considered
complexities and scales of Non-IID datasets, especially when
appropriate privacy budgets are applied.

E. Overhead of Privacy-Preserving Techniques

Considering that PLHE, random perturbations, CLDP-based
clustering, and S A in PPBR strongly protect clients’ private data
but add overhead, we discuss the associated overhead of these
privacy-preserving techniques.
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TABLE V
THE KEY OPERATIONS IN PLHE IN EACH ROUND OF PERFORMING PPBR

Cloud server A

Qperatlons (assuming [ surviving  Edge server A; Client u; ;
in PLHE ’
edge servers)
Enc l 3 1
Dec 21 2 1
Add 21 n; —1 0
Mult 21 0 0

TABLE VI
THE AVERAGE TIME (S) CONSUMED ON OPERATIONS IN PLHE IN EACH
ROUND OF PERFORMING PPBR

Dataset Traffic  Client Edge Cloud Cloud
(MB) Ui, j server A; server (I = 6) server (Il = 10)

MNIST 36.39  0.1200 0.5053 2.3668 3.9447

F-MNIST 13322  0.4296 1.8140 8.4840 14.1399

The overhead of PLHE and random perturbation operations:
In PPBR, edge and cloud servers are tasked with execution
of PLHE operations in hierarchical aggregations to ensure the
strong protection of clients’ private data. Each client with a
mobile device only needs to select a random vector for perturba-
tion, encrypt it, and send it. Thus, we outline the computational
complexity of key operations in PLHE in Table V and analyze the
time costs of the edge and cloud servers and the corresponding
traffic to perform these operations in Table VI. For each client,
the computation time per round of PPBR in EHFL is less than
0.5 s. The communication overhead for PLHE ciphertexts per
round is 36.39 MB in MNIST and 133.22 MB in F-MNIST,
respectively. These overheads do not present substantial trans-
mission pressure, especially considering that the corresponding
transmission times in a 5 G network are only 0.6 s and 2.1 s,
respectively. Both tables indicate that edge servers experience
only a slight increase in communication and computation time
to perform PLHE operations. For the cloud server, the compu-
tational time for PLHE operations increases linearly with the
number of edge servers. However, this computational overhead
is deemed acceptable. For example, the additional computation
time required for PLHE operations in each round by the cloud
server does not exceed 10 s with [ = 6 edge servers. The reason
is that PPBR carefully deploys the operations of encryption, de-
cryption, addition under ciphertexts, and multiplication between
a ciphertext and a plaintext within PLHE to edge and cloud
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TABLE VII
THE OVERHEAD OF CLDP-BASED CLUSTERING (C'C) AND S A OPERATIONS
ON EACH ENTITY (CLIENT u;, j, EDGE SERVER A;, OR THE CLOUD SERVER A)
IN EACH ROUND OF PERFORMING PPBR

Operation  Entity Computation Communication
o v (@) 01d)
U;j O(nl? + nlm) O(n}; +m)
SA A; OmPm+12+1Um) OMmZ+nm+m+10)
A O(1"?m) O(l"”? +1'm)

servers in each aggregation round without significant efficiency
loss.

The overhead of CLDP-based clustering (CC') operation:
In Algorithm 2, each client generates a perturbed sign-tuple
of dimensionality d and sends it to the corresponding edge
server while performing the C'C' operation. Thus, as shown in
Table VII, the computational and communication complexity
of CC on the client side are both O(d). Since d =3 for a
sign tuple in PPBR, this overhead is particularly manageable
for clients using mobile devices. Edge server A; collects the
perturbed sign-tuples from n; clients and executes the trimmed
k-means clustering over I iterations. Hence, the computational
complexity on the edge server side is O(In;kd), while its
communication complexity remains O(n;d). Here, k =2 is
sufficient to select the larger cluster’s tuples, which represent
the majority of reliable gradient directions.

The overhead of SA: The S A described in Algorithm 1 is
executed once during both the edge and global aggregation
steps. Since n} clients participate in A;’s edge aggregation, and
each client’s local model update corresponds to a momentum of
dimension m, the computational complexity of running .S A once
on the client side is O(n}? + n}m). Itis mainly consumed by the
operations involved in Shamir(t;,n}, -), secure key agreement
S and PRG. The communication cost on the client side is
O(n); + m), which involves sending and receiving public keys,
sending and receiving secret shares, sending masked inputs, and
sending secret shares of keys/masks. For edge server A; during
the execution of S A, its computational cost is O(n/? m), which
includes reconstructing keys and masks and generating PRG out-
puts. A;’s communication costis O(n}? 4+ n;m), which involves
sending model updates, mediating pairwise communications,
and receiving masked inputs. The overhead of performing SA
once in edge aggregation increases with the growth of n and
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m, but it remains acceptable for clients primarily using mo-
bile devices and edge servers. As detailed in [6], simulations
on a Linux workstation with an Intel Xeon CPU E5-1650 v3
(3.50 GHz) and 32 GB of RAM show that when n/; = 500 and
m = 100k, the total execution time of SA for each client is
13.159 s, the communication volume is 0.95 MB, and the edge
server’s execution time is about 14.670 s without dropouts and
62.239 s with 10% dropouts. Similarly, I’ edge servers and the
cloud server execute S A in global aggregation. Thus, the compu-
tational and communication costs per edge server during global
aggregation are O(I"? 4+ I'm) and O(I' 4+ m), respectively. The
computational and communication costs of the cloud server are
O(I” m) and O(I"* + I'm), respectively.

E. Impact of Non-1ID Data on Overhead

Since clients and edge servers in PPBR perform privacy-
preserving hierarchical filtering and secure aggregation in par-
allel in each round, and considering the complexity analysis
in Table VII, it can be concluded that Non-IID data mainly
affects the overhead of PPBR by influencing the number of
convergence iterations and the number of trusted clients par-
ticipating in secure aggregation after filtering. Thus, we discuss
the number of iterations (/) required for PPBR to achieve a given
accuracy and the number of benign clients (>, n;) retained after
filtering in each round under different data heterogeneity settings
(. =0.1,0.5,1.0) in Fig. 10.

As shown in Fig. 10, for EHFL on the MNIST and F-MNIST
datasets, the convergence speed of PPBR and the total number of
benign clients retained after filtering in each round are similar
under each Non-IID data setting compared to those under the
IID data setting. For example, in the setting of o = 0.5, PPBR
requires approximately 5 additional rounds on MNIST and 200
additional rounds on F-MNIST to achieve the same accuracy
as under the IID data setting. Meanwhile, the number of clients
retained after filtering in each round under each Non-IID data
setting exhibits random fluctuations around the value observed
in the IID data setting. Based on the overhead analysis per round
presented in Tables V—VII and the preceding overhead analysis,
itis evident that although the Non-IID data increase the overhead
of PPBR, the impact remains within manageable limits.

G. Convergence Speed Analysis

Fig. 10(a) and (b) show that PPBR is able to converge
rapidly to high accuracy with consistently similar convergence
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Fig. 11.  Convergence behavior of PPBR and baselines for EHFL on Non-IID
data (o = 1.0) to label flipping attacks.

speed across all Non-IID data settings under ALIE attacks.
Fig. 11 compares the convergence behavior of PPBR and several
baselines in a representative setting with o = 1.0 and label-
flipping attackers (5 = 0.3), showing that PPBR converges at
a comparable or faster rate while consistently achieving the
highest accuracy. This high convergence speed and accuracy
come from PPBR’s dual-layer anomalous model filtering steps,
which effectively remove malicious models, and its hierarchical
model aggregation steps, which preserve the diversity of benign
models induced by Non-IID data. Importantly, these robustness-
enhancing steps do not compromise training efficiency, demon-
strating that PPBR scheme can maintain high accuracy and fast
convergence in practical EHFL systems.

VII. CONCLUSION

In this paper, we have proposed PPBR, a new hybrid approach
to achieve resilience to various Byzantine attacks in Non-IID
data settings for EHFL in mobile networks, while protecting mo-
bile devices’ private information about local models and training
data with a single cloud server. Specifically, PPBR skillfully
blends CLDP into its enhanced anomalous local models filtering
by clustering the sign statistics of local models and performs
norms screening and clipping under random perturbation and
PLHE to filter out anomalous edge-level models with strong
privacy guarantees in EHFL. Furthermore, PPBR protects the
private information about local models and edge-level models
from being learned by the colluding mobile devices/edge servers
based on random perturbing, secret sharing and PLHE tech-
niques, and supports their abrupt dropouts during the average-
based hierarchical aggregations. Finally, PPBR provides strong
privacy protection for EHFL in mobile networks without sacri-
ficing its robustness to simple and advanced Byzantine attacks,
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including label flipping, sign flipping attack, Gaussian, ALIE,
IPM, and MinMax attacks in Non-IID data settings. PPBR has
high accuracy, since its enhanced dual-layer filter can detect
a great part of Byzantine mobile devices and remain the in-
formation about the benign but diverse models coming from
Non-IID training data, and its edge and global aggregations fully
‘mix’ the remaining momenta of models, making the increased
accuracy sufficient to compensate for the losses incurred by
CLDP noises. In the future, we can further enhance the efficiency
of privacy-preserving and Byzantine-robust EHFL on Non-IID
data without privacy and accuracy losses.

—

]

[2]
[3]

[6]

[7]

[8]

[9]

(10]

(11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

REFERENCES

L. Dong, Z. Yang, X. Cai, Y. Zhao, Q. Ma, and X. Miao, “WAVE: Edge-
device cooperated real-time object detection for open-air applications,”
IEEE Trans. Mobile Comput., vol. 22, no. 7, pp. 4347-4357, Jul. 2023.
X. Sun et al., “EarSSR: Silent speech recognition via earphones,” IEEE
Trans. Mobile Comput., vol. 23, no. 8, pp. 8493-8507, Aug. 2024.

H. Rao, M. Zeng, X. Zhao, and C. Miao, “A survey of artificial intelli-
gence in gait-based neurodegenerative disease diagnosis,” Neurocomput-
ing, vol. 626, 2025, Art. no. 129533.

Z.Zhao et al., “Recommender systems in the era of large language models
(LLMs),” IEEE Trans. Knowl. Data Eng., vol. 36, no. 11, pp. 6889-6907,
Nov. 2024.

Y. He et al., “RSAM: Byzantine-robust and secure model aggregation
in federated learning for Internet of Vehicles using private approximate
median,” [EEE Trans. Veh. Technol., vol. 73, no. 5, pp. 6714-6726,
May 2024.

K. Bonawitz et al., “Practical secure aggregation for privacy-preserving
machine learning,” in Proc. ACM SIGSAC Conf. Comput. Commun. Secur.,
2017, pp. 1175-1191.

K. Wang, Q. He, E. Chen, H. Jin, and Y. Yang, “Fededge: Accelerating
edge-assisted federated learning,” in Proc. Int. Conf. World Wide Web,
2023, pp. 2895-2904.

J. Xue, S. Sun, M. Liu, Q. Li, and K. Xu, “Enhancing federated learning
robustness using locally benignity-assessable Bayesian dropout,” /[EEE
Trans. Inf. Forensics Secur., vol. 20, pp. 2464-2479, 2025.

N. Tabassum, K.-H. Chow, X. Wang, W. Zhang, and Y. Wu, “On the
efficiency of privacy attacks in federated learning,” in Proc. IEEE Conf.
Comput. Vis. Pattern Recognit. Workshops, 2024, pp. 4226-4235.

S. Li, E. C.-H. Ngai, and T. Voigt, “An experimental study of byzantine-
robust aggregation schemes in federated learning,” IEEE Trans. Big Data,
vol. 10, no. 6, pp. 975-988, Dec. 2024.

X. Cao, M. Fang, J. Liu, and N. Z. Gong, “Fltrust: Byzantine-robust
federated learning via trust bootstrapping,” in Proc. Netw. Distrib. Syst.
Secur. Symp., 2020, pp. 1-18.

M. Hao, H. Li, G. Xu, H. Chen, and T. Zhang, “Efficient, private and robust
federated learning,” in Proc. 37th Annu. Comput. Secur. Appl. Conf., 2021,
pp. 45-60.

Q. Li, Y. Diao, Q. Chen, and B. He, “Federated learning on non-iid
data silos: An experimental study,” in Proc. Int. Conf. Data Eng., 2022,
pp. 965-978.

Z.Ma,J.Ma, Y. Miao, Y. Li, and R. H. Deng, “ShieldFL: Mitigating model
poisoning attacks in privacy-preserving federated learning,” IEEE Trans.
Inf. Forensics Secur., vol. 17, pp. 1639-1654, 2022.

S. P. Karimireddy, L. He, and M. Jaggi, “Byzantine-robust learning on
heterogeneous datasets via bucketing,” in Proc. Int. Conf. Learn. Repre-
sentations, 2021, pp. 1-13.

Y. Liu, C. Chen, L. Lyu, F. Wu, S. Wu, and G. Chen, “Byzantine-robust
learning on heterogeneous data via gradient splitting,” in Proc. Int. Conf.
Mach. Learn., 2023, pp. 21404-21425.

J. Xu, S. Huang, L. Song, and T. Lan, “Byzantine-robust federated learning
through collaborative malicious gradient filtering,” in Proc. IEEE 42nd Int.
Conf. Distrib. Comput. Syst., 2022, pp. 1223-1235.

S. P. Karimireddy, L. He, and M. Jaggi, “Learning from history for
Byzantine robust optimization,” in Proc. Int. Conf. Mach. Learn., 2021,
pp. 5311-5319.

S. Rajput, H. Wang, Z. Charles, and D. Papailiopoulos, “Detox: A
redundancy-based framework for faster and more robust gradient aggrega-
tion,” in Proc. Int. Conf. Neural Inf. Process. Syst., 2019, pp. 10320-10330.

[20]

[21]

(22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

(32]

(33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

1611

X. Lin, J. Wu, J. Li, C. Sang, S. Hu, and M. J. Deen, “Heterogeneous
differential-private federated learning: Trading privacy for utility truth-
fully,” IEEE Trans. Mobile Comput., vol. 20, no. 6, pp. 5113-5129,
Nov./Dec. 2023.

R. Chen, C. Huang, X. Qin, N. Ma, M. Pan, and X. Shen, “Energy efficient
and differentially private federated learning via a piggyback approach,”
IEEE Trans. Mobile Comput., vol. 23, no. 4, pp. 2698-2711, Apr. 2024.
Y. He, X. Tan, J. Ni, L. T. Yang, and X. Deng, “Differentially private set
intersection for asymmetrical ID alignment,” IEEE Trans. Inf. Forensics
Secur., vol. 17, pp. 3479-3494, 2022.

Y. He, M. Wang, X. Deng, P. Yang, Q. Xue, and L. T. Yang, “Per-
sonalized local differential privacy for multi-dimensional range queries
over mobile user data,” IEEE Trans. Mobile Comput., to be published,
doi: 10.1109/TMC.2025.3568511.

K. Mandal and G. Gong, “PrivFL: Practical privacy-preserving federated
regressions on high-dimensional data over mobile networks,” in Proc.
ACM SIGSAC Conf. Cloud Comput. Secur. Workshop, 2022, pp. 57-68.
H. Zhu and Q. Ling, “Bridging differential privacy and Byzantine-
robustness via model aggregation,” in Proc. Int. Joint Conf. Artif. Intell.,
2022, pp. 2427-2433.

L. Zhao, J. Jiang, B. Feng, Q. Wang, C. Shen, and Q. Li, “SEAR:
Secure and efficient aggregation for Byzantine-robust federated learning,”
IEEE Trans. Dependable Secure Comput., vol. 19, no. 5, pp. 3329-3342,
Sep./Oct. 2022.

C.Huang, D.Liu, A. Yang, R. Lu, and X. Shen, “PPRP: Preserving location
privacy for range-based positioning in mobile networks,” IEEE Trans.
Mobile Comput., vol. 23, no. 10, pp. 9451-9468, Oct. 2024.

Z. Zhang et al., “LSFL: A lightweight and secure federated learning
scheme for edge computing,” IEEE Trans. Inf. Forensics Secur., vol. 18,
pp. 365-379, 2023.

X. Ma, Q. Jiang, M. Shojafar, M. Alazab, S. Kumar, and S. Kumari,
“DisBezant: Secure and robust federated learning against Byzantine attack
in IoT-enabled MTS,” IEEE Trans. Intell. Transp. Syst., vol. 24, no. 2,
pp. 2492-2502, Feb. 2023.

X. Chen, H. Yu, X. Jia, and X. Yu, “APFed: Anti-poisoning attacks in
privacy-preserving heterogeneous federated learning,” IEEE Trans. Inf.
Forensics Secur., vol. 18, pp. 5749-5761, 2023.

M. E. Gursoy, A. Tamersoy, S. Truex, W. Wei, and L. Liu, “Secure and
utility-aware data collection with condensed local differential privacy,”
IEEE Trans. Dependable Secure Comput., vol. 18, no. 5, pp. 2365-2378,
Sep./Oct. 2021.

J. Fan and F. Vercauteren, “Somewhat practical fully homomorphic en-
cryption,” JACR Cryptol. ePrint Arch., 2012, Art. no. 144.

L. Li, W. Xu, T. Chen, G. B. Giannakis, and Q. Ling, “RSA: Byzantine-
robust stochastic aggregation methods for distributed learning from hetero-
geneous datasets,” in Proc. AAAI Conf. Artif. Intell., 2019, pp. 1544-1551.
L. Melis, C. Song, E. De Cristofaro, and V. Shmatikov, “Exploiting
unintended feature leakage in collaborative learning,” in Proc. IEEE Symp.
Secur. Privacy, 2019, pp. 691-706.

M. Fang, X. Cao, J. Jia, and N. Gong, “Local model poisoning attacks
to Byzantine-robust federated learning,” in Proc. USENIX Secur., 2020,
pp. 1605-1622.

V. Shejwalkar and A. Houmansadr, “Manipulating the Byzantine: Opti-
mizing model poisoning attacks and defenses for federated learning,” in
Proc. Netw. Distrib. Syst. Secur. Symp., 2021, pp. 1-18.

Z. Wang et al., “Breaking secure aggregation: Label leakage from ag-
gregated gradients in federated learning,” in Proc. IEEE Conf. Comput.
Commun., 2024, pp. 151-160.

D. Yin, Y. Chen, K. Ramchandran, and P. L. Bartlett, “Byzantine-robust
distributed learning: Towards optimal statistical rates,” in Proc. Int. Conf.
Mach. Learn., 2018, pp. 5650-5659.

P. Blanchard, E. M. E. Mhamdi, R. Guerraoui, and J. Stainer, “Machine
learning with adversaries: Byzantine tolerant gradient descent,” in Proc.
Int. Conf. Neural Inf. Process. Syst., 2017, pp. 1-11.

Y. Chen, L. Su, and J. Xu, “Distributed statistical machine learning in
adversarial settings: Byzantine gradient descent,” in Proc. ACM Meas.
Anal. Comput. Syst., vol. 1, no. 2, pp. 1-25, 2017.

B. Zhao, P. Sun, T. Wang, and K. Jiang, “Fedinv: Byzantine-robust fed-
erated learning by inversing local model updates,” in Proc. Conf. Assoc.
Adv. Artif. Intell., 2022, pp. 9171-9179.

J. H. Bell, K. A. Bonawitz, A. Gascon, T. Lepoint, and M. Raykova,
“Secure single-server aggregation with (poly)logarithmic overhead,” in
Proc. ACM SIGSAC Conf. Comput. Commun. Secur.,2020, pp. 1253-1269.
Z. Zuo, N. Su, B. Li, and T. Zhang, “Pack: Towards communication-
efficient homomorphic encryption in federated learning,” in Proc. ACM
Symp. Cloud Comput., 2024, pp. 470-486.

Authorized licensed use limited to: University of Waterloo. Downloaded on February 18,2026 at 00:05:26 UTC from IEEE Xplore. Restrictions apply.


https://dx.doi.org/10.1109/TMC.2025.3568511

1612

[44]

[45]

[46]

[47]

[48]

[49]
[50]

[51]

[52]

[53]

Q. Zhang, C. Xin, and H. Wu, “GALA: Greedy computation for linear
algebra in privacy-preserved neural networks,” in Proc. Netw. Distrib. Syst.
Secur. Symp., 2021, pp. 1-16.

R.Liu, Y. Cao, H. Chen, R. Guo, and M. Yoshikawa, “Flame: Differentially
private federated learning in the shuffle model,” in Proc. Conf. Assoc. Adv.
Artif. Intell., 2021, pp. 8688-8696.

P. Xu, M. Hu, T. Chen, W. Wang, and H. Jin, “LaF: Lattice-based and
communication-efficient federated learning,” IEEE Trans. Inf. Forensics
Secur., vol. 17, pp. 2483-2496, 2022.

N. P. Smart and F. Vercauteren, “Fully homomorphic SIMD operations,”
Des., Codes Cryptogr., vol. 71, no. 1, pp. 57-81, 2014.

M. Yang, I. Tjuawinata, and K. Y. Lam, “K-means clustering with local dx-
privacy for privacy-preserving data analysis,” IEEE Trans. Inf. Forensics
Secur., vol. 17, pp. 2524-2537, 2022.

O.Dorabiala, J. Kutz, and A. Aravkin, “Robust trimmed K-means,” Pattern
Recognit. Lett., vol. 161, pp. 9-16, 2021.

C. Xie, O. Koyejo, and I. Gupta, “Generalized Byzantine-tolerant SGD,”
2018, arXiv: 1802.10116.

L. Erlingsson, V. Pihur, and A. Korolova, “RAPPOR: Randomized aggre-
gatable privacy-preserving ordinal response,” in Proc. ACM SIGSAC Conf.
Comput. Commun. Secur., 2014, pp. 638-649.

T. Christofides, “A generalized randomized response technique,” Metrika,
vol. 57, no. 2, pp. 9-16, 2003.

N. Wang et al., “Collecting and analyzing multidimensional data with local
differential privacy,” in Proc. Int. Conf. Data Eng., 2019, pp. 638—649.

Yuanyuan He (Member, IEEE) received the PhD
degree in computer system architecture from the In-
stitute of Information Engineering, Chinese Academy
of Sciences, Beijing, China, in 2019. She is currently
an associated professor with the School of Cyber
Science and Engineering, Huazhong University of
Science and Technology, Wuhan, China. Her research
interests are privacy computing and data security in
mobile networks, with current focus on Federated
Learning, Al on edge, and mobile generative Al

Jie Zhang (Member, IEEE) received the MS degree
from the School of Cyber Science and Engineering,
Huazhong University of Science and Technology,
‘Wuhan, China. His main research interests include
federated learning and privacy preservation.

IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 25, NO. 2, FEBRUARY 2026

Peng Yang (Member, IEEE) received the BE degree
in communication engineering and the PhD degree
in information and communication engineering from
the Huazhong University of Science and Technology
(HUST), Wuhan, China, in 2013 and 2018, respec-
tively. He was with the Department of Electrical
and Computer Engineering, University of Waterloo,
Canada, as a Postdoctoral Fellow from 2018 to 2019.
Since 2020, he has been an associate professor with
the School of Electronic Information and Commu-
nications, HUST. His current research focuses on
mobile edge computing, video analytics, virtual reality, and mobile generative
AlL

Zhe Sun (Member, IEEE) received the BS degree
from the Dalian University of Technology, in 2010,
followed by the MS degree from the University of
Science and Technology of China, in 2012, and the
PhD degree from the University of Chinese Academy
of Sciences, in 2019. He is an associate professor with
the Cyberspace Institute of Advanced Technology,
Guangzhou University, in China. He has authored
more than 50 publications in international confer-
ences and journals, focusing on privacy-preserving
mechanisms for multiparty data sharing and deep
learning.

Xuemin (Sherman) Shen (Fellow, IEEE) is an Uni-
versity professor with the University of Waterloo,
Canada. His research interests include network re-
source management, wireless network security, Al
for networks, and future communication systems.
Professor Shen is the Technical Program Committee
Chair for IEEE Globecom’24, Globecom’16, IEEE
Infocom14, and IEEE VTC’10 Fall. He was the
editor-in-chief of the IEEE Internet of Things Journal,
IEEE Network, and IET Communications. Professor
Shen served as the 2022-2023 President of IEEE
Communications Society. He is a Fellow of the Royal Society of Canada,
Canadian Academy of Engineering, and Engineering Institute of Canada, a
Foreign Member of Chinese Academy of Engineering, and an International
Fellow of the Engineering Academy of Japan.

Authorized licensed use limited to: University of Waterloo. Downloaded on February 18,2026 at 00:05:26 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


