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Two-Server Offline/Online Private Information
Retrieval With Small Client Storage

Cheng Huang ¥, Member, IEEE, Anjia Yang

Rongxing Lu

Abstract—In this paper, we propose PIRS, a two-server of-
fline/online private information retrieval scheme with small client
storage. In PIRS, a client first engages in an offline phase to
preprocess a database replicated on two servers to generate query-
independent hints. Utilizing the pre-computed hints, the client then
securely retrieves any record from the database without exposing
its index during an online phase, with the server-side computa-
tional complexity being sublinear for high efficiency. Compared to
state-of-the-art schemes, PIRS distinguishes itself by enabling the
client to outsource the hints to the servers instead of storing them,
dramatically reducing the local storage requirement from GB/MB
to MB/KB, given that the size of the hints is directly proportional to
the database volume. Specifically, the client employs secret sharing
to achieve secure hint outsourcing and only fetches the relevant
hint for each online PIR query. In such an outsourcing environ-
ment, we introduce a new technique named oblivious switching to
obfuscate repeated hint/record accesses, and carefully tailor online
PIR queries to guarantee sublinear computational complexity. Fur-
thermore, we propose a secure and efficient method that delegates
the task of locating appropriate hints for particular PIR queries
to the servers, thus avoiding costly computations or extra data
storage on the client side. Finally, we conduct a comprehensive
security analysis to demonstrate PIRS’s security, and develop a
proof-of-concept prototype to show the practicality of PIRS in
terms of computational, communication, and storage overheads.

Index Terms—Private information retrieval, offline/online,
preprocessing, two servers, small client storage, outsourcing.

1. INTRODUCTION

RIVATE Information Retrieval (PIR) is an essential privacy
protection tool for enhancing a spectrum of applications,
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including cloud computing/storage [1], data trading [2], mes-
saging [3], advertising [4], certificate management [5], and
video streaming [6]. Generally, PIR allows a client to retrieve a
piece of data from a database in a privacy-preserving manner,
i.e., the client can retrieve a single file from a large digital
library without revealing which file is of interest. Modern PIR
schemes can be roughly categorized based on the number of
deployed servers: single-server models, where data is hosted on
one server [7], [8], [9], [10], and two/multi-server models, with
data replicated across two or multiple servers [11], [12], [13],
[14], [15]. Single-server PIR often relies on partially or fully
homomorphic encryption (PHE/FHE) that complies with strict
security assumptions, with its efficiency hinging on PHE/FHE
performance and novel designs. Differently, two/multi-server
PIR operates under the assumption that not all servers are
compromised or colluded with each other. The assumption is
less stringent, but it enables the construction of notably efficient
PIR schemes that have attracted considerable research attention.

Among the state-of-the-art works, two-server PIR schemes
based on distributed point functions (DPF) stand out by their
communication efficiency [16], [17], [18], [19]. The core ad-
vantage of DPF lies in its unique capability: it enables two
servers to jointly evaluate a private function that is non-zero
at a single point, while maintaining the confidentiality of that
value during the evaluation. This feature can be utilized to real-
ize two-server PIR with logarithmic communication efficiency.
Although these schemes are impressive, they still incur linear
computational costs on the server side inevitably. To overcome
the limitation and improve the server’s throughput, two-server
offline/online PIR schemes (also known as stateful PIR schemes)
are proposed [12], [13], [14], [20].

One of the groundbreaking two-server offline/online PIR
schemes was proposed by Corrigan-Gibbs and Kogan [12]. In
their scheme, given a database DB of size N, the client first
generates hints by interacting with two servers during the offline
phase. Each hint involves a subset S of v/N distinct random
indices from the interval [0, N — 1] and an associated Parity
Word @;csDBJi], where DB[i] denotes the i-th database entry.
The client then locally stores these hints. In the online phase,
to retrieve the ¢-th record from the database, the client locates
a subset S that includes i, requests from the servers the Parity
Word of the subset S\ {i}, and combine it with the Parity Word
of the subset S to recover DBJ[¢]. It can be observed that the
server only needs to touch v/N — 1 entries during the online
phase, and the computational complexity is sublinear to the
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database size, which is O(\/N ). Furthermore, they proposed
a technique named puncturable pseudorandom sets (PPRS) to
compress a subset into a PIR key, reducing the communication
complexity from O(v/N) to O(x -log, v/N), where A is a
security parameter, and also proposed a hint refreshing approach
to prevent privacy leakages caused by hint reusing [13]. Re-
cently, several promising PIR schemes have been established
based on [12], [13]. Some works focus on extending the two-
server offline/online PIR schemes to single-server models by
utilizing PHE/FHE or streamlining offline preprocessing [21],
[22], while others discuss how to support mutable databases,
considering that databases may be changed and updated over
time [13], [14].

Although previous two-server offline/online PIR schemes
hold potential for a wide range of application scenarios, they all
encounter a serious concern: the client storage for hints escalates
linearly with the size of the database and its entries. For example,
with a database comprising 10, 000 records, each of 100 KB size,
the client needs to store at least 1 GB of hints for online PIR. Such
storage demands may become untenable for a client with limited
storage resources. Therefore, minimizing client storage costs
while preserving sublinear online computational complexity on
the server side is desirable. To address the issue, a natural idea is
to outsource the client’s hints to two servers via secret sharing,
and then allow the client to fetch the necessary hint for each
online PIR query as needed. Nevertheless, designing such a new
offline/online PIR scheme is far from trivial, as the behavior
of retrieving one particular hint leaks the index of that hint
within the entire outsourced hints, and leads to security issues.
An obvious problem with outsourcing hints is how to refresh
a used hint in an outsourcing environment. If a client directly
replaces a used hint with a refreshed one at the correspond-
ing index, this action may inadvertently signal to the servers
that identical hint indices indicate repeated access to the same
database record. Such a pattern could compromise the PIR’s
privacy guarantees. To overcome the challenge, we propose a
method named oblivious switching. This technique allows for
the replacement of a used hint with an unused one randomly
chosen from all outsourced hints in a manner that is oblivious to
the servers, without modifying the hints’ distributions. In other
words, a used hint is refreshed only after its index has been ob-
fuscated, ensuring that the servers have a negligible probability
of deducing the index of the refreshed hint. Consequently, this
helps to conceal the access pattern that reveals repeated access
to the same database record based on identical hint indices. The
oblivious switching technique primarily utilizes the ‘obliviously
write’ characteristic of DPF, which enables a client to overwrite
an outsourced hint without disclosing its index. Moreover, we
carefully tailor online PIR queries to ensure that the client can
obtain a random, non-used hint for substitution with the used
hint.

In addition to the client storage concerns mentioned above, an-
other issue with existing two-server offline/online PIR schemes
is that PPRS, constructed from puncturable pseudorandom func-
tions (PRFs), does not support fast membership testing due to the
non-invertibility property. In contrast, PPRS constructed from
pseudorandom permutations do support fast membership testing
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but at the cost of increased online communication overheads
from O(% - logy V/N) to O(v/N). Here, fast membership testing
refers to the process of quickly locating the index of a hint as-
sociated with a given query index. Specifically, with PRF-based
PPRS, finding a proper hint that matches a query index requires
at most AN PRF operations. To circumvent the heavy compu-
tations, the client can store an additional data structure of size
AN -logy N to expedite hint locating, as discussed in [12], [13].
Alternatively, our proposed solution is to delegate the task of hint
locating to the servers. In this way, the client is relieved of the
burden of conducting costly local computations or maintaining
supplementary data structures, yet retains the ability to pinpoint
the requisite hint efficiently through interaction with the servers.
To achieve the task delegation, we introduce linearly homomor-
phic encryption with preprocessing (LHEP) and integrate it with
bloom filters, super-increasing sequences, and Beaver’s matrix
multiplication techniques. Bloom filters are used to encode the
hint before delegation. LHEP and super-increasing sequences
are employed to enable secure and highly efficient hint locating
on the server side by transforming the membership testing
operations to dot product operations. However, LHEP may
cause huge storage costs or online communication overheads;
as a result, we also employ Beaver’s matrix multiplication to
streamline communication costs or local storage costs through
offline preprocessing. In summary, the main contributions of the
paper are threefold:

e First, we propose a new two-server offline/online PIR
scheme, named PIRS, that can alleviate a client’s storage
burden, i.e., reducing the local storage costs from GB/MB
to MB/KB, regardless of the database record size, while
concurrently preserving sublinear online computational
complexity.

e Second, we develop a secure hint locating method, which
enables a client to efficiently find proper hints for any PIR
queries by server interaction with small communication
costs, avoiding linear computational costs and eliminating
the need for additional storage.

® Third, we provide a simulation-based security analysis to
demonstrate the security of PIRS, and we also develop a
proof-of-concept prototype to show its practicality in terms
of computation, communication, and storage overheads,
with databases containing millions of records and record
contents at the KB level.

The remainder of this paper is organized as follows. In
Section II, we introduce the system model, define the security
model, and identify the design goals. Then, we present prelim-
inaries in Section III, and propose the two-server offline/online
PIR scheme in Section IV. Subsequently, security analysis and
performance evaluation are given in Sections V and VI, re-
spectively. Finally, Section VII reviews some related works and
Section VIII draws the conclusion.

II. MODELS AND DESIGN GOALS
A. Notations

We introduce the following notations for clarity: Matrices are
denoted by bold uppercase letters, e.g., M. Vectors use bold
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Fig. 1. System model.

lowercase letters, e.g., v, and set entities are represented by hol-
low uppercase letters, e.g., S. For matrices, M3, :| denotes the
i-th row, while M[:, j] represents the j-th column. For vectors
and sets, v[i] and S[¢] indicate the i-th element, respectively.
The superscripts 0 and 1 indicate the secret sharing of these
constructs. For example, secret shared forms of matrix M are
M?O and M, and for vector v, they are vY and v!. For symbols
0 or 1, an overline indicates negation; thus, for § = 0, B is 1,
and for 8 =1, B1is 0.

B. System Model

A remote database system consists of two entities: a client
and database servers. The servers are responsible for managing a
database DB = (i, cnt; )Y, , which is represented by a collection
of (index, content) pairs. Without loss of generality, we assume
that the size of stored contents is standardized by padding smaller
ones with dummy data or cutting bigger ones to data chunks,
such as all contents have the same size, i.e., [cnt;| = |ent;| =7
forany i # jandi,j € [1, N].

Two-Server Model: In such a system, a client seeks to retrieve
the ¢-th record cnt; from DB, without revealing the index 7 to the
servers managing the database. Particularly, a two-server model
is considered, where two servers, DSy and DS, are deployed
with identical copies of DB, as shown in Fig. 1.

C. Threat Model & Security Model

Threat Model: Database servers are usually held by cloud ser-
vice providers that cannot afford loss of reputation and negative
impacts associated with being caught cheating. Consequently,
the servers are assumed to be honest-but-curious, i.e., they
honestly provide database services, but may be curious about
a client’s queries and analyze the client’s queries by launching
passive attacks. Under such a threat model, other malicious
attacks on availability (e.g., intentionally deleting stored records
or rejecting any client’s queries) are out of scope.

Trust Model: In the system, a client is trusted, and two
database servers, DSy and DS, do not collude with each other.
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The assumption is reasonable to some extent as each server
can be maintained by a separate cloud service provider. The
non-collusion assumption has been widely adopted in recent
works [23], [24], [25].

Syntax of Two-Server Offline/Online PIR: We define a two-
server offline/online PIR scheme, 1I, that consists of seven
algorithms: HtGen(-), HtPrep(:), Query(:), Answer(:),
Recov(-), HtUpd(-), and HtREsh(-):

e HtGen(M,DB) — HT: The algorithm is executed by
DSy. Given the size of hints M, the algorithm allows DS
to preprocess DB and output the hints HT for subsequent
online PIR queries.

e HtPrep(HT) — (K, PHy,PH;): The algorithm is exe-
cuted by a client. By inputting the received hints, the client
runs the algorithm to create locally stored PIR keys K and
generate the partial hints PH g (o 1) which are outsourced
to DSgc0,1}, respectively.

e Query(K,#0) — (qug, quq, st): The algorithm is executed
by a client. Given the PIR keys K and a query index 6 €
{1,2,..., N}, thealgorithm enables the client to formulate
two PIR queries, denoted as qu and qu, with a secret state
st.

* Answer(qug, PHg, DB) — ansg: The algorithm is exe-
cuted by DSgc(o,1;. With the inputs of the received PIR
query qug, the outsourced hints PHg, and the database
DB, DS runs the algorithm to generate the corresponding
PIR response ansg.

e Recov(st,ansp,ans;) — (cntg,aux): The algorithm is
executed by a client. With the received PIR responses, ansg
and ansy, the client runs the algorithm to recover cntg based
on the secret state st, and obtain auxiliary information aux
for hint refreshing.

e HtUpd(st,K,aux) = (K, rqg,rq;): The algorithm is ex-
ecuted by a client. Taking as inputs the secret state st,
the current PIR keys K, and the corresponding auxiliary
information aux, the client runs the algorithm to update K
and create two hint refreshing requests, denoted as rq, and
rq;.

* HtRfsh(rqgz,PHp) — PHp: The algorithm is executed
by DSgc(0,1y- Given the hint refreshing request rqz, DSg
runs the algorithm to refresh current outsourced hints PH 5.

Correctness of two-server offline/online PIR: We say that
a two-server offline/online PIR scheme is correct if, given a
database, DB, and an index 6 € {1,2,...,n}, the probability

HT < HtGen(M,DB)

(K, PHy, PH; ) < HtPrep(HT)
(qug, quy, @) < Query (K, 0)
ansg < Answer (qug, PHy, DB)
ans; < Answer (qu,, PH;,DB)
(cnty,_) < Recov (a, ansp, ansy)

/ .
cnty = cntyp :

Pr

is 1 — n, where 7 is negligible.

Security Model: The security of the two-server offline/online
PIR is captured by a family of stateful leakage functions £ =
(chorep £ £UPd) that describes what information is leaked
to a polynomial-probabilistic-time (PPT) adversary 4 during
the executions of HtPrep(-), Query(-), and HtUpd(-). The
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security is formulated using a simulation that involves a real
experiment REALY (1) and an ideal experiment IDEALY s.c(A),
where A is a security parameter. If A cannot distinguish the
two experiments (i.e., whether it interacts with a simulator S
or a real client), there is no other information revealed except
the information included in £. The real experiment and ideal
experiment are defined as follows:

e REALY{(%)- (D .Achooses adatabase DB, and if A controls
DSy, itexecutes HtGen(+) and sends HT to areal client; (2)
the client executes Ht Prep(+) and outsources hints to A;
(® A chooses a polynomial number of queries. For each
chosen query, S executes Query(-) and HtUpd(-), and
sends the corresponding PIR query and the hint refreshing
request to A; (4) Finally, A outputs a bit {0, 1}.

* IDEAL{ 5 (1) - @ A chooses a database DB, and if A
controls DSy, it sends £"P(-) to S; ) Using L™™P(.), S
simulates as an honest client and generates the transcripts
of executing HtPrep(-); 3) A chooses a polynomial
number of queries. For each chosen query, using £%(+)
and £"P(-), S simulates all transcripts during the execution
of Query(+) and HtUpd(-); (@) Finally, A outputs a bit
{0,1}.

Definition 1 (L-Security): A two-server offline/online PIR

scheme, 11, is L-secure if, for a PPT adversary, A, there exists a
PPT algorithm & such that

IPr[REAL{ (1) = 1] — Pr[IDEAL{ 5 »(1) = 1]| < negl().

We argue that IT is adaptively secure if A has the capability
to select its queries in an adaptive manner. In other words, A is
not required to choose all queries at the beginning; instead, it
can determine each query based on the transcripts received from
previous queries.

D. Design Goals

In the context of the system and security models, we aim to
propose a two-server PIR scheme that is both £-adaptive secure
and practical. Our focus on practicality is multi-faceted:

® Large Database Support: The proposed scheme should ac-
commodate large-scale databases, with millions of records
and KB-level data sizes.

o Small Client Storage: The proposed scheme should elim-
inate the need for a client to store a significant amount of
data locally.

® FEnd-to-End Efficiency. We define this metric as the per-
query wall-clock latency, measured from issuing a query
to retrieving the desired record. It accounts for client- and
server-side computation while excluding network propa-
gation delays. The scheme should achieve low end-to-end
latency.

® High Server Throughput: The proposed scheme should
enable database servers to efficiently process and respond
to clients’ PIR queries. We denote a server’s throughput as
the number of queries processed per second for each CPU
core (#/s/core).

e Communication Efficiency. We define this metric as the
per-query communication volume, i.e., the total number of
bytes transmitted in both uplink and downlink. The scheme
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is expected to maintain communication efficiency with a
low communication volume.

III. PRELIMINARIES
A. Super-Increasing Sequence

A super-increasing sequence (SIS) is a set of integer numbers
where each element is greater than the sum of its predecessors.
Such a sequence can be denoted by a of size n. The SIS
generation algorithm is defined as follows:

® SIS.Gen(n,7)— a: Given asize n and a stride 7 € N,

the algorithm outputs a super-increasing sequence a, sat-
isfying a[i] - 7 < afi + 1] forany i € [1,n — 1].

B. Beaver’s Matrix Multiplication

Beaver’s multiplication technique is widely used in secure
multi-party computation, which achieves secure multiplication
of two secret-shared elements in a finite field F. The tech-
nique has been generalized to secure multiplication of two
secret-shared matrices in I [26]. In a two-party model (Party
0 and Party 1), given two additive secret shares of matrices
M, € Fand M; € F, namely, (M, M}) and (M9, M1) satis-
fying M§ + M} = Mg and M + M} = M, Beaver’s matrix
multiplication can be captured by the following three algorithms:

e BV.Gen(dimg,dim;) — (U°, UL, VO VI WO W1
The algorithm is executed by a trusted dealer. It takes
the dimensions of M, and M; as inputs, and outputs
the additive secret shares of three random matrices
(U,V, W), satisfying U-V =W, where U and V’s
dimensions are dimg and dim, respectively.

e BV.Prep(Mj, M/ U? V#) = (EJ E/): The algo-
rithm is run by Party 5 € {0, 1}, with the inputs of secret-
shared matrices, and outputs two preprocessed matrices
Eg = Mg —U” and Ef = M? — V7 shared with Party

o BV.Proc(Uﬁ,Vﬂ,EOB,E’f,Eg,Ef,Wﬁ) — F?: The
algorithm is executed by Party 5 € {0, 1}, with the inputs
of secret-shared matrices and the preprocessed matrices
received from Party (.Inthe algorithm, Party breconstructs
E’ = E] + Ej andE' = E/ + E/ and generates another
matrix Fg = 8- (E°-E!) + U? - E! + E° - VP 4+ W5,

Here, we have Fy+F; = M, - M, € F, and its security
under the semi-honest and malicious models has been proved.
We refer more details to [26].

Definition 2 (Simulation Security of Two-Party Beaver’s Ma-
trix Multiplication [26]): Suppose one party is compromised by
a probabilistic polynomial time (PPT) adversary A, two-party
Beaver’s matrix multiplication is secure if, given the leakage
of the (L?Y(My, M;) = (dimg, dim;), there exists a PPT al-
gorithm, STM, that can make the outputs of the following two
experiments computationally indistinguishable:

— REALBY(X): This is the real-world experiment that out-
puts (U, V8 W5, Eg, Ef, F#) by running BV . Gen(+),
BV.Prep(-), and BV.Proc(-).

— IDEALBY(1): This is the ideal experiment that outputs

STM(LEY (Mo, M,)) — (UP, VP W5 E E} FP).
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C. Bloom Filter

A Bloom Filter (BF) [27] is a compact data structure that
utilizes an m-bit binary vector (b) to denote a set of n variable-
length elements S. It enables efficient membership inquiries on
an element s without false negatives and small false positives.
There exist three algorithms for constructing a BF and achieving
membership test:

e BF.Setup(e,n, k) — (H,m): With the inputs of false
positive rate € € (0,1), capacity n, and number of hash
functions k, the algorithm outputs k& universal hash func-
tions H where each h;(-) — [1,m] for j = 1 to k and the
BF size m.

e BF.Build(S,H,m) — b: On the inputs of hash func-
tions H, the algorithm initializes an m-bit zero-binary, b,
traverses each S[i] fori = 1tom, sets b[h ;e[ 1) (S[i])] = 1
for j = 1 to k, and outputs the m-bit binary b.

e BF.Check(s,b) — 0/1: The algorithm takes an element
s and the binary b as inputs. If s € S, i.e., b[h;(s)] = 1 for
j = 1to k, the algorithm outputs 1; otherwise, outputs 0.

False Positives of a BF: The false positive rate of a BF with
the parameters (n, m, k) is:

k
€= <1—exp (—Z{j)) . (D)

D. Pseudorandom Function

Pseudorandom function (PRF) is a cryptographic primitive
used to generate outputs from inputs and one key, and can ensure
that the generated outputs are computationally indistinguishable
from truly random outputs. PRF is denoted by PRF : £ x Dj, —
Dou, where x € {0, 1}’\ is a symmetric key, and Dy, and D, are
input and output domains.

E. Distributed Point Function

A two-party Distributed Point Function (DPF) [28] allows
a client to divide a point function, denoted as f(-) : z* — y*,
where z* € X and y* € Y, into two function shares: K, and
K. These shares are then distributed to two parties, respectively,
and reveal no information about the point function f(-). When
combined, their evaluations at a specific point x* can be used to
recover f(z*) = y*, while evaluations at all other points «’ # z*
result in zeros. DPF can be captured by two algorithms:
® DPF.Gen(A,z*,y*) — (Ko, K1): The generation algo-
rithm takes (z*,y*) and a security parameter A as inputs,
and outputs two function shares Ky and K.

® DPF.Eval(Kgs,z) — ys: On the inputs of one point
x € x, and one function share K3 where 3 € {0, 1}, the
evaluation algorithm outputs y3.

Here, we have @©gco,1yys = Yo ©y1 = f(z). If x # 2%,
f(z) = 0; otherwise f(z) = y*.

Definition 3 (Simulation Security of Two-Party DPF [28]):
Suppose one party is compromised by a PPT adversary A,
two-party DPF is secure if, given the leakage of the input and
outputsizes (L (f) = (|X], |Y]), there exists a PPT algorithm,
STM, that can make the outputs of the following two experiments
computationally indistinguishable:
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— REALPP¥(X): This is the real-world experiment that out-
puts (K, K1) by running DPF . Gen(-).

- IDEALDPF(A): This is the ideal experiment that outputs
STM(LP(f)) — (Ko, K ).

F. Puncturable Pseudorandom Sets

Puncturable pseudorandom set (PPRS) is a cryptographic
primitive used to generate a compressed representation of a pseu-
dorandom set S C {1,2,...,n} and |[S| = y/n, which consists
of five algorithms:
® PPRS.Gen(A,n) — sk: The algorithm generates a uni-
formly random puncturable-set key sk € {0, 1}* by taking
a security parameter A and the size of inputs n.

e PPRS.Evalj(sk\sk®) — S:Ontheinputs of sk or sk*, the
algorithm outputs a pseudorandom set S C {1,2,...,n}.

e PPRS.Evaly(sk\sk®,{) — S: On the inputs of sk or sk*
and an offset ¢ € [1,n], the algorithm outputs a pseudoran-
domsetS C {1,2,...,n},whereS = {(i 4+ ¢) mod n|i €
PPRS.Evalj(sk\sk")}.

® PPRS.Punc(sk,(,i*) — sk™: On the inputs of sk and *,
the algorithm outputs a punctured set key sk*, satisfying
PPRS.Evaly(sk, () = PPRS.Evaly(sk, {)\{i*}.

e PPRS.Loc(sk,i) — ¢: On the inputs of sk and an el-
ement i € {1,2,...,n}, the algorithm randomly picks
r € [1,4/n], and outputs an offset ¢ such that i =
PPRS.Evali(sk, ¢)[r].

The security of PPRS can be captured by a game between a
PPT adversary A and a challenger C.

Exptg‘F‘,jR& - Security Game for PPRS

e (C executes the following steps:
- sk + PPRS.Gen(A,n), S + PPRS.Evalj(sk),
- randomly pick i* € S, sk* «<— PPRS. Punc(sk, 0,*)
and sends (n, sk*) to A.

o Aselectsi’ € {1,2,...,n}.

o Aoutputs 1if i/ = i*; otherwise 0.

Definition 4 (Security of PPRS [12]): PPRS is com-
putationally secure if for a PPT adversary A, we have
Pr[Exptg‘SRs’A()») =1] - = negl(}), where X is the

1
" n—[S|+1
security parameter.

Exptl;,?g; A Security Game for PPRS

e (C executes the following steps:
-7 {01}
- sk <~ PPRS.Gen(A,n), S, - PPRS.Evali(sk)
- Sy & ()
and sends (n, Sy, S1) to A.
e Apicks 8 € {0,1}.
e A outputs 1 if b = ; otherwise 0.

Definition 5 (Pseudorandomness of PPRS [12]): PPRS im-
plies pseudorandomness if for a PPT adversary 4, we have
Pr{Expt5ies 4(A) = 1] — 3 = negl(A), where A is the secu-
rity parameter.
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The above two definitions also hold if S (resp. S.,) is sampled
based on (sk, (), i.e., S = PPRS.Evaly(sk,(), where sk <

PPRS.Gen(A) and ¢ & [1, 7).

G. LWE-Based Linearly Homomorphic Encryption

A linearly homomorphic encryption scheme with preprocess-
ing (LHEP) [9] enables efficient and secure computation of the
dot product between a ciphertext vector/matrix c, and a plaintext
vector/matrix b, and its security is based on Learning-With-
Errors (LWE) assumptions. LHEP consists of the following five
algorithms:

e LHEP.Setup(i) — pp: Given a security parameter

A, the algorithm outputs public parameters pp =
{7, g, n,x,7,A, A}, where (7, ¢, x) are LWE param-
eters, z2is the plaintext modulus, 72 is the plaintext vector’s
dimension, A = | ¢/z],and A € Z7'*” isarandom LWE
matrix.

e LHEP.Enc(pp,t,v) — c: On the inputs of a plaintext
vectorv € Z7 and asecretkey t € Z7, the algorithm sam-
plese € x”,and outputsc = A -t +e+ A - v mod ¢.

e LHEP.Prep(pp,b) — p: With the inputs of a plaintext
vector b € Z;X’”, the algorithm outputs p = b - A mod
72

e LHEP.Apply(pp,b,c) — ct: On the inputs of b and c,
the algorithm outputs the ciphertext of < v,b >, ct =b -
c mod ¢.

e LHEP.Dec(pp,ct,p,t) — d: With the inputs of ct, p, and
Rounda ((ct—p-t) mod ¢) mod

t, the algorithm outputs d =
72, where Round (+) is a function that rounds an input to
the nearest integral multiple of A.

LWE Parameters: The LWE parameters (72, ¢, x) are defined
asfollows: 7z and ¢ are positive integers, and x denotes a discrete
Gaussian distribution with standard deviation o and mean 0.
Given the concrete values of LWE parameters, the hardness
of solving a decision/search LWE problem can be estimated
according to [29].

Definition 6 (Security of LHEP [9]): LHEP is semantically
secure if, given public parameters pp < Setup(A) and two
vectors vg, vy € Z;’;, for a PPT adversary A, we have |W; —
Wi| = negl(r), where

[A(pp,c) =1: sk« Z7,

W = PT '
Be{0,1} ¢ + Enc(pp, sk, vg)

IV. PROPOSED SCHEME: PIRS

In this section, we present the construction of the proposed
two-server offline/online private information scheme, named
PIRS.

A. Scheme Design: Outsourcing Hints

To improve readability, Fig. 2 provides a high-level overview
of PIRS. The details of PIRS can be found in Scheme 1, which
allows a client to retrieve records from a remote database without
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Fig. 2. High-level overview of PIRS. The offline phase includes hint and
key generation, parity word construction, and outsourcing to the two servers.
The online phase includes PIR queries and record reconstruction. The main
algorithms and data flows are highlighted using arrows.

exposing query indices, including seven algorithms. In the fol-
lowing, we provide a design sketch and highlight our scheme’s
novelty.

PIRS preprocesses the entire database during an offline phase
to improve retrieval efficiency during an online phase. Compared
to existing two server offline/online PIR schemes [12], [13], it
distinguishes itself by eliminating the requirement of storing
numerous hints on the client’s end through outsourcing hints
to the servers. Impressively, PIRS accomplishes this without
compromising the sublinear online computational complexity
on the server side. As such, PIRS is an extension and hybrid
of several techniques, including punctuable pseudorandom set
(PPRS), secret sharing, randomization, distributed point functon
(DPF), and oblivious switching.

Specifically, during the offline phase, the server DSy initial-
izes the scheme by generating a set of puncturable-set keys
(ski,ska, ..., skyg) with PPRS. Gen(-). For eachkey skic[i s
there exists an associated random offset ¢; € [1, N]. Com-
bining sk; and (; as a PIR key, a pseudorandom set S; =
PPRS.Evalj(ski, ;) can be found to create a Parity Word
of DB, denoted as PW; = ®j¢s,cnt;. In existing two-server
offline/online PIR schemes [12], [13], a client has to keep all
the hints HT = (sk;, (;, PW;), locally. The storage com-
plexity is O(M - (A + logy(N) + £)), directly proportional to
the voluminous data sizes encountered in the entire database
DB, which could be incredibly large. In comparison, PIRS
is an alternative with more focus on lightweight client stor-
age: it outsources partial hints (the Parity Words (PW;)M )
to the servers, allowing clients to merely store the PIR keys
K = (vsk, (sk;, (;, ver;)™,). Here, vsk is a secret key for hint
updating, which will be discussed later. In this way, the storage
overheads on the client’s end can be significantly reduced to
O(h+ M- (% +logy N + |ver])).

To securely outsource partial hints, PIRS applies secret shar-
ing and randomization techniques: All Parity Words (PW,)M,
are randomly shuffled by a permutation function ¢(-), and are
randomly divided into two secret shares PH, = (PW?)M | and
PH,; = (PW;)M,, satisfying PW? @ PW; = PW,. By doing
so, the relationship between the original hints HT and the
outsourced partial hints PH, and PH; can be concealed. The
design implicitly ensures that the client can recover a Parity
Word PW;c[1 A with the assistance of the servers without
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Scheme 1: PIRS: Two-Server Private Information Retrieval.

1:  Algorithm HtGen(M, DB)

2:  Parse DB as (cnt;) Y,

3 for i =1to M do

4 sk; < PPRS.Gen(A, N), G & [1,N]

3: S; + PPRS.Evaly(sk, )

6 PWZ — @jegicntj

7 return HT < (sk;, ¢;, PW;)M,

8:  Algorithm Ht Prep(HT)

9:  Parse HT as (sk;, ¢;, PW;)M,
10:  Choose a random permutation ¢(-) : [1, M] — [1, M]
11:  Permute (sk;, ¢;, PW;)M, using ¢(-)
12:  wvsk « {0,1}*
13:  fori=1to Mdo
14: ver; <+ 0, PWY & {0,1}4, PW} «+ PW; @ PW!
15:  PHp < (PW)M,, PH,; + (PWY)M,
16: K « (vsk, (sk;, G, ver;),)
17:  return (K, PH)

18:  Algorithm Quervy(K, #)
19:  Parse K as (vsk, (sk;, ¢;, ver;)M,)
20:  Find ¢ € [1, M] satisfying § € PPRS.Evalj(sks,(s)
21:  Sample a + Bernoulli(%)
22: Sknew ¢ PPRS.Gen(A, N),
Chew < PPRS.Loc(skpew, 0)
23: Shew < PPRS . Evalir(sknew, Crew)
24:  skj < PPRS.Gen(A, N), ¢, & [1,N]
25: sk « PPRS.Gen(x, N), ¢ & [1, N]
26: if @« = 0 then
27: p@[l,/\/l],zlezoeﬂ
28: SO < SneWa To (Ti So\{?(,o}
29: Si < PPRS.Evaly(sks, (), r1 & S1\{x1}
30: ski <= PPRS. Punc(sknew; Cnew, %0)s Co <= Cnew
31: sk] < PPRS. Punc(sks, (s, %1), ¢ + (s
32: if p # ¢ then
33: sk’ < skp, ¢1 + C,
34: else if & = 1 then
35: S1 = So + Shew, Cik <~ CS < Cnew
36: v & {0,1}, 0 & 1L, M]
37: iy 0,1y v S\ {x+}, 25 14,15 & S\ {x5}
38: skfy < PPRS. Punc(sknew, Cnew; %~)
39: sk’; < PPRS. Punc(sknew, Cnew; %5)
40: qug < (9, SkB’C675k67<87T0),
quy — (57 Sk,la CL Sk’ia <T7 Tl)
41: st < («, 9, p, s7€0, ¢l Sknew Cnew)
42: return (st, qug, qu;)
43:  Algorithm Answexr(qug, PHg, DB)
44 Parse qug as (4, sk, s, sk, G, )

45:  Parse PHz and DB as (PW/ )M and (cnt;)N,
46: S} < PPRS.Evaln(sky, (j), Dj Bjes, cnt;
47: Sp PPRS.Evaln(skg,(;;), Dg < @jes,cnt;
48: return anss < (D}, Dg, cnt,, PW?)

49:  Algorithm Recov(st, ansg, ans;)

50: Parse st as («, 0, p, sko, €y, SKnew Cnew)

51:  PW; « PWY @ PWL, y* < 0, PWpey & {0,1}7
52: if vers # 0 then

53: PW; < PW;s @ PRF(vsk, §||very)

54 if o = 0 then

55: cntg < PWs @ Dy
56: PWupd < Dy @ cnty
57: if p # § then

58: PWypa < D)

59: if ver, # 0 then

60: PWiew < PRF(vsk, p||ver),)
61: ver, < ver, +1

62: PWiew <

PWhew @ cntg @ Do ® D} ® PRF(vsk, p||ver),)
63: else if @ = 1 then

64: cntyg <= Do @ Dy @ cnt,.

65: PWypa < PW;5

66: aux <= (PWypa, PWoew, ¥*)

67:  return (cnty, aux)

68: Algorithm HtUpd(st, K, aux)

69:  Parse K and aux as (sk;, (;, ver;), and
(PWupda PWnew» y*)

70:  Parse st as (@, d, p, skg, €0, Sknew, Cnew)

71: if o = 0 then

72: Update sks < Skpew and (5 < Cpew in K

73: if p # 0 then

74: Update sk, < skpew and ¢, <= Cpew in K

75: Update sks < skg and (5 «— ¢} in K

76 PWohg < {0, 1}, PWy 4 < PW0q @ PWypg

77 (Ko, K1) + DPF.Gen(A,p,y*)

78: rqg < (6, Ko, PWipa, PWoew),
rq; < (0, K1, PWypg, PWoey,)

79: return (K, rqg, rq;)

80: Algorithm HtRfsh(rqg, PHp)

81:  Parse rqy and PHj as (3, K, PW} 4, PWiey) and

(PWi){\il

82:  Update PW; < PW. , in PHj
83: for i = 1to M do

84: if DPF.Eval(K3g,?) = 1 then
85: PW!  PW, @& PWpey,

86: return PHg

revealing its pre-shuffled position ¢! (7). The feature is crucial,
especially considering that DS creates all Parity Words, yet the
client needs to retrieve particular Parity Words associated with
PIR queries.

After outsourcing the hint, the client is capable of retriev-
ing the #-th record cnty from the servers privately where

0 € [1,N]. The process begins with the client pinpointing
the relevant PIR key (hint) (sks,(s) that fulfills the condi-
tion 6 € PPRS.Evaly(sks,(s), with § € [1, M]. Then, the
client proceeds to construct two distinct PIR queries qu, and
qu; for DSy and DS;, respectively. Similar to the method
in [13], the formulation of the PIR queries adheres to two
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cases for the purpose of preventing potential information
leakage:
® Case-I (o = 0): The PIR query qu incorporates the index
8, and the PIR query qu; embeds both the index ¢ and the set
difference S;1\{0}, where S; = PPRS.Evalj(sks,(s).
In response, the server DS provides the partial hint PWY,
and the server DS; returns the partial hint PW; and the
Parity Word D; of DB indexed by the set S;\{6}. The
client recovers the #-th record as:

cntg = PW§ @ PW} @ Dy
= (@j€§1Cntj) (&3) (@jegl\{g}cntj). )

® Case-1I (o = 1): The PIR query qu, incorporates the set
difference Sp\{x0} and a random index ro € Sp\{x0},
and the PIR query qu, incorporates a set S;\{x1} and
a random index r; € S;\{x1}. The sets Sy and S; are
congruent, each comprising v/ N unique indices from the
sequence {1,2,3,..., N}, one of which is the desired 6.
With the configuration, x.c(o,1} corresponds to 6, and
%5 = r~. Accordingly, the server DSq returns the Parity
Word Dy of DB indexed by the set difference So\{x0}
and the ro-th record cnt,,,, and the server DS; returns the
Parity Word D, of DB indexed by the set S1\{%1 } and the
r1-th record cnt,., . The client recovers the §-th record as:

cntg = Do D1 & Cntrw
= (691631\{%0}(:”1:]') @ (QajESl\{Zl}cntj) ® ety
= cntg D ent,. Dent, . 3)

To ensure security, it is crucial that the two cases above are
indistinguishable to the servers, which necessitates the inclusion
of dummy data within the PIR queries qu, and qu;: 1) arandom
index ¢ € [1, M] should be incorporated into the PIR queries
in Case-II; and 2) a set difference So\{6} and corresponding
random indices ry and r; should be incorporated into the PIR
queries in Case-1. Moreover, the set difference in the PIR queries
can be compressed using PPRS to save communication over-
heads, e.g., S1\ {6} can be represented by (skj, (5).

After receiving PIR responses, the next step for the client
is to update the previously used hints. However, refreshing
outsourced hints is challenging. The disclosure of § allows
differentiating between two queries on the same record with
non-negligible probability, if the client directly replaces PW;s.
To address the issue, we propose a technique named oblivious
switching, which enables the client to obliviously switch PW;
with another random Parity Word PW ,, where p € [1, M]. In
other words, after hint refreshing, PW,, is fetched if the client
queries @ again, instead of PW;. Although the technique is
named oblivious switching, it is more than mere “switching”
and “replacement”, since the used hint PW; cannot be reused.
The client must resample a new Parity Word to substitute the
original PWs, and then swap the new Parity Word with PW,
without exposing p. Most importantly, the original distribution
of the outsourced hints should not be altered during the process.
To achieve this, we apply DPF and make subtle modifications to
the PIR queries, which enables the client to obliviously rewrite

IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 23, NO. 2, MARCH/APRIL 2026

PW,,. To further improve the efficiency of DPF, the secret key
vsk and one-time pad are used to protect PW,,. By doing
so, the result of each DPF evaluation is either O or 1 instead
of Z. The design can avoid the time-consuming “expanding”
operations for each DPF evaluation, when the data record size
is large, i.e., £ is large. After refreshing, we have vers > 0, and
the client needs to compute a one-time pad PRF (vsk, p||vers) to
recover PWg. Due to DPF’s security, the relationship between
the randomly picked p and the queried § can be concealed during
the refreshing. As a result, two PIR queries on the same record
cannot be distinguished.

Lazy Hint Refreshing: PIRS leverages oblivious switching
for outsourced hint refreshing, which entails a computational
complexity of O(M) (xor M Parity Words to hide p) on the
server side. Especially for large stored contents, the technique is
more computationally demanding than existing two-server of-
fline/online schemes [12], [13] and results in delays. Fortunately,
the client can consecutively launch multiple PIR queries without
initiating an immediate hint refresh (see correctness analysis
in Section V-A). Instead, the accumulated used hints can be
refreshed in a lazy manner. Each pair of PIR queries occupy two
used hints with the indices § and p, and these used hints should
be removed for subsequent PIR queries until the hint refreshing
is completed.

Supporting Mutable Databases: PIRS can incorporate the
database update mechanism proposed in [13]. The mechanism
enables a client to store the database as an array of sub-databases,
with each sub-database having corresponding hints updated
independently. The approach significantly reduces the hint up-
dating costs in comparison to regenerating hints for the entire
database. As PIR over mutable databases is not our paper’s focus,
we are not going to delve into it. Further details are available
in [13].

B. Secure and Efficient Hint Locating

Although PIRS does not require a client to store numerous
hints locally, the client needs to perform one indispensable
operation: PIR keys (sk;, Q)f\il must be expanded sequentially
until a key (hint) (sks, (5) is located containing the query index ¢
(line 17in Scheme 1). The method is named LinearScan, and the
expected time to find the correct hint is linear in M on the client
side and /N PRF operations are necessary for expanding each
PIR key, which becomes an efficiency bottleneck. To reduce
hint locating delay when generating PIR queries, a client can
allocate logy N - M - /N extra storage space to accommodate
a “hashtable” (a reverse-lookup table) that preserves the rela-
tionship between indices and hints [12], [13], and the client can
search the table to identify an appropriate key in a fast way.
The method is named HashStore. To circumvent both the bur-
densome expenses associated with locating keys on the client’s
end and the considerable storage costs, we propose integrating a
linearly-homomorphic encryption with preprocessing (LHEP),
super-increasing sequence (SIS), secret sharing, Beaver’s ma-
trix multiplication, and bloom filters to construct a secure and
efficient hint locating method. From a high-level viewpoint, our
method enables the client to delegate the task of locating hints
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Method 1: Secure and Efficient Hint Locating.

1:  Algorithm KeyGen((S;)¥,, ¢, k, K)

2 (H,m) + BF.Setup(e, VN, k)

3 for i = 1 to M do

4. b; < BF.Build(S;,H,m)

5: b? & {0,1}, b} < b; & bY

6:  dimg < (M, 7),dim; « (r, K), Isk & {0,1}*
7 for i =1to K do

8: t; < Map(PRF(Isk,7)) € Z7,

9: t0 & 77, t! « to — t} mod ¢

10:  (U° UL VO VL WO W) « BV.Gen(dim, dim;)

11: for 5 =0,1do
12: By « (biﬁ)fip Tp « (tf)z}il

13:  pp < LHEP.Setup(})
14: return (Isk, pp, H, m, Bg, By,
U°, UL VO, VL, WO, W)
15:  Algorithm KeyPrep(pp, Bs, T, U?, VF)
16:  Parse Bz and T as (b?)M, and (t7)5 |
17:  Initialize matrices P? <« {0}**” and T” <« {0}**K

18:  fori=1to Mdo
19: p’ < LHEP.Prep(pp,b?)
20: Append row vector pf into P#

21: for i =1to K do
22: Append column vector tf into T#

23: (Eg,Ef) + BV.pPrep(P? T8 UA VF)

24:  return (Ej, EY)

25:  Algorithm PrepProc(U?, VA Ej EY EJ E) WF)
26:  return F? « BvV.Proc(U?, VA EJ EY EJ EY W#)
27:  Algorithm KeyQuery(pp, Isk, H, m, k, 0, )

28: Parse H as (hy, ha, ..., h)

29:  t < Map(PRF(Isk,§)) € Z),

30 v+« {0}, a< sIs.Gen(k,2)

31: fori=1to kdo

32: v[h;(0)] = ali]

33: c < LHEP.Enc(pp,t,V)

34:  return (c,a)

35:  Algorithm KeyAnswer(pp, ¢, Bg, F?, €)

36:  Parse Bg as (b?)i\il

37:  Initialize an empty vector g” € {0}M € Zé"
38:  fori=1to Mdo

39: q°[i] «+ LHEP.Apply(pp,b’,c)

40:  return (q°, A” «+ FP[: &)

41: Algorithm KeyLocate(pp, k,q%, q', #°, 41, a)
42: q+q’+q'modg, 4+ A+ A mod ¢
43: fori=1toMdo

44: d; RoundA((q[z]A—ﬁ[z]) mod ¢) mod 7

45: if d; = > | a[i] then

46: return
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Fig. 3. High-level overview of secure hint locating. The offline phase builds

Bloom filters and prepares LHEP/Beaver matrix triples. The online phase
evaluates a private membership test as a matrix—vector computation and recovers
the selected hint index.

to the servers. For efficiency, the hints are encoded as bloom
filters before delegation, exploiting the fast membership testing
capability. The client then interacts with the servers to securely
locate the requisite hint. To ensure security, LHEP and secret
sharing are employed to prevent the servers from extracting the
query index € based on the client’s hint locating query. While the
overarching idea is clear, there exist two challenges in designing
the method.

The first problem is how to delegate the task of locating
hints securely. In PIRS, each hint (sk;, (;) correlates to a set
S; of v/N indices, and the client encodes the set S; to form an
m-bit binary vector b, = BF.Build(S;,H,m) (i.e., a bloom
filter). The secret shares of b;, b? and b%, are outsourced to

Super-increasing Sequence

hy(6) h3(6) hzie)
A A
[o[z]o[s]o[7]o]ofo] &
Secret Sharing: bY @ b} = b;

v-b)=7 v-bl=4

<

b [1]ofofof1]1]a]o]1] bi[1]1]o[a]1]o]1]o0]1]
v-bl+v-bf=7+4=11=1+3+47

Fig. 4. An example of converting membership testing in a bloom filter to a
dot product using super-increasing sequences.

DSy and DS;, respectively. With the secret shares, the client
aims to determine whether the query index 6 belongs to the
set S;, based on the membership testing performed on b;.
Note that, the membership testing is achieved by mapping the
query index 6 into k resulting positions using hash functions
H and checking the values of resulting positions in the bi-
nary b;. Therefore, to support secure membership testing on
the secret shares, the client constructs a secure hint locating
query ¢ = LHEP.Enc(pp,t,v) using a secret key t, which
represents the encrypted form of a plaintext vector v, and only
the resulting positions (i.e., h1(0), ha(0), ..., hi(#)) in v are
populated with the values from an SIS a and other positions
remain zero. In this way, the membership testing operation
BF .Check(6, b;) on the client’s end gets converted into a dot
product operation LHEP . Apply(pp, bf ,¢) on the server side.
For easy understanding, we provide a simple example of the
conversion procedure in Fig. 4. Finally, the client compares the
decryption result d; with the summation of the SIS a to find the
needed hint’s index 6.
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Transformation via
Beaver’s Matrix
Multiplication

Fig. 5. The conceptual illustration of utilizing Beaver’s matrix triples to
transform the computation of P - t to the computation of h® + h'.

The second problem is how to reduce communication costs
or local storage overheads on the client’s end when applying
LHEP. In the original LHEP (as described in Section III-G), the
client needs three components (ct, p,t) to decrypt correctly.
In PIRS, p corresponds to a matrix P = P? + P! of size
M X 7, and the client has to download it in advance and store
it locally. However, P is large, demanding the client reserves an
extra storage of O(M - 7 - logs ¢). To overcome the challenge,
Beaver’s matrix multiplication is introduced. The client offloads
partial decryption, i.e., the computation of p - t (In PIRS, the
computation is P - t;, and t; is a random secret key generated
from PRF and a function Map(-) that maps a random A-bit
binary to a pseudorandom group element of Z7) to the servers,
and hence the client only needs to download two secret shares
(vectors) 4% and /4! of size M, which are much smaller than P°
and P!. The conceptual illustration of the procedure is given in
Fig. 5. To achieve this, the client generates Beaver matrix triples
(U°, U, VO, VI, WY W) and distributes them to the servers
during the offline phase. By using homomorphic encryption and
oblivious transfer, the Beaver matrix triples can also be generated
without the client’s participating [30]. With the Beaver matrix
triples (U%, VA W#) and intermediates (Eg7 Ef, Eg, Ef)
DS pre-computes a matrix F#, which is for answering up to K
secure hint locating queries from the client. The client maintains
a counter £ € [1, K] to track the usage of Beaver matrix triples
because they cannot be used repeatedly. Each hint locating query
depletes one Beaver matrix triple, but the client can regenerate
them during the offline phase. According to the counter &, DS
and DS; respond #° = FO[:,¢] and A' = F![;, £], satisfying
% = %%+ ' = P - t¢, and the decryption procedure becomes

_ Rounda ((q[i] — #[i]) mod «)

d;
A

mod z2. @

Fig. 3 provides a high-level overview of secure hint locating.
The detailed procedures of the proposed method are outlined
in Method 1, under the algorithms KeyGen(:), KeyPrep(-),
PrepProc(-), and KeyQuery(-). Finally, the client that has
made PIR queries needs to refresh the outsourced key table by
re-running KeyPrep(+). It is necessary because some PIR keys
have been refreshed during executing the algorithm HtUpd(+).
The operations should be done offline to speed up the online
query efficiency.
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Fig. 6. The failure probability of the first case with changes in the number of
used hints, given N = 106 and M = 128V/N.

V. CORRECTNESS AND SECURITY ANALYSIS

A. Correctness Analysis

Theorem 1 (Correctness): Given BF parameters (e, v/ N, k),
LHEP parameters pp = {7, ¢, », X, 72, A, A}, the plain-
text modulus p, the size of hints M = W N, , for every
database DB = (i,cnt;)Y , with N records, the probability
that a client succeeds in retrieving cnty is overwhelming in
PIRS.

Proof: There are three cases under which the success of
PIR queries may be affected. The first case is that a client
cannot find § € [1, M] satisfying § € PPRS.Evalri(sks, (s).
The probability of the first failure case occurring is identified as
Pr[Fail] = (1 — 1/v/N)M. As shown in Fig. 6, for continuous
PIR queries without hint refreshing, the failure probability will
increase, but the probability can be still negligible if the hints
are large enough.

In the second case, we consider the impact of false positives
introduced by BF encoding puncturable sets. The false positives
(recalling (1)) can lead a client to mistakenly locate incorrect
hints. The errors do not result in the failure of PIRS, since a
client can locally verify the PIR keys.

The third case arises from the utilization of LHEP-based hint
locating: if the LHEP decryption cannot be done correctly, the
PIR query fails. Concretely, the core step of the decryption
procedure works as follows:

(@[] + a'[i]) — (h” + h')

= (a°[i] + a'[i]) — (P°[i : 0] + P*[i: 0]) - t,)

= (b} +b;)-c— (by +bj) At

=b,-(A-ti+e+A-v)—Db;-A-t;

=b;re—Db;-A-v. ®))
The decryption proceeds correctly when |b; - e| < A/2, which

implies Pr[Fail] = Pr||b; - e| > A/2]. According to Appendix
C.2 in [12], given a discrete Gaussian distribution x (e € x™,
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and m = #z2), we can obtain
[ Prilb-e| > A2 <

as long as

5 ( A )2 -
ex —T0 - —_— .
P oo b)) | =

Equivalently, considering that ||b;|| < v'm 22 =2/m, we
have

1
l¢/n] >4V2rm-o-y/——1In (g)
s
In summary, by choosing appropriate values for A, ¢, and p, we
can guarantee the correctness of PIRS. ]

B. Security Analysis

Using a simulation-based approach, we formally demonstrate
that PIRS is £—adaptively secure based on certain foundational
primitives. The goal of the security analysis is to construct
a simulator, S, that can use permitted leakages (captured by
leakage functions) to simulate an ideal experiment for a PPT
adversary, A that controls DS g where 5 = 0 or 1. The adversary
cannot computationally distinguish the ideal experiment from a
real experiment.

Leakage Functions: The leakage functions are defined as
follows: LPP(.) = (ts"PeP HIT), £L() = (ts%,6), L() =
(15294, 5, LOPF()), LP(-) = (55, £BV(), pp), LP() =
(tsPc), and L£MU(.) = (ts"9 h, k,m,a) where ts"P'eP, tsIt,
tsUPd, tskPrep tskprep tsProc and tsk4" are the timestamps when a
client initiates algorithm executions, and £L°F(-) is the leakage
functions of DPF (see details in the following proof). Here, in
addition to original leakage functions defined in Section II-C,
four more leakage functions are introduced to capture what in-
formation is leaked to A during the executions of KeyPrep(+),
PrepProc(-), and KeyQuery(+).

Theorem 2: PIRS achieves L-adaptive security.

Proof: The security proof is based on a sequence of games.
The game starts from the real experiment, and ends with the ideal
experiment. We argue that for every two consecutive games, the
probability that a PPT adversary A can differentiate between
them is negligible.

Game 0: The start-point game G is the same as the real
experiment, REAL®S (1) such that

Pr[REALTRS () = 1] = Pr(Gy = 1].

Game 1: G is identical to G except that S utilizes the leakages
of the point function (i.e., L°PF(f) where f(-):p — y*) to
construct a DPF simulator, and replaces the function call to
DPF .Gen(-) by the DPF simulator STM(LPF(f)). If A can
distinguish between G and Gy, then it becomes feasible to
construct an adversary By that challenges the simulation security
of DPF. The distinction is bounded by:

| Pr(Gy1 = 1] — Pr[Go = 1]| < Advyr 5, (A).
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Game 2: In this game, S introduces randomly selected values
from their respective domains to substitute secret-shared val-
ues, including PW;, PWJ . b7, ¢, and b”. Owing to the
information-theoretic security of secret sharing and the random

permutation ¢(+), formally we have
Pr|Gy =1] = Pr|Gy = 1].

Game 3: The difference between GG3 and G is that S uses a
random element t selected from ZZ. In this case, A cannot distin-
guish G5 and G2 with non-negligible probability, otherwise, an
adversary B can be constructed to break the pseudorandomness
of PREF, that is, we have

| Pr(Gs = 1] — Pr[Ga = 1]| < Advpir'g, ().

Game 4: The difference between G4 and G35 is that S computes
an encrypted constant zero vector using a random secret key
t as ¢ = LHEP. Enc(pp, t,0) and subsequently replaces ¢ =
LHEP.Enc(pp,t,v). If A can discern a distinction between
G4 and G, then it is possible to construct an adversary 55 that
breaks the security of LHEP. Therefore, we have

| Pr(Gy = 1] — Pr[Gs = 1]| < Advyep 5, (1)

Game 5: The difference between G5 and G4 is that S utilizes the
simulator of Beaver’s matrix multiplication STM(L™ (P, T))
to replace the function calls to BV . Gen(+) and BV . Proc(+). If
A can distinguish between G5 and G4, then an adversary 53 can
utilize the difference to beak the simulation security of Beaver’s
matrix multiplication. Hence, we have:

| Pr(Gs = 1] — Pr[Gy = 1]| < Adviy's, (M)

Game 6: Gg is identical to G5 except that S additionally replaces
the extra index rg in the PIR query with a random index 75 €
Spg\{#3}. From the view of A, G and G5 are identical, since
7 is originally a random element chosen from the punctured set

Sﬁ\{%ﬁ}, ie.,
P?”[G@ = 1] = P?“[Gg, = 1]

Game 7: G'7 makes slight changes on top of Gg. In the game, S
sets sk] = sk = PPRS. Punc(skpew, Cnews #0) and (5 = (} =
Cnew- instead of deriving (skj, ¢f) from puncturing the key sk;
and the offset (5. Furthermore, S removes the steps of randomly
picking p and checking p = §, and updating sk’ and (/. There
are two cases:

e (A controls DSg) A cannot distinguish GG7 and G, as the
modification only affects (sk7, (}) and (sk’, ¢} ) rather than
(skp, ¢5) and (skq, Gp)-

e (A controls DS1) In this case, the difference between G
and Gy includes two parts: 1) sky and (; are replaced by
sknew = PPRS.Gen(A, N) and (new, and the index 6 is
punctured; 2) sk} and (] are fixed as a newly generated
puncturable-set key and a random offset. We can observe
that the distributions of the original (skj, ¢;) and (skg, ¢5)
are identical, and the distributions of the newly generated
(sk’,¢1) and (sk,, C,) are identical. If A can distinguish
them with non-negligible advantage, an adversary B4 can
be constructed to break the pseudorandomness of PPRS.
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Hence, we have

Prand

| PriG7 = 1] PPRS, By ().

— Pr|G¢ = 1]| < Adv

Game 8: The deviation in Gg from G~ is characterized by a
modification where S takes the query index 6 to a random index
0 € [1, N]. In the situation, if A can distinguish Gg and G7, we
can establish an adversary B5 to break the security of PPRS.
Then, we have

| Pr(Gs = 1] — Pr[G7 = 1]] < Advpges 5, (A).

Game 9: In this game, S alters the sampling process for «,
setting its value to ‘/7\,_1, and fixes v to 3. Considering the
modifications made in the preceding games, when v = f3, the
PIR query generated for o = 1 aligns with the query for o = 0.
This implies that S can make such a simple transposition without

affecting the view of .A. So we have

Pr(Gy = 1] = Pr(Gs = 1.

Game 10: In the final game, S replaces PW,,,, with a random
element chosen from {0, 1}¢. If A cannot distinguish G and
(9 with non-negligible probability, an adversary Bg can be
constructed to break the pseudorandomness of PREF, that is, we
have

| Pr(Gio = 1] — Pr[Gy = 1] < Advpers, (1).

We give Game 10 explicitly in Fig. 7. Based on Lemma 36
in [12], A cannot computationally distinguish two PIR queries
with two different query indices in the game, and other elements
sent to A are independent of 6. Together with the indistinguisha-
bility of the sequence of games, S simulates the ideal experiment
eventually, and we have

Pr[G1o = 1] = Pr{IDEALTS (1)) = 1

and

| Pr[REALERS (1) = 1] — Pr{IDEALYRS . (M)]] < negl(h),

which completes the proof. O

VI. IMPLEMENTATION & EVALUATION

In our experiment, we configure the security parameter A to
be 128 to ensure robust security. The false positive rate is set to
¢ = 0.01, and we select the number of hash functions &£ = 7 and
the size of the hints M = Av/N with A = 128. We set the size
of version number |ver| to 20 bits. For LHEP, the parameters are
chosen as follows: 7z = 1024, ¢ = 232, and 72 = 4096.

Experimental Environments: The experiment is run in a MAC
OS withM1 CPU and 16 GB RAM, and we omit the transmission
delay. We implement the proof-of-concept prototype of PIRS
using Python, and using Sqlite3 to write/read databases. The
Python-based prototype is single-threaded and can be extended
to support multiple threads, which may proportionately boost
computational efficiency to the number of available processor
threads.

Complexity Analysis: In PIRS, the offline phase costs
O(VN(x +1og N)) for key generation and O(N¢) bitwise
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: skjy < PPRS.Gen(), N), ¢ En, N
: 1f a = 0 then
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: else if & = 1 then .
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AU -~ S

\oppgc\m RSN

upd’

Fig. 7. The construction of a simulator, S, that simulates Game 10.

XOR for parity-word construction, with O(v/N #) communica-
tion to distribute the O(v/N) parity words to the two servers. In
the online phase, the server-side computation per query is sublin-
ear, O(v/N - £) bit-operations, i.e., O(v/N) XORs each applied
to a block of length #, while the client performs only lightweight
PRF evaluations. The per-query communication is O (2 log N +
?), consisting of two PIR requests of size O(Alog N) and a
downlink of size O(¢). Hint refresh can be executed lazily
with amortized O(\/N ) server-side computation and negligible
communication. For the server-assisted hint locating method,
offline preprocessing requires O (N) operations for Bloom-filter
encoding and O(v/N - poly(1)) for matrix preparation. Each
online lookup then incurs O(v/N) server-side operations and
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TABLE I
COMPARISON OF CLIENT STORAGE AND COMMUNICATION COSTS

Database Size 216 218 220
LinearScan (Storage) 589 KB 1.19 MB 2.42 MB
HashStore (Storage) 1736 MB  76.69 MB  337.96 MB

Our Method (Storage) 671 KB 1.35 MB 2.75 MB
Our Method (Uplink) 9 KB 19 KB 39 KB
Our Method (Downlink) 131 KB 262 KB 524 KB
Our Method (Total) 140 KB 281 KB 563 KB
TABLE 11
OFFLINE PROCESSING COSTS OF HASHSTORE AND OUR METHOD (UNIT:
SECONDS)
Database Size 212 214 216 218 220
HashStore (Client)  0.07 0.48 3.08 16.72 353.64
KeyGen (Client) 1.74 5.63 20.28 75.26 304.39
KeyPrep (Server) 4.55 19.31 13521 888.63 3544.71
PrepProc (Server)  0.69 1.39 2.81 5.61 11.23

O(v/N) communication (the servers return the membership
vector of length M = G(W )), while the client computation
remains negligible.

A. Hint Locating Efficiency

Since the proposed hint locating method can be regarded as
an independent module of PIRS, we evaluate its performance
solely, and compare it to the conventional methods: LinearScan
and HashStore (described in Section IV-B).

Client Storage Costs & Communication Costs: Both our
method and LinearScan necessitate that a client stores PIR
Keys (sk;, ;) for i = 1 to M, each pair requiring storage of
size A + log, N bits, leading to a total storage requirement of
M - (% +logy N) bits. Our method additionally needs to store
a secret key vsk and M version numbers. HashStore requires
a client to store not only PIR keys but also a hashtable, which
contains M - /N entries of log, N bits each, thus incurring
significantly higher storage costs compared to our method and
LinearScan. In LinearScan and HashTable, a client can lo-
cate the appropriate hint locally without interactions, while
our method requires a client to interact with two servers. The
uplink overheads of our method are m - log, ¢, and the downlink
overheads are M - log, ¢. We compare the client storage and
communication costs in Table I. In short, our method and Lin-
earScan have comparable storage costs, but HashStore demands
more storage space, and our method requires additional server
interactions.

Computational Costs of Hint Locating: Unlike LinearScan,
both our method and HashStore use offline processing to speed
up online hint locating, and HashStore is much more compu-
tationally efficient. Although the incorporation of LHEP and
matrix multiplications in our offline processing phase leads to
increased offline computational costs, as detailed in Table II, the
performance gains our method offers are still evident: compared
to HashStore, a client only needs to keep the KB-level storage
costs instead of MB-level (recalling Table I). In the meantime, as
shown in Fig. 8, itis clear that our method achieves higher online
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Fig. 8. The comparative performance of online hint locating delay: Our
method vs. HashStore vs. LinearScan.

TABLE III
COMPUTATION COSTS OF HINT LOCATING ON CLIENT AND SERVER SIDES
(UNIT: MILLISECONDS)

Database Size 212 214 216 918 920

Client 04 08 16 35 33
Server 1.7 6.6 26 110 610

hint locating efficiency compared to LinearScan, taking around
610 ms to locate an appropriate hint even when the database
size is 220, Also, Table ITI shows that most of the computational
costs are delegated to the servers.

B. Performance Evaluation of PIRS

Database Configurations: We adopt database sizes for our
experiment as 212, 214, 216 218 and 220 | and set the size of each
databaserecord as 0.1 KB, 1 KB, and 10 KB. These settings were
employed to simulate different application scenarios. When the
database contains 22° = 1, 048, 576 records, each record being
10 KB in size, it culminates in a total database size of 10.485
GB.

Benchmarks: We benchmark PIRS against two classical two-
server PIR schemes, DPF-PIR and PPRS-PIR, in terms of
computational, communication, and storage overheads. PIRS
is implemented in two variants: PIRS and PIRS-HL. The key
distinction between them lies in whether to apply the proposed
hint locating method. In PIRS, clients maintain a reverse lookup
table to accomplish hint locating locally. PIRS-HL employs the
proposed hint locating method without storing such a table. The
two state-of-the-art schemes are summarized as follows:

e DPF-PIR [28]: This is an efficient construction of DPF,
which can be used to realize efficient PIR under two-server
models.

® PPRS-PIR [13]: This is one of the most classical two-
server offline/online private information retrieval schemes
constructed using PPRS.

One-Time Costs of Hint Generation: PPRS-PIR and PIRS

incur similar one-time hint initiation costs, except that PIRS
needs an additional step: the secure distribution of generated
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Fig. 9.  Average server throughput of PIRS, DPF-PIR, and PPRS-PIR with different database sizes /N and record sizes ¢.
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Fig. 10.  Average end-to-end computational delay of PIRS, DPF-PIR, and PPRS-PIR with different database sizes N and record sizes .

hints across two servers. Utilizing Sqlite3 for database interac-
tions, our experimental setup indicates that hint generation and
outsourcing take several minutes to hours, contingent on the size
of the database size IV and the record size ¢. The procedure is
required only once.

Server Throughput & End-to-End Delay: Figs. 9 and 10 show
the server throughput and average computational costs for PIRS,
PIRS-HL, DPF-PIR, and PPRS-PIR across three different record
sizes . Evaluating different record sizes is necessary because ¢
directly affects the amount of database reading and XOR oper-
ations, which dominate per-query cost and thus influence both
throughput and end-to-end delay. Notably, PIRS and PIRS-HL
consistently outperform DPF-PIR as the sizes of the databases
and records increase. This improvement results from PIRS’s
ability to achieve sublinear online computational complexity
through strategic preprocessing. Moreover, across subfigures
(a)—(c), PIRS, PIRS-HL, and PPRS-PIR exhibit similar trends,
indicating that their performance is relatively insensitive to
record size. By contrast, DPF-PIR shows much sharper degra-
dation with larger #, since each query must read all [V records
and perform O(N') XOR operations over size-¢ data, while the
other schemes require only O(yv/N) such operations. Within
our schemes, PIRS-HL shows a minor increase in computa-
tional costs compared to PIRS, due to additional client-server
interactions for hint locating. Furthermore, the computational
expenses for all schemes increase with record size, which is
linked to the higher costs of Sqlite3 database access and XOR

operations when processing larger records. While PPRS-PIR
offers greater computational efficiency than PIRS and PIRS-
HL by eliminating the need for extra calculations related to
hint refreshing, PIRS and PIRS-HL significantly reduce the
storage burden on the client, as detailed in the subsequent
analysis.

Client Storage Costs & Communication Overheads: Table IV
presents a comparison of client storage and communication
overheads for two distinct database configurations. Notably,
PPRS-PIR requires substantially more storage than both PIRS
and PIRS-HL. This increase in storage is primarily due to the
need to retain partial hints (PW;),, which grow with both
the database size N and the record size. PIRS additionally
demands extra storage to store a hashtable for hint locating
purposes. While DPF-PIR eliminates the need for client storage,
it places extra computational load on the server that is directly
proportional to the database size. The impact of database size
on storage is particularly evident in PPRS-PIR and PIRS: as
the database size expands from 2% to 229, the required storage
rapidly increases from megabytes to gigabytes in PPRS-PIR.
In contrast, PIRS-HL demonstrates a remarkable storage effi-
ciency, where the storage overhead significantly decreases from
megabytes to kilobytes. This observation underscores PIRS-
HL’s advantages in storage efficiency across various database
sizes. Due to the outsourcing of hints, PIRS and PIRS-HL
incur higher communication costs compared to DPF-PIR and
PPRS-PIR.
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TABLE IV
CLIENT STORAGE AND COMMUNICATION OVERHEADS OF PIRS, DPF-PIR, AND PPRS-PIR WITH DIFFERENT DATABASE SIZES N AND RECORD SIZES #

Database Configurations

N =216, ¢ = 80000 (10 KB)

N =220, ¢ = 80000 (10 KB)

Schemes DPF-PIR  PPRS-PIR PIRS PIRS-HL DPF-PIR  PPRS-PIR PIRS PIRS-HL

Storage N/A 345.04 MB 1736 MB | 671 KB N/A 1.64GB  337.96 MB = 2.75 MB

Uplink 356 Bytes 264 Bytes 1.1KB 10.1 KB 613 Bytes 330 Bytes 12 KB 39.2 KB

Downlink 20 KB 40 KB 80 KB 211 KB 20 KB 40 KB 80 KB 604 KB
TABLE V VII. RELATED WORK

COMPUTATIONAL AND COMMUNICATION OVERHEADS OF HINT REFRESHING
OVER DATABASES WITH RECORD SIZE 10 KB

Database Size 214 216 218 220
HtUpd (Client) 0.38 ms 0.41 ms 0.45 ms 0.54 ms
HtRfsh (Server) 3.9 ms 8.1 ms 13.9 ms 29.7 ms
Uplink 20.32KB  20.35 KB 20.39KB  20.42 KB
TABLE VI
CLIENT STORAGE COMPARISON OF PPRS-PIR, PIRS, AND PIRS-HL (UNIT:
MEGABYTES)

Database Size N  PPRS-PIR  PIRS  PIRS-HL

40 212 82.85 0.93 0.16

160 214 167.80 3.96 0.33

655 216 345.04 17.36 0.67

2621 218 732.05 76.69 1.35

10485 220 1648.69 337.96 2.75

Outsourced Hint Refreshing Costs: Table V shows the com-
putational and communication overheads associated with out-
sourced hint refreshing. The hint update time (HtUpd ) on
the client’s end takes less than 0.5 ms. The server-side hint
refreshing (HtRfsh ) is more time-consuming, with 29.7 ms
needed for the large database and 1.7 ms for the smaller ones.
The communication overheads correlate with the size of the
databases.

Deployment Implications: Table VI compares the client stor-
age of PPRS-PIR, PIRS, and PIRS-HL with the record size
fixed to £ = 10 KB. The results show that the client storage
requirement of PPRS-PIR grows rapidly as the database size
increases, while PIRS eliminates the dependence on ¢ and
PIRS-HL further reduces the storage cost substantially. For
instance, with a 655 MB database (N = 2'6 ), the client storage
of PPRS-PIR is 345 MB, whereas PIRS and PIRS-HL require
only 17 MB and 0.67 MB, respectively. At 2.62 GB (N = 2!8
), the client storage of PPRS-PIR reaches 732 MB, compared
to 77 MB for PIRS and 1.36 MB for PIRS-HL. At 10.49
GB (N = 229), the gap becomes even more pronounced: the
client storage of PPRS-PIR reaches 1,649 MB, while PIRS
remains at 338 MB and PIRS-HL still only 2.75 MB. These
results indicate that PPRS-PIR is acceptable for small databases
(below a few hundred MB), but once the database size exceeds
approximately 500 MB, PIRS and especially PIRS-HL are rec-
ommended for deployment due to their substantially improved
scalability.

As our work focuses on two-server offline/online PIR, in
this section, we mainly review the state-of-the-art PIR schemes
under the two-server model, and especially with preprocessing.

Two-Server PIR with Linear Complexity: The earliest two-
server PIR scheme was proposed by Chor et al. [11]. Under
the non-colluding assumption where two servers store iden-
tical copies of an N-entry database, their scheme achieves
information-theoretic security and has O(N %) communica-
tion complexity. Since then, there has been a wide range
of research works on two-server PIR [16], [17], [19], [28].
Among various works, the two-server PIR schemes built on
distributed point functions (DPF) are specially impressive, as
they achieve O(Alog, N) communication complexity [28].
As a practical tool, DPF-based PIR has inspired numerous
works in the domain of secure database search [18], [31].
However, DPF-based PIR schemes need to tolerate O(N)
computational complexity on the server side, i.e., the server
needs to linearly scan the N-entry database to respond PIR
queries. The computation limitation is formalized and proved
by Beimal et al. [20]. To bypass the barrier, they introduced a
preprocessing model to realize sublinear server computational
complexity but at the costs of increasing the communication
overheads.

Offline/Online PIR with Preprocessing: Following Beimal
et al. ’s idea, numerous subsequent works have been pro-
posed [9], [12], [13], [14], [21], [32], [33]. The idea of PIR with
preprocessing can be summarized as follows: the unavoidable
linear server computation is shifted into a preprocessing offline
phase, where auxiliary databases or hints are created, and a client
can make PIR queries and get responses in the subsequent online
phase at sublinear computational costs in NV, using the previously
generated hints. The preprocessing model can be divided into
two categories: 1) a global preprocessing model where servers
prepare an encoding of the database for all clients during the of-
fline preprocessing phase; and 2) a client-specific preprocessing
model where individual clients work with the servers to create
and store their own sets of hints during the offline preprocessing
phase. Under the global preprocessing model, Canetti et al. [32]
and Lin et al. [33] developed the well-known doubly efficient
PIR schemes, which rely on heavy theoretical tools such as obliv-
ious locally decodable codes and fully homomorphic encryption,
endering them largely theoretical thus far. Compared to them, the
PIR schemes under the client-specific preprocessing model are
more practical for deployment. Corrigan-Gibbs and Kogan pro-
posed the first amortized sublinear offline/online PIR scheme un-
der the two-server settings, which have practical instantiations.
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And they further extend their scheme to avoid parallel repetitions
for each PIR queries [12], [13], with O(\/N ) online server
computational complexity. Two constructions are provided, one
of which is based on the utilization of publicly puncturable PRFs,
which can achieve O(A log, v/N) online uplink communication
complexity, but does not support efficient membership testing.
Another is based on pseudorandom permutation (PRP) with
efficient membership testing, but can only achieve (’)(\/N :
logy N) online uplink communication complexity without the
property of being puncturable. Although some works put good
efforts on designing privately puncturable PRF, these works
are difficult to be instantiated [34], [35]. Recently, Lazzaretti
et al. proposed a technique named weak privately puncturable
PRF under a weaker cryptographic assumption, which sup-
ports both efficient implementations and membership testing.
Nevertheless, their scheme results in an online downlink com-
munication complexity of O(v/N - ) instead of O(¢). This
becomes a performance bottleneck when the database record is
large.

Different from the above-mentioned PIR schemes under the
client-specific preprocessing model, which impose on clients
the burden of storing hints correlated to the database record
size, the proposed two-server offline/online PIR scheme offers
a significant reduction in client storage demands. Notably, the
storage requirement for clients is decoupled from the size of the
database content, thereby enhancing storage efficiency without
compromising the sublinear computational complexity on the
server side. Besides aiming for improving efficiency, there is
another branch of research. The offline/online PIR schemes,
originally designed for the two-server model, have been adapted
in recent works for a single-server setting. This is achieved
either through the use of fully homomorphic encryption or by
streamlining the offline phase [12], [21], [22]. Moreover, there
exists some parallel research that aims to extend these schemes
to support mutable databases. [13], [14].

VIII. CONCLUSION

We have proposed a two-server offline/online private infor-
mation retrieval scheme, named PIRS. PIRS can leverage secret
sharing and oblivious switching to ensure the security in an
outsourcing environment, and significantly reduce client storage
while maintaining sublinear online computational complexity.
To facilitate fast hint locating without additional client storage
or heavy computations, we have also developed a novel method
that allows a client to delegate the computations of hint lo-
cating to database servers. In addition, we have implemented
a proof-of-concept prototype to validate PIRS’s practicality,
and performance evaluation results highlight its potential as a
foundational component for constructing secure applications.
For future work, we will explore how to effectively apply PIRS
to diverse applications.
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