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Abstract—The rapid proliferation of the Internet of Things
(IoT) has intensified the need for strong authentication mecha-
nisms to ensure the integrity and reliability of connected devices.
Recent advancements in Deep Learning (DL)-based Specific
Emitter Identification (SEI) have demonstrated significant poten-
tial in leveraging unique Radio Frequency Fingerprints (RFF) for
accurate device identification and authentication. However, the
efficacy of these DL-based SEI methods is critically dependent
on the availability of extensive labeled datasets, which are often
scarce and expensive to obtain in practical applications. To
address this limitation, Self-Supervised Learning (SSL) becomes
a promising solution, capable of harnessing unlabeled data to
learn effective representations. Furthermore, current surveys and
reviews on SEI are generally summarized from a high-level
perspective, lacking a detailed discussion of SEI methods under
label-limited scenarios. This article comprehensively surveys
SSL-based SEI, including its motivation, definition, paradigms,
related work, challenges, and future direction combined with
large models. To help readers quickly engage with this field, this
paper also undertakes two specific efforts: collecting and orga-
nizing currently available open-source datasets with download
links and comparing various SSL-based SEI methods with related
codes.

Index Terms—Specific emitter identification, radio frequency
fingerprinting, deep learning, self-supervised learning.

I. INTRODUCTION

A. Background

THE INTERNET of Things (IoT) has revolutionized the
way devices interact with each other and with the

environment, creating a vast interconnected network that
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spans various industries, including healthcare to smart cities,
industrial automation, and home automation [1], [2], [3]. This
rapid expansion of IoT has led to an estimated 40 billion
connected devices by 2033 [4]. Such an extensive network
poses significant challenges, as each device represents a
potential entry point for malicious attacks. In addition, due
to the openness of wireless links in IoT and the varying
resource capabilities across the IoT devices, they are highly
vulnerable to intrusion and malicious attacks. Many IoT
devices are deployed in highly sensitive environments such
as military bases, manufacturing facilities, and smart grids,
offering malicious actors potential platforms to launch attacks
that can result in significant damage [5].

Most existing authentication schemes in wireless com-
munication systems rely on upper-layer authentication
mechanisms, such as conventional cryptography-based algo-
rithms. However, their limitations have become increasingly
apparent [6]. With the rapid increase in computational power,
the security guarantees of cryptography-based algorithms are
being increasingly undermined. These algorithms are also
vulnerable to replay and Denial-of-Service (DoS) attacks
such as jamming [7]. Cryptography-based algorithms often
introduce significant communication overhead and system
complexity due to upper-layer operations such as encryption
and decryption. These challenges make them less suitable
for large-scale, delay-sensitive, and power-constrained IoT
deployments.

Wireless security protocols in IoT often contain exploitable
weaknesses, making them highly susceptible to forgery and
insider attacks when malicious users acquire security cre-
dentials from legitimate users and integrate them into the
networks. Specific Emitter Identification (SEI), a passive
Physical Layer Authentication (PLA) scheme leveraging the
Radio Frequency Fingerprint (RFF) characteristics embed-
ded in each device, can effectively address the issue and
has shown great potential in both the military and civil-
ian scenarios [8], [9]. RFFs provide robust security due to
device-specific hardware variations introduced during man-
ufacturing, making them difficult to clone and thus highly
reliable for device identification. As illustrated in Fig. 1,
SEI plays a crucial role in various IoT domains, includ-
ing smart transportation, smart homes, and smart industry.
Each of these domains can leverage SEI for tasks includ-
ing physical-layer-based device authentication and anomaly
detection. While enhancing the overall security of IoT
networks by preventing unauthorized access, SEI is also
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Fig. 1. Application domains for SEI in IoT. With the proliferation of IoT devices for smart transportation, smart home, smart industry, etc., SEI is emerging
as a promising technology, especially in device authentication and anomaly detection tasks. Each IoT sub-scenario can use the technology with local data to
train a local physical layer device authentication model, or it can be used to assist other IoT sub-scenarios through knowledge transfer and processing.

non-intrusive to the device itself and requires no hardware
modifications.

B. Research Motivation

A typical SEI system consists of signal collection, pre-
processing, RFF extraction and identification steps [10], with
the latter two being the core components of the process.
Traditional RFF extraction methods primarily rely on statis-
tical techniques to manually design features, which are then
classified using Machine Learning (ML) algorithms. However,
such handcrafted features often suffer from suboptimal
performance, limited adaptability to changing environments,
and poor scalability in the face of growing IoT device diversity.
In recent years, Deep Learning (DL) has demonstrated strong
capabilities in data analysis and feature extraction, and has
been widely applied in wireless communication technolo-
gies [11]. DL-based, data-driven methods eliminate the need
for manual feature engineering and enable the extraction of
more effective and adaptable RFF representations, showing
great promise in SEI applications.

However, most high-performing DL-based SEI methods rely
on supervised learning (SL), which requires large amounts of
high-quality annotated data that is often labor-intensive and
costly. This labeling overhead becomes particularly challeng-
ing in certain IoT scenarios where labeled data is impractical
or infeasible to obtain. While some studies have explored
semi-supervised or few-shot learning to mitigate this issue,
there remains a strong need for fully label-free approaches
that can leverage large volumes of unlabeled data to learn
effective RFF features for SEI. Self-supervised learning (SSL),

a subset of unsupervised learning (USL) that constructs pre-
text task to learn useful representations without labels, has
achieved remarkable success in fields such as Computer Vision
(CV) [12] and natural language processing [13]. A detailed
comparison between SL and SSL is provided in Table II. The
label-independent nature and advantages of the SSL make
it highly promising for SEI applications. Therefore, review-
ing the latest SSL-based SEI methods is essential to raise
awareness, consolidate recent advances, and offer guidance for
future research.

C. Survey Methodology

To ensure comprehensive coverage of existing studies
on SSL applied to SEI, we adopted a structured literature
review approach. The review process involved the following
steps:

• Databases Searched: IEEE Xplore, ACM Digital Library,
SpringerLink, and Google Scholar were primarily used.

• Search Keywords: Keywords included combinations such
as “self-supervised learning”, “SSL”, “specific emitter
identification”, “SEI”, “radio frequency fingerprinting”,
and “unsupervised learning”.

• Time Range: We focused on literature published between
2016 and 2025, with emphasis on the most recent
developments in SSL and SEI.

• Inclusion Criteria: Studies that (1) proposed or applied
SSL techniques to SEI or related RF tasks, (2) introduced
novel SSL paradigms relevant to time-series or signal
data, or (3) benchmarked SSL models on open RF
datasets were included.
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TABLE I
LIST OF ACRONYMS USED IN THE PAPER

TABLE II
THE COMPARISON BETWEEN SL AND SSL

• Exclusion Criteria: Works that only dealt with
fully supervised SEI methods and purely theoretical
SSL papers unrelated to wireless applications were
excluded.

Through this process, over 80 relevant papers were initially
identified, and approximately 30 of the most representative and
technically sound studies were selected for detailed discussion
in this review.
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D. Existing Surveys: Contributions & Limitations

As authentication security in the IoT garners increasing
attention, several surveys and reviews on PLA technologies,
including RFF, have been published. Table III summarizes the
key contributions and limitations of these papers that have
compiled literature on PLA techniques, particularly focusing
on RFF and SEI [6], [14], [15], [16], [17], [18], [19], [20],
[21], [22], [23]. These surveys and reviews describe various
application scenarios, including IoT, wireless network, global
navigation satellite systems, industry wireless communica-
tions, etc. Table III lists the associations and differences
between this survey and others.

It can be observed that most reviews organize and introduce
PLA techniques from a broader perspective. For example,
Xie et al. [6] categorized existing PLA schemes into passive
and active types, where RFF-based and channel-feature-based
techniques are discussed under passive schemes. Similarly,
works by Al-Garadi et al. [15] and Angueira et al. [19]
focus on IoT and industrial security applications, providing
a high-level overview of PLA but lacking emphasis on
SEI techniques. Several other reviews, such as those by
Soltanieh et al. [16], Wang et al. [17], and Xie et al. [21],
delve deeper into RFF or SEI from signal processing or DL
perspectives. However, their discussions are often limited to
conventional supervised learning techniques or assume the
availability of abundant labeled data.

Table III summarizes these existing efforts, highlighting
both their contributions and limitations. A common gap
among them is the lack of attention to label-efficient learning
settings, particularly in SEI. While Jagannath et al. [18] and
Tyler et al. [20] explore open challenges and dataset issues,
they stop short of categorizing or analyzing SEI approaches
under label scarcity. Despite the increasing relevance of SSL
in representation learning, no existing survey, based on our
review, has systematically examined its application to SEI. The
potential of SSL in SEI, especially for scenarios with limited
or no labels, remains largely underexplored in the current
literature. This gap motivates our work to provide a focused
and structured review of SSL-based SEI, aiming to inform
future research in this promising direction.

Fig. 2 illustrates the taxonomy of PLA schemes, which
can broadly be categorized into passive and active PLA.
Among these, SEI is a major subset, further divided into
conventional SEI, DL-based SEI, and the emerging SSL-
based SEI approaches. This survey emphasizes SSL-based
SEI, distinguishing itself from other surveys by offering a
deep and targeted discussion on this specific area. Compared
with conventional methods and DL approaches, SSL-based
SEI offers the potential to reduce reliance on labeled data
while enhancing generalization capabilities, making it highly
suitable for dynamic and large-scale IoT environments.

E. Our Survey: Organization & Contributions

This survey addresses a gap in the detailed analysis of
SSL-based SEI by covering the latest research and providing
readers with a comprehensive introduction to its fundamental
concepts and taxonomy. The overall structure of the paper is

Fig. 2. The focused PLA schemes in this paper. This survey focuses on
SSL-based SEI, providing more in-depth and specifically targeted research on
the issue than other PLA surveys and reviews.

outlined in Fig. 3, which illustrates the content of each section,
the corresponding problems addressed, and the contributions
made. Section II introduces the system model, detailing the
process from signal generation with RFF at the transmitter to
feature extraction and SEI at the receiver. It also summarizes
representative methods for both well-labeled and label-limited
scenarios. Section III presents an analysis and taxonomy of SL,
USL, and SSL. It elaborates on the unified paradigms of SSL
and explains the role of SSL in downstream tasks from both
feature and application perspectives. Section IV lists currently
available open-source SEI datasets with direct download links.
It also categorizes existing SSL-based SEI methods based on
the paradigms described in Section III. Section V discusses key
research challenges and introduces an outlook for SSL-based
SEI in the next era, considering the integration with large
models. Section VI compares the current state-of-the-art SSL-
based SEI methods with some classical SSL methods under
unified experimental conditions and the related code.1 will
be publicized. Section VII discusses the implications of SSL-
base SEI for both research and practical deployment. Finally,
Section VIII concludes the paper. A list of frequently used
acronyms is summarized in Table I.

The main contributions of this survey are summarized as
follows.

• We present a comprehensive and up-to-date survey of
SSL applications in SEI, clearly outlining the back-
ground, motivations, and problem formulation, thus
enabling readers to quickly grasp the core concepts of
this emerging field.

• We categorize the existing SSL-based SEI schemes into
three unified paradigms and perform a holistic investiga-
tion of the related literature according to the paradigms,
which provides a clear roadmap for new researchers.

• We perform a comprehensive collection of existing open-
source datasets for SEI with download links and provide
a case study for several advanced SSL-based SEI algo-
rithms. These resources aim to support fast prototyping
and experimentation.

• We identify the limitations of current approaches and
discuss future directions, particularly the integration of

1https://github.com/LIUC-000/SSL-SEI_Survey
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TABLE III
EXISTING SURVEYS AND REVIEWS ON PLA TECHNIQUES

SSL with large models, offering insights for researchers
interested in advancing this area.

II. RADIO FREQUENCY FINGERPRINT EXTRACTION

FOUNDATIONS: MODELS & TECHNIQUES

A. System Model

The system model, from the generation of signals with RFF
at the transmitter to the extraction of RFF and SEI at the
receiver, is shown in Fig. 4. During the signal processing phase
at the transmitter, the binary bits sequence from the data source
is first converted into complex transmit symbols by the digital
modulation block.

The symbols are then transformed into the analog baseband
signal, x(t), through a Digital-to-Analog Converter (DAC).
Following up-conversion and power amplification, x(t) is
converted to a modulated signal, s(t), transmitted from the
antenna and received by the receiver through the wireless
channel. The received radio frequency (RF) signal r(t) can be
expressed as

r(t) = F(x (t)) ∗ h(t) + n(t), (1)

where h(·) represents the channel response, and n(t) indicates
Additive White Gaussian Noise (AWGN). “∗” represents the
convolution operation. F(·) encompasses the overall effects
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Fig. 3. General framework of the solved problems, overall structure of this paper, and contributions.

of the transmitter chain, including intentional modulation that
generates symbol information and unintentional modulation
that generates RFF features. RFF features arise from the
hardware imperfections in the transmitter chain’s electronic
modules, such as Carrier Frequency Offset (CFO), phase
noise, In-phase (I) and Quadrature-phase (Q) imbalance,
Power Amplifier (PA) nonlinearity, and antenna patterns.
These imperfections cannot be eliminated and subtly affect
the transmitted signal’s waveform. Due to the uniqueness
and stealthiness of RFF, it plays a crucial role in SEI tasks.
Therefore, effectively extracting high-quality RFF features
remains a significant and promising research direction.

B. Handcrafted Feature Design for RFF

1) Transient Features: Transient signals are the brief sig-
nals produced when communication devices initiate or cease
signal transmission. These signals encapsulate the charac-
teristics of device circuit activation and deactivation, often
harboring rich RFF information. Therefore, early SEI work
involved experts designing and extracting features from tran-
sient signals based on experience. Choe et al. [24] employed
a Daubechies-4 wavelet to characterize transient signals over
time, achieving the authentication of unknown transmit-
ters through an artificial neural network. Hall et al. [25]
firstly extracted the transient portion of the signal and then
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Fig. 4. The system model, from the generation of signals with RFF at the
transmitter to the extraction of RFF and SEI at the receiver.

extracted the amplitude, frequency and phase components
as the transient features to authenticate Bluetooth devices.
Then Rasmussen and Capkun et al. [26] used the vari-
ance of the transient amplitude to categorize wireless sensor
devices, achieving a 70% accuracy rate in authentication.
Suski II et al. [27] enhanced authentication accuracy in regions
with low Signal-to-Noise Ratio (SNR) by leveraging the
Power Spectral Density (PSD) of a preamble signal during the
transient phase as a distinguishing feature. Köse et al. [28]
extracted the energy spectrum of the transient amplitude
envelopes to differentiate eight distinct devices. Tu et al. [29]
utilized the statistical metrics and wavelet features of turn-on
transient signals as the RFF of transmitters. Ali et al. [30] con-
structed the RFF from transient signals based on 13 features
across time and frequency domains using the Hilbert-Huang
spectrum. Although RFFs designed from transient signals are
of high quality, the challenges in collecting transient signals
and the complexity in processing and analysis have hindered
the widespread application of SEI.

2) Steady-State Features: Compared to transient signals,
steady-state signals are easier to capture due to their longer
duration and higher stability during communication processes,
making steady-state RFF feature extraction a more popular
research direction. For example, Zhao et al. [31] proposed a
robust physical layer authentication algorithm based on phase
noise fingerprinting. In the authentication scheme [32], the
CFO of the received signal is initially estimated and used
for authentication through consistent comparison. Later, the
CFO was modeled as an autoregressive random process by
analyzing the variable CFO values at different communication
times [33]. Dolatshahi et al. [34] leveraged the nonlinear-
ity differences in the input/output characteristics of power
amplifiers, modeled through the Volterra series, and designed
algorithms to identify wireless users based on these differ-
ences. Polak et al. [35] modeled the RFF with imperfections
of PA and DAC to identify commercially used RF transmitters,
achieving high performance even with short data records and
relatively low SNR. Hao et al. [36] utilized device-dependent
IQ imbalance as RFF and combined the collaboration of
multiple receivers for wireless authentication.

In summary, traditional handcrafted RFF feature design
typically relies on physical signal characteristics such as
signal strength, phase, and frequency. These methods are
comparatively straightforward to understand and implement,
generally do not demand extensive computational resources

or datasets, and are practical in resource-constrained envi-
ronments. However, these methods depend on predefined
features designed by expert experience, potentially failing to
capture all subtle differences in signals, thereby limiting their
performance.

C. Deep Feature Extraction for SEI

DL transforms RFF by shifting from handcrafted feature
design to automated, data-driven feature extraction. This
approach enhances SEI accuracy and adaptability in dynamic
environments, setting a new standard in secure wireless com-
munication. SEI based on DL (DL-SEI) is an end-to-end
framework, which can be categorized into raw signal-based
and transformed signal-based approaches, depending on the
form of the input signals to the framework.

1) Raw Signal-Based DL-SEI: Using raw RF signals
in IQ format as the input for training and identification
maintains the integrity of all original signal characteris-
tics. Merchant et al. [9] demonstrated the effectiveness of
Convolutional Neural Network (CNN) for RFF extraction,
achieving high identification and verification on 7 ZigBee
devices using raw steady-state IQ signals. Yu et al. [37]
proposed a multisampling CNN, which extracts multiscale
features via multiple downsampling transformations from raw
IQ signals. Sankhe et al. [38] combined raw and feature-
engineered IQ samples, achieving 80-95% SEI accuracy on
100+ WiFi devices and 16 X310 USRP radios in a static
environment, and 99% accuracy after mitigating wireless chan-
nel impact by intentionally inserting and learning transmitter
impairment effect. Zha et al. [39] proposed a novel complex
Fourier neural operator embedded with a time and frequency
domain attention mechanism to learn features from different
domain perspectives. Zhang et al. [40] identified performance
degradation in transmitter-variable modulation scenarios and
proposed a variable-modulation SEI framework to reduce
data distribution distinctions among different modulation types
by constructing ideal modulation signals. Zhang et al. [41]
explored a multisource heterogeneous SEI method using real-
world multisource heterogeneous RF signals, comprising a
multi-channel RFF feature extraction module, an attention-
based RFF fusion module, and an automatic classifier,
demonstrating its advantages in noisy environments. Although
raw signal-based methods offer simplicity, preservation of
original characteristics, and suitability for real-time applica-
tions, they are more susceptible to noise and interference in
the raw signal, potentially affecting identification accuracy.

2) Transformed Signal-Based DL-SEI: This method
involves processing raw RF signals through various
transformations or feature extraction techniques before
training or identification, such as spectral analysis, wavelet
transforms, or statistical feature extraction. Ding et al. [42]
transformed received steady-state signals into bispectrum and
used a supervised dimensionality reduction method to obtain
the dimension-reduced bispectrum as the input for CNN.
Pan et al. [43] performed the Hilbert-Huang transform on
the received signals to obtain the Hilbert spectrum images
as input for a deep Residual Network (ResNet), finding
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that the extracted RFFs are more effective and robust than
the handcrafted ones. Peng et al. [44] used Differential
Constellation Trace Figure (DCTF) of signals as input for
CNN to extract RFF features, achieving high identification
accuracy and low complexity without prior information.
Peng et al. [45] used the Heat Constellation Trace Figure
(HCTF) to avoid the issues with the length and synchronization
of RF signals, achieving high SEI performance with a slice
integration cooperation. To overcome the wireless channel
distortion on the received signal, Shen et al. [46] proposed
a channel-independent spectrogram to mitigate the channel
effects in the time-frequency domain while preserving RFF
characteristics, combining it with deep metric learning to train
a channel-robust RFF extractor. Li et al. [47] transformed the
signal into graph tensors and captured the connections among
various sampling points as well as the relationships among
different fingerprint features at a single sampling point within
the graph tensor. Although transformed signal-based methods
can be less sensitive to noise and signal interference, their
effectiveness heavily relies on the chosen signal transformation
or feature extraction technique, which requires high-quality
expert experience. Additionally, the transformation process
might result in the loss of RFF information.

D. The Exploration in Label-Limited Scenario

Although DL continues to redefine the boundaries of SEI
through its ability to extract complex patterns from large
datasets, it remains heavily dependent on the availability of
extensive labeled datasets for training. This dependence poses
significant challenges in practical applications, where such
labeled signals are scarce or costly to obtain. Consequently,
researchers have begun to explore SEI under data-limited or
label-limited scenarios, such as few-shot and semi-supervised
learning, with the goal of developing methodologies that can
achieve robust SEI using partially labeled datasets. These
approaches represent a critical shift towards making SEI more
feasible and effective in environments constrained by limited
data availability. For example, Yang et al. [48] introduced a
strategy for SEI by employing Model-Agnostic Meta-Learning
(MAML), achieving high precision with only a small set
of labeled training examples. Xie et al. [49] proposed a
semi-supervised SEI algorithm based on bispectrum analysis
and Virtual Adversarial Training (VAT), which trains the
CNN in an adversarial manner with a small amount of
labeled data and exhibits excellent generalization capability.
Fu et al. [50] proposed a Metric-Adversarial Training (MAT)
algorithm combining deep metric learning and VAT to learn
RFF features from an insufficiently labeled training dataset and
a large unlabeled training dataset. X. Fu further innovated by
introducing pseudo labels into semi-supervised metric learning
to extract the discriminative semantic features of signals,
improving SEI performance [51]. Cai et al. [52] employed
data augmentation techniques, including noise disturbance and
time-delay transformation at the data level, along with VAT
at the model level, to enhance the small sample dataset and
improve the SEI model’s generalization and robustness.

Amidst the evolving landscape of SEI, the reliance on
labeled datasets poses a significant barrier, especially in

dynamic or non-cooperative environments where labels are
not available. This challenge has spurred growing interest in
alternative approaches that can circumvent the dependence on
labels, thus facilitating the emergence of unsupervised and
self-supervised SEI methodologies. These innovative strate-
gies hold the potential to unlock new capabilities in SEI
by leveraging unlabeled data, offering a promising avenue
for enhancing identification capabilities in scenarios where
annotated samples are unavailable. In this paper, we focus on
the application of SSL in SEI.

III. SSL-BASED SEI FOUNDATIONS:
DEFINITIONS & PARADIGMS

Given the promising potential of SSL in SEI, this sec-
tion provides an in-depth investigation of SSL-based SEI
techniques. Specifically, Section III-A formally defines the
SSL-based SEI problem and compares it with SL-based
and USL-based SEI. Section III-B presents a comprehensive
overview of existing SSL-based SEI approaches, catego-
rizing them into three representative paradigms. Finally,
Sections III-C and III-D discuss the applications of SSL-
based SEI from the perspectives of underlying mechanisms
and practical implementation workflows, respectively.

A. Problem Definition

1) Supervised Learning With Ground Truth Label: SL is a
data-driven learning scheme within DL, aimed at understand-
ing and extracting intrinsic characteristics from the data. Let
X represent the domain set of objects for which we wish
to obtain target labels, and D be the probability distribution
over X . Y indicates the set of ground truth labels for X . For
example, in SEI, xi ∈ X represents a signal received from
a specific transmitter, and yi ∈ Y represents the label of the
individual transmitter. Due to the unknown nature of D in
real-world scenarios, a learner Asl has access to only a finite
sequence of pairs S = {(x1, y1) · · · (xm , ym)}, often referred
to as the training dataset. xi in S are sampled from D, and
yi is obtained by manual labeling based on expert experience.
Assuming there exists a perfectly correct labeling function f
that can label all xi as yi . The learner Asl needs to output a
mapping rule h : X → Y to fit f as closely as possible. In DL,
h consists of network structure c and network parameters θ.
Typically, c is designed to be fixed, and the space of different
θ, which constitutes a set of hypotheses, is defined as H, so
h ∈ H. The optimal mapping rule Asl (D) based on expected
risk minimization can be approximated by the Empirical Risk
Minimization (ERM) on the S as Asl (S ). The approximation
process is expressed as

Asl (D) = argmin
hc,θ∈H

Exi∼DLsl

(
hc,θ(xi ), f (xi )

)
(2a)

fix c≈ argmin
hθ∈H

Exi∼DLsl (hθ(xi ), f (xi )) (2b)

ERM≈ argmin
hθ∈H

E(xi ,yi )∼SLsl (hθ(xi ), yi ) (2c)

= Asl (S ), (2d)

where Lsl is the supervised loss, such as cross-entropy, which
measures the difference between the output of h and the
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Fig. 5. The correlation between USL and SSL.

ground truth label. According to the Probably Approximately
Correct (PAC) theory, if the sample size exceeds a certain
value, the difference between the empirical risk obtained
through ERM and the expected risk will be less than a certain
threshold. Therefore, the larger S, the more closely Asl (S )
can approximate Asl (D). However, in SL, the larger labeled
datasets mean more work on label annotation, which can
be costly and time-consuming. Non-cooperative scenarios in
signal recognition, where many acquired signals cannot be
manually labeled, pose a significant challenge to SL and
promote the exploration of USL and SSL.

2) Self-Supervised Learning With Pseudo Label: SSL can
be regarded as a specific case of USL, and the association of
USL and SSL in the field of signal recognition is shown in the
upper part of Fig. 5. Due to the unavailability of labels, USL
can only start from the data itself, extracting implicit features
of the signals through methods such as ML, signal analysis,
and DL. Based on these features, USL mines explicit inter-
sample correlations, such as clustering, ultimately completing
signal classification or detection tasks. In particular, the term
“implicit features” refers not only to the output of the neural
network but also to all basic information extracted from the
input signal, such as the vectors after dimensionality reduction,
the amplitude and phase of the signal, the Power Spectral
Density (PSD), the type of modulation, etc. SSL, as a type
of USL method, trains the network using SL-like operations
by building a pretext task based on deep neural networks
and designing pseudo labels. Given a designed set of pseudo
labels Ỹ , where ỹi ∈ Ỹ represents some intrinsic structure
or information of xi , the SSL learner Assl aims to output a
mapping rule h̃ : X → Ỹ to fit pseudo labeling function f̃ .
Unlike in SL, where the function f is unobtainable, in SSL,
the function f̃ is artificially designed and known. Formally,
let S |x = {x1, . . . , xm} represent the instances of the training
dataset, the approximated SSL learner Assl can be obtained
from

Assl (D) = argmin
h̃c̃,θ̃∈H̃

Exi∼DLssl

(
h̃
c̃,θ̃

(xi ), f̃ (xi )
)

(3a)

fix c̃≈ argmin
h̃θ̃∈H̃

Exi∼DLssl

(
h̃
θ̃
(xi ), f̃ (xi )

)
(3b)

ERM≈ argmin
h̃θ̃∈H̃

Exi∼S |xLssl

(
h̃
θ̃
(xi ), f̃ (xi )

)
(3c)

= Assl (S |x). (3d)

Although both SSL and SL train networks in a supervised
manner, comparing Eq. (2b) and Eq. (3b), the distinctions
can be observed from three perspectives: data, model, and
loss. The data in SL is goal-oriented, including instances and
ground truth labels yi that specify the goal required by the
target task. In contrast, the data in SSL is task-oriented, with
pseudo labels f̃ (xi ) generated according to the type of pretext
task. Different pretext tasks design different f̃ , resulting in
pseudo labels that are highly relevant to the pretext tasks but
different from the ground truth labels. Similarly, the model
structure and loss also vary significantly depending on the
differences in pretext tasks in SSL. In the following content,
we classify and discuss SSL in detail based on pretext tasks.

B. Unified Paradigms of SSL

According to the type of pretext task, common SSL methods
can be divided into three paradigms: Generative SSL (GSSL),
Predictive SSL (PSSL), and Contrastive SSL (CSSL). The
training schemes of these different paradigms are shown in
Fig. 6.

1) GSSL: As shown in part (a) of Fig. 6, the family of
GSSL methods is characterized by prompting the mapping
rule h̃gssl to restore distorted input to its original form. The
distortion function is defined as d(·) and mainly includes
noise, loss of information, data point corruption, etc. For
GSSL, the loss in Eq. (3b) can be written as follows:

Lgssl

(
h̃
θ̃
(x), f̃ (x)

)
= Lsim

(
h̃gssl (d(x)), x

)
. (4)

From the data perspective, the input of GSSL is the distorted
instance d(x), and the pseudo label is the original instance x.
From the perspective of the model, h̃gssl typically manifests
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Fig. 6. Categorization of SSL: generative, predictive and contrastive paradigms.

as an encoder-decoder structure, where the encoder performs
feature extraction on the distorted instances, and the decoder
is motivated to generate the original instances based on these
features. From the perspective of loss, Lsim is a similarity loss
that measures the similarity between the generated instances
and the original instances, such as the Mean Squared Error
(MSE).

2) PSSL: As shown in part (b) of Fig. 6, the family of
PSSL methods is characterized by prompting the mapping
rule h̃pssl to predict the property of the converted instance.
The conversion functions c(·) may include sequence shuffling,
geometric transformation, and real-false samples, with the
corresponding properties ρ being the correct sequence, type of
transformation, and sample legitimacy, respectively. For PSSL,
the loss in Eq. (3b) can be written as follows:

Lpssl

(
h̃
θ̃
(x), f̃ (x)

)
= Lpre

(
h̃pssl (c(x)), ρ

)
. (5)

From the perspective of data, the input of PSSL is the con-
verted instance c(x), where c(·) is sampled from a finite set of
conversions {c1(·), . . . , cK (·)}. Each conversion corresponds
to a property, so the property ρ ∈ {ρ1, . . . ρK } is designed as
the pseudo label of c(x). From the perspective of the model,
h̃pssl is a standard supervised classification structure, including
an encoder and a classifier. The classifier accepts features from
the encoder and outputs category confidence belonging to ρi
via softmax. From the perspective of loss, Lpre is a supervised
loss used to measure the degree of inconsistency between the
model’s predicted property and the actual property, such as the
cross-entropy [53].

3) CSSL: As shown in part (c) of Fig. 6, the family of
CSSL methods is characterized by prompting the mapping
rule h̃cssl to learn transformation-invariant representations
embedded in different views of one instance. The views after
transformation might be different modalities of the instance
or variants of the instance obtained through d(·) or c(·). For
CSSL, the loss in Eq. (3b) for CSSL can be rewritten as

follows:

Lcssl

(
h̃
θ̃
(x), f̃ (x)

)
= Lcon

(
h̃cssl (x).h̃cssl (x

′)
)
. (6)

From the perspective of data, the input of CSSL is the
instance itself (which may also be transformed in some works),
and the pseudo label is the output of CSSL for the different
view x′ of x, which is an embedding vector in a high-
dimensional representation space. From the perspective of the
model, in some works, h̃cssl consists of two separate networks
for the embedding vector representations of x and x′. In other
words, these two networks are structurally independent but
share interconnected parameters, and in yet other works, x
and x′ share the same network. From the perspective of loss,
Lcon is a contrastive loss used to measure the degree of
difference between a pair of embedding vectors, thereby bring-
ing them closer together. Common self-supervised contrastive
losses include mean MSE, cosine similarity, Noise Contrastive
Estimation (InfoNCE), etc.

C. Knowledge Transfer

The mapping rule h̃ learned from SSL consists of the
network structure c̃ and network parameters θ, where c̃ can
be divided into a feature extractor q̃ and a pretext task-related
head p̃. The full description of h̃(·) is expressed as

h̃(·) = h̃
c̃,θ̃

(·) = p̃
θ̃

(
q̃
θ̃
(·)), (7)

where q̃ learns the intrinsic representations of the input signal,
achieving data compression and automatic feature extraction,
and p̃ analyzes the correlation between features to complete
the pretext task. Due to the differences between the pre-task
and the target task, p̃ cannot be directly applied to the target
task. However, q̃ has task universality, so the most common
method is to replace q̃ with a head g related to the target task.
Then the mapping rule of the target task can be written as

t(·) = tc,θ(·) = gθ(qθ(·)), q̃
θ̃
→ qθ. (8)
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Fig. 7. The feature representation before and after KT.

Typically, the structure of the feature extractor for the
pretext task remains the same as that for the target task. For the
target task, q̃

θ̃
can be regarded as a form of knowledge, and the

process of q̃
θ̃
→ qθ is referred to as Knowledge Transfer (KT).

Different knowledge has varying effects on the target task,
which can be reflected in the feature space F of the signal.
As shown in Fig. 7, F represents all the features contained
in the target instance X . The goal of SEI is to extract as
many RFF features as possible while reducing other irrelevant
features. Key RFF features include oscillator imperfection, IQ
imbalance, and power amplifier nonlinearity, among others.
If a certain knowledge, after being transferred to the target
task, results in qopt that can perfectly extract RFF features,
such knowledge is referred to as “ideal knowledge”. However,
this is difficult to achieve with pretext task-oriented SSL. The
next best scenario is to acquire a “special knowledge” that
is highly relevant to the target task. After KT, it can extract
redundant features that contain RFF and other features, such
as modulation features and wireless technique features, among
others. SSL may also acquire a “general knowledge”, which,
after KT, can extract high-level features in the signal weakly
associated with the RFF, such as denoising features and time-
frequency features.

After KT, the target task can continue to train the param-
eters θ of q, obtaining the local optimum q ′ close to qopt .
Compared to random parameter initialization, KT can sig-
nificantly reduce the likelihood of q being optimized to
an over-learning state, which can only extract trivial fea-
tures, such as amplitude features and channel characteristics,
etc. In conclusion, a well-designed pretext task allows SSL
to learn higher-quality knowledge from unlabeled data and
optimize the extraction of RFF features in the target SEI
task.

D. The Workflow of SSL for SEI

In the non-cooperative scenario, although the emitter iden-
tity of received signals is unknown, SSL can also learn
knowledge from the unlabeled data by constructing a pretext
task and transferring the knowledge to the target SEI task.
However, due to the diversity of knowledge, the transferred
knowledge may not fully match the target task. Therefore, it
can be adjusted through a small amount of labeled data in
the target task, significantly saving the resources consumed by
manual labeling. This workflow of SSL for SEI is illustrated
in Fig. 8. In the signal collection stage, the receiver collects
signals from different emitters and obtains the unlabeled signal
dataset S |x. Then the pseudo labeling function f̃ , the network
structure h̃c̃ , and the loss Lssl should be designed by an expert
to construct a pretext task. Based on the designed pretext task
and S |x, SSL can learn a knowledge q̃

θ̃
by training the network

parameters h̃
θ̃
. For the signal dataset collected from target

emitters, which can be different from the emitters of S |x, a
small amount of labeling based on expert experience can be
conducted to obtain the labeled dataset S. After KT q̃

θ̃
→ qθ

and building target task-orient head gθ, the parameters θ can
be adjusted via SL. Specifically, to prevent overfitting, some
parameters in qθ can be frozen, and the frozen parameters
do not participate in parameter updates during SL. Finally, in
the SEI stage, the newly collected signals can be classified or
detected through the trained qθ.

In this section, we clearly give the definition and common
paradigms of SSL-based SEI, which can be summarized as
a process of mining potential information in unlabeled signal
data by constructing pseudo-labels and designing pretext tasks.
We also explain why the potential information mined by SSL
is useful and how to utilize this information on the target SEI
task and signal data.

IV. A SURVEY: DATASETS & LITERATURE

Based on the problem definition, paradigms, and workflow
of SSL on the SEI task presented in Section III, in this
section, we collect existing open-source SEI datasets and
comprehensively introduce the SSL-based SEI literature.

A. Existing Open-Source Dataset for SEI

In the quest to advance the field of SEI through SSL,
the availability and diversity of datasets play a crucial role.
However, unlike the well-established large-scale open-source
datasets in the field of CV, open-source dataset resources for
SEI are fragmented and lack uniformity. This discrepancy
arises from the diversity of emitter types, the variety of
signal samples, and the complexity of channel environments.
Although few studies, such as those mentioned in [76],
have attempted to catalog these datasets, their coverage
remains insufficiently comprehensive. Recognizing this, we
have meticulously compiled a comprehensive collection of
open-source datasets, as shown in Table IV, which lists the
key parameters, the type of emitter, the number of emitters,
and a direct link to the download page. This makes it easy for
researchers to quickly access and download the information
about the dataset. Moreover, the table also provides some
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Fig. 8. The self-supervised workflow starts with an unlabeled source data set and a labeled target data set.

details about the type or environment of the collected signals.
For dataset [60], it provides Bluetooth signals sampled at
different sample rates, which can be used to study the impact
of variable sampling rates on SEI performance and further
provide solutions, offering flexibility for the input of the SEI
system. Similarly, dataset [61] collects WiFi signals from
different transmitter-receiver distances and can be used to
study the effect of distance on SEI. Dataset [73] contains
150GB of WiFi transmissions of 15 Pycom devices captured
over 3 consecutive days in both wired and wireless connections
and across 4 different locations, providing rich signal acqui-
sition scenarios and essential data support for the robust SEI
studies in complex electromagnetic environments. We hope
this table can assist researchers in the field in quickly obtaining
effective, rich, and high-quality open-source datasets, thereby
accelerating the research progress in the SEI field.

B. Generative Approaches

1) Motivation: Recently, Generative Artificial Intelligence
(GAI) has emerged as a significant research topic in
network optimization [77], physical layer communication
security [78], [79], space-air-ground integrated networks [80]
and semantic communications [81], [82]. In the SEI domain,
to provide appropriate pretext tasks to assist models in
understanding and capturing the intrinsic information of data,
the most direct approach is to design self-supervised tasks
based on common tasks, such as dimensionality reduction,
denoising, and repair. These concepts, serving as motivation,
have led to the development of GSSL, which aims to perform
transformation and generation of samples at the sample point
level according to task requirements.

2) Autoencoding-Based Methods: Autoencoder (AE), one
of the basic schemes of GSSL, was first introduced in [83]
for pre-training neural networks. In 2006, Hinton and
Salakhutdinov [84] introduced a nonlinear, adaptive multi-
layer encoder to transform high-dimensional data into
low-dimensional encodings, and a corresponding decoder
restores the low-dimensional encoding back to the original

high-dimensional data, forming an entire AE framework. Then
AE became a popular dimensionality reduction scheme, and
multiple variants emerged to be applied to SSL. Unlike AE,
in which both the pseudo label and input are original samples,
the inputs of these variants are distorted samples. For example,
Denoising Autoencoder (DAE) [85] takes noisy samples as
input to the encoder and trains the decoder to generate noise-
free samples, thereby compelling the encoder to learn robust
features. In the CV field, there are some similar methods,
such as generating color images from black-white images [86]
and generating high resolution images from low resolution
images [87]. However, it is difficult to apply these methods
to other fields. In 2022, Masked Autoencoder (MAE) [88]
was proposed, which adds masks at random positions on the
input samples and recovers the masked content through the
encoder-decoder structure, demonstrating robust performance.
Then Shi et al. [89] built an MAE for self-supervised recon-
struction tasks using unlabeled signal samples transformed into
images by Gramian Angular Field (GAF), and the GAF-MAE
outperforms other well-known models on the public dataset
RadioML.2016.10a for Automatic Modulation Classification
(AMC) task.

Inspired by [88], Huang et al. [90] proposed an unsupervised
pre-training method based on MAE for RFF learning. At the
time dimension of IQ signals, K. Huang designed three types
of masking patterns: block-wise masking, which removes a
consecutive segment; grid-wise masking, which removes a
segment of a certain length periodically; and random masking,
which removes random segments. At the channel dimension,
K. Huang designed two types of masking patterns: channel-
aligned masking, which masks I and Q signals at the same
positions, and channel-separated masking, which masks I and
Q signals independently. The experimental results show that
a block-wise channel-aligned masking pattern best suits RFF
learning. Based on the above work, Yao et al. [91] proposed
an Asymmetric Masked Auto-Encoder (AMAE) to pretrain the
RFF extractor, which is finetuned in the downstream SEI task
with few-shot samples. Specifically, in AMAE, the decoder
and encoder structures are asymmetric, and its performance on
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TABLE IV
THE OPEN-SOURCE DATASET FOR SEI

downstream few-shot SEI tasks significantly surpasses that of
MAE for the open-source datasets [61] and [46]. Zhu et al. [92]
combined stacked convolutional DAE and contrastive repre-
sentation learning as a multi-task SSL framework for vehicle
classification based on carrier-free ultrawideband radar signal.

3) GAN-Based Methods: In 2014, the introduction of the
Generative Adversarial Network (GAN) [93] sparked a rev-
olution in the field of DL, garnering acclaim from both
the academic and industrial sectors and leading to numerous
technological breakthroughs. A GAN is composed of two
parts: a generator that creates data samples, and a discriminator
that distinguishes between genuine and generated samples,
improving the quality of the generated data through this
adversarial process. For the generator in GAN, its input
is noise, and the pseudo label is the distribution of the
original samples. In particular, the similarity between the
sample distribution generated by the generator and the original

sample distribution is measured by the discriminator. With the
development of GAN, improved versions have subsequently
been developed and applied to SSL. Conditional Generative
Adversarial Networks (CGAN) [94] modify the traditional
GAN framework by incorporating label information to condi-
tion the generation process, enabling the creation of targeted
data samples. Auxiliary Classifier GANs (ACGAN) [95]
extend CGAN by adding an auxiliary classifier on top of the
discriminator to further guide the generation process with more
explicit class label information, enhancing the control over the
categories of the generated data.

Since GANs do not require explicit probabilistic assump-
tions, they perform well on complex signal data distributions
and have a better ability to generate flexible, varied, and high-
quality signal data than other models. There have been many
applications of GAN, and its versions have been improved
for SEI. Gong et al. [96] proposed an unsupervised SEI
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framework in non-cooperative scenarios, which combines
the advantages of information-maximized GAN (InfoGAN),
manual RFFs, and the knowledge of the wireless propagation
channel. Specifically, the gray histogram is embedded into the
proposed framework to enhance individual discriminability,
and the InfoGAN integrates a structured multimodal latent
vector that incorporates the priori statistical characteristics of
wireless propagation channels. To overcome the degradation
of RFFs due to multipath fading and enhance the performance
of SEI, Fadul et al. [97] proposed a channel equalization
approach, which leverages a CGAN to learn the distribution
of multipath channel effects, estimate and correct their impact
on RFF. The performance is evaluated in a Rayleigh fading
channel environment with degrading SNR, involving up to 32
IoT devices.

C. Predictive Approaches

1) Motivation: Although the pretext tasks and pseudo
labels in GSSL are easy to understand and design, its
pixel-level, fine-grained generative framework presents high
training complexity and instability. Subsequently, some meth-
ods choose or design certain properties of the samples as
pseudo-labels, resulting in PSSL. These properties include the
state of the samples, component scales, spatial structure, and
temporal association, among others. Based on these pseudo-
labels, which are similar to class labels in SL, PSSL can
be trained with a less complex loss function, such as cross-
entropy loss [53], similar to SL.

2) Approaches: Instance discrimination [98] is one of the
classic PSSL schemes, which treats each instance as its own
class and trains the model to discriminate between different
instances, hence the problem becomes a supervised classifica-
tion problem in which the number of categories is the same
as the size of the dataset. Besides, some studies split one
sample into multiple patches, use the spatial context properties
between patches as pseudo-labels, and predict these pseudo-
labels through a neural network as the pretext task for SSL.
For example, Doersch et al. [99] randomly selects two patches
from each image to form a pair and trains a CNN to predict the
position of the second patch relative to the first. In this setup,
the two patches are inputs, and their relative position serves as
the pseudo labels. Since the relative positions are finite, this
task can be regarded as a supervised closed-set classification
task during training. Similarly, Noroozi and Favaro [100] used
a jigsaw puzzle game as the pretext task for SSL, dividing
an image into nine patches, shuffling them according to a
specific strategy, and then learning both a feature mapping
of object parts as well as their correct spatial arrangement.
Misra et al. [101] proposed a sequential verification task for
SSL by extracting a tuple of frames from a video, and asking
whether the frames are in the correct temporal order.

Inspired by the rotation prediction-based SSL [102], which
trains deep neural networks to recognize geometric trans-
formations applied to images and learns to represent the
images effectively through the identification of rotations,
Xu et al. [103] proposed a few-shot SEI method using rotation
feature decoupling (RFD) as the pretext task. For an RF signal

x = (I ,Q), I and Q are two channels of x, corresponding to
the real and imaginary parts, respectively. The input of RFD
is the rotated x based on phase, which can be represented as

xr =

[
cos σ − sin σ
sin σ cos σ

][
I
Q

]
, (9)

where σ is the angle of rotation, chosen from
{0, π/2, π, 3π/2}. Xu et al. decomposed the feature of xr into
two parts: rotation-relevant features and rotation-irrelevant
features. Consequently, the rotation-relevant features can be
classified into four classes corresponding to the rotation
angles by a rotation classifier. Rotation-irrelevant features are
obtained by reducing the inter-feature differences of samples
with various rotation angles. To prevent a collapsed solution,
where the encoder outputs the same rotation-irrelevant feature
for any input sample, Xu et al. introduced an instance
classification task into the optimization process of rotation-
irrelevant features. In the downstream few-shot SEI task, the
encoder trained by RFD was finetuned on the open-source
Wi-Fi dataset [61] and the simulation results showed up to
92.90% identification accuracy with only 30 training samples
per category, exceeding the benchmark performance without
pre-training by 25%. Based on the work, Xu et al. [104]
proposed a new few-shot SEI approach using phase shift
prediction and decoupling, which is an alternative to [103] by
obtaining the time-frequency features of the phase-shifted IQ
signal through the Short-Time Fourier Transform.

D. Contrastive Approaches

1) Motivation: The aforementioned instance discrimination
framework provides a powerful approach for SSL, enabling
models to learn complex feature representations without
explicit labels by distinguishing between different instances.
However, since the number of categories equals the number
of samples, the softmax operation used to compute class
probabilities becomes increasingly costly as the size of the
dataset grows. It can only be estimated by other methods
such as the Noise-Contrastive Estimation (NCE) [105] as used
in [103]. Another problem within the instance discrimination
framework is the lack of intraclass variability, which does
not enable the model to learn the inherent variation within
each class [106]. To address the problem, the CSSL scheme
has emerged, synergizing extensive data augmentation and
instance discrimination. In CSSL, approaches based on nega-
tive examples and those not based on negative examples are
two main strategies.

2) Negative Sample-Based Methods: Contrastive learning
involves choosing an anchor, a positive sample (same class
as the anchor), and a negative sample (different class from
the anchor), with the goal of minimizing the distance between
the anchor and the positive sample and maximizing the dis-
tance between the anchor and the negative sample. However,
positive and negative samples cannot be chosen directly
in an SSL task because the corresponding labels are not
accessible. To address this problem, CSSL generates distinct
views of an instance through data augmentation. In early
negative example-based CSSL, views from the same instance
are regarded as positive examples for an anchor sample,
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while views from different instances within the batch are
considered negative examples. The optimization direction of
these methods involves increasing view difficulty and adding
more negative examples. However, obtaining more negative
examples requires a larger batch size, which is limited by
GPU memory constraints. One possible approach is to add
a memory bank [107] to store previously encoded samples
and use them as negative examples when calculating loss.
For example, Contrastive Multiview Coding (CMC) [108]
introduced a memory bank to CSSL in the CV domain, aiming
to maximize mutual information between different views of
the same scene. Nevertheless, memory bank-based schemes
face the problem of inconsistency between stored encodings,
calculated by a previous encoder, and updated encodings,
affecting objective optimization.

He et al. [109] introduced the Momentum Contrast (MoCo)
model at the end of 2019, which continues the idea of a
memory bank and uses momentum to update the encoder
parameters, solving the problem of inconsistent encoding of
old and new candidate samples. Davaslioglu et al. [110]
applied a MoCo-v3 [111] SSL framework to motivate RF
signal representation learning for AMC, utilizing five RF
waveform augmentations: DC shift, time shift, amplitude
scale, zero-masking, and Gaussian noise. Chen proposed a
Simple Framework for Contrastive Learning (SimCLR) [112],
which does not use the memory bank but improves augmen-
tation methods and adds a nonlinear projection following the
encoder. The nonlinear projection removes the augmentation-
related information within the extracted features from the
encoder. Liu et al. [113] applied CSSL to a semi-supervised
AMC task, using unlabeled data with the SimCLR to train an
intrinsic feature extractor and a small amount of labeled data
to train a modulation classifier. Liu et al. [114] considered the
frequency domain characteristics of the signals and improved
the SimCLR based on time-domain and frequency-domain
data augmentation, including low-pass filtering, amplitude
perturbation, phase perturbation, and phase shift, achiev-
ing high accuracy on human activity recognition tasks.
Bocus et al. [115] integrated SimCLR and CMC to improve
activity recognition performance using WiFi signals captured
by synchronized receivers deployed in different positions. In
addition, there are some other negative example-based CSSL
methods include Contrastive Predictive Coding (CPC) [116]
and Pretext-Invariant Representation Learning (PIRL) [117].

Most CSSL approaches for SEI are inspired by the above
schemes. For example, Zhao et al. [118] combined the
complex-valued neural network with the MoCo framework for
SEI, employing phase rotation, random cropping, and jitter
as data augmentations. Liu et al. [119] converted emitter
signals to constellation figures as inputs for SimCLR and
used CV-based data augmentations, including random color
distortion, horizontal flip and vertical flip. Wu et al. [120]
employed SimCLR in a semi-supervised SEI problem, where
SimCLR works as an unsupervised contrastive learning model
to train a feature extractor on unlabeled signals, followed by
cross-entropy and supervised contrastive learning to train an
emitter classifier. Given the success of CSSL, Hao et al. [121]
proposed a Signal Constrastive Self-Supervised Clustering

(SCSC) algorithm for SEI, using a Bit-Pulse Selection (BPS)
strategy and several signal data augmentation methods to
obtain positive and negative instance pairs. This method
extracts hierarchical semantic features via a designed 1-D fin-
gerprint pyramid feature extractor that combines instance-level
and emitter-level contrastive learning to maximize agreements.
Specifically, the data augmentation methods for BPS include
segment switching, amplitude jitter, time skew, and random
noise.

3) Positive Sample-Based Methods: Although the diversity
and number of negative samples can significantly improve
the generalization ability of CSSL, especially on large-scale
datasets, certain scenarios make it difficult to obtain a large
number of negative samples and consume vast computational
resources. Additionally, the selection of negative samples is
highly dependent on the particular task and data type, poten-
tially leading to poor learning outcomes if chosen improperly.
To address these challenges, Caron et al. [122] proposed
Swapping Assignments Between Multiple Views of the Same
Image (SwAV), which integrates online clustering and multi-
view data augmentation into CSSL without the need for
negative examples. SwAV utilizes cluster representations as
a proxy to negate the need for traditional negative samples,
offering a more computationally efficient and broadly cap-
turing SSL method. Similarly, Bootstrap Your Own Latent
(BYOL) [123] eliminated negative examples and proposed an
asymmetrical architecture with a momentum update strategy
for the target encoder, similar to MoCo. Chen and He [124]
demonstrated that the most critical component in BYOL is
the stop gradient operation. Based on this, they proposed an
effective CSSL framework, Simple Siamese (SimSiam), which
does not require negative example pairs, large batches, or
momentum encoders. Similar to Barlow twins [125], Variance-
Invariance-Covariance Regularization (VicReg) [126] is a joint
embedding architecture with variance, invariance and covari-
ance regularization. In this method, the distance between two
embeddings from the same sample is minimized, the variance
of each embedding variable over a batch is maintained above
a threshold, and the covariance between pairs of embedding
variables over a batch is driven to zero.

Building on the work [118] and BYOL, Zhao et al. [127]
proposed an improved BYOL scheme for SEI that incor-
porates three data augmentation methods: rotation, random
cropping and jitter. The simulation results on downstream
SEI tasks show that it significantly outperforms MoCo across
various sample sizes and Signal-to-Noise Ratios (SNR).
Zha et al. [128] considered the impacts of receivers on
RFFs, viewing this as a data augmentation method, and
utilized the SimSiam network to learn and eliminate receiver-
agnostic features. Subsequently, they optimized the model
with Local Maximum Mean Discrepancy (LMMD) regulariza-
tion to prevent distribution shifting. Inspired by VAT [129],
Liu et al. [130] proposed an SEI framework based on SSL and
Adversarial Augmentation (SA2SEI), which integrates data-
driven augmentations such as rotation and flipping, as well
as model-driven augmentation, specifically feature adversarial
augmentation. This framework achieved high accuracy in the
downstream few-shot SEI task.
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TABLE V
SUMMARY OF WORK FOR SSL-BASED SEI

In this section, we comprehensively collect available open-
source SEI datasets and list the related work based on the SSL
and SEI according to the three paradigms discussed in the
previous section. The comparison of different signal recogni-
tion algorithms based on SSL is summarized in Table V.

V. AN OUTLOOK: SSL & LARGE MODEL

As SSL continues to evolve, its integration with large
models presents a promising direction for future research and
applications, especially in the field of SEI, where the abun-
dance of device types, the large number of devices, the variety

of signal styles, and the complexity of the electromagnetic
environment are critical factors that cannot be ignored. While
SSL on small models and small datasets is beneficial for spe-
cific small tasks, it faces several limitations. Small models with
fewer parameters have limited expressive power and struggle
to capture complex patterns in signals. Additionally, small
datasets lack diversity and coverage, leading to overfitting and
poor generalization, preventing the model from performing
well across different tasks and scenarios.

In contrast, combining SSL with large models and large
datasets offers significant advantages. Large models, with
their extensive parameters and deep structures, possess strong
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Fig. 9. The future work of SSL-based SEI combined with large models.

feature extraction and pattern recognition capabilities, enabling
a better understanding and handling of complex data. Large
datasets provide rich diversity and coverage, allowing the
model to learn a wide range of features during the pre-
training phase, thus enhancing generalization and adaptability.
This combination not only enables efficient learning from
unlabeled data but also excels in subsequent supervised
tasks, reducing the reliance on large amounts of labeled
data.

In this section, we will explore potential problems and future
works of combining SSL with large models, focusing on three
key future directions and two extensions, as shown in Fig. 9.

A. Foundation Construction

RFF features are simultaneously affected by a variety of
factors, such as operating parameters, receiver, transceiver dis-
tance, reception time, and noise. Most existing works consider
signal variations under only a few such conditions. However,
training a large model foundation requires vast signal data
encompassing a wide range of cross-domain variations. This
calls for a standardized dataset that covers diverse dimensions,
including cross-receiver [133], cross-time [134], cross-channel
condition [46], cross-SNR [135], cross-protocol configura-
tion [136], cross-modulation [40], cross-distance [137], and
cross-sample rate [60]. Based on such a standard, signal
preprocessing procedures, such as signal collection, cleaning,

and normalization, should be employed to construct a robust
and scalable signal database suitable for large-model training.

Once the standardized signal database is built, a large
foundation model can be trained from scratch. This approach
provides maximum flexibility and customization but is compu-
tationally expensive. An alternative is to fine-tune an existing
time-series foundation model, such as TimeGPT [138], Lag-
llama [139], or MOMENT [140]), which can significantly
reduce training costs while leveraging strong temporal repre-
sentation capabilities. Although the data used to train these
models differs from RF signals, their excellent time-series
analysis and feature representation capabilities can still be
beneficial for SEI tasks. However, the availability of open-
source time series models is limited, whereas Large Language
Models (LLM) are comparatively more mature. Therefore,
leveraging some conversion or alignment methods [141],
[142], [143], [144] between time-series data and text data is
also a promising option, as it can address the numerical char-
acteristic differences between LLM text data and RF signal
data, enabling the construction of a large model foundation
for SEI using a LLM foundation.

While most research on large models for SEI focuses on
IoT devices [145], the underlying idea of learning device-
specific fingerprints using SSL can be extended to a broader
range of wireless systems. In particular, foundation models
trained on IoT transmissions may generalize to cellular base
stations, UAV communication links, and satellite networks.
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Although these systems differ in hardware configurations,
channel characteristics, and signal protocols, the core objective
of identifying device-specific RFF features remains consistent.
Domain adaptation and fine-tuning techniques can help adjust
the model to account for such domain shifts. Investigating
the cross-domain generalizability of foundation models is
therefore a valuable future direction to enhance the scalability
and applicability of SSL-based SEI across diverse wireless
platforms.

B. Embedding Design

Large models have shown tremendous potential in various
tasks, while the successful training of these models on vast
amounts of signal data hinges on the quality of feature embed-
dings, especially through SSL, where no real labels guide the
training objectives. Feature embeddings transform raw signal
data into more informative representations, which are crucial
for capturing the underlying patterns, structures, and RFF
within the data. Inadequate feature embedding methods can
lead to suboptimal model performance, as the model may
struggle to extract meaningful representations from complex
and high-dimensional signal data. Therefore, developing and
employing high-quality feature embedding schemes according
to the characteristics of signal data is paramount for leveraging
the full potential of large models.

Effective pretext tasks are the basis of SSL, guiding the
model to learn meaningful representations from unlabeled
data. The three SSL paradigms summarized in this paper
can serve as references for the selection of pretext tasks, or
innovative pretext tasks can be designed according to the struc-
tural characteristics of large models and the diversity of large
datasets, to obtain richer feature embeddings. Additionally,
key research areas for combining SSL with large models
in the future include how to construct positive and negative
sample pairs to avoid collapse during training, how to develop
augmentation methods suitable for signal data to prevent
the destruction of RFF information, and how to construct
discriminative embedding spaces to learn the associations and
distinctions between features.

C. Downstream Generalization

As we look to the future of combining SSL with large
models, enhancing their downstream universality is a crucial
area of focus. Due to the substantial size and computational
demands of large models, many devices are unable to support
their deployment. To address this, various model compression
techniques should be employed to create general lightweight
models that maintain high performance while being more
resource-efficient. In addition, while large models perform
well on many tasks, there are specialized use cases, such
as specific types of emitters or unique signal types and rare
channel environments, where further customization is needed.

Compressing large models through pruning [146], quanti-
zation [147], knowledge distillation [148], and lottery ticket
hypothesis [149] is an important research direction in the
future, which can create efficient, general lightweight models

suitable for a wide range of devices. Simultaneously, develop-
ing specialized vertical models by adding customized modules,
choosing appropriate training paradigms, matching business
data with large databases, and aligning the domains between
large models and vertical models ensures that the model can
effectively handle unique and specialized tasks.

D. Extension Work

The aforementioned foundation and generalization direc-
tions lead to some extended work that needs exploration.
Firstly, the development and application of large models must
prioritize security and controllability, particularly regarding
data privacy and data security. In terms of privacy, building
large signal databases involves collecting vast amounts of
signal data, which may be distributed across different loca-
tions and could contain sensitive information. Centralizing all
data in a single data center could lead to serious privacy
leakage issues. To address this, integrating large models with
federated learning [150] and distributed learning [151] could
be an effective solution. In terms of security, given the
vulnerability of large model training data to attacks [152] or
poisoning [153], SEI large models need capabilities for attack
detection and defense to safeguard the downstream fine-tuning
and deployment of large models. Secondly, as signal collection
continues and the types of emitters and scenarios change,
an important future direction is enabling models to learn
new knowledge without forgetting old information, to avoid
catastrophic forgetting and achieve continual learning [154].
This can be pursued primarily through domain incremental
learning and class incremental learning [155], [156].

The aforementioned embedding and generalization direc-
tions also lead to some extended work that needs exploration.
Firstly, the trustworthiness assessment of SEI large models
is critical to their widespread deployment and application.
Trustworthiness assessment should encompass the evaluation
of interpretability, reliability, and robustness of SEI large
models. This involves comprehensively analyzing diverse mea-
surement scenarios, establishing a system of trustworthiness
metrics, and developing a trustworthiness assessment platform.
Secondly, an essential gap exists between pretext and down-
stream tasks. Researchers create sophisticated pretext tasks to
assist models in learning crucial dataset features that can be
transferred to other tasks. However, this approach occasionally
fails to achieve its goals. Additionally, the process of selecting
pretext tasks often appears overly heuristic and complex,
lacking consistent patterns to follow [157]. Therefore, for a
specific downstream task, it is important to be clear about
the properties desired in the embedding representations and to
select effective pretext task base on those properties [106].

In this section, we focus on the combination of SSL and
large models in the future of SEI, which is expected to signif-
icantly enhance system accuracy and robustness. SSL reduces
reliance on labeled data by extracting features from unlabeled
data, while large models excel at processing complex time-
series signals. This integration is particularly crucial in areas
such as secure communications, where it can enable more
efficient device identification, network security monitoring,
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TABLE VI
THE SIMULATION PARAMETERS

and privacy protection, advancing SEI technology in dynamic
and complex wireless environments.

VI. CASE STUDY

In this section, to compare the RFF extraction capabilities of
different SSL methods, we construct various downstream SEI
tasks for several classic and latest SSL methods to present and
analyze the identification performance under different SNRs
and using different downstream classifiers. The features of
the downstream dataset will be extracted to evaluate the RFF
quality. The goal of this section is to provide a comprehensive
evaluation of how these SSL methods perform in diverse
scenarios, shedding light on their robustness and generalization
capabilities, and to help readers quickly choose the suitable
approach to solve the target task.

A. Dataset, Simulation Environment, and Parameters

The open source Wi-Fi dataset [61] and LoRa dataset [46]
are selected from Table IV due to their public availability
and widespread use in existing SEI literature. They cover
distinct signal characteristics and deployment scenarios, mak-
ing them suitable benchmarks for evaluating SSL-based SEI
performance. The DL models in these methods are based on
PyTorch, and the simulation platform is GTX 3090Ti. To
highlight the gain of SSL in downstream tasks, we randomly
selected 30 groups of different samples as S |x for Monte
Carlo simulations, and each simulation is tested on the same
test dataset. The average result of simulations is applied as
the performance indicator of these methods. The detailed
simulation parameters are listed in Table VI.

B. Comparison Methods and Network Structures

According to the aforementioned three SSL paradigms,
three of the latest SSL-based SEI methods, including
AMAE [91], RFD [103] and SA2SEI [130] and several
common SSL methods, including SimCLR, VicReg [126],
SimSiam [128] and MoCo [118], are selected in this paper for
evaluation. Specifically, the MoCo here represents MoCo-v2,
whose encoder is followed by a projector such as SimCLR.
For a fairer comparison, the required network structures of
these SSL methods are standardized as shown in Table VII,
where the Encoder is the indispensable feature extractor for
all methods and is composed of nine complex convolution
layers and one linear layer. The feature dimension is unified

TABLE VII
THE NETWORK STRUCTURES IN SSL METHODS

to 1024. The Projector is present in all methods except
AMAE and RFD, while the Predictor is used in SA2SEI and
SimSiam. The decoder is an important component in AMAE
for recovering samples, and the angle classifier is used in
RFD to predict the rotation angle of samples based on the
extracted features. In addition, the methods except AMAE
and RFD are contrastive SSL, where data augmentation plays
an important role. In this section, the data augmentations for
these contrastive SSL methods are unified to include rotation,
flipping, and adversarial augmentation, similar to those used
in SA2SEI.

C. Robustness Analysis: Under Different SNRs

In practical application scenarios, signals are subject to
varying degrees of noise interference in the channel envi-
ronment, which significantly impacts the SEI system. To
analyze the noise robustness of these SSL methods, we first
conduct self-supervised pre-training on noise-free pretext data
to obtain the feature extractor (encoder). Then, noise with
different SNR levels is added to the downstream dataset,
and the features are extracted for classification. To ensure
a fair and controlled evaluation of feature robustness under
varying SNRs, we adopt a Support Vector Machine (SVM)
with the linear kernel as the downstream classifier. This setting
eliminates the influence of classifier complexity and focuses
solely on the quality of the learned features. The simulation
accuracy is shown in Fig. 10 and Fig. 11, where the gray
line represents the result of traditional feature extraction and
classification without applying SSL. Specifically, the signal
is decomposed into multiple Intrinsic Mode Functions (IMF)
by the Empirical Mode Decomposition (EMD) algorithm. The
time-frequency distribution of the signal is obtained by using
IMF reconstruction, and then the feature vector is derived by
applying the Singular Value Decomposition (SVD) process.

From Fig. 10 and Fig. 11, it can be seen that AMAE, RFD,
and SA2SEI exhibit good and stable performance on both
downstream datasets compared to other methods, and their
accuracies are close to each other in high SNR scenarios.
VicReg shows a performance advantage under low SNR, with
its accuracy even exceeding that of the three aforementioned
methods on the Wi-Fi dataset and surpassing AMAE on
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Fig. 10. The identification performance under different SNRs on the Wi-Fi
dataset. The darker line shows the average accuracy of 30 simulations, with
each simulation using different samples. The shaded areas represent the 95%
confidence intervals, indicating the variability and reliability of the results.

the LoRa dataset. However, as the SNR increases, VicReg’s
advantage gradually decreases; its accuracy plateaus, and its
stability is not as good as the above three methods, as indicated
by the confidence intervals. Due to the batch size limitation,
SimCLR lacks sufficient negative samples and is unable to
extract high-quality RFF features, performing even worse
than traditional features extracted by EMD under high SNRs.
Conversely, MoCo benefits from the queue for storing negative
samples and performs best on the Wi-Fi dataset. However,
on the smaller LoRa dataset, with only 500 samples per
category in the pretext dataset, as shown in Table VI, MoCo
performs poorly because of its insufficient negative sample
sequence, slightly outperforming SimCLR. Although SimSiam
is effective and prominent in the field of CV, it performs poorly
on the two SEI datasets and is unable to extract effective RFF
features.

D. Generalization Analysis: Using Different Classifiers

The SVM with a linear kernel used in the above robustness
analysis is a common ML classifier. In addition to SVM,
other common ML classifiers include the Nearest Neighbor
Classifier (KNN), decision tree, random forest, Gaussian naive
Bayes, and SVM with ploy and RBF kernels. These classifiers
have their advantages in different data classification domains.
To thoroughly analyze the SEI performance of different SSL
methods in various downstream scenarios, this subsection eval-
uates the generalization performance of these SSL methods
with different downstream ML classifiers and a DL classifier.
The simulation results on Wi-Fi and LoRa datasets are shown
in Fig. 12. The results w/o SSL for different machine learning
classifiers indicate the performance of traditional features
extracted by EMD, while the results w/o SSL for the DL
classifier represent the performance of raw signal samples

Fig. 11. The identification performance under different SNRs on the LoRa
dataset. The darker line shows the average accuracy of 30 simulations, with
each simulation using different samples. The shaded areas represent the 95%
confidence intervals, indicating the variability and reliability of the results.

classified by a neural network, in which the feature extraction
network has the same structure as the Encoder in Tab. VII,
and the classifier is a fully-connected layer with the number
of output units equal to the number of categories.

As shown in Fig. 12, in addition to SVM with a linear
kernel, other ML and DL classifiers can also effectively clas-
sify the extracted features, demonstrating the generalization
capability of these SSL methods. It can also be observed that
the overall performance on the Wi-Fi dataset is higher than that
on the LoRa dataset, especially when deep neural networks
are used to classify the signal samples. This suggests that
the quality of the RFFs in this Wi-Fi dataset is better than
that in the LoRa dataset. Furthermore, the prior knowledge
brought by SSL and KT can help classifiers improve their
identification performance and avoid the overfitting problem
caused by training from scratch.

E. Feature Quality Analysis: Clustering

As shown in Fig. 7, the features extracted by the feature
extractor obtained through self-supervised training contain not
only RFF information but also some redundant information,
which affects the performance of SEI. In the supervised down-
stream tasks, the classifier is label-oriented and can decouple
and remove this redundant information during the training
process. In contrast, in unsupervised downstream tasks, the
quality of the features directly affects the SEI performance.
In this subsection, the features of the downstream dataset will
be extracted and clustered to evaluate the feature quality. The
evaluation metrics for the clustering results include external
metrics such as the Adjusted Rand Index (ARI) [158] and
Normalized Mutual Information (NMI) [159], which require
the participation of real labels, and internal metrics such as the
Silhouette Coefficient (SC) [160] and Davies-Bouldin (DB)
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Fig. 12. The identification performance using different downstream classifiers under SNR=0. For each graph, the left pink bars and the right green bars
represent the downstream identification accuracy on the LoRa dataset and the Wi-Fi dataset, respectively. Each result is the average accuracy of 30 simulations.
Classifiers are implemented using the official Scikit-learn package, with n_estimators = 100 for Random Forest and n_neighbors in KNN selected via
cross-validation.

index [161], which do not require real labels. Specifically, ARI
measures the similarity between two clustering results, and
NMI quantifies the mutual dependence between the predicted
and true cluster assignments. SC evaluates the cohesion and
separation of clusters, indicating how similar an object is to
its own cluster compared to other clusters. DB assesses cluster
separation and compactness, with lower values indicating
better clustering quality.

The clustering results are shown in Table VIII, suggesting
that the features extracted by AMAE, RFD, and SA2SEI are
of high quality and maintain effective clustering performance
across different datasets. The high ARI and NMI values
indicate that these methods can accurately reflect the true label
distribution in the data. The strong performance in internal
metrics indicates that the features extracted by these methods
have good cohesion and separation within the cluster structure.
In contrast, SimCLR and MoCo perform well on the LoRa
dataset but lack consistency on the Wi-Fi dataset, particularly
with higher DB values indicating poorer clustering quality on
Wi-Fi. This inconsistency suggests that these methods might
have variations in feature extraction quality across different
datasets, leading to ineffective separation of data points.

In this section, we compare several SSL-based SEI methods
based on two open-source datasets under the same simu-
lation conditions. These methods are evaluated from three
perspectives: robustness, generalization, and feature qual-
ity, respectively. From the results, it can be seen that the
performance advantages of different methods vary on different
datasets and evaluation metrics. For a specific task, a suitable
method needs to be selected according to the attributes and
conditions of the task.

TABLE VIII
THE CLUSTERING PERFORMANCE ON THE DOWNSTREAM DATASET

VII. DISCUSSION

The integration of SSL into SEI presents important impli-
cations for both research and practical deployment in wireless
communication systems, while also introducing potential secu-
rity risks such as model vulnerabilities and privacy leakage
that must be carefully addressed.

A. Implications for Research

From a research perspective, SSL opens new avenues for
tackling long-standing challenges in SEI, such as data scarcity,
domain generalization, and robustness to noise or channel
variations. Our review provides a state-of-the-art survey on the
application of SSL on SEI tasks, performs a comprehensive
collection of existing open-source datasets with download
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links, and provides a case study for several advanced SSL-
based SEI algorithms. The open-source datasets and algorithm
codes will be useful for readers who want to conduct research
quickly. Moreover, the modularity of SSL paradigms allows
for flexible design of pretext tasks, which can be customized
for various wireless environments.

B. Implications for Practice

In practical terms, SSL-based SEI models have the poten-
tial to significantly enhance the scalability and adaptability
of wireless security systems. By reducing the dependency
on labeled data, they make it feasible to deploy SEI in
dynamic environments where manual labeling is infeasi-
ble. Applications include network access control, spectrum
surveillance, anomaly detection, and PLA in IoT, UAV,
and satellite systems. However, practical deployment also
requires addressing challenges such as real-time inference effi-
ciency, robustness to adversarial perturbations, and regulatory
compliance.

C. Potential Risks

The advancement of SSL-based SEI also brings emerg-
ing challenges related to privacy and ethical concerns. For
instance, powerful foundation models trained on large-scale
wireless data may be vulnerable to model inversion attacks,
where malicious entities infer sensitive characteristics of the
original signals or devices. Additionally, SSL models could
be susceptible to adversarial perturbations [162], [163], which
might compromise the integrity of identification results or
be exploited to evade detection. From an ethical standpoint,
since SSL does not rely on labels, the use of SSL to
pretraining without user consent may raise serious privacy
implications, especially in civilian or commercial wireless
networks. While SEI can contribute to network security and
spectrum management, its deployment must consider legal and
ethical boundaries. Future research should thus incorporate
robust defenses against adversarial threats and establish clear
governance mechanisms to ensure that SSL-based SEI systems
are both technically effective and socially responsible.

VIII. CONCLUSION

DL-based SEI has become a promising PLA approach
for enhancing IoT security. The integration of SSL offers a
powerful means to reduce reliance on labeled data, making SEI
techniques more scalable and adaptable in real-world, label-
scarce scenarios.

This paper addresses the lack of dedicated reviews on
SSL-based SEI and aims to provide a comprehensive and
structured survey of the current state of the field. We provide
a comparison of supervised, unsupervised, and SSL methods
within the SEI context, and further divide SSL into generative,
predictive, and contrastive paradigms. Representative works
are categorized and analyzed accordingly. In addition, we have
analyzed the challenges facing current SSL-based SEI research
and discussed future research directions in conjunction with
large models. We also offer practical support to researchers
by listing open-source datasets, comparing SSL-based SEI

methods, and releasing code to facilitate further development.
Nevertheless, SSL paradigms are rapidly evolving, and many
emerging techniques such as prompt-based learning or hybrid
paradigms have not yet been systematically explored within
the SEI domain. These limitations suggest the need for contin-
uous updates to benchmarks and more extensive evaluations
across diverse wireless environments. We hope this survey will
inspire more attention to SSL in wireless system security and
serve as a foundation for future research and innovation in this
promising direction.
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