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Abstract—In this paper, we propose SVTAgg, a secure, verifiable,
and traceable model aggregation protocol for edge-assisted feder-
ated learning (EFL). Unlike conventional federated learning archi-
tectures that assume trustworthy aggregation servers, SVTAgg ex-
plicitly addresses the privacy and integrity risks posed by untrusted
edge servers which are responsible for intermediate aggregation in
EFL. Specifically, to preserve the confidentiality of local gradients,
SVTAgg combines secret sharing with a pairwise double masking
mechanism that prevents information leakage while still supporting
efficient model aggregation. To guarantee the correctness of aggre-
gated results, SVTAgg incorporates homomorphic verifiable tags,
enabling lightweight verification of intermediate model updates
without revealing client data. Furthermore, SVTAgg introduces
client traceability by integrating homomorphic signatures with
proxy re-signing signatures, providing authenticated provenance of
submitted gradients and enabling the identification and attribution
of end devices participating in local model training. Security analy-
sis shows that SVTA gg ensures strong gradient privacy, aggregation
correctness, and client traceability against realistic adversarial
edge settings. Experimental results demonstrate that SVTAgg can
achieve similar convergence performance compared with standard
EFL, while maintaining low computational and communication
overhead.

Index Terms—Edge-assisted federated learning, secure model
aggregation, privacy preservation, verifiable aggregation, trace-
ability.

1. INTRODUCTION

DGE intelligence [1] leverages edge computing [2] to

deploy Al services closer to data sources, offering a scal-
able solution to the distributed learning demands of massive
Internet of Things (IoT) ecosystems and the growing need
for real-time data analytics, decision-making, and productivity
enhancement. As a key enabler of edge intelligence, Federated
Learning (FL) enables collaborative model training directly
at end devices without exposing raw data, thereby preserving
privacy while supporting distributed Al workloads [3]. Building
on this paradigm, Edge-assisted Federated Learning (EFL) [4]
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integrates FL with multi-tier edge computing, allowing de-
centralized devices, such as IoT sensors and mobile phones,
to train local models and offload intermediate aggregation to
nearby edge servers. These edge servers act as intermediary
coordinators that efficiently aggregate local updates, mitigate
device heterogeneity, reduce the burden on cloud servers, and
significantly improve system responsiveness. EFL offers several
advantages, including reduced latency and bandwidth overhead,
accelerated model training at both device and edge levels,
and enhanced support for latency-sensitive applications such
as anomaly detection in IoT networks and autonomous driving
systems [5].

While EFL preserves data locality by allowing each end
device to retain raw data and upload only their local model
updates to the edge servers, these updates themselves may
expose sensitive information. Despite not containing explicit
data samples, gradient vectors and model parameters are known
to be vulnerable to inference and model inversion attacks [6],
enabling an adversarial observer to reconstruct features or even
approximate original inputs. Although local model updates are
usually encrypted during model uploading to protect against
external eavesdroppers, a curious edge server, who performs
intermediate aggregation, can still exploit the uploaded gradients
to infer private data characteristics. This concern is amplified in
well-generalized deep models such as DenseNet and ResNet [7],
where the expressive gradient space has been shown to leak
substantial information about the underlying training samples.
Consequently, without dedicated protection mechanisms, EFL
remains susceptible to serious privacy leakage despite its decen-
tralized design.

Recently, secure model aggregation protocols [8] have been
proposed in EFL to protect the privacy of local model updates
uploaded from end devices to the edge servers. By encrypting
or masking local gradients, these protocols enable edge servers
to perform intermediate aggregation without learning any in-
dividual participant update, thereby mitigating inference and
inversion attacks from curious edge nodes. Although secure
aggregation effectively prevents edge servers from extracting
sensitive information, it does not ensure that an edge server
has executed the aggregation correctly [9]. A dishonest or lazy
edge server may skip certain updates, manipulate intermediate
results, or return arbitrary aggregated outputs, and such misbe-
havior would propagate to the cloud-level aggregation without
being detected. This integrity issue is particularly significant
in EFL, where edge servers play a critical coordination role in
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model aggregation and their outputs directly influence the global
model’s convergence and performance. Although prior work has
proposed privacy-preserving and verifiable aggregation mech-
anisms for traditional FL [10], [11], their application to edge-
assisted hierarchical aggregation at edge servers remains largely
unexplored. Moreover, verifiable secure aggregation introduce
additional verification-related information at the edge server.
The potential leakage of local gradients through such verifiable
tags has not been thoroughly investigated. Consequently, a cru-
cial gap remains in ensuring both privacy and verifiable integrity
for model aggregation in EFL systems.

In addition to privacy preservation and aggregation correct-
ness, EFL introduces raises critical concerns related to client
traceability and accountability. In EFL, the cloud server lacks di-
rect visibility into individual updates submitted by end devices,
making it difficult to accurately assess client contributions. This
limited observability complicates contribution auditing, incen-
tive allocation, and the attribution of malicious behavior. The ab-
sence of reliable traceability becomes especially problematic in
adversarial or incentive-driven environments. Malicious clients
may upload poisoned or low-quality updates to degrade global
model performance, while free-riding participants may attempt
to claim rewards without performing meaningful local training.
Although a few of secure aggregation protocols integrate digital
signatures to authenticate client identities or contributions, these
approaches often leak information about local model gradients,
incur additional communication overhead, and even create tech-
nical dilemmas in EFL settings. Individual signatures become
unverifiable for the cloud server after intermediate aggregation
at the edge without compromising privacy. Therefore, designing
effective traceability mechanisms in EFL requires carefully bal-
ancing gradient privacy, aggregation correctness, and verifiable
contribution attribution.

In this paper, we propose SVTAgg, a secure, verifiable, and
traceable aggregation protocol tailored for EFL. SVTAgg builds
upon the state-of-the-art Secure Aggregation (SecureAgg) pro-
tocol by Bonawitz et al. [12], which employs a pairwise double-
masking mechanism based on secret sharing to protect the
confidentiality of local model gradients. To extend SecureAgg
to hierarchical EFL settings, we integrate it with homomorphic
signatures and proxy re-signatures, enabling verifiable aggrega-
tion across both edge servers and the central cloud server. This
design supports scalable and efficient global model construction
while preserving gradient privacy in multi-tier architectures.
A key benefit of incorporating homomorphic signatures and
proxy re-signing signatures is the ability to cryptographically
verify the correctness of aggregated gradients, thereby mitigat-
ing potential edge-server misbehavior such as selective update
dropping, aggregation manipulation, or arbitrary result fabrica-
tion. Furthermore, the produced homomorphic verifiable tags
provide a mechanism for client traceability, allowing the system
to authenticate and identify participating end devices when ac-
countability or dispute resolution is required. However, enabling
public verifiability introduces new privacy risks. In particular,
verifiable tags may become vulnerable to offline guessing at-
tacks, where an adversary attempts to infer local model gradients
by exhaustively testing candidate parameters against publicly
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verifiable tags. To prevent such gradient leakage, SVTAgg care-
fully integrates the masking mechanism in SecureAgg to disable
public verifiability at the individual update level. Instead, only
verifiable tags corresponding to aggregated model updates are
verifiable. This design preserves aggregation-level correctness
verification and traceability while preventing adversaries from
recovering individual local gradients.

The main contributions of this paper can be summarized as
follows:

® We propose SVTAgg, the first local model aggregation
protocol that simultaneously achieves gradient privacy,
aggregation verifiability, and client traceability.

® By integrating homomorphic signatures and proxy re-
signatures into SecureAgg, SVTAgg enables secure and
verifiable hierarchical aggregation across both edge servers
and the cloud, supporting scalable global model construc-
tion in multi-tier EFL architectures.

o SVTAgg guarantees the correctness of aggregation per-
formed by potentially untrusted edge servers and supports
the traceability of participating end devices, ensuring ac-
countability without compromising the privacy guarantees
of EFL.

e SVTAgg prevents offline guessing attacks on verifiable
tags by utilizing the masking mechanism in SecureAgg,
ensuring that individual local gradients remain confidential
while preserving verifiability at the aggregate level.

The remainder of this paper is organized as follows. In
Section II, we introduce the state-of-the-art designs of secure
model aggregation and verifiable aggregation in federated learn-
ing. In Section III, we present the system model, the threat
model, and design goals, and in section IV, we introduce the
technical primitives used to design SVTAgg. In Section V,
our SVTAgg is presented, followed by its security analysis in
Section VI. Finally, we show the performance evaluation in
Section VII and draw a conclusion in Section VIII.

II. RELATED WORK

In this section, we review the existing privacy-preserving
model aggregation mechanisms in FL and the verifiable model
aggregation protocols in FL.

A. Secure Model Aggregation

Secure model aggregation has become a foundational com-
ponent of FL, enabling collaborative model training while safe-
guarding user data. The seminal work by Bonawitz et al. [12]
established the first practical secure aggregation protocol, lever-
aging pairwise masking and additive secret sharing to protect
individual model updates even in the presence of client dropouts
and honest-but-curious servers. This work catalyzed extensive
follow-up research aimed at improving efficiency, scalability,
and robustness. Bell et al. [13] optimized the original design to
reduce computational overhead, while So et al. [14] proposed
Turbo-Aggregate, which employs sparse graph coding to reduce
interaction complexity from O(n?) to O(nlog n). Building
on these ideas, Kadhe et al. [15] introduced FastSecAgg, an
FFT-based multi-secret-sharing construction that substantially
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enhances scalability. LightSecAgg [16] further reduces com-
munication overhead by eliminating the need to reconstruct
individual masks, and FSSA [17] shortens the protocol from
four rounds to three under the honest-but-curious adversarial
model, yielding additional efficiency gains. In addition, to im-
prove communication efficiency, Fereidooni et al. [ 18] presented
SAFELearn, a generic design for efficient private FL systems
that protects against inference attacks. In contrast to previous
works, SAFELearn only needs 2 rounds of communication in
each training iteration without the dependance of a trusted third
party.

Recent work of secure model aggregation has significantly
extended classical privacy-preserving designs to address mali-
cious adversaries, decentralization, and robustness in FL. Tang
et al. [19] achieved near-optimal corruption and dropout tol-
erance under malicious models using a non-colluding server—
initiator architecture and extractable, equivocable commitments,
while Xu et al. [20] proposed TAPFed to defend against in-
ference attacks via threshold functional encryption in multi-
aggregator settings. Decentralized and trustworthy aggregation
has been explored through architectures such as DeTA [21],
which combines parameter-level shuffling with confidential
computing, and blockchain- and TEE-based frameworks [22]
that ensure aggregation integrity and auditability. Efficiency-
oriented designs include multi—private-key homomorphic aggre-
gation without trusted third parties [23], secret-sharing—based
fault-tolerant protocols [24], and privacy-preserving aggregation
tailored for the Internet of Vehicles (IoV) environments [25].
Beyond confidentiality, recent approaches consider robustness,
including PriRoAgg [26] with zero-knowledge proofs for robust
aggregation, zero-knowledge—based aggregation integrity under
Byzantine attacks [27], and secure aggregation augmented with
backdoor detection [28]. In short, these works illustrate the
evolution of secure aggregation toward comprehensive security
guarantees that jointly address privacy, correctness, robustness,
and practical deployment constraints.

Secure model aggregation in EFL has attracted increasing
attention due to the presence of untrusted edge servers, het-
erogeneous resources, and non-IID data distributions. Shen
et al. [29] proposed LiPFed, a lightweight privacy-preserving
FL framework that employs decentralized secure aggregation
for edge networks by integrating blockchain and additive secret
sharing, thereby protecting both local and global model privacy
while enabling smart-contract-based detection of malicious
edge models. Zhao et al. [30] introduced a deep reinforcement
learning-based framework that optimizes secure aggregation and
resource orchestration in hierarchical FL assisted by untrusted
MEC servers, improving efficiency and fairness under system
constraints. To cope with non-IID data and Byzantine attacks,
He et al. [31] proposed PPBR, a hybrid design combining
condensed local differential privacy and packed linearly ho-
momorphic encryption to achieve robust, privacy-preserving
aggregation across edge and cloud layers, while tolerating de-
vice and edge-server dropouts. Wang et al. [32] developed a
secure aggregation framework in semi-asynchronous EFL based
on supervised differential privacy and control variables, miti-
gating privacy leakage and accuracy degradation under client
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dropouts. More recently, Wang et al. [33] proposed RaSA, a
robust and adaptive secure aggregation protocol that jointly
addresses non-IID data, system heterogeneity, and malicious
edge servers through adaptive weighting and coded comput-
ing, further enhancing convergence and resilience in adversar-
ial EFL environments. However, these frameworks primarily
concentrate on secure model aggregation in EFL, leaving the
issues of verifiable aggregation and client traceability largely
unexplored.

B. Verifiable Model Aggregation

Verifiable secure aggregation is crucial for ensuring the in-
tegrity and correctness of FL outcomes, especially in the pres-
ence of misbehaving servers or unreliable end devices. The
representative works include VerifyNet by Xu et al. [11] and
VeriFL by Guo et al. [34], which introduce dual-masking mech-
anisms and homomorphic commitment schemes to verify aggre-
gation correctness without revealing individual model updates.
These studies established the foundational design principles
for incorporating verifiability into secure aggregation proto-
cols. LightVeriFL [35] further improves efficiency by employ-
ing compact homomorphic hash functions and succinct com-
mitment structures, substantially reducing communication and
computation overhead while preserving robustness against client
dropouts. In addition, Trusted Execution Environments (TEEs)
have been explored to enable efficient and practical verifiability.
For example, OPSA [36] proposes a one-pass secure aggre-
gation protocol that leverages TEEs to streamline aggregation,
while ensuring that verifiability remains enforceable outside the
enclave. This design reduces dependence on trusted hardware
while maintaining strong integrity guarantees for aggregation
results.

More recently, higher-assurance constructions have been pro-
posed to offer stronger correctness and auditability guarantees.
Pairing-based protocols utilize bilinear maps to verify gradient
correctness, albeit at the cost of significant cryptographic over-
head. In contrast, Zhang et al. [37] introduced a zero-knowledge
virtual machine (zkVM)-based architecture that combines ho-
momorphic encryption with non-interactive proofs to verify
correct local training, achieving both privacy and verifiability.
In parallel, blockchain-assisted approaches have gained traction
for their auditability and transparency. For instance, PPVFL [38]
integrates homomorphic encryption with ECDSA-based digi-
tal signatures to support publicly verifiable aggregation, while
VerifBFL [39] further leverages zk-SNARKSs and incrementally
verifiable computation (IVC) on blockchain infrastructures to
enable end-to-end auditability across FL rounds. VerifyDFL by
Wang et al. [40] advances verifiability in decentralized FL by
enabling clients to locally validate the correctness of others’
gradients using zero-knowledge input proofs, while preserving
privacy. Similarly, WVFL [41] introduces a secure weighted
aggregation protocol that mitigates the impact of erroneous local
models while allowing devices to verify aggregation correctness,
with all intermediate values kept encrypted to ensure privacy.
VeSAFL [42] decentralizes model updates across edge nodes,
reduces dependency on centralized cloud servers, and fortifies
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system resilience and reliability by leveraging multi-server ag-
gregators for privacy-preserving FL in edge computing environ-
ments. To address robustness against adversarial updates in hi-
erarchical settings, SHIELD [43] proposes a poisoning-resistant
aggregation mechanism specifically tailored for hierarchical
FL, overcoming the limitations of flat FL robust aggregation
methods. Complementing these efforts, PriVeriFL [10] explores
the observation that not all model parameters leak privacy,
leading to low-expansion homomorphic aggregation schemes
that jointly achieve privacy and verifiability, with threshold
variants to defend against collusion between aggregators and
malicious clients. Efficiency-oriented verifiable designs, such
as LightVeriFL [35], further reduce communication and com-
putation overhead using constant-length homomorphic hashes
and one-shot recovery under dropouts. Finally, Xie et al. [44]
proposed FLVA, a verifiable aggregation framework that avoids
bilinear groups through a three-party key negotiation proto-
col, ensuring privacy-preserving ciphertext aggregation with
reduced cryptographic complexity.

However, existing research primarily focuses on verifiability
of aggregated models in conventional FL, while verifiability in
EFL remains largely underexplored. Moreover, traceability of
participating clients has not been systematically investigated,
leaving a critical gap in accountability and forensic analysis
under adversarial or incentive-driven EFL settings.

III. PROBLEM STATEMENT

In this section, we first introduce the main architecture of EFL
and then describe the threat model and the design goals.

A. Edge-Assisted Federated Learning (EFL)

The EFL system adopts a hierarchical architecture consisting
of three layers: clients, edge servers, and a cloud server. Clients
are end devices, such as smart vehicles, unmanned aerial ve-
hicles, and portable medical terminals, that collect data about
users and their surrounding environments and perform local
model training, optionally assisted by Al training toolkits. The
edge servers comprise local servers and edge devices in mobile
networks, such as roadside units, micro base stations, and macro
base stations, which are deployed in close proximity to the
clients. The cloud server A centrally coordinates the training
of neural network models with a set of edge servers {Aj}jL:l.
Each edge server A; further coordinates local training with a
randomly selected subset of clients within its coverage area. The
clients associated with A; are denoted by U; = {u; ; }f\gl , where
N represents the number of clients. Collectively, all clients
{U; }]L:l collaborate to train a shared global neural network
model €2 under the EFL paradigm.

The learning objective of EFL can be formulated as the
following optimization problem:

L N;j
.1
Join Zl E;Egi,pa,,] 1w, &) (1)
Jj=li=

where N = Zle Nj is the total number of clients, [(-) denotes
the local loss function over training samples &; ; drawn from
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Fig. 1. System architecture of SVTAgg.

client u; ;’s local dataset D; ;, w represents the global model
parameters, and [E[-] denotes expectation.
An EFL system follows the pipeline described below.
® FL7TaskRelease: Uponreceiving a FL task, the cloud server
A initializes the global model w,(lo).
® Global Model Download: During training round r, each
edge server A; downloads the current global model w,(f)
from the cloud server A and distributes it to selected clients
u; ; within its coverage area.

® Local Model Training: Each client u; ; performs local
training using stochastic gradient descent (SGD) and up-
dates its local model as

ng“]-ﬂ-l) = w((lr) - nVZ (wgr)a Di,j) 3 (2)
where 71 denotes the local learning rate.

o FEdge Aggregation: The updated local models are period-
ically transmitted to the nearby edge server A;, which
aggregates the received updates from clients in U;.

e Cloud Aggregation: Each edge server A; forwards its

aggregated model update wgﬂ'l) to the cloud server A.

The cloud server then aggregates all edge-level results to
obtain the updated global model wflr+1).

e Global Model Update: The cloud server A disseminates
wi Y (o all edge servers {A; }jL:p which subsequently
forward it to the selected clients. Clients update their local
models accordingly and proceed to the next training round.

This iterative process continues until a stopping criterion is

met, typically when the global model converges or reaches a
target accuracy. The system architecture of SVTAgg is shown
in Fig. 1.

B. Threat Model

The sensitive information includes each client’s training
data samples, sample labels, and local model updates in
every training round of EFL. The clients are assumed to be
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semi-honest (honest-but-curious): They follow the prescribed
protocol correctly but may attempt to infer private information
about other targeted clients, such as the distribution of their
training data or even their local models based on messages
observed from communication channels, without engaging in
active protocol deviations. We assume that clients do not collude
with any other entities, including other clients or edge servers.

The cloud server is assumed to be fully trusted and is re-
sponsible for initiating EFL tasks for training target models.
It coordinates all participating edge servers and oversees the
overall model training process. In contrast, edge servers are
not assumed to be fully trusted, but this does not imply that
they are inherently malicious. Instead, we adopt a potentially
adversarial model in which edge servers may behave honestly
or deviate arbitrarily from the prescribed protocol, including
observing intermediate messages, selectively dropping updates,
or manipulating aggregation results. This assumption captures
realistic EFL deployments, where edge servers may be dy-
namically joined and operated by different administrative do-
mains. In addition, a malicious edge server may attempt to infer
private information from protocol transcripts across multiple
training rounds. We assume that the adversary has full control
over corrupted parties but cannot break standard cryptographic
primitives (e.g., commitment binding, MAC unforgeability, or
zero-knowledge proof soundness) or compromise the trusted
execution environments of honest clients.

Finally, due to the inherent mobility of client devices, an ar-
bitrary fraction of semi-honest clients may drop out during pro-
tocol execution in EFL. This dynamic environment highlights
the importance of designing mechanisms that tolerate client
dropouts while still achieving client traceability and accountabil-
ity in each round of model aggregation, without compromising
security or correctness guarantees.

C. Design Goals

We aim to protect the clients’ model updates, prevent the
misbehavior of the edge servers, and trace the clients who
contribute to the final global model in EFL.

o Security: SVTAgg preserves the confidentiality of each
client’s local model update against semi-honest and ma-
licious entities, including the untrusted edge servers and
curious clients. No adversary can learn any information
about an individual update beyond what is revealed by the
aggregated model.

o Verifiability: SVTAgg enables the cloud server to verify
the correctness of edge-level aggregations. Any deviation
from the prescribed aggregation protocol by a malicious
edge server is detected by the cloud server.

o Traceability: SVTAgg supports traceability, allowing the
identification of clients who contributed to a particular local
model. The contribution of each client on the local model
training can be recognized.

IV. TECHNICAL PRIMITIVES

In this section, we introduce the technical primitives used
in the design of SVTAgg, including pairwise marking, secret
sharing, and key agreement.
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A. Pairwise Masking

Pairwise masking [12] enables a server to compute the sum
of clients’ local model updates while preventing the disclosure
of any individual update, even in the presence of client dropouts
and an honest-but-curious server.

Consider a FL system with a set of clients U = {uy, ..., up}
and a server that aggregates client updates. Each client u; holds
alocal model update vector w; € R?. The goal of secure aggre-
gation is to allow the server to learn only the aggregated update
>, w;, and nothing else about any individual w;.

1) Pairwise Mask Generation: For every unordered pair of
clients (u;,u;) with i < j, the two clients establish a shared
secret key k; ; using a key agreement protocol (e.g., Diffie—
Hellman) as a mask seed. From this shared key, both clients
derive a pseudorandom mask vector r; ; = PRG(k; ;), where
PRG() is a secure pseudorandom generator that expands the
shared key into a vector of the same dimension as the model
update.

2) Mask Construction: Each client u; constructs its total
mask by summing all pairwise masks it shares with other clients,
assigning opposite signs to ensure cancellation during aggrega-
tion:

m; = E Tij— E T

j>i j<i

This signed construction guarantees that for every pair (4, j), the
mask r; ; added by client u; is exactly canceled by the corre-
sponding subtraction performed by client u; when all masked
updates are summed.

Each client u; computes its masked update as w; = w; +
m;, and uploads w; to the server. Individually, each w; is
information-theoretically hidden by the random mask m;.

3) Aggregation and Mask Cancellation: Upon receiving the
masked updates from all participating clients, the server com-
putes

n n n
i=1 i=1 =1

By construction of the pairwise masks, the aggregate mask
term satisfies Y .-, m; = 0, as every r; ; appears once with
a positive sign and once with a negative sign. Consequently,
the server obtains exactly the desired aggregated update >, w;
while learning nothing about any individual update.

A key challenge in practical FL systems is client dropout. If a
client drops out after masks have been generated but before sub-
mitting its masked update, the cancellation property no longer
holds. To address this, the protocol incorporates an additive
secret sharing mechanism: each client secret-shares its pairwise
mask seeds among other clients. In the event of a dropout, the
server can reconstruct the missing masks using shares from
surviving clients and remove them from the aggregate, thereby
restoring correctness without compromising privacy.

However, if the server mistakenly claims a client drops out
after the client’s masked updates arrive, it can reconstruct the
client’s mask by using secret shares of mask seeds from other
surviving clients.
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4) Double Mask Construction: To address this new threat,
each client u; chooses a random value ; as an additional mask
seed and derives its secondary mask PRG(~y;) to double mask
its model update. The double masked model update is

w; = w; + PRG(v;) + m,;.

The client generates and distributes the secret shares of the
random mask seed to other clients for the cancellation of the
secondary mask during model aggregation.

B. Secret Sharing

Secret sharing enables a secret to be divided into multiple
pieces, called shares, which are distributed among a set of
participants such that only authorized subsets of participants can
reconstruct the secret, while unauthorized subsets learn nothing
about it. A widely adopted instantiation is the (¢, n)-threshold
secret sharing scheme. A secret s € F' (where F is a finite field)
is shared among n participants in a way that any subset of at least
t + 1 participants can jointly reconstruct the secret s, while any
subset of at most ¢ participants obtains no information about s.

In Shamir’s secret sharing scheme, the dealer selects a ran-
dom polynomial f(x) = s+ aiz + agx? + - - + a;z’, where
the coefficients aq, . . . , a; are chosen uniformly at random from
F'. The secret s is embedded as the constant term of the polyno-
mial. Each participant P, is assigned a public, nonzero identifier
i € F and receives a share share; = f(4), so that all shares are
(i,share;)icn, = S.Share(s,t,n).

Given any subset of ¢ + 1 valid shares {(, f (7))}, the secret
s = f(0) can be reconstructed using Lagrange interpolation:

. J
s = S.Recon({share; }icr,t) = E HOE H =
el ]76&]
V=

where [ denotes the index set of participating shares. Fewer than
t + 1 shares provide no information about s.

C. Key Agreement

Key agreement enables two or more parties to establish a
shared secret key over an insecure communication channel, with-
out prior shared secrets. The established key can subsequently
be used to derive cryptographic material, such as encryption
keys, message authentication codes, or pseudorandom masks.
The most widely deployed key agreement protocol is the Diffie—
Hellman (DH) key exchange. Let (G, ¢, g) be a cyclic group of a
prime order ¢ with a generator g. Alice selects a random private
key a € Z; and publishes the public key g. Given Bob’s public
key g?, both parties can compute the shared secret

K = K A.aggree(g®, ¢°) = g°.
The security of Diffie-Hellman relies on the hardness of the
Computational Diffie-Hellman (CDH) Problem.

V. PROPOSED SVTAGG

In this section, we present the technical intuition and present
the detailed constructions of SVTAgg in EFL.
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A. Technical Intuition

EFL adopts a hierarchical architecture in which local model
updates are aggregated at both the edge and cloud levels. To
achieve the design goals of security, verifiability, and traceabil-
ity, it is necessary to extend the existing EFL framework with
appropriate cryptographic primitives. To protect local model
gradients contributed by clients, we leverage pairwise double
masking to protect local model parameters before submitting
them to the edge server. This technique is both effective and
efficient, and naturally supports client dropouts, making it well
suited for EFL environments.

Our main novelty lies in extending pairwise double masking to
additionally support verification and traceability. To this end, we
employ homomorphic signatures, rather than the homomorphic
hash commonly used in the literature, which typically provide
verifiability only and potentially need extra digital signatures
to prevent forgery attacks. The homomorphic verifiable tags
generated by homomorphic signatures can be aggregated at the
edge servers, enabling verification of aggregated results as well
as identification of contributing clients at the cloud server. Al-
though conceptually straightforward, integrating homomorphic
signatures into EFL introduces several nontrivial challenges.

First, homomorphic signatures generated by different clients
are signed under different keys and over different model pa-
rameters, which prevents direct aggregation at the edge level.
To address this issue, we integrate homomorphic signatures
with proxy re-signatures, allowing an edge server to re-sign
local model updates from multiple clients to a common signer,
namely the cloud server. As aresult, the aggregated re-signatures
produced by the edge server become valid verifiable tags on the
aggregated local models.

Second, homomorphic signatures are generally publicly ver-
ifiable, which improves transparency of verification results but
also introduces a security vulnerability. Specifically, a curious
edge server may launch offline guessing attacks by exhaustively
searching for local model parameters consistent with the pub-
licly verifiable tags, exploiting the relatively small parameter
space of model updates. To mitigate this risk, we draw inspiration
from designated verifier signatures, where only a specific verifier
can validate a signature. However, directly designating the cloud
server as the sole verifier would undermine transparency. In
SVTAgg, we instead combine this idea with pairwise double
masking: homomorphic signatures become verifiable only after
re-signing and aggregation, when the random masks added by
clients are removed. If a client drops out, the corresponding
secret keys reconstructed via secret sharing are required to
complete verification, which is consistent with the recovery
mechanism used in pairwise double masking to ensure correct
edge-level aggregation.

Third, it is critical to ensure that the same local model gra-
dients are used both to generate the masked updates and to
produce the corresponding homomorphic verifiable tags. While
this requirement is not primarily intended to prevent malicious
client behavior, inconsistencies may arise due to client-side op-
erational errors or other unintended factors. Such inconsistencies
can lead to verification failures of edge-level aggregation results,
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thereby undermining the correctness guarantees of the protocol.
To prevent verification errors caused by mismatched gradients, it
is essential to enable consistency verification without revealing
the underlying model parameters to edge servers. To address
this challenge, we incorporate zero-knowledge proofs, allowing
each client to prove that its masked update and corresponding
homomorphic signatures are derived from the same set of model
gradients, without disclosing any sensitive information.

Overall, SVTAgg is not a straightforward integration of ex-
isting privacy-preserving and secure computation techniques
into EFL, but a principled design that addresses the core chal-
lenges of hierarchical aggregation in EFL by carefully adapt-
ing and extending these techniques. For instance, prior works
achieve verifiable aggregation using homomorphic hash tech-
niques; however, such approaches primarily ensure integrity
and typically require additional cryptographic primitives (e.g.,
digital signatures) to provide authenticity and prevent forgery.
In contrast, our design leverages homomorphic signatures to
construct homomorphic verifiable tags, which inherently guar-
antee both aggregation correctness and unforgeability under
standard cryptographic assumptions. Moreover, these verifiable
tags support seamless aggregation across multiple clients and,
when combined with proxy re-signing, enable authenticated
provenance of model updates. This allows the cloud server to
verify aggregated results while attributing contributions to par-
ticipating clients. Such dual functionality is particularly critical
in hierarchical EFL settings, where aggregation correctness and
client accountability must be ensured simultaneously without
revealing individual model updates.

B. Detailed SVTAgg

We present the notations of SVTAgg, as shown in Table I
and the detailed procedures of SVTAgg. It is bootstrapped by
a system initialization phase executed by the cloud server. The
cloud server initializes the system parameters based on a security
parameter . Specifically, given the security parameter x, let p
be a large prime and generate a bilinearmap ¢ : G x G — G,
here G and G are cyclic groups of the prime order p, g, go, g1
are generators of G, hash functions H : {0,1}* — G and Hs :
{0,1}* — Z*, and a pseudo-random generator PRG. The sys-
tem parameters include (p, é, G, Gr, g, 90, 91, H, Hrs, PRG).

SVTAgg operates over multiple training rounds and involves
coordinated interactions among the cloud server, edge servers,
and clients’ end devices. The protocol is conceptually divided
into two phases: key preparation and model training.

During the key preparation phase, all entities initialize the
required cryptographic materials. Specifically, the cloud server,
edge servers, and clients generate their respective public—private
key pairs, and edge servers additionally obtain proxy re-signing
keys from the cloud server. Meanwhile, clients securely generate
the values needed to protect local model gradients during train-
ing, including mask seeds used for pairwise masking of local
models, and secret shares of clients’ private keys and random
mask seeds for model unmasking and aggregation. The detailed
procedures of the key preparation phase are illustrated in Fig. 2.
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TABLE I

NOTATIONS
Symbol Description
A Cloud server
Aj Edge server j
Ui, j Client 7 associated with edge server A;
U; Set of clients under edge server A;
Nj Number of clients under A;
w Global model parameters
w((f) Global model at round r
wl(? Local model of client u;_ ; at round r
Tij Local model update (gradient) of client u; ;
X Masked model update of client u; ;
zj Aggregated model update at edge server A;
Z Global aggregated model at the cloud server
n Learning rate
Yi,j Random seed for secondary masking
Tij Pairwise mask for client u; ;
W; Masked local model update
Oi,j Homomorphic signature for client u; ;
o Aggregated verifiable tag at edge server A
PK; j, SK; Public and private keys of client u; ;
RK; ; Proxy re-signing key for client u;_;
e(-,-) Bilinear pairing operation
H(") Cryptographic hash function
PRG() Pseudorandom generator
S.Share, S.Recon  Secret sharing and reconstruction functions
Ti,j Zero-knowledge proof generated by client u; ;
t; Threshold for secret sharing at edge server A;

s & G denotes s is randomly chosen from a group G.

In the model training phase, clients’ end devices locally train
their models and protect the resulting model gradients using
pairwise double masking, producing encrypted model updates
(model ciphertexts). In parallel, clients generate homomorphic
verifiable tags using homomorphic signatures. To ensure consis-
tency between the masked model updates and the corresponding
verifiable tags, each client also generates a zero-knowledge
proof, attesting that both are derived from the same local model
gradients without revealing the gradients themselves. The model
ciphertexts, homomorphic verifiable tags, and zero-knowledge
proof transcripts are then submitted to the corresponding edge
server. Upon receiving these information, the edge server verifies
the zero-knowledge proofs, performs edge-level aggregation to
obtain aggregated local model parameters, and executes proxy
re-signing on the homomorphic verifiable tags using the proxy
re-signing key issued for the cloud server, and aggregate the
re-signed verifiable tags. This re-signing step ensures that the ag-
gregated verifiable tags can be validated at the cloud level. Dur-
ing edge-level aggregation, clients may be involved in providing
their secret shares to reconstruct the private keys of dropped-out
clients, as well as the random mask seeds of surviving clients.
They are used to mask local model gradients. Subsequently,
the cloud server conducts cloud-level aggregation to derive
the global model, verifies its correctness using the re-signed
homomorphic verifiable tags, and distributes the updated global
model to clients via the edge servers for the next training round.
The detailed steps of the model training phase are shown in
Fig. 3, and the information flow is given in Fig. 4.

SVTAgg supports traceability when necessary, such as in the
presence of aggregation inconsistencies, suspected poisoning

Authorized licensed use limited to: Nanjing University. Downloaded on October 30,2026 at 06:13:54 UTC from IEEE Xplore. Restrictions apply.



10778 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 23, NO. 5, SEPTEMBER/OCTOBER 2026
Key Preparation of SVTAgg
« Round 1 (GenerateKey)
Client u; ;-

- Generate the private-public key pair (SK; j, PK; ;), SK; ; = (® j, i ;) and PK; ; = (g7, gP3), where

Qi j & Zy, Bij & Z, and send the public key PKj ; to the edge server A;.
Edge Server Aj:

— Generate the private-public key pair (s;, g%), where s; & Zy.

- Receive the public keys from at least ¢; clients (denote with NN ¢ this set of clients, suppose |Njo| > t;),
where t; is the threshold of the Shamir’s ¢; out of N, protocol used for the edge server A;.

— Forward the received public keys to all clients u; ; € Nj o and the cloud server.

Cloud Server A:

— Generate the private-public key pair (b, g®), where b & Z,.

- For each participating client u; ; in the coverage area of the edge server A;, compute the proxy re-signing
key for u; j as RK; ; = g%+ and send RK ; to the edge server A;.

« Round 2 (ShareKeys)
Client Uj 5t

- Receive the message from the edge server A;,

— Select a random value ; ; & Z, as a random mask seed for the secondary masking of its local model
gradients and generate the shares of v; ; as {m,Yim,j tmen, , = S-Share(vi j,t;,|Njol), where iy, ; is the
share of the client u; ; to the client u, ;.

- Generate the shares of «; ; & Z, as {(m, @im,j)}men, o, = S-Share(ay ;,t;,|Njol), where iy, ; is the
share of the private key of the client u; ; to the device uyy, ;.

- Compute Cjp,; = Enc(KA.agree(g™-i,g*™),t||m||Vim,j||¢tim,;),m € N;jo\{i}, where Enc() is a
symmetric encryption algorithm with the secret key K A.agree(g®ii,g* ™). rim ; = K A.agree(g*i, g*mi)
is a mask seed used for pairwise masking of the client u; ;

- Send Cj, ; to the edge server A;.

Edge Server Aj:

— Receive the messages from at least ¢; clients (denote with N, ; this set of clients, V;; € N; o) who generate
the secret shares. If the size of IV;; is less than ¢;, abort.

— Broadcast {Cim j}ien,, to each client u,, ;,m € Nj1\{i}.

« Round 3 (ObtainShares)
Client Uj 5t

- Receive {Chi jfmen; ,\ (i} from the edge server A;.

— Calculate the shared key with every client m € N;1\{i} as rn;; = KA.agree(g*™3,g*) and decrypt
{CmijYmen; \fiy With rm; j to obtain m||i]|Vmi j||m ; for each m € Nj1\{i}.

Fig. 2. Key preparation of SVTAgg.

attacks, or disputes regarding client contributions. Specifically,
each client generates a homomorphic signature on its local up-
date, which is transformed via proxy re-signing at the edge server
and aggregated into a verifiable tag at the cloud server. Upon
verification, the cloud server can authenticate the provenance
of the aggregated update with the public key of all clients and
identify the set of contributing clients. Importantly, this trace-
ability mechanism does not compromise client privacy: individ-
ual model updates remain protected by pairwise double masking
and are never revealed during tracing. Instead, the mechanism
enables attribution at the contribution level without exposing
the underlying gradients, thereby achieving a principled balance
between accountability and privacy preservation.

Finally, due to the non-guaranteed reliability of network con-
nections in EFL environments, some clients may drop out during
the execution of SVTAgg. To maintain correctness and security,

SVTAgg monitors the number of active clients in each round
and ensures that it remains above the secret-sharing threshold
required by each edge server. Accordingly, edge servers track
the number of participating clients in each training round and
proceed with aggregation only when the threshold condition is
satisfied.

To implement the zero-knowledge proof PoK; ; in a non-
interactive way using Fiat-Shamir heuristic.

Prover P(stmt; j;wit; j): Given wit; ; = (x; ;, PRG(v; ),
74, Bij) and stmt; ; = (X, ;, Y5 5,06 5),

L4 Compute hi,j = H(PKZJ“]”gb) and Aig’ = hi,j 9377

9,7 €G.

e Sample fresh randomness a;, a,,, a,, ag i Zy.

e Commitments: Define Ty = gg=tomTor Ty = gd= g,
T, = A%,
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Model Training of SVTAgg

« Round 1 (LocalMask)
Client u; ;:
— Train a model with the local data to generate its local model gradients x; ;.
Calculate a mask with the mask seed 7, ;,m € Njﬁl\{i} for pairwise masking of the local gradients as
rij = 2, PRG(Tim,j)— Y, PRG(rm;, ) and encrypt the local gradients as X; ; = x; j + PRG(7; ;) +7i ;.

<m m<i

_1
Ti,j T‘i,j) Bij

Calculate the homomorphic signature o; ; = (H(PK; ;||4||9")95" 9}
Calculate the zero-knowledge proof:

(@ij, PRG(7i5),Ti,5, Big) + Xij = Tij + PRG(75.5) + 73 jA
POKi,j = )/;,] = gé(i’j o ggiv]‘+PRG(7iyj)+”,j{\
01 = (H(PK1illg")gs™ 7)o

- Send the message €2; = (X, ;,0; ;, PoK; ;) to the edge server A;.
Edge Server A;:
— Receive the messages from at least t; clients (denote with N; o this set of clients); Otherwise, aborts.
— Send the list of N9 to the clients in N o.
« Round 2 (Aggregate&Unmask)
Client u; ;:
— Receive from the edge server A; a list of clients in IV; o, verify that N;» C N; 1 and |N. »72| > t;; Otherwise,
abort.
— Send the secret shares of private keys of dropout clients and random mask seeds of surviving clients to the
edge server A;, which consists of 7,,,; ; for clients in N; o \ {i} and a,; ; for clients in N; ;1 \ Nj .
Edge Server A;:
— Collect the responses from at least t; clients (denote with N; 3 this set of clients); Otherwise, aborts.
— Verify PoK; ; and aborts if PoK; ; is failed.
— For each i € Nj 1 \ Nj2, calculate a; j = S.Recon({Qim,j }men, 5, t5)s Tim,j = K A.agree(g®ii, g*mi) for
m e Nj’g, and Tij = Z PRG(T‘im’j) — Z PRG(TmZVJ)

— For each i € N o, calchlirallte Yij = S.Recgf(z{'yim,j}mezvjvs, tj).
= Compute 2; = > ;e n, , Tij 8 D ien, , Tid = DoieN; s Nid — DoieN; s Vid T 2oieN; 1 \Ny.s Tii-
- Compute o; = HiENj,g é(O’iJ, RKZJ)
- Encrypt D; = Enc(K A.agree(g®,g%), z;||o5]|{r; Yien, \n,.) and send D; to the central server.
Cloud Server A:
— Receive the aggregated model gradients from all the edge servers.
— For each edge server j, decrypt D; as z;||o;]|{ri; }ien, ,\n, . = Dec(K A.agree(g®, g*7), D;), and verify the
validity of the aggregated model gradients as ojé(g; < 7'\ "2 m'j7gb) = &([Lien,, H(PKi;lillg") 95", 9°)-
Aborts if the verification is invalid.
— Aggregate all the valid aggregated model gradients from the edge servers (denote with S this set of model
gradients), as Z = jes i and returns the global model parameters Z to the edge servers.
¢ Round 3 (ModelBackward)
Edge Server A;:
— Forward the global model parameters Z from the cloud server to all the clients in N, o.
Client u; ;:
— Initialize the new round of local model training based on the local dataset and the received global model Z
from the edge server A;.

Fig. 3.

Model training of SVTAgg.

® Fiat-Shamir challenge: Compute ¢ = Hpg(stmt; ; || A; ; Spi=ar+cr; (mod gq),

Ty | Ta || T5) € Z,.
® Responses: Compute

sg=ag + cﬁi_’; (mod q).
Sp 1= ay +cx;; (mod q),

Sm 1= am + ¢ PRG(v;,;) (mod q), T4, Ty, Sz, Sm, Sry SB)-
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Edge Server
Client

LocalMask:

1. Training local model and obtain x; ;

2. Mask x; j to have X ;

3. Generate the homomorphic signature X;

4. Generate the zero-knowledge proof PoK;

5. Obtain Q; = (X,'vj,a'iv]-,PoK,-,}-)

Q;

List of Nj,

Aggregate&Unmask:
Ymij 0 Njz \ {i} and @y jin Njq \ Nj,

Verify PoK;

oG

Recoverr; j for i € Nj; \ Nj,

Compute y; ; fori € Nj,

Compute the aggregation of local model gredients z;
Compute aggregated proxy re-signature aj

. Encrypt Dj = Enc (KA. agree(g®,g%), z ||aj||{rivj},-ENj_1\Nj‘z)

1. Decrypt D;
2. Verify the validity of the aggregated model
gradients z; for each edge server
3. Aggregate all the valid aggregated model gradients
from the edge servers Z = ¥ sz
ModelBackword

VA
Fig. 4. Information flow of model training in SVTAgg.
Verifier V(stmt; ;,m; ;): Given m;,; = (Ai;, Ty, Ta,

To, Sz, Sm, Sy 5p) and stmt; ; = (X, 5, Y5 5,045),
e Compute h; ; = H(PK, /7] g")-
® Recompute the Fiat—Shamir challenge

Cc = HFS(Stmti’j H Ai,j H Ty || TA || Tg) € Zq.
e Verify the following three equations:

Setsmts, L c
Y0 =Ty - Yi,j

?
90" 91" =T~ (Aij/hij)°
Ai? = Ts - O—icvj'

e Accept if all checks pass.

VI. SECURITY ANALYSIS

In this section, we analyze the security properties of SVTAgg,
following the security goals in section III-C, including security,
verifiability, and traceability.

e Security: The security of STVAgg is to ensure the con-
fidentiality of each client’s local model update against both
semi-honest and malicious entities. To achieve this, we leverage
the pairwise masking mechanism originally proposed in [12], as

ICED DTS IS 9 38
i=1 i=1

i=1 j>i i=1 j<i

The confidentiality of client updates is based on the notion of
computational indistinguishability, where an adversary cannot
distinguish the observed protocol outputs from uniformly ran-
dom values. Neither the edge servers nor the cloud server can
infer any client’s private update, even in the presence of client
dropouts or partial collusion. That is, no information about the
local model update x; ; is leaked from the masked value X ;,
as well as the output Y; ;.

Compared to the original secure aggregation protocol in [12],
the only additional output that could potentially leak information
about the client’s local update is the homomorphic signature o; ;.
Therefore, itis necessary to prevent any leakage of x; ; fromo; ;.
To defend against offline guessing attacks, a known vulnerabil-
ity of publicly verifiable signatures, we incorporate a random
blinding factor r; ; into the verifiable tag generation. When r; ;
is sampled uniformly and independently for each client, the
resulting verifiable tag o; ; is computationally indistinguishable
from a random group element, thereby revealing no information
about z; ;. The uniform randomness and independence of r; ;
have been rigorously established in Hyb5—-Hyb9 of the proof of
Theorem 6.3 in [12], and we omit the repetition here.

Since g?’j is never revealed, an adversary cannot remove the
blinding factor from o; ;. As aresult, z; ; cannot be inferred from
0;,, and the confidentiality of the client’s local model update
remains preserved.

e Verifiability: The verifiability is achieved based on the cor-
rectness of homomorphic signature o ;, which is aggregated from
0;,; after proxy re-signing. If there is no client drop-out, N; 1 =
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Nj,2, so that ZieN_m Tij = ZieNm(ZieN,,g,meNj,Q\{i},Km

PRG(rim,;) — ZiENj727mENjyz\{i},m<’i PRG(rmi;))=0, so

that z2j= ZiEN_j)g X@j _ZiENjg PRG(’}/“]), and T :I_LGNL2
R

e((H(PK;;ll1g")g5"")Fii , RK; ;). 0j could be verified with

the input of the aggregated local model parameters and the public

key of the cloud server A. The correctness of ¢ is verified in
the (3).

9j

=e| [I #HPE ;199 ¢
iENj,z
1
Sin i Sen g
A~ . ieN Ty iEN ©J
=e || [I HPK;llillg")ge "2 gy ,
i€N; 2
gﬁi,jb
~ . b Ti,j Ti,j 5.1.
- 11 6<(H(PK¢J||J||9 ) 90 gy ) P ,RKi,j)
iEN;
= H é(oij, RK; 7). (3)
’L’eN‘j‘Q

If there are some clients drop-out, N; 1 # NN; o, the central
server A needs to utilize the recovered r; j,i € N;1\Nj2 to
conduct the verification. The correctness of o is verified in the
(4), shown at the bottom of the this page.

e Traceability:To achieve traceability, SVTAgg must guaran-
tee the integrity and authenticity of clients’ local model updates.
Specifically, each client generates a homomorphic signature
0;,; to authenticate its local update, while the edge server
aggregates these signatures into o; to enable verification by the
cloud server. Hence, the integrity of local updates relies on the
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unforgeability of both the individual homomorphic signatures
and the aggregated verifiable tag. We prove the unforgeability
of the individual homomorphic signatures and aggregated ver-
ifiable tag separately. We note that 7; ; is sampled uniformly
and independently for each client, which has been rigorously
established in Hyb5-Hyb9 of the proof of Theorem 6.3 in [12].

a) Unforgeability of Individual Homomorphic Signature:
Client u; ; generates a homomorphic signature using its private

key as o, ; = (H(PKi,j||j||gb)ggi‘-jg;i’-j)ﬁ. The unforge-
ability of this signature can be reduced to the Diffie-Hellman
Inversion (DHI) assumption [45]. That is, given h, h® € G for
unknown s € Z,, no probabilistic polynomial-time (PPT) ad-
versary can compute h'/* with non-negligible probability.

Theorem 1: The homomorphic signature on the local model
updates is existentially unforgeable against adaptive chosen
message attacks under the security model [46], provided that
the DHI problem in G is difficult to be addressed with a non-
negligible probability in PPT.

Proof: Assume there exists a PPT adversary .4 that can break
the existential unforgeability of the homomorphic signatures
with non-negligible probability. We construct a simulator B that
solves the DHI problem with non-negligible probability, thereby
contradicting the hardness assumption.

Let h be a generator of the cyclic group G of prime or-
der p. The simulator B is given a DHI challenge (h, h®) for
an unknown s € Z,, and its goal is to compute hY/s. The
simulator B plays the role of the challenger and interacts with
A as follows.

® [ selects random values 7,71, 72 <— Z, and sets the public
key as P = h*/", the public parameters as go = h*"* and
g1 = h®"2. These parameters are forwarded to A.

e 3 programs the random oracle H(-) and maintains a list
to ensure consistency of responses. Upon receiving a hash
query (PK; j,j,g") from A, B flips a biased coin 6; ; €
{0, 1} and samples ¢; j < Z,.

o If Gi’j =0, B sets H(PKZ’]H]Hgb) = hoii,
e Otherwise, if¢; ; = 1, Bsets H(PK; ;|7 g°) = h*®i.

ZieN. N; o Tij
2 ENG 1\Nj 2 " 0]
o € (91

79b>=é

1€N;,2

1T #(PK,llillg")es s "

5 . . ZL . TG
—¢| [ HPKilg)e e " g
€N, 2
1
~ b DoieN; o Tij DuieN: o Tiv Bij T R DN, (\N; o Tisj b
=e| | T HPEllillg g g gt | o (g
€N 2
S SN N o TiL
= ] e(mer, |j|gb)gé””gi“’)%‘7RKm)é(91 N”“N””ﬂgb)
i€Nj 2
5 ~ Zie ; -5 Tig
= I éois RK: e (91 ot J,9b>- 4)
i€N; o
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At last, B adds a tuple (PK j, j, g%, 0: j, ¢i.j, hi ;) to the
list, and returns h; ; to A.

e When A queries the signing oracle on (PK;;,
7 gb,xi,j,ri,j), B first checks whether the correspond-
ing hash query exists. If (PK;;,j,9") has not been
queried, B generates the corresponding (6; ;, ¢; ;, hi, ;) for
(PKi 4, 9").

e If 0, ; = 0, B aborts and returns failure.

e If; ; = 1, B computes g; ; = hfuitrTiitrariy,
Observe that o0;; is a valid signature on
(PK; jbreakj, g°, x; j,r; ;) under the public key h . Fi-
nally, B returns o; ; and adds (PK; j, j, 6% i j, i, 04 j)
to the list.

* Eventually, A outputs a forgery (PK; j,j,9° &, 7i;,
Gi,;) such that no signing query has been made for
(PKij,j,9° #i;, % ). If the forgery is invalid, B aborts
and returns failure. Otherwise, B3 retrieves the correspond-
ing tuple from the hash list.

o If éi j = 1, B aborts and returns failure.

o If 6, ; = 0, then H(PK;,|jllg") = h® and 6, =
h®iT/s . pridiitreTis Thus, B computes

hl/s — <&zg . h*(hfci,j*%rw‘i,j))l/m’j ,

solving the DHI challenge.

Therefore, if the DHI problem is hard, no PPT adversary
can forge valid homomorphic signatures on clients’ local model
updates with non-negligible probability, completing the proof.

b) Unforgeability of Aggregated Verifiable Tag: We show
that it is computationally infeasible to forge a valid aggregated
edge-level model-signature pair (z;, o) in PPT under the Con-
ference Key-Sharing (CONF) assumption [47] in the group G'r.
Specifically, this means that there exists no PPT algorithm that
can solve the CONF problem, i.e., given g, g°, ¢°¥ € G, where
s,V € Zyp, to compute é(g, g)" € Gr.

Theorem 2: The probability that any PPT adversary can gen-
erate a valid aggregated verifiable tag o that is not equal to
the aggregation of the individual homomorphic signatures is
negligible, provided that the CONF problem is computationally
hard.

Proof: Suppose there exists a PPT adversary A that can
break the unforgeability of the aggregated verifiable tag with
non-negligible probability. Then, we construct an algorithm 3
that uses A as a subroutine to solve the CONF problem.

Let g be a generator of GG. Algorithm B is given g, D =
g%, D1 = g°Y, where s,v € Z,, and its goal is to compute Dy =
é(g, g)". Algorithm B simulates the challenger and is allowed
to access a signing oracle SO that outputs valid signatures on
individual local model updates. It interacts with A as follows.

® B randomly selects p; ; € Z, and sets the public key

PK; j = D and the re-signing key RK; ; = D}" for
all 1<i< Njoand 1 <j <L, where L denotes the
number of edge servers. B further selects random values
0,71 € Zp and sets go = ¢7° and g1 = ¢g”*. Finally, B
sends ({PKZ'J', RKi,j}lﬁiSNj,zﬁ g, Jo, 91) to A.
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e A may adaptively request signatures on local model up-
dates under any public key in { PKj ;}. For each query, B
forwards the request to the signing oracle SO, receives the
signature o;_;, and returns it to A.

e Eventually, .4 outputs an aggregated verifiable tag &
on an aggregated edge-level model Z; computed from
(PKi’j,j,gb,L%i’j,fZ"j) for all 1 < ) < Nj’g. If 6']' is not
valid, BB aborts and reports failure. Otherwise, &; satisfies
the verification equation:

ZiEN- N, i
~ .5 (NG 1\Nj 2 " tJ v _ 4
g;e (gl , g =€

where h; ; = H(PK; ;||7]|g®). Let o; denote the hon-
estly generated aggregated verifiable tag corresponding
to (PKi7j,j,gb,$i,j,Ti7j,0'i7j) for 1 <1 < N; 2, which
satisfies:

2ien; \N; o Tisd
A v 7,1V 5,2 ’ v 3
oje <91 ,g | =é

If2; = zyand7; ; = r; j foralli,thend; = o;. Otherwise,

define Az; = 2; — z; and Ar; ; =7 ; —r;;, where at

least one is nonzero.

e If &; # 0y, dividing the two verification equa-
tions yields

H hi,jggjv gv 5

1€N; 2

0 R
9 _¢

Az; — ZieNj,l\Njyz Ari v
Il %7 % . 9
gj

iGN]',Q
Substituting gy = g7 and g; = ¢g7* gives

95 _ é(gzz:gzvm V0BZj =D ien; \Nj o 'YlAri,j’ gv) '
0j

Rearranging yields

v o__

)

o Z’LCNJ‘VQ ’YOAZJ*XL‘(NJ-’I\N])2 Y1Ari
( 7j >

which solves the CONF problem.
e Otherwise, the pairing term equals 1, implying

Dy = é(g, g)v — 1Zieva2 'VUAijzq‘,eNj’l\Nj’Q Y1Ari ’
which again yields a solution to the CONF problem.

Therefore, if the CONF problem cannot be solved with non-
negligible probability in probabilistic polynomial time, then
no adversary can forge aggregated verifiable tag on edge-level
model updates, completing the proof.

c¢) Inconsistency Attack Prevention: The above results guar-
antee that the integrity and authenticity of each client’s local
model update are ensured by the unforgeability of the indi-
vidual homomorphic signatures and the aggregated verifiable
tags. Consequently, any client that contributes to the aggregated
global model can be reliably identified and traced by the central
server through the verification of the re-signed aggregated tags.
However, integrity alone is insufficient to guarantee traceability.
A client could attempt to evade traceability by using inconsistent
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values when generating the masked update X; ; and the homo-
morphic signature o; ;, e.g., uploading a benign model update
in X; ; while signing a different malicious update in o; ;. Such
an attack would pass confidentiality protection but undermine
verifiability and traceability.

To prevent this inconsistency attack, SVTAgg requires each
client to generate a zero-knowledge proof of knowledge PoK; ;
demonstrating that the same local model update x; ; is used con-
sistently in both the masked model X; ; and the homomorphic
signature o; ;, without revealing x; ; itself.

Formally, PoK,;; proves knowledge of (z;;, PRG
(’Yi,j)a Ti,5, Bi,j) such that Xi,j = Tj,j + PRG(’}/%]) + Ti,55 and
i = (H(PKy;j]9") 95" 91" )"/ P, thereby cryptograph-
ically binding the same x; ; to both the encrypted update and
the signature.

® Soundness of the zero-knowledge proof ensures that any
client that successfully passes verification must have used
the same x; ; in both constructions; otherwise, no witness
satisfying the equations exists.

e Zero-knowledge guarantees that the edge server and the
cloud server learn nothing about x; ; beyond the validity
of the statement.

e Completeness ensures that honest clients are always ac-
cepted.

Therefore, the zero-knowledge proof enforces consistency
between X; ; and o; ; while preserving confidentiality, closing
the final loophole for traceability. As a result, any misbehaving
client that injects corrupted updates can be cryptographically
identified and held accountable by the central server, completing
the security guarantees of SVTAgg.

VII. PERFORMANCE EVALUATION

In this section, we conduct a comprehensive evaluation of
SVTAgg, focusing on three critical dimensions: model accuracy,
computational efficiency, and communication overhead.

A. Experimental Setup

To evaluate the effectiveness and efficiency of SVTAgg, we
conduct comprehensive experiments under an EFL setting. All
experiments are performed using ResNet-18 on the EMNIST
dataset, which consists of handwritten digits and letters. To em-
ulate practical EFL scenarios, the dataset is partitioned following
the default EMNIST federated split, resulting in a non-IID data
distribution across clients. This configuration reflects heteroge-
neous user data distributions commonly observed in real-world
deployments.

The EFL architecture consists of multiple clients, several
edge servers, and a cloud server. Clients perform local model
training using SGD and upload masked local gradients along
with homomorphic tags. Edge servers conduct secure edge-level
aggregation and proxy re-signature operations before forward-
ing aggregated results to the cloud server for global aggregation
and verification.

All experiments are conducted on a server equipped with an
Intel Xeon Gold 6242R CPU (3.10 GHz) and an NVIDIA RTX
A6000 GPU. The GPU is used exclusively for accelerating local
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Fig. 5. Model accuracy with SVTAgg and without SVTAgg.

model training, while all cryptographic operations, including
pairwise double masking, homomorphic signature generation,
zero-knowledge proof verification, and proxy re-signature, are
executed on the CPU. We simulate a cloud server that releases
training tasks and coordinates all connected edge servers. The
connections between the cloud server and edge servers are
assumed to be stable, and edge servers remain online throughout
training. The number of edge servers varies across different
tasks, and each edge server coordinates its associated clients.
In experiments, when evaluating model accuracy, per-round
computational cost, and scalability, the number of clients per
edge server is kept constant. To study the impact of client
dropouts, we additionally consider settings where connections
between edge servers and clients are unstable, allowing clients
to drop out during training. This setting ensures that the reported
cryptographic overhead reflects realistic deployment conditions
in resource-constrained edge environments.

B. Model Accuracy

Fig. 5 presents the test accuracy comparison between standard
EFL and EFL integrated with SVTAgg under 500 participating
clients. The number of edge servers are 5 and each edge server
coordinates 100 clients. The client drop-out is not considered
here. The results show that both schemes exhibit nearly iden-
tical convergence trends. The global model accuracy increases
steadily during training and stabilizes at approximately 93%.
Importantly, the integration of security, verifiability, and trace-
ability mechanisms does not introduce observable degradation in
learning performance. The overlap between the “With SVTAgg”
and “Without SVTAgg” curves demonstrates that the proposed
cryptographic enhancements are orthogonal to the optimization
process. This confirms that SVTAgg preserves the statistical
efficiency of EFL while strengthening security guarantees.

Fig. 6 further illustrates model accuracy alongside com-
putational cost during training. The accuracy curve increases
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Fig. 6. Model accuracy and computational cost of model training of SVTAgg.

smoothly as training progresses, indicating stable convergence
behavior. No oscillation or instability is observed due to the
incorporation of secure aggregation and verification procedures.
These results validate that SVTAgg maintains the effectiveness
of collaborative model training in EFL systems.

Overall, the experimental results confirm that SVTAgg
achieves strong security properties without sacrificing model
utility, making it practical for secure EFL deployments.

C. Computational Overhead Analysis

We evaluate the computational overhead incurred by SVTAgg
at the client, edge, and cloud levels.

1) Round Computational Cost. Fig. 6 shows the runtime
distribution across different entities during model training of
SVTAgg. The number of clients is 100, and an edge server
coordinates the training process of clients. The client-side cost
includes local masking, homomorphic signature generation, and
zero-knowledge proof construction. The edge server cost pri-
marily stems from proof verification, aggregation, and proxy re-
signature operations. The cloud server cost involves aggregated
tag verification and global model aggregation. First, the running
time of the client, the edge server, and the cloud server cumula-
tively increases as the number of training iterations grows, since
each round introduces additional cryptographic and aggrega-
tion operations. Then, the results for each entity indicate that:
1) Client-side cryptographic overhead remains relatively small
compared to local training time. 2) Edge servers incur higher
overhead due to aggregation and verification responsibilities. 3)
Cloud server overhead remains modest because it processes only
aggregated results rather than individual client updates. Despite
the additional cryptographic operations, the overall runtime per
training round remains within a few seconds, demonstrating the
practical feasibility of SVTAgg.

2) Scalability with Respect to Client Population. Fig. 7 illus-
trates the computational cost as the number of clients associated
with a single edge server increases. In this setting, up to 100
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clients are coordinated by one edge server, which performs
intermediate aggregation, while the cloud server verifies the ag-
gregated local models and distributes the validated global model.
On the client side, the costs of the ShareKeys and ObtainShares
phases grow approximately quadratically with the number of
participating clients. This trend is expected due to the pairwise
double-masking and secret sharing mechanisms. Specifically,
each client must generate secret shares for other clients and es-
tablish shared keys with all other clients within the same edge do-
main. As the client population increases, the number of pairwise
interactions rises proportionally, leading to a noticeable increase
in computational overhead. However, the operations are simple
and the cost is low even there are 100 clients in each edge server.
In addition, during the LocalMask (model training) round, each
client generates its protected local update, homomorphic signa-
ture, and zero-knowledge proof independently. Therefore, this
portion of the cost remains essentially unaffected by the number
of clients. Atthe edge server, the Aggregate&Unmask round also
scales approximately linearly with the client population. This
behavior aligns with the need to verify zero-knowledge proofs,
reconstruct secret shares when necessary, and aggregate masked
gradients and verifiable tags. Although the edge server bears a
heavier workload than individual clients, the growth rate remains
moderate, demonstrating good scalability within a single edge
domain. At the cloud server, the computational cost remains
nearly constant as the number of clients increases. Since the
cloud only processes aggregated model updates and aggregated
homomorphic verifiable tags from each edge server, its workload
is largely independent of the underlying client population. Only
a slight increase is observed due to verification of aggregated
verifiable tags. Overall, the cryptographic operations introduced
by the model training phase of SVTAgg exhibit near-linear
scaling rather than quadratic growth with respect to the number
of clients. This confirms that the protocol design is efficient and
suitable for large-scale EFL deployments.
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3) Performance Impact of Client Drop-out. Client dropout
affects the verification process at the cloud server, particularly
in the validation of aggregated homomorphic verifiable tags. We
simulate 1 to 5 edge servers coordinated by the cloud server,
with each edge server initially managing 100 clients. When
some clients drop out, the edge server must reconstruct and
remove the corresponding mask values r; ; fori € N; 1 \ N, o.
However, this additional overhead is minimal, as the removal
operation only involves simple addition operations and does not
require expensive cryptographic computations. Therefore, the
more noticeable performance impact of client dropout appears
at the cloud server during aggregated tag verification. Fig. 8
presents the cloud-side computational cost under varying client
dropoutrates (0% to 20%) and different numbers of edge servers.
The results reveal three key observations:

e The computational overhead increases slightly as the
dropout rate grows, primarily due to the additional mask
compensation terms that must be incorporated into the
aggregated tag verification process.

e Even at a 20% dropout rate, the performance degradation
remains limited and well within a practical range, demon-
strating the robustness of the protocol under dynamic par-
ticipation.

¢ The cloud-side runtime scales moderately with the number
of edge servers, since the cloud processes only aggregated
model updates and aggregated signatures from each edge
server, rather than individual client submissions.

Overall, these results confirm that SVTAgg maintains both
efficiency and robustness in dynamic EFL environments where
client availability may fluctuate across training rounds.

4) Efficiency on Verification. Fig. 9 illustrates the running time
of the cloud server in SVTAgg and other existing works, includ-
ing RaSA [33], VeSAFL [42], VerifyDFL [40], and FLVA [44],
as the number of participating clients increases from 1 to 100.
The computational cost of all schemes grows with the number
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Fig. 9. Comparison on computational cost of cloud server.

of clients, since individual local updates must be processed
and verified. Each signature/proof in RaSA [33], VeSAFL [42],
VerifyDFL [40], and FLVA [44] must be verified individu-
ally, whereas SVTAgg aggregates client signatures and per-
forms batch verification. SVTAgg demonstrates a nearly stable
growth trend with respect to the number of clients, indicating
strong scalability. Compared to RaSA, VeSAFL, VerifyDFL,
and FLVA, SVTAgg achieves competitive runtime performance
while simultaneously providing security, verifiability, and trace-
ability guarantees. Notably, the runtime increase remains con-
trolled even at 100 clients, demonstrating that the integration of
homomorphic signatures and verification procedures does not
introduce prohibitive overhead. This confirms that SVTAgg is
practical for large-scale EFL deployments.

5) Cost of Zero-knowledge Proof. SVTAgg employs zero-
knowledge proofs to guarantee consistency between masked
gradients and homomorphic signatures. This additional mech-
anism introduces moderate computational and communication
overhead at both the client and edge-server sides. At the client
side, each participant generates a proof involving a constant
number of group exponentiations and hash evaluations, which
scales linearly with the number of training rounds but remains
independent of the model dimension. Given that local model
training dominates the computational cost in EFL, the overhead
of proof generation is relatively small in practice. At the edge
server side, verification requires checking a fixed number of
pairing-free group equations per client, resulting in a computa-
tional cost that scales linearly with the number of participating
clients. Although this introduces additional verification latency,
it is amortized by the batch aggregation process and does not
significantly affect overall system efficiency. In terms of commu-
nication, each proof incurs a constant-size overhead proportional
to a small number of group elements, which is negligible com-
pared to the transmission of model updates. Therefore, the use of
zero-knowledge proofs provides strong consistency guarantees
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with only modest overhead, making it practical for deployment
in realistic EFL environments.

D. Communication Efficiency

In EFL, communication efficiency is a critical factor due to
the hierarchical interaction among clients, edge servers, and the
cloud server. In each training round, communication occurs at
two primary levels: between clients and their associated edge
servers, and between edge servers and the cloud server.

At the client—edge layer, each client in SVTAgg transmits
its masked local model update, similar to Bonawitz et al.’s
SecureAgg [12]. The dominant communication cost remains
the model gradient itself, which is determined by the model
architecture. For example, the parameter size of ResNet-18
is about 11.7 M. In addition to the masked model gradient,
the homomorphic signature o; ; and the zero-knowledge proof
PoK; ;. The size of o0, ; is 48 bytes for BLS12-381, and the
size of PoKj; ; is 384 bytes. At the edge—cloud layer, SVTAgg
provides a more significant communication advantage compared
to existing verifiable aggregation schemes. In prior works such as
RaSA [33], VeSAFL [42], VerifyDFL [40], and FLVA [44], each
client’s signature must be individually forwarded to the cloud
server for verification, resulting in communication overhead
that scales linearly with the number of participating clients. In
contrast, SVTAgg leverages the homomorphic property of signa-
tures and integrates proxy re-signatures to support hierarchical
aggregation. The edge server aggregates both the masked gra-
dients and the corresponding verifiable tags before forwarding
them to the cloud. Consequently, the cloud only receives a single
aggregated model update (e.g., the size is 11.7 M for ResNet-18)
and a single aggregated verifiable tag per edge server (the size is
48 bytes). This reduces the communication complexity between
the edge and cloud from linear in the number of clients to
constant per edge server.

Client dropout does not significantly affect communication
overhead in SVTAgg. Although dropout requires mask removal
operations, these adjustments primarily involve local noise 7; ;,
whose size is 32 bytes, for each drop-out client. Therefore,
the additional communication overhead grows linearly with
the number of dropped-out clients; however, it remains small
compared to the size of the model parameters.

VIII. CONCLUSION

In this paper, we have proposed SVTAgg, a secure, verifiable,
and traceable model aggregation protocol for EFL. SVTAgg ad-
dresses key privacy and integrity challenges posed by untrusted
edge servers in practical EFL deployments. Through the joint
use of secret sharing, double masking, homomorphic verifica-
tion, and signature-based traceability, SVTAgg simultaneously
ensures gradient confidentiality, aggregation correctness, and
participant accountability. Security analysis demonstrates that
SVTAgg provides strong privacy, verifiability, and traceability
guarantees under realistic adversarial edge settings, while ex-
perimental results show that SVTAgg achieves learning perfor-
mance comparable to standard EFL with low computation and
communication overhead. These results confirm that SVTAgg is
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both secure and practical for real-world edge learning systems.
Overall, SVTAgg establishes a robust aggregation foundation
for trustworthy FL at the network edge, enabling secure and
privacy-preserving collaboration in emerging applications such
as autonomous systems, mobile health, and large-scale IoT
analytics. In the future work, we will extend SVTAgg to sup-
port fully malicious edge servers and stronger Byzantine-robust
aggregation strategies, as well as exploring adaptive verification
mechanisms that further reduce overhead under dynamic edge
participation.
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