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Abstract—With the significant advance of wireless communica-
tion technology, more networked control systems are looped via
wireless networks. However, the dynamics and uncertainties of
wireless channels as well as the limitation of radio resources make it
challenging to close all loops at each control step. As the open-loop
control will lead to performance deterioration, it is essential to
jointly optimize the uplink and downlink transmissions for the full-
loop control. In this paper, we analyze the impact of transmission
delay in uplink and downlink on the full-loop control performance.
We then propose a novel multicast transmission scheme for the
latency-critical full-loop control. Accordingly, the uplink-downlink
transmission and the full-loop control are jointly considered to
minimize the control and communication cost. To effectively solve
this mixed integer non-linear programming problem, the original
problem is decomposed into the uplink transmission problem and
the downlink transmission problem. Alternate resource optimiza-
tion algorithm and multicast resource allocation algorithm are
designed. Simulation results show that the proposed scheme has
advantage on reducing both the communication and control cost.
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I. INTRODUCTION

W ITH the significant advance of communication technol-
ogy, an increasing number of factory devices are being

interconnected via wireless networks, offering great potential
for the revolution of cyber-physical systems [1], [2], [3], [4].
In the cyber-physical system, sensing information is wirelessly
transmitted from sensors to the control center, which performs
complex computations and then delivers control commands to
actuators for operating control systems [5]. It can be seen that
the bidirectional wireless transmissions of sensing and action
information are crucial for ensuring the stability of control
systems. In general, the more state and control information is
delivered, the better the estimation and control performance
will be [6]. While recent advancements have alleviated tradi-
tional spectrum scarcity issues, the fundamental challenges in
closing all control loops persist due to the stochastic nature
of wireless communications. Time-varying channel conditions
(e.g., fading and interference) induce uncertain communication
delays and packet loss rates, which can disrupt the synchronic-
ity required for closed-loop control [7], [8]. Furthermore, the
contention for shared communication resources among multiple
control systems often leads to non-deterministic scheduling
patterns, potentially causing critical control signals to miss their
deadlines [9]. These communication-induced uncertainties may
propagate through feedback loops, resulting in performance
degradation and even system instability.

Significant progress has been made on designing estimation/
control methods to mitigate the effects of imperfect wireless
transmission on control systems [10]. Qiao et al. [11] proposed
an energy-aware sensor scheduling and opportunistic transmis-
sion scheme to balance the estimation performance and resource
consumption. Chang et al. [12] investigated sensor scheduling
for state estimation of heterogeneous systems over constrained
and lossy wireless channels, which achieved a near-optimal
estimation performance with reduced computation time. Zhang
et al. [13] proposed an event-triggered finite-time distributed
estimation algorithm to precisely estimate the state of the non-
linear system with maneuvering targets. Yu et al. [14] presented
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a novel fault-tolerant control algorithm to guarantee all signals
were bounded in spite of the occurrence of multiple actuators and
sensors faults. Wen et al. [15] proposed a co-design architecture
of sampling-scheduling-control to improve the overall system
performance, including control cost and network energy con-
sumption. Wang et al. [16] proposed a state-estimation-based
control algorithm in a backward recursion manner to regulate
vehicle’s motion. While these studies mainly treat wireless
communication networks as unpredictable and uncontrollable
variables, ignoring the potential adaptability of wireless net-
works, which results in inefficient and overly conservative.

As the communication system is one of the two funda-
mental components in cyber-physical systems, communication
optimization is crucial for system-level performance enhance-
ment [17], [18], [19]. Zhang et al. [20] investigated the joint
uplink and downlink robust transmission design for cell-free
networks. Lee et al. [21] investigated reconfigurable intelligent
surface-aided frequency division duplexing communication sys-
tems to support the simultaneous transmissions for the downlink
and uplink signals. Zeng et al. [22] investigate unmanned aerial
vehicle assisted communication systems that require quasi-
balanced data rates in uplink and downlink. These works mainly
devote to improve the transmission rate or energy efficiency,
making it challenging to directly apply them into the full-loop
control of cyber-physical systems.

In this paper, we design an uplink-downlink transmission
scheme for the full-loop control under the limitation of radio
resources. In the uplink transmission, the simultaneous transmis-
sion of sensing information from multiple sensors to the remote
center is a many-to-one transmission process, then the OFDMA
technology is used to mitigate the interference among sensors.
In the downlink transmission, the concurrent transmission of
small-packet control information from the controller to multi-
ple actuators is a one-to-many transmission process, then the
multicast technology is used to used to balance the transmission
latency and resource efficiency. The contributions of this paper
are summarized as follows.
� We analyze the impact of uplink sensing information and

downlink control information transmission on the full-loop
control performance, which makes it possible to achieve the
integrated design of communication and control to enhance
the overall performance.

� The proposed multicast-based downlink transmission
scheme could significantly reduce the head overhead of
small packets by aggregating multiple actuators into one
multicast group, and then balance network resource uti-
lization and control performance.

� The uplink-downlink transmission and the full-loop control
are integratedly designed to achieve the control accuracy
enhancement and the control-communication cost reduc-
tion with the limited radio resource.

The remainder of this paper is organized as follows. The sys-
tem model and problem formulation is presented in Section III.
In Section IV, integrated design scheme of uplink-downlink
transmission and control is proposed to minimize the overall
cost. Simulation results and main conclusions are shown in
Sections V and VI, respectively.

II. RELATED WORKS

A. Estimation and Control Design for Cyber-Physical Systems

For cyber-physical systems constrained by communication
resources, some existing works focus on how to design advanced
estimation and control methods to mitigate the impact of com-
munication on control performance. From the perspective of
state estimation, Zhang et al. [23] studied the distributed secure
state estimation problem for cyber-physical systems subjected to
false data injection attacks. Moreover, a novel distributed frame-
work was proposed for remote state estimation based on dis-
tributed Kalman filtering technology, where the sensors gather
neighboring measurement information and then sent it and lo-
cal estimation to remote estimators through wireless channels.
Chen et al. [24] considered the situation where the transmitted
binary bits may be flipped over noisy communication channels,
and designed a distributed resilient estimation scheme under a
bit-flipped detection mechanism to achieve a reliable estimation
of the cyber-physical systems. Yang et al. [25] proposed a
Kullback-Leibler divergence based detector against stochastic
linear attacks for distributed state estimation over wireless sensor
networks, which combines the Mahalanobis distance as well as
the Burg matrix divergence between covariance. Xin et al. [26]
presented the innovative virtual sensor based secure state esti-
mator framework, which utilizes Virtual SensorNet to generate
preliminary estimations when a major sensor is compromised
and integrates deep reinforcement learning to refine these es-
timations online. From the perspective of control design, He
et al. [27] proposed a novel event-triggered MPC framework
for perturbed nonlinear cyber–physical systems with input and
state constraints to reduce the communication and computational
resource consumption while ensuring the control performance.
H. Mamduhi et al. [28] described a novel cross-layer interactive
ecosystem for real-time cyber-physical systems wherein hetero-
geneous physical systems ware aware of the diverse network
services while their time sensitivity requirements ware shared
with the network for an efficient service allocation. Lucia et
al. [29] developed a novel control architecture for constrained
networked control systems to mitigate the undesired effects
arising when stealthy attacks affect the nominal behavior of
constrained cyber-physical systems. Ren et al. [30] investigated
the group formation control problem for cyber-physical sys-
tems with random communication constraints, and proposed a
data-driven predictive control strategy to actively compensate
for communication constraints and achieve group formation.
Fu et al. [31] employed decentralized event-triggering mech-
anisms for wireless cyber–physical systems whose sensors are
distributed and bandwidths are limited, which can largely reduce
the transmissions with the help of additional dynamic variables.
Ji et al. [32] proposed a observability guaranteed method based
on the detailed analysis of the relationship between edge sensing,
observability condition, and control performance, which could
achieve the lower sensing cost and better control performance
with the sensing and control co-design. Ren et al. [33] studied
the distributed group coordinated control problem of cyber-
physical systems with multi-agent architecture, and proposed
a data-driven cloud edge predicted control scheme to ensure
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that the agents can effectively achieve coordination while also
overcoming communication constraints. Moreover, some other
works investigates the secure control problem due to the attack
introduced by networks. Ma et al. [34] developed a security
control framework to codesign the switched controller and
event-triggered mechanism, with which the closed-loop sys-
tem can achieve a better control performance than traditional
dynamic event-triggered mechanisms in the transient process.
Liu et al. [35] proposed a novel secure control method based on
the dynamic-memory event-triggered scheme for discrete-time
cyber-physical power systems, which has not only enhanced
the system’s secure capabilities, but also effectively lowered the
demand for communication bandwidth, thereby improving the
security and sustainability, especially in hard-to-reach areas
where the self-sustainable sensors and controllers are deployed.
Zhao et al. [36] presented a secure control strategy under fast
time-varying actuator attacks for cyber-physical systems, and
the L_2 gain secure controller was designed to guarantee the
stability. Zhang et al. [37] investigated the observer-based con-
trol problem for the cyber-physical systems model with dual-
scale attacks. Since the slow and fast transmission channels
have different time scales, a dual-rate sampling strategy has
been designed, and the modeling of dual-scale attacks has been
implemented. Guan et al. [38] investigated the slidingmode
fault-tolerant secure control issue for cyber-physical systems
under both cyber jamming attacks and multiple physical inter-
mittent faults. Moreover, a Stackelberg game model is adopted
to depict the complex interaction between the transmitter and
the attacker to counter the attack strategy of the intelligent
attacker. Ma et al. [39] designed a novel state observer that can
be driven by actuator faults and intermittent available signals
arising from triggered attack-state signals, which can realize
directly triggering the states after deception attacks and avoid
the problem of virtual controller non-dierentiability under the
backstepping framework. Gao et al. [40] investigated the event-
triggered adaptive fixed-time secure control problem for non-
linear cyber-physical systems under false data-injection attacks,
and developed a dynamic switching mechanism based on the
fixed-time stability theorem.

B. Communication Design for Cyber-Physical Systems

For cyber-physical systems, the bidirectional wireless trans-
missions of sensing and action information are crucial for ensur-
ing the stability of control systems [41]. Some existing works
focus on how to provide the satisfying information exchanging
service for closed-loop control over wireless networks. Pang
et al. [42] proposes a practical communication-control model
for wireless networked control systems, which captures corre-
lated dynamics among spatially distributed sensors and actua-
tors sharing limited wireless resources over multi-state Markov
blockfading channels. Moreover, a deep reinforcement learning
algorithm is developed to scale efficiently by managing hybrid
action spaces, capturing communication-control dependencies,
and maintaining robust performance under time-correlated dy-
namics and resource constraints. Huang et al. [43] designed
a core-agnostic and cost-effective solution named Hirail to

achieve the smooth evolution of long-distance deterministic
networks, which could meet the bounded delay and jitter de-
mands, and have advantages on the performance and overhead.
Lyu et al. [44] proposed an automated guided vehicle assisted
adaptive cooperative transmission scheme to minimize the mean
square error of state estimation at a low energy cost. Moreover,
a novel performance index, estimation gain, is introduced to
evaluate the benefit of scheduling one sensor for estimation error
reduction. Yan et al. [45] investigated the joint beamforming
design in a multi-functional reconfigurable intelligence surface-
aided uplink communication system, which could amplify inci-
dent signals from both sides without signal leakage by using the
mode switching protocol. Huang et al. [46] proposed a learning-
based robust resource allocation considering overlapping inter-
ference and age-of-information sensitive services requirements
for the ultradense industrial internet of Things networks with
overlapping interference. Lyu et al. [47] derived a closed-form
expressing of estimation error with respect to offloading delay
to indicate that adjusting offload delay on demand is necessary
for estimation error reduction. Based on the finding, an adaptive
edge sensing scheme is designed to minimize estimation error
by jointly optimizing task offloading and sensor scheduling.
Xie et al. [48] developed a dynamic scheduling scheme that
prioritizes computing tasks and matches tasks to computing
resources in real time, and proposed an improved deep rein-
forcement learning algorithm to improve task success rates and
minimize execution delays. Ernest and Madhukumar [49] sep-
aratively derived new closed-form expressions for the violation
probability of peak age of information and the mean peak age
of information for the offloading strategy design with awareness
of the uplink timeliness, joint uplink-and-computing timeliness,
and cloud-only computation. Zhang et al. [50] proposed an
urgency-based fast flow scheduling algorithm to address the
issue, that leverages domainspecific optimizing strategies with a
focus on traffic delay urgency inspired by greedy algorithm for
priority allocation across hops and flows, complemented by pre-
processing for scenario solvability and dynamic verification to
ensure scheduling feasibility. Wen et al. [51] proposed a contract
theory model and developed a sustainable diffusion-based soft
actor-critic algorithm to identify the optimal feasible contract,
which could enable efficient digital twins construction and mon-
itor Industrial cyber-physical systems. Lyu et al. [52] presented
a transmission-estimation co-design framework to lay down the
foundation for guaranteeing the prescribed estimation accuracy
with limited communication resources. Moreover, a hierarchi-
cal transmission-estimation approach was proposed to improve
the transmission reliability and estimation accuracy according
to system dynamics. Chen et al. [53] designed a hierarchical
algorithm to focus on the distributed guaranteed-performance
consensus problem of multi-agent systems subjected to com-
munication faults. Moreover, the sufficient conditions for the
boundedness of all signals in the closed-loop system are de-
rived based on Lyapunov theory. Zhang et al. [23] proposed a
novel distributed framework for remote state estimation based
on distributed Kalman filtering technology, where the sensors
gather neighboring measurement information and send it and
local estimation to remote estimators through wireless channels.
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Liu et al. [35] proposed a novel secure control method for
discrete-time cyber-physical power systems to guarantee the
exponential stability with limited communication resources for
data transmission. From the perspective of cost reduction and
resource limitation, Cai et al. [2] proposed a novel mechanism
for data uploading in smart cyber-physical systems, which con-
siders both energy conservation and privacy preservation. This
mechanism preserves privacy by concealing abnormal behaviors
of participants, while still achieves an energy-efficient scheme
for data uploading by introducing an acceptable number of extra
contents. Nagarajan et al. [54] proposed IoT-based healthcare
cyber-physical system that provided effective resource utiliza-
tion at fog and cloud levels with minimum execution cost.
Afrin et al. [3] developed a congestion game-theoretic robotic
edge resource allocation mechanism for cyber-physical social
system, which not only maintains the quality-of-service by
meeting task completion deadlines but also satisfies the energy
constraints of resources. Cui et al. [55] proposed an intelligent
optimization technology framework based on data processing
to deal with the problem of redundant attributes of massive
and high-dimensional data in the cyber-physical social system.
Chen et al. [56] proposed a collaborative filtering service rec-
ommendation algorithm that combines heterogeneous informa-
tion networks and topic models for the cyber-physical social
system. Mughal et al. [57] presented a new resource allocation
scheme that used multiple wireless communication technologies
and link lifetimes simultaneously during the decision-making
process to meet the requirements of resource-intensive mobile
cyber-physical social systems applications. Chen et al. [58] stud-
ied the dynamic of cascading failure iterating between physical
power grid and communication network, and further proposed
the attack strategy to locate the critical nodes which can seriously
damage the cyber-physical power systems. Dong et al. [59]
proposed a heterogeneous cyber-physical system model with
weak dependency, in which the two networks overlap geo-
graphically and have heterogeneous models. Qin et al. [60]
proposed an remote terminal unit satellite-terrestrial multi-hop
network with energy cooperation for remote cyber-physical
power systems, and introduced a multi-agent deep reinforcement
learning approach to efficiently solve the formulated problem.
Peng et al. [61] proposed a more general attack model which
is not subject to any constraints, and designed a dynamics con-
troller whose internal state is transmitted in real-time from the
communication layer to the physical layer through the informa-
tion exchange with neighboring subsystems. Li et al. [62] built an
air-ground nonlinear swarm system with aggregation-dispersion
properties, and proposed a fog-cloud cooperative control method
to ensure the secure consistency of the swarm under denial of
service attacks.

C. Uplink and Downlink Transmission Design

As the communication system is one of the two funda-
mental components in cyber-physical systems, communica-
tion optimization is crucial for system-level performance en-
hancement [63], [64]. In the uplink transmission, Katwe et
al. [65] investigated an intelligent reflecting surface aided uplink

rate-splitting multiple access system and got higher achievable
sum-rate throughput. Xu et al. [66] proposed an aggregated
transmit power minimization problem constrained by the delay
bound. Li et al. [67] investigated a cell-free massive multiple-
input-multiple-output system and designed an iterative search-
based two-stage energy efficiency optimization algorithm for the
uplink communication. The designed algorithm could reduce
the demand for training samples and training time overhead by
employing deep transfer learning to adjust parameters of the
convolutional neural network architecture to accommodate the
potential of dynamic communication scenarios. In the downlink
transmission, Jiao et al. [68] proposed a delay-efficient energy-
aware broadcast scheduling algorithm to adapt to wireless pow-
ered Internet of Things. Zhang et al. [69] proposed a proactive
orthogonal frequency division multiple access downlink system
framework, and designed a reinforcement learning-based online
model-free algorithm to ensure transmission reliability while
providing rapid radio resource allocation. Lyu et al. [70] pro-
posed a beamforming-assisted hierarchical coordinated trans-
mission strategy based on channel conditions and system dy-
namics to alleviate the impact of unreliable transmission on the
control performance.

Recently, some works focus on the joint design of uplink and
downlink transmissions. Yu et al. [71] studied a joint uplink
and downlink resource allocation algorithm to distribute radio
resources in each control period among machines to increase
resource utilization. F. Kimaryo et al. [72] analyzes the achiev-
able uplink and downlink capacity where both the base station
and the user are equipped with dynamic metasurface antennas.
Li et al.. [73] proposed an energy-efficient packet delivery
mechanism incorparated with frequency-hopping and proactive
dropping, which could reduce the average total power under
the transmission requirements by jointly optimizing bandwidth
allocation and power control of uplink and downlink, antenna
configuration, and subchannel assignment. Zhang et al. [74]
investigated the joint uplink and downlink resource allocation in
a multiuser multiple-input single-output orthogonal frequency-
division multiple access system in a finite blocklength regime,
and proposed a deep reinforcement learning based proximal
policy optimization algorithm with a modified architecture to
solve the sequential decision making problem. Chen et al. [75]
proposed a novel downlink and uplink cooperative scheme for
the joint communication and sensing system, including a unified
multiple signal classification based joint communication and
sensing scheme and a downlink and uplink cooperative fusion
method. Guo et al. [76] employed the non-orthogonal multi-
ple access technology in both uplink and downlink relaying
hops in an amplify-and-forward based relaying network with
multiple source-destination user pairs, and proposed a novel
recursive two-hop grouping algorithm to efficiently group users
and increase the system sum rate. Chen et al. [77] proposed
a concurrent downlink and uplink scheme for the joint com-
munication and sensing system, where the base station can use
the echo of transmitted dedicated signals for sensing in the up-
link timeslot, while performing reliable uplink communication.
Moreover, a novel successive interference cancellation-based
processing method was proposed to enable the estimation of
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TABLE I
SUMMARY OF STUDIES ON UPLINK-DOWNLINK TRANSMISSION FOR

NETWORKED CONTROL SYSTEMS

uplink communication symbols and downlink sensing param-
eters. Zhou et al. [78] proposed a transmission scheme for
fog computing-enabled internet of medical things to minimize
the offloading and feedback duration, where the uplink and
downlink rate splitting technology is utilized to offer flexible
co-channel interference management. Xia et al. [79] considered
the problem of jointly optimizing duplex mode selection and
secrecy transceivers to maximize the overall secrecy spectral
efficiency, where the information signals at access points are in-
jected with artificial noise to prevent interception of information
by eavesdroppers. Moreover, a two-loop strategy is proposed to
deal with the complex optimization problem, since the downlink
secure beamforming, uplink transmission power, and uplink
receivers are tightly coupled in both the objective function and
the constraints. A summary the above discussion is provided in
Table I.

III. SYSTEM MODEL AND PROBLEM FORMULATION

In cyber-physical systems, sensors, controllers, and actuators
are connected via wireless networks. In particular, sensors are
tasked with monitoring key system parameters, such as temper-
ature and humidity. The acquired sensory data is subsequently
transmitted via the uplink to an access point (AP), where the
controller processes data to estimate the system state and gen-
erate appropriate control commands. These commands are then
transmitted through downlink to the actuators for executing the
necessary actions to maintain the stable operation. Since control
commands typically consist of small data payloads, conventional
unicast transmission schemes often incur inefficient resource
utilization due to low payload-to-overhead ratios. This ineffi-
ciency makes unicast transmission cost-ineffective for control
applications, particularly in resource-constrained systems. To
address this issue, multiple shortlength control data-packets are
integrated into a long-length data-packet, and then the integrated
data-packet is broadcasted to a group of actuators on the same
wireless channels. As the broadcasting performance is limited

Fig. 1. Transmission architecture for cyber-physical systems.

by the one with worst channel condition, it is necessary to well
determine the broadcasting group based on wireless channel
conditions. To this end, the multicasting technology is used,
which makes it possible to flexibly determine how many and
which data packets of control commands to be integrated to-
gether. In the downlink transmission, the concurrent transmis-
sion of small-packet control information from the controller
to multiple actuators is a one-to-many transmission process,
the proposed multicast-based downlink transmission scheme
could significantly reduce the head overhead of small packets by
aggregating multiple actuators into one multicast group, and then
balance network resource utilization and control performance.

A. Control System Model

The control system comprises N control loops, each consist-
ing of a sensor-actuator pair, as shown in Fig. 1. The considered
linear stochastic system with intermittent observations and con-
trol input is described as:

xn(k + 1) = Anxn(k) +Dnu
a
n(k) + wn(k), (1)

ua
n(k) = νn(k)u

c
n(k), (2)

yn(k) = γn(k)Cnxn(k) + zn(k), ∀n ∈ N , (3)

wherexn(k) ∈ Rax is the system state at control stepk,ua
n(k) ∈

Rau is the control input received by the actuator n, uc
n(k) is the

desired control input computed by the controller, and yn(k) ∈
Ray is the measurement from sensor n. The matrices An ∈
Rax×ax , Dn ∈ Rax×au and Cn ∈ Ray×ax are the state transi-
tion, input and measurement matrices of sensor n, respectively.
(xn(0), wn(k), zn(k)) are Gaussian, uncorrelated, and white,
with means (x̄n(0), 0, 0) and covariances (Σn(0), Qw, Qz) [80].
γn(k) denotes whether the sensing information is received by the
controller. If data packet of sensing information is successfully
received, γn(k) = 1, i.e., yn(k) = Cnxn(k) + zn(k). Other-
wise, γn(k) = 0, i.e., yn(k) = zn(k). νn(k) denotes whether
the control information is received by the actuator n. If data
packet of control information is successfully received, νn(k) =
1, i.e., ua

n(k) = uc
n(k). Otherwise, νn(k) = 0, i.e., ua

n(k) = 0.
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Equations for optimal estimator are derived using arguments
similar to those used in standard Kalman filtering [81]. Then,
the sensing error caused by the packet loss of sensory data could
be expressed as

esn(k) = xn(k)− x̂n(k|k)
= (I−γn(k)Gn(k)Cn) en(k|k−1)−γn(k)Gn(k)zn(k),

(4)

where I is the unit matrix, Gn(k) is the Kalman gain, x̂n(k|k)
is the system state estimation, and the prior estimation error
en(k|k − 1) is the one-step prediction value for step k.

According to optimal control theory [82], the optimal control
input is given by

uc
n(k) = − (D′nWn(k + 1)Dn + Un(k))

−1

D′nWn(k + 1)Anx̂n(k|k) = Ln(k)x̂n(k|k), (5)

where the matrix Wn(k) could be obtained with the iterative
computation manner. Un(k) is the positive definite weight. In
this case, the control error caused by the packet loss of control
command is expressed as

ecn(k) = uc
n(k)− ua

n(k) = (1− νn(k))Ln(k)x̂n(k|k). (6)

It can be seen that if control information is delayed or lost,
the actuator will be unable to receive the already computed
control decision, which can significantly increase the control
error. Furthermore, this scenario also consumes uplink network
resources without contributing to any improvement in control
accuracy. This is because the successfully received sensing
information remains unused by the actuator, meaning that the
control system fails to benefit from the sensing data transmitted
over the wireless network. On the other hand, the impact of
delayed or lost control information differs from that of sensing
information. This is because the controller can perform state
estimation to compensate for the loss of sensing information,
thereby mitigating the effect of its delay or loss on the control
error. In contrast, the actuator merely executes the received
control commands without any ability to compensate for missing
information. As a result, the delay or loss of control information
has a more substantial impact on the control error.

B. Communication Network Model

The spectral resources of the same bandwidth are shared by
the uplink and downlink transmissions through the adoption
of time-division multiplexing technology. The sensor-actuator
pairs are denoted byN = {1, 2, . . . , N}, where the association
between sensors and actuators is pre-established.

In the uplink transmission, OFDMA is considered due to
its advantage on connectivity and spectrum utilization [83].
The mutually orthogonal subcarriers are denoted by S =
{1, 2, . . . , S}. The total bandwidth B is evenly distributed into
each subcarrier, i.e., the bandwidth of each subcarrier is b̄ =
B/S. Let θn,s(k) = 1 denote that subcarrier s is assigned to
sensor n at control step k. Otherwise, θn,s(k) = 0. Then, the
signal-to-noise ratio (SNR) of sensorn on subcarrier s at control

step k is given by

Γn,s(k) =
pn(k)hn,s(k)

σ2
, ∀n ∈ N , ∀s ∈ S, (7)

where pn(k) is the transmit power of sensor n, hn,s(k) is the
power gain of sensor n on subcarrier s, and σ2 is the noise
power [84]. The achievable transmission rate of sensor n on
subcarrier s can be expressed as

rn,s(k) = θn,s(k)b log2 (1 + Γn,s(k)) , ∀n ∈ N , ∀s ∈ S. (8)

Then, the uplink transmission delay from sensorn to AP is given
by

tn(k) =
dn(k)

rn,s(k)
, ∀s ∈ S, (9)

where dn(k) is the sensory data size of sensor n.
In the downlink transmission, the concurrent transmission of

small-packet control information from the controller to multiple
actuators is a one-to-many transmission process, then the multi-
cast technology is used to balance the transmission latency and
resource efficiency [85]. In this case,N actuators are divided into
M groups, denoted byM = {1, 2, . . . ,M}. Let ϕn,m(k) = 1
denote actuator n is allocated to multicast group m at control
step k. Otherwise, ϕn,m(k) = 0. The set of actuators assigned
to group m is denoted as Nm. The SNR of the received signal
by actuator n in group m is expressed as

Γn,m(k) =
hn(k)qm(k)

σ2
, ∀n ∈ N , ∀m ∈M, (10)

where hn(k) is the power gain of actuator n, and qm(k) is the
transmit power assigned to group m by AP. The achievable
transmission rate of multicast group m is

rm(k) = bm(k) log2

(
1 + min

n∈Nm

Γn,m(k)

)
, ∀m ∈M, (11)

where bm(k) is the transmission bandwidth for multicast group
m. The transmission delay of group m can be expressed as

tm(k) =
∑

n∈Nm dn(k)

rm(k) , where dn(k) is the size of data packet
needed to be received by actuator n. The transmission rate of
actuator n in group m is

rn,m(k) = bm(k) log2 (1 + Γn,m(k)) , ∀n ∈ N , ∀m ∈M.
(12)

The achievable transmission rate from AP to actuator n is

rn(k) =
∑
m∈M

ϕn,m(k)rn,m(k), ∀n ∈ N . (13)

Therefore, the downlink transmission delay from AP to actuator
n is given by

tn,m(k) =

∑
n∈Nm

dn(k)

rn(k)
=

∑
n∈N

ϕn,m(k)dn(k)

rn(k)
, ∀n ∈ N .

(14)

Assume that there are K control steps denoted by K =
{1, 2, . . . ,K}, each with a duration of T . The division point
of uplink and downlink transmission is denoted as η(k), i.e.,
Ts(k) = η(k)T and Ta(k) = (1− η(k))T . To be specific, if
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uplink sensing information is successfully received by the con-
troller at control stepk, it means that tn(k) ≤ Ts(k) andγn(k) =
1. Otherwise, γn(k) = 0. Similarly, if downlink control infor-
mation is successfully received by the actuator at control step
k, it means that tn,m(k) ≤ Ta(k) and νn(k) = 1. Otherwise,
νn(k) = 0. Therefore, the overall control performance at each
step depends heavily on the transmission timelessness of both
uplink sensing information and downlink control information,
since the transmission failures of sensing or control informa-
tion will negatively impact the effectiveness of the closed-loop
control system.

C. Problem Formulation

The overall cost composed of control cost and communication
cost is used to evaluate the system performance. In order to
minimize the overall cost, we integratedly design the division
of uplink/downlink transmission duration, subcarrier allocation
and transmit power in uplink, multicast grouping and bandwidth
allocation in downlink. The constrained overall cost minimiza-
tion problem is formulated as

P0 : min
θ,p,M,ϕ,b,q,η

1

K

∑
k∈K

[J(k) + βE(k)] (15)

s.t.
∑
n∈N

θn,s(k) = 1, ∀s ∈ S, (15a)

∑
s∈S

θn,s(k) = 1, ∀n ∈ N , (15b)

0 ≤ pn(k) ≤ pmax, ∀n ∈ N , (15c)∑
m∈M

bm(k) ≤ B, (15d)

∑
m∈M

qm(k) ≤ qmax, (15e)

∑
m∈M

ϕn,m(k) = 1, ∀n ∈ N , (15f)

M = {1, 2, . . .,M}, 1 < M ≤ N, (15g)

θn,s(k) ∈ {0, 1}, ∀n ∈ N , ∀s ∈ S, (15h)

ϕn,m(k) ∈ {0, 1} , ∀n ∈ N , ∀m ∈M, (15i)

η(k) ∈
(
0, 1

)
, (15j)

where β is a preference factor, J(k) = sumn∈N
{E[esn(k)Tesn(k)] +E[ecn(k)

Tecn(k)]}. E(k) is equal to the sum
of E1(k) and E2(k), where E1(k)=

∑
n∈Nγn(k)pn(k)tn(k)

and E2(k)=
∑

m∈Mqm(k)
∑

n∈Nmdn(k)

rm(k) . pmax and qmax are the
maximum transmit power of the sensor and the AP, respectively.
Constraints (15a) and (15b) indicate the one-to-one matching
relationship between the sensor and the subcarrier. Constraints
(15c)–(15e) are bandwidth and power constraints. Constraint
(15f) restricts each actuator to be assigned to only one multicast
group. Constraints (15g)–(15h) describe the feasible regions
of optimal variables. Moreover, the variable θ denotes the
matching relationship between channels and sensors in the

uplink transmission process. The element θn,s(k) denotes
whether the n-th channel is matched to the s-th sensor at control
step k. If so, θn,s(k) = 1. Otherwise, θn,s(k) = 0. p denotes
the transmit power of sensors, and pn(k) denotes the transmit
power of the n-th sensor at control step k. ϕ denotes the
grouping situation of actuators, and ϕn,m(k) denotes whether
the n-th actuator is allocated to multicast group m at control
step k. If so, ϕn,m(k) = 1. Otherwise, ϕn,m(k) = 0. b denotes
the bandwidth allocation in the downlink transmission process,
and bm(k) denotes the transmission bandwidth for multicast
group m at control step k. q denotes the transmit power of AP
in the downlink transmission process, and qm(k) denotes the
transmit power assigned to group m by AP at control step k.

IV. JOINT UPLINK-DOWNLINK TRANSMISSION DESIGN AND

CONTROL

The original problem P0 is a mixed-integer nonlinear pro-
gramming (MINLP) problem, since it includes a nonlinear ob-
jective function with the time-accumulated term of the overall
cost, as well as, mixed-integer variables (binary variables θ and
ϕ, continuous variablesp, b, q and η), which is challenging to be
directly solved. For the convenience of solving, we focus on one
step problem. Therefore, the overall optimization problem can
be split into multiple subproblems at different control steps. In
this way, the original problem is decomposed into K problems
according to control steps, with each one aiming at minimizing
the instantaneous overall cost, i.e., J(k) + βE(k).

For each control step, the value of uplink/downlink trans-
mission duration division point η(k) determines the tolerable
delay for uplink transmission Ts(k) and downlink transmission
Ta(k), which in turn rely heavily on the transmission statuses
of sensory data and control commands, i.e., γn(k) and νn(k).
When η(k) is given, the constraints of the original problem can
be divided into two parts. Then, the problem at each control step
can be further decomposed into two sequential subproblems,
namely, the uplink transmission subproblem and the downlink
transmission subproblem. The uplink transmission subproblem
at control step k is expressed as

SP1 : min
θ,p

∑
n∈N

E
[
esn(k)

Tesn(k)
]
+ β1E1(k)

s.t. (15a), (15b), (15c), (15h), (16)

where β1 is a preference factor. When obtaining the subcarrier
allocation and sensor transmit power, the transmission status of
uplink sensory data can be determined, and then the controller
proceeds to perform state estimation and calculate control com-
mands based on the received data.

Subsequently, the control commands are transmitted to the
actuators. The downlink transmission subproblem includes mul-
ticast group partitioning, bandwidth allocation, and power allo-
cation, which is expressed as

SP2 : min
M,ϕ,b,q

∑
n∈N

E
[
ecn(k)

Tecn(k)
]
+ β2E2(k)

s.t. (15d), (15e), (15f), (15g), (15i), (17)
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where β2 is a preference factor. Moreover, β = β1 + β2. For the
remainder of this section, an alternating resource optimization
algorithm is proposed to solve SP1, and a multicast resource
allocation algorithm is utilized to solve SP2.

A. Uplink Transmission Optimization for Sensing Information

The uplink transmission subproblem SP1 is still non-convex
due to the nonlinear objective function and the non-convex con-
straints. In order to solve the problem efficiently, the objective
function is firstly transformed and simplified. According to (4),
the mean square error of state estimation is calculated as

E
[
esn(k)

Tesn(k)
]
= c1n(k)− c2n(k)E [γn(k)] , (18)

where

c1n(k) = c3n(k)
Tc3n(k) + c4n(k)

Tc3n(k)

+ c3n(k)
Tc4n(k) + c4n(k)

Tc4n(k),

c2n(k) = c3n(k)
Tc3n(k) + c4n(k)

Tc3n(k) + c3n(k)
Tc4n(k),

c3n(k) = Gn(k)Cnen (k|k − 1) +Gn(k)zn(k),

c4n(k) = en(k|k − 1)−Gn(k)Cnen(k|k − 1)−Gn(k)zn(k).

In (18), E[γn(k)] is the probability of successful transmission
for the sensory data of sensor n, which is elaborated as

E [γn(k)] = Pr

{
b log2

(
1 +

pn(k)hn,s(k)

σ2

)
≥ dn(k)

Ts(k)

}

= Pr

{
hn,s(k) ≥

σ2
[
2

dn(k)

Ts(k)b − 1
]

pn(k)

}
, ∀s ∈ S.

(19)

Since the channel gain follows the Rayleigh distribution, the

cumulative distribution function is F (x;σ) = 1− e
−x2

2σ2 . Then,
E[γn(k)] can be further expressed as

E [γn(k)] = e−
σ2

[
2

dn(k)

Ts(k)b −1

]
2pn(k) , ∀n ∈ N . (20)

Therefore, problem SP1 could be rewritten as

min
θ,p

∑
n∈N

{
c1n(k)− c2n(k)E [γn(k)]

}
+ β1E1(k)

s.t. (15a), (15b), (15c), (15h). (21)

Note that this is still a MINLP problem, due to the nonlinear
objective function and mixed-integer variables. We propose
an alternating resource optimization algorithm to optimize the
subcarrier allocation and sensor transmit power. Due to the
Bernoulli distribution, E[γn(k)] = P [γn(k) = 1], i.e., minimiz-
ing the mean square error of state estimation is equivalent to
maximizing the probability of successful sensory data transmis-
sion. Furthermore, the probability of successful data transmis-
sion can be transformed to the probability that the achievable
transmission rate of the uplink is no less than the required
transmission rate. Then, the problem of optimizing the allocation

of subcarriers with given sensor transmit power is simplified as

SP1.1 : max
θ

∑
n∈N

(
rn,s(k)− dn(k)

Ts(k)

)
, ∀s ∈ S

s.t. (15a), (15b), (15h), (22)

where rn,s(k) = θn,s(k)b log2(1 +
pn(k)hn,s

σ2 ), and hn,s is the
channel power gain averaged over the number of control
steps K to reduce the channel randomness, i.e., hn,s =
1
K

∑K
k=1 hn,s(k). Problem SP1.1 is a binary linear program-

ming problem, and the Kuhn-Munkres (KM) algorithm is con-
sidered effective for binary matching [86]. In this work, the
KM algorithm is employed to address the subcarrier allocation
problem. We reformulate the problem as a weighted bipartite
graph matching problem. Generally, a weighted bipartite graph
is defined as G(V, E ,W). Here, the set of vertices is denoted as
V = N ∪ S . E is the set of edges connecting a vertex in set N
and S .W is the weight of edges. In this work, the weight of the
line connecting the vertex n and the vertex s is set as rn,s(k).
The number of nodes in N is equal to that in S . Therefore,
we can use KM algorithm to transform the weighted matching
problem into a combinatorial one for finding a perfect matching
and obtaining the optimal solution.

After obtaining the subcarrier allocation, the transmit power
optimization problem of sensors could be rewritten as

SP1.2 : min
p

∑
n∈N
{pn(k)+κmax{dn(k)−rn,s(k)Ts(k), 0}}

s.t. (15c), (23)

where κ is the penalty factor, typically a large positive number.
The failure of sensory data transmission is considered as a
penalty term to be attached to the objective function.

Remark 1: With insight of SP1.2, it can be seen that (15c) is
the power constraint for each sensor and the objective function
is the summation operation among all sensors. Besides, the data
transmission among sensors does not interfere with each other,
thus SP1.2 can be decomposed into N parallel subproblems.
Each subproblem aims to optimize the transmit power of one
sensor. The derivative of the objective function can be expressed
as

f ′[pn(k)]=

{
1− κθn,s(k)bTs(k)hn,s(k)

(σ2+pn(k)hn,s(k)) ln(2)
, if dn(k)>rn,s(k)Ts,

1, otherwise.
(24)

It can be observed that when the transmission power pn(k) is
below a certain value, the derivative of the objective function
first exhibits negative values, followed by positive values, indi-
cating that the objective function is single-peaked. Therefore,
the optimal transmit power of sensors can be obtained via the
bisection method.

Until now, the problems SP1.1 and SP1.2 could be success-
fully solved. Then, the subcarrier allocation and sensor transmit
power are optimized alternatively to find the solution of the
original problem SP1 by an iterative method. Subsequently,
it can be determined whether the sensory data from sensor n
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Algorithm 1: Alternating Resource Optimization Algo-
rithm.

1: Input: N , S , Ts(k);
2: Output: θ(k), p(k);
3: Initialization: τ = 0, p(k), fit(τ) = 0;
4: while τ ≤ τmax do
5: τ ← τ + 1;
6: for Each sensor n ∈ N do
7: for Each subcarrier s ∈ S do
8: Calculate the weight matrix rn,s(k) according to

(8);
9: end for

10: end for
11: Subcarrier allocation with KM algorithm;
12: Transmit power determination with bisection

method;
13: Calculate objective function value of SP1.1, denoted

as fit(τ);
14: if fit(τ)− fit(τ − 1) < ε then
15: Break;
16: end if
17: end while
18: Obtain N′ via (9);
19: a← 0;
20: while |N ′|+ a+ 1 ≤ S do
21: for Each subcarrier s ∈ S do
22: θ|N ′|+a+1,s = 0;
23: end for
24: a← a+ 1;
25: end while
26: Subcarrier allocation with KM algorithm;
27: for Each sensor n ∈ N ′ do
28: Sn ← s|θn,s == 1; S = S\Sn;
29: r0n ←

∑
s∈Sn rn,s(k);

30: end for
31: for Each subcarrier s ∈ S do
32: for Each sensor n ∈ N ′ do
33: S′ ← Sn ∪ s;
34: r1n ←

∑
s′∈S′ ωn,s′(k); rΔ,n ← r1n − r0n;

35: end for
36: n′ ← arg max

n∈N ′
{rΔ,n};

37: θn′,s(k)← 1; Sn′ ← Sn′ ∪ s; r0n′ ← r1n′ ;
38: end for
39: return θ(k), p(k);

is transmitted successfully or not. If the transmission fails, the
sensor will not be scheduled. The KM algorithm is employed
again for subcarrier reallocation. However, unlike before, the
number of sensors is different with that of subcarriers. The set
of scheduled sensors is denoted asN′, and |N ′| < S. To utilize
the KM algorithm, S − |N ′| dummy nodes are added to the
set N′ to make the dimension of N′ be equal to that of S .
Subsequently, edges between dummy nodes in N′ and nodes
in S are added, with their weights setting to zero. Moreover,
the subcarriers matched to the dummy nodes are added to the

subcarrier candidate set. The subcarriers in the candidate set are
matched to the sensors in N′, and the transmission rate gaps
between unallocated subcarriers and allocated subcarriers are
calculated. Finally, the subcarrier is allocated to the sensor with
the largest transmission rate gap. The original maximum weight
matching problem is solved until the candidate set is null. In
summary, the alternating resource optimization algorithm for
solving the uplink transmission subproblem is summarized in
Algorithm 1. The main idea of Algorithm 1 is to allocate subcar-
riers among sensors and optimize sensor transmit power. Firstly,
the weights of edges in the matching matrix are calculated.
The corresponding computational complexity isO(NS). Then,
the KM algorithm is used to solve the subcarrier allocation.
The corresponding computational complexity is O(S3). Sub-
sequently, the bisection method is employed to determine the
transmit power of sensors. The corresponding computational
complexity is O(log2pmax). The subcarrier allocation and the
transmit power are alternately carried out. Once convergence is
achieved, the scheduled sensors are identified, and the weights
of matching matrix is updated accordingly. Finally, subcarriers
are reallocated based on the matrix and identified rate gaps. The
corresponding computational complexity isO(S3). We assume
that the number of iterations for alternating optimization is
Φ. Therefore, the computational complexity of Algorithm 1 is
O(Φ(NS + S3 + log2pmax) + S3).

B. Downlink Transmission Optimization for Control
Commands

The first item of the objective function of problem SP2 is
the mean square error

∑
n∈N E[ecn(k)

Tecn(k)], which could be
simplified according to (6). It is denoted as

E
[
ecn(k)

Tecn(k)
]
= uc

n(k)
Tuc

n(k)−uc
n(k)

Tuc
n(k)E [νn(k)]

= uc
n(k)

Tuc
n(k) {1− E [νn(k)]} . (25)

Similar to the calculation of E[γn(k)], E[νn(k)] could be rewrit-
ten as

E [νn(k)] = Pr

{ ∑
m∈M

ϕn,m(k)bm(k)

log2

(
1 +

hn(k)qm(k)

σ2

)}
≥

∑
n∈Nm

dn(k)

Ta(k)

= exp

⎧⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎩
−
σ2

[
2

∑
n∈Nm

dn(k)

Ta(k)

∑
m∈Mϕn,m(k)bm(k) − 1

]

2
∑

m∈M ϕn,m(k)qm(k)

⎫⎪⎪⎪⎪⎪⎪⎬
⎪⎪⎪⎪⎪⎪⎭

.

(26)

Therefore, problem SP2 can be rewritten as

min
M,ϕ,b,q

∑
n∈N

uc
n(k)

Tuc
n(k){1−E [νn(k)]}+β2E2(k)

s.t. (15d), (15e), (15f), (15g), (15i). (27)
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After analysis, it is evident that the problem is a MINLP problem
due to the nonlinear objective function and mixed-integer vari-
ables, which is difficult to solve optimally. Consider a two-step
solution process, in the first step, the multicast grouping problem
is solved with given bandwidth and power allocation. Then, in
the second step, we obtain the bandwidth and power allocation
by solving resource allocation problem with the given actuator
group.

1) Multicast Grouping Problem: Analysis of the objective
function of multicast grouping problem reveals the need to
maximize

∑
n∈N

∑
m∈Mϕn,mE[νn(k)]. The goal is to group

a set of points ε1, ε2, . . . , εN into clusters N1,N2, . . . ,NM .
Multicast group division is performed based on the probability
E[νn(k)], which is impacted by channel conditions and trans-
mission demands of different actuators. As

∑
n∈NE[νn(k)] is a

constant and
∑

m∈Mϕn,m(k)=1, the objective function could
be transformed to

min
M,ϕ

∑
n∈N

E [νn(k)]
∑
m∈M

ϕn,m(k)

−
∑
m∈M

∑
n∈N

{
ϕn,m(k) min

n∈Nm

E [νn(k)]

}

=
∑
m∈M

∑
n∈N

ϕn,m(k)

{
E [νn(k)]− min

n∈Nm

E [νn(k)]

}
,

(28)∑
n∈N ϕn,m(k){E[νn(k)]−minn∈Nm

E[νn(k)]} could be
rewritten as the distance between an actuator point εn =
E[νn(k)] and a center point εm = minn∈Nm

εn of group
m. Then, multicast grouping problem could be regarded as
a clustering problem, and the objective of the problem is
expressed as

min
M,ϕ

∑
m∈M

∑
n∈Nm

|εn − εm|. (29)

The multicast grouping problem could be simplified as

SP2.1 : min
M,ϕ

∑
m∈M

∑
n∈Nm

|εn − εm|

s.t. (15f), (15g), (15i).

We solve this clustering problem using a heuristic algorithm that
involves two layers of iterations, as shown in Algorithm 2. The
outer iteration automatically determines the number of groups
by a clustering evaluation metric called the silhouette coefficient.
A clustering algorithm is employed in the inner iteration to
determine the actuators grouping, due to its advantages such
as fast convergence and better clustering results.

1) Outer Iteration: The silhouette coefficient is introduced as
an internal index for evaluating the effectiveness of clustering.
It quantifies the similarity between a target and its own cluster,
relative to other clusters, on a scale from−1 to 1. A larger value
of this coefficient indicates that the target has a higher degree of
matching relationship with its own cluster and a lower degree of
matching relationship with other clusters. Therefore, the larger
this value is, the better the clustering result is. The silhouette

Algorithm 2: Multicast Grouping Algorithm.

1: Input: ε = {ε1, ε2, . . ., εN}, δ;
2: Output: M ∗, Nm;
3: Initialization: M =

⌈√
N
⌉
, ξ∗ = −∞;

4: repeat
5: Choose M elements far from each other in ε as the

cluster centers εm;
6: repeat
7: for Each sensor n ∈ N do
8: for Each group m ∈M do
9: Δnm = |εn − εm|;

10: end for
11: m = argminm{Δn1, . . .,Δnm};
12: Cluster εn into Nm;
13: end for
14: Update new ε′m as minn∈Nm

εn;
15: until |ε′m − εm| < δ, ∀m;
16: Calculate the silhouette coefficient ξ(M) according to

(33);
17: if ξ(M) > ξ∗ then
18: M ∗ = M ;
19: ξ∗ = ξ(M);
20: end if
21: M ←M − 1;
22: until M = 1;
23: return M ∗ and Nm;

coefficient for sample i is calculated as [87]

ξ(i) =
R(i)− F (i)

max
{
R(i), F (i)

} , ∀i ∈ N , (30)

where F (i) and R(i) are the degrees of cohesion and isolation,
which reflect the closeness of a sample point to the in-cluster
and out-of-cluster elements, respectively. They are calculated as

F (i) =
1

Nm − 1

Nm∑
j �=i

dist(i, j), i, j ∈ Nm, (31)

R(i) = min
m′ �=m

1

Nm′

∑
j∈Nm′

dist(i, j), i ∈ Nm, j ∈ Nm′ , (32)

wherem′ is the group inM excluding the group to which sample
i belongs, Nm is the number of actuators in group m, and
dist(i, j) is the distance between sample i and sample j. The
average silhouette coefficient of the clustering result is denoted
as

ξ =
1

N

∑
i∈N

ξ(i). (33)

According to the result in [88], there exists an optimal valueM ∗,
which is less than

√
N . Therefore, we initially set the value of

M as
⌈√

N
⌉
, where 
·� indicates the ceil operation. Then, the

actuators are divided into M groups using the clustering algo-
rithm to be introduced below. By iterating through the number
of groups in the outer loop, the number of groups corresponding

Authorized licensed use limited to: University of Waterloo. Downloaded on February 18,2026 at 00:13:10 UTC from IEEE Xplore.  Restrictions apply. 



LYU et al.: JOINT UPLINK-DOWNLINK TRANSMISSION DESIGN AND FULL-LOOP CONTROL 3097

to the maximum average profile coefficient value is selected as
M ∗.

1) Inner Iteration: Conventional K-means++ algorithms
can not be directly applied due to the differences in center
selection and distance calculation. In traditional algorithms,
cluster centers are typically the arithmetic mean of points,
whereas in our approach, the center is the minimum of the points,
enhancing computational efficiency. Additionally, we use the
1-norm, rather than the 2-norm, due to the lower complexity
when handling one-dimensional data [89]. Therefore, a modi-
fied K-means++ algorithm can be used to solve the clustering
problem and the general procedure of the algorithm is as follows.
Select M samples from the dataset as the initial clustering
centers. Then, convert the shortest distance between each sample
and the existing clustering centers into probabilities, and select
the next clustering center according to roulette wheel selection
method. Afterwards, for each sample εn in the dataset, calculate
its distance to the M clustering centers and classify it into the
cluster corresponding to the clustering center with the smallest
distance. Finally, update the clustering centers, and repeat the
above steps until the positions of the clustering centers no longer
change.

The complexity of the K-means++ clustering algorithm is
O(NM), where N is the number of samples. Since we search
M from 1 to

√
N , the computational complexity of Algorithm 2

is given by O(N
∑√

N
M=1 M) = O(N2).

2) Bandwidth and Power Allocation: With given division of
multicast groups, the problem of bandwidth and power alloca-
tion for each group could be rewritten as

SP2.2 : min
b,q

∑
n∈N

uc
n(k)

Tuc
n(k){1−E [νn(k)]}+β2E2(k)

s.t. ((15d), (15e). (34)

When the bandwidth ρm(k)B is allocated to group m, the
transmission rate of group m can be expressed as

rm,B(k) = ρm(k)B log2

(
1 + min

n∈Nm

Γn,m(k)

)
, ∀m ∈M,

(37)

where ρm(k) is the bandwidth allocation factor. The transmis-
sion delay of actuators in group m is expressed as tm,B(k) =

∑
n∈Nm dn(k)

rm,B(k) . The downlink control error is only affected by
the probability of successful transmission of downlink control
commands. Then, the bandwidth allocation problem for a given
transmit power can be simplified as

SP1
2.2 : min

ρm(k)
max
m

1

ρm(k)
tm,B(k) (38)

s.t.
∑
m∈M

ρm(k) ≤ 1, (38a)

0 < ρm(k) < 1,m ∈M. (38b)

Since M is a convex set and the operation of taking the
maximum for variable m is a convexity-preserving operation,
maxm

1
ρm(k) tm,B(k) is a convex function. Problem SP1

2.2 is
convex due to the convex objective function and the linear
constraints. Therefore, it can be solved by a standard convex
optimization solver.

Then, with given bandwidth allocation, the transmit power
allocation problem can be expressed as

SP2
2.2 : min

q

∑
n∈N

E
[
ecn(k)

Tecn(k)
]
+ β2E2(k)

s.t.(15e). (39)

The first and second order derivatives of the objective function
with respect to q could be expressed respectively as (35) and
(36) shown at the bottom of this page, whereHm(k) = log2(1 +

minn∈Nm

hn(k)qm(k)
σ2 ). It can be seen that the function Hm(k)

is convex due to its non-negative second-order derivative with
respect to q. Coupled with the convexity constraint (15e), the
problem is a convex optimization problem. Therefore, it can
be solved efficiently by a standard convex optimization solver.
Finally, the solution to problem SP2 is obtained by alternately
optimising the bandwidth allocation and AP transmit power.

In summary, the original problem is a MINLP problem, mak-
ing its optimal solution difficult to obtain. As a solution, the
original problem is divided into two subproblems with a given
division point η, i.e., the uplink transmission subproblem and
the downlink transmission subproblem. Both subproblems are
non-convex. The objective function of the former is transformed
based on the properties of Bernoulli distribution, enabling op-
timal solution using Algorithm 1. The latter is further split

∂L
(∑

n∈N E
[
ecn(k)

Tecn(k)
]
+ β2E2(k)

)
∂qm(k)

=
β2

∑
n∈Nm

dn(k)

bm(k)Hm(k)
− qm(k)

β2

∑
n∈Nn

dn(k)

(bm(k)Hm(k))2
· bm(k)

ln(2)
· minn∈Nm

hn(k)
σ2

1+minn∈Nm

hn(k)qm(k)
σ2

,

(35)

∂2L
(∑

n∈N E
[
ecn(k)

Tecn(k)
]
+ β2E2(k)

)
∂q2m(k)

=
β2

∑
n∈Nn

dn(k)minn∈Nm

hn(k)
σ2

ln(2)bm(k)H2
m(k)

(
1 + minn∈Nm

hn(k)qm(k)
σ2

)
⎧⎨
⎩ minn∈Nm

hn(k)
σ2

Hm(k)
(
1 + minn∈Nm

hn(k)qm(k)
σ2

) [
1 +

1 +Hm(k)

bm(k)Hm(k)

]
− 1− 1

bm(k)Hm(k)

⎫⎬
⎭ .

(36)
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Fig. 2. The diagram of solution process.

into two sub-problems, the multicast grouping problem and
the resource allocation problem. The former can be addressed
using Algorithm 2, while the latter can be decomposed into two
convex problems and iteratively solved using a standard convex
optimization solver. After solving the above two subproblems,
we can obtain the minimum value of the overall cost for the
given η. Then, search for η in (0,1) to obtain the solution to P0.
The detailed solution process is shown as Fig. 2.

V. PERFORMANCE EVALUATION

In this paper, the proposed transmission and control integrated
design (TCID) scheme aims to reduce the overall cost of the
considered cyber-physical system. In this section, we perform
extensive simulations to evaluate the performance of TCID in
terms of the overall cost, control cost and uplink-downlink
communication cost. Three additional schemes are considered
as comparing ones. The first one is transmission and con-
trol integrated design scheme for uplink bandwidth allocation
(TCID-UBA), where resource allocation for uplink transmission
focuses on bandwidth allocation rather than subcarrier alloca-
tion, and multicast transmission is adopted for the downlink.
The second one is transmission and control integrated design
scheme for downlink broadcasting (TCID-DB) transmission,
in which OFDMA with subcarrier allocation is employed for
uplink transmission. The third one is transmission and con-
trol integrated design scheme for downlink unicast (TCID-DU)
transmission, specifically using OFDMA, where OFDMA with
subcarrier allocation is employed for uplink transmission.

In the simulation, the performance comparison is eval-
uated according to the network topology covering a rect-
angular area [−25, 25]m × [−100, 100]m, where N = 10

Fig. 3. Network topology, where “S” denotes sensor, and “A” denotes actuator.

TABLE II
MAIN PARAMETERS

sensor-actuator pairs are placed and the AP is located at (0, 0)
m, as shown in Fig. 3. Moreover, we employ MATLAB as the
programming platform and utilize the CVX toolbox for solving
convex optimization problems. The main parameters used in the
simulation are shown in Table II.

A. Performance Comparison With Different Schemes

The performance comparison among four schemes in terms
of the overall cost, control cost, and communication cost is
presented in Fig. 4. For the uplink transmission, TCID scheme
achieves a 68% reduction in overall cost compared to TCID-
UBA scheme. This advantage results from the use of subcarrier
allocation, which allows finer control over resource allocation
by utilizing channel heterogeneity compared to bandwidth al-
location. For the downlink transmission, TCID scheme reduces
overall cost by 15% and 90% compared to TCID-DU and TCID-
DB schemes, respectively. This significant improvement is pri-
marily due to the multicast transmission mechanism employed
in the downlink. Compared to unicast, multicast minimizes
resource consumption, and unlike broadcast, it targets only
relevant devices, improving overall efficiency. Fig. 4(b) and (c)
show that both the control cost and the communication cost
with TCID-DU and TCID-UBA schemes are higher than those
with the proposed scheme. Moreover, the downlink broadcast
transmission of TCID-DB scheme causes a higher downlink
communication cost compared to the proposed scheme. Further-
more, the communication cost with TCID-DU and TCID-UBA
schemes is significantly higher due to increased transmission
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Fig. 4. Performance comparison among different approaches.

latency. This results from the inefficiency of downlink unicast
transmission and the bandwidth allocation strategy which limits
resource utilization and increases overhead. In summary, Fig. 4
clearly demonstrates that the performance improvement is at-
tributed to its superior adaptive capability to the control system
dynamics and wireless channel heterogeneities compared to
other three schemes. The proposed scheme achieves efficient
control scheduling and collaborative uplink-downlink trans-
mission. Additionally, it enhances resource utilization through
joint time-frequency resources optimization, which mitigates the
impact of wireless resources scarcity on control performance.

B. Performance Comparison With Different Parameters

Without loss of generality, we then conducted a comparative
study with different network settings. The effect of the number of
sensor-actuator pairs on system performance is shown in Fig. 5.
It can be seen that all three costs increase with the number
of sensor-actuator pairs for all schemes. Fig. 5(a) shows that
the overall cost with the proposed scheme is consistently lower
than that with other compared ones, and the rate of increase is
significantly smaller compared with TCID-DU and TCID-UBA
schemes. The reason is that, if the system consists of more
sensor-actuator pairs, more state and control information needs
to be transmitted to the controllers and actuators, leading to
higher communication cost. In addition, the control cost also
increases with the number of sensor-actuator pairs due to the ac-
cumulation of sensing error from sensors and control error from
actuators caused by unsuccessful data transmission. Fig. 5(b)
reveals that as the number of sensor-actuator pairs increases,
the use of unicast transmission in the downlink results in the
inability to meet the transmission latency requirements of some
actuators with worse channel conditions. Consequently, the suc-
cess rate of control command transmission is reduced, leading to
a significant increase in the control cost with TCID-DU scheme.
In contrast, the use of multicast or broadcast transmission in the

downlink can significantly reduce the cost, and thus the control
costs with other three schemes are relatively low and increase
relatively slowly. Fig. 5(c) shows that the proposed scheme can
considerably mitigate the increase of communication cost as
the number of sensor-actuator pairs grows, since its information
transmission design optimizes resource allocation and reduces
redundant transmissions.

The effect of transmission bandwidth on system performance
is shown in Fig. 6. With the growth of bandwidth, each sensor/
actuator can be allocated more bandwidth resources, which in
turn increases the data transmission rate. This reduces trans-
mission delay and improves the probability of successful data
transmission, resulting in a decrease in all three costs. At lower
transmission bandwidths (0.8 MHz to 1.6 MHz), increasing
bandwidth leads to a significant reduction in all three costs.
However, at higher bandwidths (1.6 MHz to 2 MHz), the
reduction in costs becomes less noticeable. Fig. 6(a) shows
that the overall cost with TCID scheme is consistently lower
than that with other three schemes. Fig. 6(b) and (c) show
that the control cost and communication cost with both TCID-
DU and TCID-UBA schemes decrease substantially with the
increase of transmission bandwidth. This reduction is due to
two factors: the higher transmission rates for actuators enabled
by additional bandwidth allocated for downlink unicast, and
the increased availability of bandwidth for uplink bandwidth
allocation.

The effect of the duration of one control cycle on system
performance is shown in Fig. 7. With the growth of one control
cycle duration, the latency requirement for sensory informa-
tion and control command transmission gradually decreases.
Fig. 7(a) shows that when the duration of one control cycle
grows, the overall cost with all four schemes decreases. Among
four schemes, TCID scheme exhibits the lowest overall cost and
the largest reduction in cost. Fig. 7(b) and (c) show that as the
duration of one control cycle increases, the delay requirement
for data transmission decreases, allowing more sensors and
actuators to successfully transmit data. Therefore, the reduction
in control cost becomes more significant. In this context, the
downlink unicast transmission of TCID-DU scheme results in
worse channel conditions and higher transmission delay for
some actuators. As a result, the reduction in delay requirements
has a smaller impact on control cost compared with other three
schemes. However, since the number of sensors and actuators
increases, the energy consumed by the sensors and controllers
also increases.

By optimizing the uplink-downlink division point and de-
signing the transmission method for both phases, the proposed
scheme achieves a more effective trade-off between control cost
and communication cost. Specifically, the scheme achieves a
significant reduction in control cost at a slow decreasing of
communication cost, with the ultimate goal of obtaining the
lowest overall cost. This demonstrates the advantages of the
proposed scheme in reducing the overall cost.

The impact of the uplink-downlink duration division point
on the performance is shown in Fig. 8. Fig. 8(a) shows that the
decreasing delay requirement for uplink transmission leads to a
rapid reduction in uplink cost. However, when the delay reaches
a certain point, the effect of the reduced delay requirement
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Fig. 5. Performance comparison with different numbers of sensors.

Fig. 6. Performance comparison with different transmission bandwidths.

Fig. 7. Performance comparison with different durations of one control step.

Fig. 8. Performance comparison with different uplink-downlink duration division points.
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on further reducing uplink cost diminishes. Conversely, the
downlink cost gradually increases due to the higher require-
ment for downlink transmission. The optimal uplink-downlink
duration division points vary among four schemes, indicating
that there exists an optimal uplink-downlink delay allocation
approach for each scheme. Fig. 8(b) shows that the control cost
with TCID-DU scheme is mainly the downlink control cost
resulting from the downlink unicast transmission. Consequently,
the control cost of this scheme gradually increases with the
growth of uplink-downlink duration division point, even a sharp
increase after the division point reaches 0.6. Since TCID scheme
proposed in this paper employs multicast transmission for the
downlink, the control cost increases very slowly with different
uplink-downlink duration division points. As shown in Fig. 8(c),
the uplink communication cost with TCID-UBA scheme, which
uses bandwidth allocation to allocate uplink resources, consti-
tutes over 90% of communication cost. In contrast, for TCID-DU
scheme, which employs unicast transmission while the other
three schemes use broadcast or multicast, the downlink com-
munication cost constitutes nearly 90% of the communication
cost.

With the growth of uplink-downlink duration division point,
the uplink communication cost for all four schemes decreases,
while the downlink communication cost increases. These trends
emphasize the significance of integratedly designing uplink-
downlink transmission and control.

VI. CONCLUSION

In this paper, we have proposed a multicast uplink-downlink
transmission scheme for the latency-critical full-loop control in
cyber-physical systems. The explored impact of uplink sens-
ing information and downlink control information transmission
on the full-loop control performance provides a cornerstone
for the integrated design of communication and control to
enhance the overall performance. The proposed scheme can
flexibly allocate resources based on the dynamics of the system
and heterogeneous channel conditions, effectively minimizing
the overall cost. Moreover, it can also significantly reduce the
header overhead of small packets by aggregating multiple ac-
tuators into a single multicast group, making it highly suitable
for the control information transmission in cyber-physical sys-
tems. For the future work, we will study the transmission re-
source allocation for cyber-physical systems with heterogeneous
tasks.
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