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Abstract—Mobile Edge Computing (MEC) enables resource-
constrained Internet of Things (IoT) devices to offload
computation-intensive workloads to nearby edge servers, reduc-
ing latency and energy consumption. However, wireless offloading
exposes transmitted data to eavesdropping, raising serious pri-
vacy concerns. Existing physical-layer security techniques either
introduce additional overhead or fail to conceal semantic infor-
mation. This paper proposes a diffusion-based semantic encoding
framework for secure and efficient computation offloading in
MEC systems. By applying a forward diffusion process, task
inputs are transformed into approximately noise-like latent
representations whose distribution is statistically close to a
standard Gaussian distribution prior to transmission. Authorized
edge servers equipped with learned reverse diffusion models
can reliably recover task-relevant semantics, while intercepted
representations reveal negligible information. We analyze the
secrecy and robustness of diffusion-based encoding from an
information-theoretic perspective and integrate the proposed
encoder-decoder into a practical MEC offloading pipeline. Exten-
sive experiments under realistic wireless conditions demonstrate
that diffusion-based encoding significantly improves secrecy,
reduces transmission overhead, and maintains high task perfor-
mance. Compared with autoencoder and variational autoencoder
baselines, the proposed approach offers substantially stronger
resistance to reconstruction and inference attacks while preserv-
ing computational efficiency at the edge.

Index Terms—Mobile edge computing, secure computing, task
offloading, diffusion.

I. INTRODUCTION

HE rapid proliferation of the Internet of Things (IoT)

has accelerated the demand for real-time data processing
in various domains such as healthcare, transportation, and
smart manufacturing. These applications frequently involve
computationally intensive tasks, including image classification,
sensor analytics, and autonomous control, that exceed the
processing, memory, and battery capacities of typical IoT
devices [1], [2]. Mobile Edge Computing (MEC) has emerged
as a key enabler for next-generation intelligent IoT systems
by relocating computation from distant cloud servers to edge
nodes located near end devices [3], [4], [5]. This proximity-
aware computing paradigm greatly mitigates the limitations
of resource-constrained IoT hardware by allowing latency-
sensitive and computation-intensive workloads to be offloaded
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to nearby edge servers. As a result, MEC significantly reduces
end-to-end service delay, alleviates backbone traffic con-
gestion, and improves energy efficiency by minimizing the
computation burden on battery-powered devices. These bene-
fits make MEC indispensable for emerging applications such
as real-time perception, smart healthcare, and autonomous
control, where responsiveness, reliability, and energy aware-
ness are simultaneously required.

To support such stringent latency and energy require-
ments in dynamic wireless environments, recent MEC systems
increasingly rely on machine learning techniques for com-
putation offloading and resource management. Deep learning
[6], [7] models have been used to approximate complex
offloading and scheduling policies, while reinforcement learn-
ing [8], [9], [10], [11] enables autonomous decision making
under time-varying channel conditions, workload fluctuations,
and heterogeneous device capabilities. These learning-driven
approaches significantly improve the system’s adaptability and
performance, but they primarily focus on optimizing latency,
energy consumption, and throughput. The security implica-
tions of data offloaded over wireless channels, particularly the
risk of information leakage, remain largely overlooked.

Secure computation offloading in MEC remains a major
challenge. Task data must be transmitted over open and broad-
cast wireless channels, making them inherently vulnerable to
intercept. A passive eavesdropper can capture raw features,
sensor measurements, or even privacy-sensitive content such
as medical images and personal identifiers, thus compromising
user privacy and undermining the adoption of MEC-enabled
services [12]. Existing physical-layer security (PLS) [13], [14]
techniques, including friendly jamming, artificial-noise gener-
ation, and lightweight cryptography, provide partial mitigation
but are constrained by practical limitations [15]. Friendly jam-
ming consumes additional spectral and energy resources [16]
and must be optimally coordinated to avoid harming legitimate
receivers, while lightweight cryptography [17] still exposes
feature-level structure and may remain too costly for highly
resource-limited IoT devices [18]. Moreover, these mecha-
nisms typically do not address the deeper issue that offloaded
data, even if encrypted, may still reveal semantic information
through statistical patterns exploitable by advanced inference
attacks.

These limitations motivate the exploration of generative
semantic encoding [19], [20] as a new paradigm for enhancing
security in MEC systems. Recent advances in generative
modeling enable high-dimensional data to be transformed into
latent representations [21] that resemble noise-like signals,
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making semantic content extremely difficult to recover without
the appropriate decoder [22]. Diffusion models [23], [24], in
particular, offer strong privacy-preserving characteristics: their
forward process gradually perturbs inputs into Gaussian noise,
and the resulting latent variables are statistically close to an
isotropic noise distribution [25]. This property suggests that
transmitting diffusion-generated latent vectors can effectively
obscure sensitive information while preserving the features
required for downstream computation. Autoencoder (AE) and
variational autoencoder (VAE) encoders, although less expres-
sive than diffusion models, provide meaningful baselines for
analyzing the trade-off between privacy protection and task
utility.

Recent studies have begun to explore diffusion models in the
context of semantic communication and representation learn-
ing, where diffusion-based encoders are leveraged to improve
robustness, generative fidelity, or task-oriented transmission
efficiency [26], [27], [28]. In these works, diffusion processes
are primarily used to enhance semantic reconstruction qual-
ity or to support end-to-end learning under noisy channels.
However, existing diffusion-based semantic communication
schemes largely focus on reliability and task performance, with
limited attention to adversarial privacy, wiretapping resistance,
or secure computation offloading in MEC environments. In
particular, the potential of diffusion models to produce noise-
like, statistically close to Gaussian-like latent representations
for intrinsic privacy protection remains underexplored. Differ-
ent from existing diffusion-based communication frameworks
that primarily aim to improve semantic reconstruction quality
or transmission reliability, this work leverages diffusion as a
semantic obfuscation mechanism for secure MEC offloading.
Specifically, diffusion is performed in the latent semantic space
to suppress recoverable semantic information before transmis-
sion while preserving downstream task utility at authorized
edge servers.

In this paper, we develop a diffusion-based semantic encod-
ing mechanism as the foundation for secure and efficient
computation offloading in MEC. Our main contributions are
summarized as follows:

1) Diffusion-based semantic encoder for secure edge
offloading: We design a lightweight diffusion-driven
encoder that transforms task data into noise-like latent
vectors whose statistical distribution closely approxi-
mates Gaussian noise, thereby offering strong privacy
guarantees during wireless transmission. Unlike existing
diffusion-based communication frameworks that pri-
marily improve reconstruction fidelity or transmission
reliability, the proposed approach employs diffusion as a
semantic-level privacy protection mechanism for secure
MEC offloading. Unlike conventional PLS techniques
that primarily protect the wireless signal, the proposed
approach directly protects task-relevant semantic infor-
mation at the representation level.

2) Semantic privacy analysis: We analyze the privacy
properties of diffusion-generated latent vectors using
information-theoretic and adversarial reconstruction per-
spectives, quantifying the reduction in recoverable
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information under various wiretapping and inference
attack models.

3) Extensive performance evaluation and compari-
son: We implement both AE and VAE encoders as
baseline models to contextualize the security utility
improvements achieved by diffusion-based semantic
encoding. Through extensive simulations under real-
istic MEC configurations, we demonstrate that the
proposed diffusion-based encoder enhances secrecy
capacity, reduces transmission overhead, and maintains
high task completion rates, outperforming conventional
PLS techniques and generative baselines.

The remainder of this paper is organized as follows.
Section II describes the system model and threat model,
followed by problem formulation in III. Section IV presents
the proposed diffusion-based semantic encoding framework
for secure MEC offloading. Section V conducts the security
analysis. Section VI provides experimental results and analy-
sis. Finally, Section VII concludes this work.

II. SYSTEM MODEL

We consider a MEC system consisting of multiple edge
servers in which a set of resource-constrained IoT or end
devices offload computation-intensive tasks to nearby edge
servers via wireless links, as shown in Fig. 1.

A. Task Offloading Model

Each device generates a task
F'L' - {miv Ci, Timax}’

where z; denotes the raw input (e.g., an image or sensor
tensor), ¢; represents the required CPU cycles, and 7;7%*
is the deadline. Due to their limited computational capacity,
end devices can offload tasks to one of M edge servers,
indexed by j € M, each with a maximum CPU frequency
J;"**. To reduce transmission overhead and improve privacy,
devices follow a semantic offloading paradigm in which only
a latent representation of the task is transmitted. We consider
task-oriented semantic offloading for supervised classification,
where each input x; is associated with a discrete label y; €
{1,...,C}, and the edge server performs inference based on
the decoded latent representation.

Before offloading, each IoT device encodes z; into a latent
vector z; using a semantic encoder £(-). The primary focus of
this work is a diffusion-based encoder, while AE and VAE
encoders are implemented solely as comparison baselines.
The diffusion encoder generates a noise-like latent through
a forward stochastic corruption process:

Zit = VT + V1 — e,

where @; is the cumulative noise schedule. After T" diffusion
steps, z; = z;,7 becomes approximately noise-like and statisti-
cally close to Gaussian noise, thereby suppressing recoverable
semantic information while preserving limited task-relevant
features for reliable edge inference.

e ~N(0,1), (D
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Fig. 1. System model.

For the baselines, the VAE encoder produces stochastic
latents

zi ~ Mp(s), 0% (w)1), 2)

while the AE produces a deterministic embedding z; = fo(z;).
Although both baselines provide compression, their latent
representations typically preserve more semantic structure than
diffusion-based latents.

To ensure consistent evaluation across all encoders, every
latent vector, regardless of whether it originates from diffusion,
VAE, or AE, is transmitted through an identical noisy and
quantized communication channel. Specifically, the transmit-
ted representation is

& = Qi +m), n: ~ N(0,021), )

where Q(-) denotes uniform quantization implemented with
a straight-through estimator. This step models realistic band-
width limitations and ensures that all encoder types experience
the same channel perturbations.

During offloading, the edge server j receives

yij = hig VP el™ + i, “
where P; is the transmit power, h;; is the block-fading coef-

ficient, and n;; ~ N(0, Ny) is receiver noise. The achievable
transmission rate is

PyJhiy 2
Tij :BlOg2<1+ LV0]| )7

where B is the allocated bandwidth. The transmission latency
is therefore

®)

t
jﬁx 4,|Z§XH
i ’
rij

(6)
where |z§tx)| denotes the encoded representation size.
Diffusion-based encoders typically achieve high compress-
ibility due to their latent structure, reducing transmission
overhead.

AWGN + Qaantization
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Upon reception, the server decodes the noisy latent using the
corresponding decoder D(-) to reconstruct only task-relevant
features, not the original input. The computation time is
given by

Teomp _ &
1) fj I
with 0 < f; < fi***. f; is the CPU frequency allocated to the
task at server j, and f;"** is the maximum CPU frequency of
edge server j.
The total task completion time is calculated as

(N

tot __ tx comp
=T +1,; . (8)
A task is successfully completed if
T%tot S j-timax. (9)

We assume a passive eavesdropper observing the same
wireless medium. Its received signal is

Yie = hie V 137, thX) + Nje,
(0 _

where h;. denotes the eavesdropper’s channel gain, z;

Q(z; +m;) is the transmitted latent space, and n;. = N (0, Ng)
is receiver noise. Let deav) denote the effective latent represen-
tation inferred by the eavesdropper from y;., obtained through
any feasible signal processing or inference strategy available
to the adversary. The adversary aims to reconstruct the original
. . .. . . (eav)
input z; or infer sensitive semantic attributes from z;

Unlike conventional deterministic or lightly stochastic
encoders, the proposed diffusion-based encoder applies a
finite-step forward diffusion process that progressively injects
noise into the latent representation. As the diffusion step
index increases, the marginal distribution of the latent variable
approaches an isotropic Gaussian. In practice, the diffusion
process is terminated at a task-aware intermediate step 7T,
yielding a latent representation that is approximately noise-
like while still preserving sufficient information for recovery

(10)
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by an authorized edge server equipped with the learned reverse
diffusion model. In practice, sz’“) is approximated using a
trained latent classifier or inversion network, providing an
empirical lower bound on I(z;; zieav))

From the eavesdropper’s perspective, which lacks access
to the decoder D(-) and the reverse diffusion dynamics,
the inferred latent zge‘”) appears statistically similar to a
sample drawn from a high-entropy Gaussian distribution.
Consequently, the semantic information leaked through passive
interception is strongly suppressed, which can be characterized
by _

I(2s; 2%y < I(ag; 25, (11)
where zElegit) denotes the latent representation available to the
authorized edge server prior to reverse diffusion decoding.
This design achieves a principled trade-off between privacy
and utility: sufficient corruption to prevent unauthorized infer-
ence, while maintaining reliable task recovery for legitimate
receivers.

To quantify security, we evaluate three standard secrecy
metrics: (i) mutual information leakage between the original
input and the eavesdropper’s observation,

P(Yie | i)
I Ti;Yie) = E Ti Yie |:10g :| ’
( ie) P(Zi,Yie) P(Yie)

which quantifies the amount of semantic information about z;
recoverable from the intercepted signal ;.. (ii) reconstruction
error E||z; — @(»e) |2 at the eavesdropper, (iii) secrecy capacity,
defined as the difference between legitimate and adversar-
ial channel capacities. Diffusion-based semantic encoding
improves all three metrics compared with AE, VAE, and
conventional physical-layer security techniques, owing to its
intrinsically noise-like latent representations and robustness to
inversion.

12)

B. Threat Model

We consider a passive yet capable adversary whose goal
is to compromise the privacy of offloaded data in the MEC
system. The adversary does not manipulate transmissions,
scheduling, or computation, but can overhear all uplink wire-
less communications from IoT devices. This aligns with
widely studied eavesdropping scenarios in open wireless envi-
ronments, where attackers may not disrupt service but can
freely monitor the channel.

During offloading, the adversary intercepts the same noisy
and quantized latent representation transmitted over the wire-
less channel. Specifically, the eavesdropper observes the
received signal defined Eq. (10), corresponding to the trans-
mission of zf;tx) = Q(z; + m;) over a fading channel. The
adversary’s objective is to reconstruct the original input x;
or infer sensitive semantic attributes from the intercepted
representation. This includes reconstruction attacks based
on generative modeling, feature-inference attacks, and clas-
sification attacks commonly considered in privacy-sensitive
machine learning systems.

We assume a strong white-box adversary with full knowl-
edge of the MEC architecture, encoder model classes,
communication pipeline, and training procedures. However,
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the adversary does not have access to the decoder parameters
D(-) stored securely on authorized edge servers. Consequently,
recovering z; from zz(»tx) requires solving an ill-posed inverse
problem without access to the reverse diffusion dynamics
or decoder network. For conventional AE and VAE base-
lines, the latent representations retain structured semantic
features that may assist an adversary in partial reconstruction
or attribute inference. In contrast, diffusion-based semantic
encoding applies a finite-step forward corruption process that
progressively increases the entropy of the latent representa-
tion, yielding latents that are approximately noise-like prior
to transmission. After channel noise and quantization, the
intercepted signal becomes even more weakly informative,
further suppressing exploitable structure. Accordingly, the
design objective of diffusion-based encoding is to significantly
reduce the mutual information between the task input and the
eavesdropper’s observation. Following the latent-space privacy
criterion in Eq. (11), and noting that both y;; and y;. are noisy
transformations of the corresponding latent representations,
the data-processing inequality implies that the same ordering
holds at the signal level, i.e., I(z;;y;c) < I(2s;yi;), where
yi; denotes the signal received by the legitimate edge server.
Formal information-theoretic analysis and empirical validation
of this property are provided in Sections V and VI, respec-
tively. We do not assume the presence of cryptographic keys,
cooperative jamming, or additional physical-layer security
mechanisms; such enhancements are outside the scope of
the core threat model. The adversary is restricted to passive
observation and cannot alter or inject packets, consistent with
standard assumptions in secure MEC and wireless privacy
research.

III. PROBLEM FORMULATION

We now formalize the secure semantic offloading problem
in the MEC system described earlier. Each IoT device offloads
a computation task I'; = {z;,¢;, T/***} by transmitting an
encoded latent representation z; to an edge server. The system
performance is characterized by three coupled aspects: end-to-
end latency, transmission energy consumption, and semantic
privacy against eavesdroppers. In this work, we do not perform
joint resource allocation or scheduling; instead, we treat the
choice of semantic encoder as the primary design variable
and evaluate the induced trade-offs among these metrics under
fixed MEC parameters.

Under the system model in Section II, the end-to-end latency
of task I'; is given by the sum of transmission and computation
delays, which depends on the size of the transmitted noisy,
quantized latent representation |z§tx) |, the achievable transmis-
sion rate r;;, and the allocated CPU frequency f;. Since 7;
and f; are fixed in our evaluation, different encoders primarily

influence latency through |z§tx)|.

A. Energy Consumption Model and Trade-Off Discussion

The device-side energy consumption is dominated by the
transmission energy associated with sending the latent repre-
sentation:

5|
= P’Lli7

Etx 4Ttx
T Pl (%]
Tij

13)
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where P; is the transmission power. For fixed P; and r;;,
both transmission energy and latency scale linearly with the
effective size of the transmitted latent representation |z§tx)|.
As a result, reducing the latent size simultaneously lowers
transmission delay and energy consumption.

However, aggressive compression or noise injection may
degrade the utility of the transmitted representation and
adversely affect task accuracy. From a privacy perspective,
stronger semantic obfuscation-achieved through stochastic
encoding or increased corruption-reduces information leakage
to eavesdroppers but may increase the difficulty of recovery at
the edge server. Conventional AE and VAE encoders therefore
face a trade-off between compactness, robustness, and privacy:
reducing latency and energy via smaller latent representations
often comes at the cost of weaker semantic privacy or degraded
task performance.

Diffusion-based semantic encoding mitigates this trade-off
by decoupling privacy from compactness. The forward diffu-
sion process increases the entropy of the latent representation
and suppresses semantic structure without requiring excessive
dimensionality reduction. As a result, diffusion-based encoders
can achieve low latency and energy consumption through com-
pact latents while simultaneously providing strong semantic
privacy and maintaining high task accuracy. This three-way
trade-off among latency, energy efficiency, and privacy is
quantitatively evaluated in Section VI.

B. Semantic Privacy Model

To quantify semantic privacy leakage, we consider the
mutual information between the original task data and the
adversary’s observation,

L7 = I(w4; Yie), (14)

which measures the amount of information about x; that
can be inferred from the intercepted signal y;.. By the data-
processing inequality, this leakage is upper bounded by the
mutual information between x; and the transmitted latent
representation,

Iz yie) < I(wi; ™),

(.tx)

15)

since y;. is obtained from z
channel.

In diffusion-based semantic encoding, the transmitted latent
thx) is generated via a finite-step forward diffusion pro-
cess that progressively injects Gaussian noise into the input.
As the number of diffusion steps increases, the conditional
distribution p(zz(-tx) | x;) approaches an input-independent
Gaussian distribution, thereby significantly reducing statistical
dependence between x; and zitx). As a result, the mutual

information [ (xi;z(tx)) becomes small, leading to

L3 = I(x3; yie) =~ 0,

through a noisy wireless

(16)

where the approximation reflects negligible semantic leakage
rather than an exact zero value.

In contrast, AE and VAE encoders map inputs to structured
latent manifolds that retain class- or feature-dependent infor-
mation, yielding larger values of I(x;; z(tx)) and consequently

i
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higher semantic leakage. Exact computation of I(x;;y;e)
is intractable in high-dimensional settings with unknown
joint distributions; therefore, following common practice in
privacy-preserving learning and secure communication, we
approximate semantic leakage through adversarial reconstruc-
tion and inference attacks, which provide empirical lower
bounds on the recoverable information.

C. Objective and Design Trade-Offs

Secure semantic offloading in MEC inherently involves
balancing three coupled objectives: (i) low end-to-end latency,
ensuring that the total task completion time 7° satisfies
the deadline constraint; (ii) energy efficiency, minimizing the
transmission energy consumption E* at resource-constrained
devices; and (iii) semantic privacy, suppressing information
leakage to potential eavesdroppers as quantified by L£5°°.
These objectives are intrinsically interdependent. Reducing
latency typically requires higher transmission rates or more
compact representations; improving energy efficiency favors
shorter encoded representations; and enhancing privacy often
necessitates additional stochasticity or corruption in the latent
space, which may affect task utility. Diffusion-based semantic
encoding is designed to mitigate these tensions by producing
compact, noise-like latent representations that simultaneously
preserve task-relevant information for authorized edge servers
and suppress semantic leakage to adversaries.

These considerations motivate the following conceptual
multi-objective formulation:

min ; (angot(s, D) + ap B™(E) + agcieC(g))
stz = E(xy), z,f.‘”) = Q(z; + i),

TEUE, D) < T™, Vi,

0<f; < fi"™, Vi,

Liask (D(Z,(;tx))y yz) <e Vi,

L£3°°(E) = I(wi;Yie), Vi,

where L5k (-, -) denotes a task-dependent loss function (e.g.,
cross-entropy for classification), € specifies an acceptable
task distortion level, and o, o, a3 > 0 weight the relative
importance of latency, energy, and privacy.

We emphasize that Eq. (17) is not intended to be solved
explicitly through joint resource allocation or online opti-
mization. Instead, it serves as a conceptual formulation that
clarifies the fundamental trade-offs among latency, energy
efficiency, and semantic privacy in MEC offloading. In this
work, we instantiate different encoder-decoder pairs, including
AE, VAE, and diffusion-based semantic encoders, train them
under identical MEC configurations, and empirically evaluate
the resulting performance metrics. This empirical comparison
provides an approximation of the Pareto trade-offs implied
by Eq. (17) and highlights the advantages of diffusion-based
semantic encoding for secure and efficient edge offloading.

7)

IV. DIFFUSION-BASED SEMANTIC ENCODING

In this section, we present the proposed diffusion-
based semantic encoding framework for secure computation
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offloading. Diffusion models progressively convert structured
data into noise through a forward stochastic process and
then learn a reverse process that reconstructs task-relevant
information from the noisy representation. This mechanism is
well suited to MEC offloading because the transmitted latent
vector is intentionally noise-like and privacy-preserving, yet
remains decodable by authorized edge servers. We describe the
forward diffusion process, reverse decoding, training objective,
semantic privacy analysis, and the deployment pipeline for
edge computing. Together, these components form a unified
diffusion-based semantic encoding framework for secure and
efficient MEC systems.

A. Forward Diffusion Process

Given an input task sample x; (e.g., an image or sensor
tensor), the forward diffusion process gradually corrupts z;
into latent variables {z;;};_, by adding Gaussian noise in
a controlled manner. Let {3;}~_; denote a predefined noise
schedule with 3, € (0,1). Define

t
a=1-p, ar=]]a. (18)
s=1
A single step of the forward process is given by
Zig =V -1+ V1 — o€, e ~N(0,I), (19)

with z; 0 = x;. Using standard reparameterization, the distri-
bution at step ¢ admits a closed-form expression:

Zit = Vo Ty + V1 — g€ e~N(0,1).

After sufficiently many steps 7', the distribution of z; 7
becomes statistically close to a standard Gaussian. We transmit
this final noisy representation

(20)

% =z, 21

which inherently obfuscates semantic content and significantly
reduces information leakage during wireless transmission.

B. Reverse Decoding at the Edge Server

Authorized edge servers are equipped with a reverse diffu-
sion decoder that reconstructs task-relevant features from the
noise-like latent vector z;. The reverse process is parameter-
ized by a neural network €p(-) trained to estimate the noise
component at each diffusion step. The reverse update for step
tis

1
Vot
where 7, ~ N(0,I) is injected noise, and o, is a variance
term ensuring proper reverse sampling. Starting from 7 = z;,
the decoder iteratively applies this update until Zj is produced.
The output Zg is then passed through a lightweight projection
network to recover task-relevant features suitable for inference:

(23)

1= (2t — (1 — ay) €9(2t, 1)) + o1 11, (22)

T = g¢(20)-

Importantly, only authorized servers possess €y and gg; there-
fore, even if an adversary steals z;, they cannot execute the
reverse process.
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C. Training Objective

The diffusion encoder and decoder are trained jointly using
a denoising score-matching objective. For a randomly sampled
diffusion timestep ¢, the training target is to predict the noise
€ used in the forward process:

Lair(0) = Eg, 1, c [He —eo (Varz +V1—aqe, t)||ﬂ )

(24)
Minimizing Lg;g ensures that the decoder can accurately
model the reverse denoising dynamics, enabling high-quality
semantic reconstruction at the edge. Since the transmitted
latent z; = z; 7 is statistically close to a Gaussian distribution,
the diffusion model naturally enforces semantic obfuscation
without the need for explicit adversarial training.

Algorithm 1 Training of Diffusion-Based Semantic Encoder-
Decoder

Input: Training dataset D = {(z;,y;)}, diffusion steps

T, noise schedule {f3;}Z_,, denoising network
€g(-), task head gq(-)

Output: Trained parameters 6 and ¢

Initialize 6 and ¢

Compute oy =1 — 3 and a; = HZ:I o

while not converged do
Sample mini-batch (z;,y;) ~ D
Sample diffusion step ¢ ~ Uniform{1,...,7T"}
Sample noise € ~ N (0, I)
Generate noisy latent representation

zit = our; + /1 — e

Predict noise € = €g(z; ¢, )
Compute diffusion loss Laig = |l€ — €[|3
Perform reverse diffusion to obtain 2; o
Predict task output §; = g4(Z;.0)
Compute task loss Liask = £(9i, Yi)
Compute total loss £ = Lgig + ALtask
Update 6 and ¢ using gradient descent

rgturn 0,0

The training procedure of the proposed diffusion-based
semantic encoder-decoder and the overall semantic offloading
framework are summarized in Algorithms 1 and 2, respec-
tively.

D. Semantic Obfuscation and Privacy Preservation

The structure of the diffusion process provides inherent
privacy benefits. Because z; v converges toward a sample from
N (0, I) regardless of the input x;, the transmitted vector leaks
minimal semantic information. Formally, as T increases,

d
2, T — N(Ov I)v (25)
and therefore the adversary’s mutual information satisfies
I(l‘i; Zi7T) — 0. (26)

This is in contrast to AE and VAE baselines, where latent
vectors retain structured information that can be exploited by
reconstruction or inference attacks. The diffusion encoder thus
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Algorithm 2 Diffusion-Based Semantic Offloading in MEC
Input: Task T'; = {z;,¢;, T/***}, trained €g, trained
Js, diffusion depth T’

Output: Inference result g;
IoT device receives task input x;
fort=1,...,7T do

Sample ¢; ~ N (0, 1)

Apply forward diffusion:

Zig = /izig—1 + /1 — ape

Set transmitted latent z; = z; 7

Transmit through wireless channel: zl-(tx) =Q(z +m:)
(tx)

Edge server receives z
Initialize Zp = zi(tx)
fort=T,T—1,...,1do

Estimate noise é; = eg(Z,t)

Perform reverse diffusion:

1= \/%—t (e — (1 — ) &) + omy

Recover task representation 2
Perform downstream inference §; = g4 (2o)
return g;

provides a principled mechanism for generating noise-like yet
decodable representations suitable for secure offloading.

The overall MEC offloading pipeline operates as follows.
Each IoT device applies the forward diffusion process to
transform its task input into an approximately noise-like latent
representation, which is then transmitted over the wireless
channel to the selected edge server. Upon reception, the edge
server applies the learned reverse diffusion model to recover
task-relevant features and executes the task using its available
computational resources. This design ensures that the trans-
mitted signal remains compact and privacy-preserving while
enabling accurate task execution at authorized edge servers.
The proposed framework employs latent-space diffusion rather
than computationally intensive pixel-space diffusion. More-
over, only the forward diffusion process is executed on the
IoT device, while reverse diffusion decoding is performed
at the edge server. Therefore, the computational burden
on IoT devices remains manageable for practical MEC-IoT
deployments.

V. SECURITY ANALYSIS

In this section, we analyze the security guarantees of
the proposed diffusion-based semantic encoding framework.
We examine privacy leakage from an information-theoretic
perspective, characterize the indistinguishability of transmitted
latent vectors, and evaluate robustness against reconstruction
and inference attacks commonly encountered in MEC offload-
ing. Throughout, we compare diffusion-based encoding with
AE and VAE baselines to highlight the fundamental security
advantages induced by the diffusion corruption process.

A. Information-Theoretic Leakage

The core security objective is to minimize the mutual
information between the raw input z; and the eavesdropper’s

IEEE TRANSACTIONS ON COGNITIVE COMMUNICATIONS AND NETWORKING, VOL. 12, 2026

observation ;.. As defined in Eq. (14), the semantic leakage
associated with task I'; defined Eq. (14) and y;. follows the
intercepted signal model in Eq. (10) and depends on the
transmitted latent representation z;.

For diffusion-based semantic encoding, the transmitted
latent corresponds to the terminal forward-diffusion variable
zi,7. As discussed in Section II, the cumulative diffusion
process progressively injects Gaussian noise, driving the
latent distribution toward an input-independent Gaussian. Con-
sequently, the statistical dependence between z; and z;r
becomes weak, yielding I(z;;z;,1) ~ 0 for sufficiently large
diffusion depths.

Since the eavesdropper observes only a noisy linear trans-
formation of z; 7, the data-processing inequality implies

I(zi; yie) < I(xs52im) = 0, 27

establishing an information-theoretic upper bound on semantic
leakage. This bound holds independently of channel condi-
tions or the adversary’s computational capability. In contrast,
AE- and VAE-based encoders produce structured latent
manifolds that retain class- or feature-dependent informa-
tion, resulting in strictly larger leakage and weaker privacy
guarantees.

B. Semantic Indistinguishability

We evaluate whether z; is statistically distinguishable from
pure Gaussian noise. Let p, denote the distribution of encoded
latent vectors and pyeise = N (0, I) denote the target distribu-
tion. A common measure of distributional distinguishability
is the Kullback-Leibler (KL) divergence between the latent
distribution and a reference noise distribution,

P\Z
D1, (pz || pnoise) = IEp:(z) |:10g Z<):| ) (28)

pnoise(z)
which quantifies how easily an adversary can statistically
distinguish the transmitted latent representation from pure
noise. Diffusion-based encoding explicitly drives p, toward
Dnoise through the cumulative forward corruption process,
ensuring

DKL (pz || pnoise) — 0. (29)

This implies that an eavesdropper cannot reliably distinguish
transmitted messages from channel noise, leading to a form
of semantic deniability. Conversely, AE and VAE latents
cluster around a low-dimensional manifold with identifiable
structure, making them easily separable from Gaussian noise
via likelihood tests or simple classifiers.

C. Robustness to Reconstruction Attacks

We analyze robustness against reconstruction attacks, in
which an adversary attempts to estimate the original input
x; from the intercepted signal y;. using neural inversion,
denoising, or generative priors. Let :%Ee) denote the adversary’s
estimate of x;, and define the expected reconstruction error as

Ri = E{Hxi . 5556)”3} : (30)
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The attacker’s inference problem can be expressed as

29 = argmin |[yic — hie /B E(@)|> + AQ(z),  (31)

where €)(-) represents any structural or generative prior avail-
able to the adversary.

For AE and VAE encoders, the mapping from x to z
is continuous and retains structured semantic information,
making partial inversion feasible under favorable conditions.
In contrast, diffusion-based encoding progressively transforms
the transmitted latent z; 7 into an approximately noise-like
representation that is statistically close to a Gaussian dis-
tribution, substantially weakening the statistical dependence
between z; and z; v prior to transmission. However, the
latent representation is not completely structure-free, since
preserving limited task-relevant information is necessary to
maintain reliable downstream task performance at authorized
edge servers. Consequently, the attacker is faced with a
severely ill-posed inverse problem in which many candidate
inputs are equally consistent with the observed signal.

From this perspective, diffusion-based semantic encoding is
expected to induce larger reconstruction uncertainty than AE-
and VAE-based encoders, leading to the qualitative ordering

B[RSO 2 BRVAT > BRMFL (D)

We emphasize that this ordering is not claimed as a univer-
sal theoretical guarantee, but as a theory-guided expectation
under comparable architectures and attacker models, which is
empirically validated in Section VI.

D. Resistance to Feature-Inference Attacks

Beyond reconstructing raw data, adversaries may attempt
to infer task-relevant features such as class labels, object cat-
egories, or sensitive attributes. Let g)l(e) denote the adversary’s
predicted task label. Feature-inference risk is measured by the
adversarial classification accuracy

A — py (gge) - y) . (33)

Because diffusion-based encoding obscures structure in the
input, renders z; 7 isotropic, and eliminates low-frequency
spectral components essential for classification, adversarial
accuracy is reduced compared with structured AE/VAE latents:

1
A?dv ~ E’
for a K-class task. For AE and VAE encodings, significant
class-discriminative information remains in z;, enabling non-

trivial adversarial classification.

(34)

E. Comparison With Physical-Layer Security

Conventional PLS techniques such as friendly jamming
improve legitimate link quality relative to the eavesdropper but
do not eliminate semantic leakage, since the transmitted wave-
form still contains structured transforms of x;. Diffusion-based
encoding is complementary to PLS yet fundamentally stronger
in semantic privacy: the transmitted signal is noise-like even
before modulation, making it robust to perfect-channel adver-
saries and independent of SNR differences. This property
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enables secure offloading even in adverse or high-risk envi-
ronments where PLS assumptions fail.

In summary, the diffusion-based semantic encoder provides
strong information-theoretic privacy, noise indistinguishability,
and robustness to both reconstruction and inference attacks.
These guarantees arise intrinsically from the diffusion corrup-
tion process and do not rely on cryptographic keys, adversarial
training, or cooperative jamming. Compared with AE, VAE,
and conventional PLS schemes, diffusion-based encoding
offers substantially stronger protection while maintaining full
utility at authorized MEC servers.

VI. RESULTS AND ANALYSIS

We now present a comprehensive empirical evaluation of the
proposed diffusion-based semantic encoder and its baselines
(AE and VAE). All models are implemented in Python and
PyTorch and are trained under identical settings, with the
same dataset, optimizer, learning rate schedule, and channel
parameters (additive white Gaussian noise (AWGN) + quan-
tization). All experiments are conducted on the CIFAR-10
image classification dataset. Unless otherwise stated, the latent
dimension is fixed at d = 64. All models are trained at an SNR
of 20 dB and evaluated under SNRs of {0, 5,10,20} dB. The
default quantization resolution is 8 bits. The semantic encoder
compresses the input data into a latent representation that is
transmitted to the edge server, where a lightweight classifier
operates on the decoded latent. Task accuracy is defined as
the fraction of correctly classified samples over the test set
and therefore takes values in the range [0, 1]. Training and
validation accuracy curves are reported to assess convergence
behavior and generalization performance.

Our analysis focuses on five key aspects: (i) task per-
formance, (ii) training dynamics, (iii) latent-space geometry,
(iv) robustness to channel noise and adversarial reconstruction,
and (v) semantic privacy leakage. These collectively approx-
imate the performance-privacy-efficiency trade-offs described
in Section III.

To ensure fair comparison, AE, VAE, and diffusion-based
semantic encoders are implemented using the same encoder
backbone and latent dimensionality. Specifically, the latent
dimension is fixed to d = 64 for all models. Both AE
and VAE employ the same convolutional encoder consist-
ing of four convolutional blocks with channel dimensions
3 — 32 — 64 — 128 — 256, where each block contains a
convolution layer, batch normalization, and ReLU activation,
followed by adaptive average pooling and latent projection
layers that map the extracted features to a 64-dimensional
latent representation. The AE and VAE encoders employ
the same latent classifier head consisting of LayerNorm, a
fully connected layer with 256 hidden units, ReLU activation,
dropout with rate 0.1, and a final classification layer. The VAE
additionally introduces stochastic latent sampling through the
reparameterization trick.

The diffusion-based semantic encoder adopts a standard
DDPM-style diffusion process with a linear noise schedule
consisting of 1000 diffusion steps, where the noise variance
increases linearly from 10~* to 2x 10~2. The task-conditioned
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Fig. 2. Training accuracy of AE, VAE, and diffusion-based semantic encoders.
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Fig. 3. Validation accuracy comparison across semantic encoders.

denoising network employs a hidden dimension of 512, time-
embedding dimension of 64, and task-conditioning embedding
dimension of 128.

To evaluate semantic leakage, a separate attacker network is
trained for each encoder type. The attacker is implemented as
a three-layer multilayer perceptron (MLP), consisting of two
hidden layers with 128 units and ReLU activations, followed
by a classification output layer that predicts the ground-truth
class label from the latent representation. Following standard
practice, the attacker is trained after the semantic encoder is
frozen using the Adam optimizer with learning rate 1073,
batch size 128, and 3 training epochs. To estimate an upper
bound on semantic leakage, the attacker is trained on clean
latent representations and evaluated on transmitted latents after
AWGN corruption and quantization. All hyperparameters are
kept identical unless otherwise specified.

A. Task Accuracy Across Semantic Encoders

Figures 2 and 3 compare the training and validation accu-
racy of the three semantic encoders under identical MEC
settings. The diffusion-based encoder consistently achieves
the highest accuracy throughout training and maintains its
advantage on the validation set. This is notable because the
diffusion latent is intentionally noise-like; yet, its structured
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Fig. 5. Training loss curves for the VAE-based semantic encoder.

forward corruption process yields representations that remain
both expressive and robust to channel perturbations.

The AE baseline exhibits the lowest performance: its deter-
ministic latent representation is highly sensitive to AWGN and
quantization, leading to early saturation and limited general-
ization. The VAE baseline performs better due to stochastic
sampling, which regularizes the latent space and improves
robustness; however, its accuracy still lags behind diffusion.
Overall, diffusion-based encoding provides the most stable and
robust task performance across the entire training trajectory.

B. Training Dynamics and Loss Curves

Figures 4-6 show the evolution of total loss, task loss, and
model-specific auxiliary losses across training epochs for the
AE, VAE, and diffusion-based encoders. The diffusion model
demonstrates the smoothest and most stable convergence: both
its task loss and diffusion-denoising loss decrease steadily,
indicating effective learning of task-relevant features while
maintaining a noise-like latent space.

In contrast, the AE baseline converges quickly but plateaus
at a higher loss. Because AE latent vectors are deterministic
and highly sensitive to channel perturbations, the model strug-
gles to refine task-relevant information once quantization and
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AWGN are applied. This early saturation reflects its limited
expressive capacity in noisy offloading scenarios.

The VAE exhibits intermediate behavior. The stochastic
sampling mechanism helps regularize the latent space and
initially accelerates optimization, but the KL term grows
throughout training, causing the total loss to follow a charac-
teristic U-shape. This behavior is typical of VAEs and indicates
a trade-off between latent regularity and reconstruction quality.

Overall, diffusion-based training yields the most stable and
consistent loss profile, suggesting inherent robustness to chan-
nel noise and a better alignment between latent structure and
downstream task objectives. The gradual corruption process in
diffusion acts as an implicit regularizer, reducing overfitting
and enabling superior task performance.

C. Latent-Space Geometry: t-SNE and UMAP

To qualitatively analyze the geometric structure and seman-
tic separability of the learned latent representations, we employ
two widely used nonlinear dimension-reduction techniques:
t-distributed Stochastic Neighbor Embedding (t-SNE) [29] and
Uniform Manifold Approximation and Projection (UMAP)
[30]. These methods project high-dimensional latent vectors
into low-dimensional spaces while preserving local neigh-
borhood structure (t-SNE) and global manifold relationships
(UMAP), respectively, enabling visual assessment of semantic
clustering and potential information leakage. To characterize
how each semantic encoder organizes information in the latent
space, we visualize the encoded representations z; from the
CIFAR-10 test set using t-SNE and UMAP in both 2D and
3D. All models are evaluated on the same unseen data, and
all latent vectors are extracted from the final trained AE-MEC,
VAE-MEC, and Diffusion-MEC encoders. For each encoder,
the latent matrix is standardized and projected using t-SNE
(with three or two components) or UMAP (with npeighbors =
15, min_dist = 0.1, Euclidean metric), providing comparable
low-dimensional views of their geometric and topological
structure. Figures 7 and 8 present the resulting 3D (top row)
and 2D (bottom row) embeddings.

Figures 7 and 8 show the t-SNE and UMAP projections,
respectively, with the top row presenting 3D embeddings and
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the bottom row their 2D counterparts. These plots highlight the
extent to which each encoder preserves or destroys semantic
structure in the latent space. Across both visualization meth-
ods, the AE-MEC latent space exhibits clear, compact, and
well-separated clusters corresponding to semantic classes. The
structure is highly discriminative but also highly inversion-
prone, as the latent vectors remain strongly correlated with
class identity. The VAE-MEC latent space is more diffuse:
stochastic sampling spreads the representations and partially
overlaps different classes, offering moderate privacy while
retaining some semantic organization.

In contrast, the Diffusion-MEC latent space appears funda-
mentally different. Both 3D and 2D embeddings collapse into
a mixed, amorphous distribution with no discernible class-
dependent geometry. Classes are uniformly interwoven, and
neither local nor global manifold structures are preserved. This
isotropic, noise-like latent organization is consistent with the
behavior expected from a forward diffusion process and aligns
with the information-theoretic goal of minimizing I(z;;z;).
The result is a latent representation that is highly resistant to
reconstruction or feature inference, providing strong semantic
obfuscation while remaining compatible with downstream
decoding on authorized edge servers.

These latent-space observations directly support the privacy-
leakage analysis presented later and demonstrate that
diffusion-based semantic encoders inherently destroy class-
level structure that AE and VAE models still retain.

D. Privacy Leakage Under Adversarial Attacks

We quantify semantic leakage by training a separate
latent-space attacker for each encoder type. The attacker is
implemented as a three-layer MLP with hidden dimension
128 and ReLU activations. Following standard practice, the
attacker is trained after the semantic encoder is frozen using
the Adam optimizer with learning rate 103, batch size 128,
and 3 training epochs. To estimate an upper bound on semantic
leakage, the attacker is primarily trained on clean latent repre-
sentations and evaluated on transmitted latents after AWGN
corruption and quantization. The attacker attempts to infer
ground-truth class labels from latent vectors. Accordingly,
attacker accuracy directly reflects privacy leakage: higher
values indicate more residual semantic structure exposed to
an adversary. Figure 9 (bottom row) reports attacker accuracy
across quantization levels (4—, 6—, and 8-bit) and SNR
values. Across all settings, AE-MEC exhibits the lowest
attacker accuracy, reflecting its limited latent expressiveness
and the substantial distortion induced by channel noise and
quantization. However, this privacy benefit comes at the cost
of significantly degraded task accuracy, especially at low
SNR, indicating that AE-MEC achieves privacy primarily by
collapsing useful semantic information.

VAE-MEC displays moderate attacker accuracy, revealing
more latent structure than AE-MEC while providing better task
performance. In contrast, Diffusion-MEC yields moderately
higher attacker accuracy on the transmitted latents because the
diffusion latent representations remain partially task-separable
in order to preserve downstream inference utility. Although the
latent space becomes approximately noise-like, it still retains
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Fig. 7. 3D (top row) and 2D (bottom row) t-SNE visualizations of the latent representations for (a) AE, (b) VAE, and (c) diffusion-based encoder.
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Fig. 8. 3D (top row) and 2D (bottom row) UMAP visualizations of the latent representations for (a) AE, (b) VAE, and (c) diffusion-based encoder.

limited task-relevant semantic structure required for reliable
edge inference. Nevertheless, diffusion consistently delivers
the best task accuracy across all SNR and quantization levels,
demonstrating a far more favorable utility-privacy trade-off
than AE-MEC and VAE-MEC.

These findings align with the latent-geometry visualizations
reported earlier: AE latents collapse into tight, noisy clusters,
VAE latents maintain moderate class structure, and diffusion
latents remain the most stable under perturbations. Together,
the results confirm that while diffusion does not minimize
attacker accuracy, it provides the strongest overall robustness
under noisy MEC conditions, preserving semantic utility while

tolerating channel distortions far better than AE-MEC and
VAE-MEC. Overall, these results indicate that diffusion-based
semantic encoding does not completely eliminate latent struc-
ture; instead, it achieves a favorable privacy-utility trade-off
by significantly suppressing recoverable semantic information
while maintaining robust downstream inference performance.

E. Communication Efficiency in Terms of Latency and
Energy

Communication efficiency is determined by both the quality
of the transmitted latent and the number of bits required to
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represent it. For latent dimension d and quantization width b,
the transmitted payload is L; = db bits, with latency

tx LZ
" Blogy(1+7)’

using a 1 MHz bandwidth and SNR ~. Transmission energy
follows Ef* = P, T with P, = 0.2 W. Figure 10 illus-
trates the trade-offs between task accuracy, attacker accuracy,
latency, and energy across all models.

Diffusion-MEC consistently achieves the most favorable
accuracy-latency-energy trade-off. Even at 4-bit quantization,
Diffusion-MEC maintains competitive accuracy while substan-
tially reducing communication cost, whereas AE-MEC and
VAE-MEC require higher bit-widths to preserve reliability.
AE-MEC is especially sensitive to aggressive quantization and
low SNR, leading to both degraded task performance and

higher relative energy consumption for equivalent accuracy
targets. VAE-MEC performs more robustly but still falls short
of diffusion in all three dimensions.

F. Latent Compression and Dimensionality

Latent dimensionality plays a critical role in
communication-efficient semantic offloading, as smaller
representations directly reduce transmission latency and
energy consumption. In principle, aggressive dimensionality
reduction may also remove task-relevant information and
amplify privacy—utility trade-offs, making robustness under
compression a key design requirement for MEC systems.

In the current implementation, all encoders are trained with
a fixed latent dimension. A complete dimensionality sweep
(e.g., d € {16,32,64,128}) would require retraining each
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encoder—decoder pair and re-evaluating the resulting accuracy,
privacy leakage, and communication costs, which we leave as
future work. Nevertheless, the empirical results presented in
this section provide consistent qualitative evidence regarding
compression robustness.

Specifically, the diffusion-based encoder maintains strong
task accuracy and low privacy leakage under aggressive
quantization and noisy channel conditions (Figures 9-10),
indicating that its noise-regularized latent manifold is resilient
to information loss. In contrast, AE-MEC and VAE-MEC
rely on more structured, class-aligned latent representations
that are inherently more sensitive to compression and channel
distortion. This behavior is further supported by the latent-
space visualizations in Figures 7 and 8, where diffusion latents
exhibit substantially weakened semantic clustering.

Together, these observations suggest that diffusion-based
semantic encoding is well suited for bandwidth-limited MEC
settings, where compact representations are essential. We will
extend this analysis with explicit latent-dimension sweeps and
corresponding plots in future work.

VII. CONCLUSION

We have proposed a diffusion-based semantic encoding
framework for secure and efficient computation offloading in
MEC systems. The framework has transformed raw inputs into
noise-like representations that are statistically close to Gaus-
sian noise, providing intrinsic protection against eavesdropping
while preserving task-relevant semantics for authorized edge
servers. A unified MEC pipeline incorporating forward dif-
fusion, channel perturbation, and reverse diffusion decoding
has been developed and evaluated under realistic wireless
impairments and quantization constraints. Extensive exper-
imental results have shown that diffusion-based encoding
achieves superior robustness to SNR degradation, aggressive
quantization, and latent compression, while maintaining strong
task performance and favorable latency-energy trade-offs.
Latent-space analyses using t-SNE and UMAP have further
confirmed that diffusion latents exhibit minimal geometric
structure, leading to substantially lower adversarial inference
accuracy compared with AE-MEC and VAE-MEC. The results
further demonstrate that diffusion-based semantic encoding
achieves a favorable privacy-utility trade-off by significantly
suppressing recoverable semantic information while preserv-
ing reliable downstream inference performance. These findings
have demonstrated that diffusion-driven semantic encoding is
a promising mechanism for secure MEC systems, offering an
effective balance among accuracy, communication efficiency,
and semantic privacy in resource-constrained wireless envi-
ronments. Nevertheless, the proposed framework has several
limitations. Performance may degrade under extremely low
SNR conditions due to severe channel corruption, and stronger
adversaries equipped with surrogate reverse diffusion decoders
may recover more semantic information than the lightweight
attacker considered in this work. For future work, we will
investigate robust defenses against such advanced adversaries,
as well as multimodal tasks, adaptive diffusion scheduling
under dynamic channel conditions, and lightweight reverse
diffusion deployment on edge hardware.
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