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Abstract—In this paper, we investigate secure and efficient com-
putation offloading in mobile edge computing (MEC) systems.
Particularly, computation tasks are dynamically partitioned into
multiple sub-tasks for parallel processing on both local devices and
edge servers to reduce service latency. In addition, the friendly
jamming technique is applied to degrade the interception capabil-
ities of eavesdroppers to protect data secrecy. Our objective is to
maximize the number of tasks completed before their respective
deadlines and, at the same time, to minimize energy consumption
and service latency with security guarantee. To simultaneously
handle heterogeneous offloading decisions, we propose an omni-
deep deterministic policy gradient (Omni-DDPG) approach that
integrates a variational autoencoder for discrete jammer selection,
an Ornstein-Uhlenbeck process for continuous computing power
allocation, and a Dirichlet distribution for constrained continuous
task partitioning. The proposed approach has a low complexity
growing linearly with the system size, maintains light memory
usage, and enables real-time decisions without using complicated
optimization solvers. Extensive simulation results demonstrate our
proposed approach can achieve better performance in terms of the
number of completed tasks before expiration, energy consumption,
and service latency, while satisfying secrecy requirements, com-
pared with the benchmarks such as DDPG, deep Q-network, and
greedy algorithms.

Index Terms—Mobile edge computing, computation offloading,
task partitioning, physical layer security, deep deterministic policy
gradients.

1. INTRODUCTION

ODERN Internet of Things (IoT) systems are rapidly
M evolving toward higher automation and intelligence to
enable more advanced applications in manufacturing, health-
care, and transportation [1]. The evolution is accompanied by
increasingly complex system functionalities, including envi-
ronment perception and system control, which demand sub-
stantial real-time and computation-intensive data processing.
However, most IoT devices remain resource-constrained, posing
a significant challenge to fulfilling the demand. To address this
challenge, mobile edge computing (MEC) servers deployed at
the edge of the wireless networks, e.g., base stations, can signifi-
cantly improve computational performance with low latency [2],
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[3]. By offloading tasks from IoT devices to edge servers in
proximity, computation offloading reduces service latency and
mitigates network congestion [4].

To reduce task processing latency and improve resource
utilization efficiency in MEC systems, the collaborative MEC
paradigm has recently received increasing attention. In this
paradigm, multiple edge servers distributed across neighboring
geographic regions collaboratively provide the edge computing
service to individual IoT devices [5]. Particularly, computation
tasks, such as video analytics and speech recognition, can be par-
titioned into multiple subtasks, which are offloaded to multiple
servers for parallel processing. In this way, the task processing
latency can be reduced, and the system resilience in response to
server failures can be improved. In addition, by incorporating
partial offloading, some of the subtasks can be allocated to
IoT devices for processing such that the on-device computing
resources can be efficiently utilized to further enhance task
processing performance in MEC systems [6].

Despite the potential of collaborative MEC paradigm, there
are two challenges in computation offloading for satisfactory
MEC service provision. First, the computing service provi-
sion in modern IoT systems is typically subject to stringent
service requirements, including low latency, high reliability,
and high energy efficiency, while MEC network conditions,
such as computation demand of IoT devices and resource
availability of servers, can be highly dynamic [7]. Second,
due to the broadcast nature of wireless communications, dur-
ing computation offloading, the data in computation tasks are
highly vulnerable to being wiretapped by nearby eavesdrop-
pers [8]. Without proper protection mechanisms, private data
(e.g., health and identity information) may be intercepted [9],
discouraging privacy-sensitive IoT wusers from utilizing
MEC.

To address the challenge of network dynamics, optimiza-
tion and data-driven methods for computation offloading have
been proposed in the literature. Some conventional optimiza-
tion methods such as mixed integer non-linear programming
(MINLP) [10], successive convex approximation (SCA) [11]
and Lyapunov optimization [12], have been adopted to minimize
latency and energy consumption. However, the optimization is
based on a fixed network snapshot, and any change in network
dynamics necessitates re-deriving and re-solving the problem,
which limits its applicability to high-dimensional observations
in task partitioning and offloading. Data-driven machine learn-
ing [13] and deep learning (DL) have been used to learn
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Fig. 1. System model.

from historical labeled data, predict and optimize computational
offloading decisions [14]. However, it is difficult to obtain such
labeled data, due to the complex and dynamic task partitioning
and optimization environment in MEC networks.

For addressing the aforementioned issues, deep reinforce-
ment learning (DRL) technique is recently exploited to learn
optimal computation offloading policies through interaction
with environments without requiring an explicit system model,
making it well suited in dynamic MEC networks [15], [16].
To handle discrete action spaces (e.g., deciding whether tasks
are offloaded and selecting destination edge servers), existing
DRL algorithms with value-based functions are typically based
on the deep Q-network (DQN) [17]. While, for continuous
action spaces (e.g., partial offloading ratio determination and
computing power control), some algorithms are based on the
policy gradient in actor-critic structures, such as the deep de-
terministic policy gradient (DDPG) [18], [19] and Soft Actor
Critic (SAC) [20]. For partial offloading and resource allocation,
the DRL and optimization techniques could be used to deal
with different decision variables separately [21]. Moreover, the
hybrid discrete-continuous actions could be handled with relax-
ation of the continuous action space in an end-to-end manner to
improve overall system performance [22]. During computation
task partitioning, the sum of the percentage of all subtasks of
a given task should be equal to one. To satisfy the constrained
proportional action spaces, the softmax function and Dirichlet
distribution have been incorporated into DDPG algorithm to
optimize resource allocation and improve service quality [23],
[24].

Physical layer security (PLS) [25] offers a lightweight and
information-theoretic way. Without the requirements of encryp-
tion keys and intensive computation, PLS has been considered
as a complementary promising technology to traditional crypto-
graphic methods [26] to resolve the eavesdropping problem for
resource-constrained IoT devices. As a PLS technique, friendly
jamming involves trusted nodes deliberately transmitting arti-
ficial noise to interfere with potential eavesdroppers [27]. This
degrades the interception capabilities of eavesdroppers while
causing minimal impact on legitimate receivers. By applying
friendly jamming, computation tasks can be securely offloaded
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to the target MEC servers at a secrecy transmission rate, thereby
preventing eavesdroppers from successfully recovering the in-
formation [28]. However, the integration of friendly jamming
into task partitioning and offloading introduces a more complex
discrete-continuous action space, which may not be effectively
handled by the DRL methods for computation offloading in the
literature.

In this paper, we investigate the secure and efficient offloading
in dynamic MEC systems in the presence of eavesdroppers.
Partial offloading in multi-server collaborative MEC systems
is considered, allowing computation tasks to be partitioned
into multiple subtasks for simultaneously computing on local
devices and edge servers. During computation offloading, to
protect the transmitted data, friendly jammers are dynamically
selected from candidate nodes to broadcast artificial noise to
interfere with the eavesdropper, degrading the reception quality
of the eavesdropper. We jointly optimize task partitioning, jam-
mer selection, and computational resource allocation to achieve
multiple objectives, including energy efficiency maximization,
latency minimization, and security guarantee. This problem is
greatly challenging, as we need to deal with different types of
actions simultaneously, including constrained and continuous
action space (partial offloading ratio and computation resource
allocation), and discrete action space (jammer selection). The
existing DRL methods struggle with hybrid action spaces in
secure MEC task offloading, as they handle either discrete or
continuous actions and fail to capture the interdependence and
constraints among resource allocation variables, such as parti-
tion ratios summing to one. To this end, we propose an improved
DDPG approach to overcome these limitations by integrating
the Dirichlet distribution, variational autoencoders (VAE), and
Ornstein-Uhlenbeck (OU) process to handle all possible types
of action spaces for task partition and resource allocation in
MEC systems, named Omni-DDPG (ODDPG). The proposed
ODDPG approach achieves real-time decision-making with
only linear growth in computational complexity, low memory
consumption, and no dependence on complicated solver calls,
while consistently outperforming existing DRL methods. More-
over, this approach can enable intelligent and secure loT-MEC
applications, such as industrial IoT monitoring, autonomous
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vehicular networks, and privacy-sensitive healthcare systems,
by supporting latency-sensitive and energy-constrained task of-
floading while ensuring data confidentiality.

In a nutshell, the main contributions of this paper can be
summarized as follows:

e A PLS-assisted partial offloading model in multi-server
collaborative MEC system is devised to ensure offloading
security and improve offloading efficiency in the presence
of eavesdroppers.

® A novel end-to-end DRL approach, ODDPG, is devel-
oped by integrating VAE and Dirichlet distribution into
DDPG to dynamically handle all types of action space,
including continuous task partitioning ratio determination
with constraints, discrete jammer selection, and continuous
CPU/GPU frequency allocation at edge server. The com-
plexity of ODDPG grows linearly with the number of edge
servers and jammer candidates, and its solver-free design
ensures the scalability to large-scale MEC systems.

e Extensive simulation results are provided, which demon-
strate that the proposed ODDPG approach outperforms
benchmarks such as DDPG, DQN and greedy algorithm, in
terms of the number of completed tasks before expiration,
energy consumption, and service latency, while satisfying
secrecy requirements.

The remainder of the paper is organized as follows. The sys-
tem model and problem formulation are presented in Section II.
Then, the ODDPG approach is proposed in Section III, and
the simulation results are provided in Section IV. Finally, we
conclude this work in Section V.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Model

As shown in Fig. 1, we consider a scenario, where an IoT
device generates and partitions computing tasks into multi-
ple subtasks for executing in parallel using local computing
resources and on multiple edge servers. There is one nearby
eavesdropper that can intercept offloaded tasks.! In addition,
the eavesdropper is assumed to be stationary.” To address the
eavesdropping issue, PLS is adopted to secure latency-sensitive
wireless task offloading by leveraging the achievable secrecy
transmission rate, avoiding the computational and energy over-
head of conventional encryption on resource-constrained IoT
devices. There are friendly jammers that can be selected to
transmit artificial noise to interfere with the eavesdropper and
protect the information from being decoded by the eavesdropper.
Particularly, a single-jammer protection strategy is considered,
where the offloading of each subtask is assisted by one friendly
jammer.?

!Extending the system model to scenarios with multiple eavesdroppers would
introduce additional coupled secrecy constraints, requiring joint consideration
of worst-case or aggregate information leakage across interception links.

2Extending the system model to scenarios with mobile eavesdroppers requires
addressing the additional challenge posed by time-varying interception channels,
which is left for future work.

3 Activating multiple jammers simultaneously for a single subtask could
potentially improve secrecy performance but substantially increase energy con-
sumption and coordination complexity. In this paper, the single-jammer strategy
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At time slot ¢, the status of the IoT user and MEC servers are
denoted as u; = (Qo, fi™) and S; = {s1,.. cySM
where s, = (Qm, fm*). Qo represents the number of tasks
in task queue of the IoT user, and @, represents that of the
m'h edge server, wheren € M = {1,2,..., M}. The fM% and
frax are their maximum CPU frequencies, respectively. The task
T'; is denoted by T'y = {d¢, ¢;, T/}, where dy, ¢; and T
represent the data size, requested CPU cycles and deadline of
the task, respectively. When the task I'; needs to be processed,
it can be partitioned into subtasks and each subtask corresponds
to a specific portion with partition ratio p o, pt,m € [0,1] and

'78m>‘

Dt,o + Z%:l Dt,m = 1, where p, o and p, ,,, are the partition
ratios of subtasks processed by the user and m*" edge server,
respectively. It is possible that there is no subtask offloaded to
the m!" edge server. During computation offloading, the m!"
subtask of the task I'; is offloaded to the m ‘" edge server with the
aid of a selected friendly jammer .J; ,,,, which interferes eaves-
dropper with artificial noise for security purposes. Then, a central
controller determines the CPU frequency at the designated edge
server to execute the m*" subtask of the t*" task, represented by

ft,m-

B. Time Cost for Completing Task ',

The time cost of all subtasks of task I'; can be denoted as
avector T, = (Ty0, - - Ti,ms - - - Iy, ), wWhere Tj g is the time
cost to complete the subtask at IoT user, and T} ,, is that to
complete the m!" subtask of the task I'; at the m*" edge server.
The T} o and T} ,,, are given by

Tio =T + Tig™, (1
Tym = T + T+ TP, ()

where, T} is secure transmission time; 7;'¢" and T35 are
T;°"" are computing time.

waiting time; and 7, " and T} o,
The secure transmission time 73" can be obtained by dividing

the subtask data size p; ,,,d; by the secrecy transmission rate rﬁ?ﬁn

Dtmdt
psec ’ (3)

t.m

tran __
Tt mo

where the secrecy transmission rate is the rate at which
the information is transmitted to the desired destination,
while eavesdroppers cannot decode any useful information. As
the secrecy transmission rate is inversely proportional to the se-
cure transmission time, it directly influences the optimal offload-
ing decision and service latency. A higher secrecy transmission
rate enables more subtasks to be safely and efficiently offloaded
to MEC servers with lower service latencies. Conversely, due to
adverse device-server channel conditions or strong eavesdropper
channels, a lower secrecy transmission rate may result in higher
delay, more local computation or the adjustment of jammer
selection. Based on previous studies [25], [29], the secrecy
transmission rate 3%, can be calculated as follows:

sec

_ .8 e
Tt,m - rt,m - Tt,m7 (4)

is adopted to balance the secrecy enhancement with energy efficiency and
coordination simplicity.
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where r{ . is the transmission rate at the m'" edge server and
r¢ ,,, 1s the transmission rate at the eavesdropper.
The transmission rate 7} ,,, can be calculated as

Put,'m hu,sm Lu,sm

n G
No + PJt,tht,m,smLJt,m,sm) ©)

where, By, is the bandwidth; P, = and Pj,  are the trans-

mission power of the IoT user and the selected friendly jammer,

respectively; the h,, s, and L, . are small-scale fading and

path loss for the channel between the IoT user and m!" edge

server; and hy, . s, and Lj, - are those for the channel

between the selected jammer and the m!" edge server.
Similarly, the transmission rate ry ,,, is given by

Ttﬁm = B mloga <1

Sm,

P,

ut,mhu,eLme

. G
No + PJt7thtym,eLJt,m,e> ©

rtG,m = Bt,mlog2 (1

To calculate the data rate in (5), the device-server channel state
information (CSI), i.e., hy,s,, Lu,s,,, 1 estimated via standard
uplink pilot transmission. However, the stationary eavesdropper
does not engage in the channel estimation. Therefore, we assume
that only the statistical CSI of the device-eavesdropper channel is
known. Note that, there may be correlation between the device-
server and device-eavesdropper channels when the eavesdropper
is geographically close to the MEC server [30]. For analytical
tractability, we assume the two channels experience independent
small-scale fadings in calculating the corresponding data rates
(5)—(06).

Before a subtask can be processed, it must wait until all
previously queued tasks have been completed. The waiting time
Tt‘f’j‘,ilt includes the residual running time of the subtask which is

currently being processed 7%, and the queuing time T3, :

Y =Ty, + T, 7

t,m>

where, T} is the difference between the estimated completion

time thml and the start time 73, of the in-process subtask:
TI’CS — TC

t,m t.m

- Tts,’m : ®)

We assume there are Ny ,, subtasks in the queue @), when
the m!" subtask of the task I'; arrives. The computing time for a
particular subtask can be obtained by dividing the required CPU
cycles p. jc. by the allocated CPU frequency f. ,,. Therefore,
the queuing time T3} of the " subtask of the task I'y is the
aggregated computing time of all the subtasks before it in the
queue, namely

Nim
. C
T =3 ©
1

f*,m

The required computing time of the m!” subtask of the task
I'; is calculated as

comp _ Pt,mCt
Tt,m - )
ft,m

where, f; ., denotes the allocated CPU frequency of m'" edge
server for the m*" subtasks of task T';.

(10)
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Similarly, 77, T’y and T, )" can be calculated as

5= Tho— Ti, an
Nt.o PaoC
ue #,0 Cx
ho = : (12)
1 f*,()
com DPt,0Ct
comp _ . (13)
Jto

For task I'y, the total completion time 7; is the longest time
spent among each subtask process time, is given by

..,Tt’]y[).

The task I'; is successfully completed only when its comple-
tion time 77 is equal or less than its deadline 7;"**. The indicator
of the success of task I'; is denoted by v, and calculated as

Tt = max (Tt,Oa . 7Tt,m7 . (14)

(41, T, <Thw
ve= {O, otherwise. (5)

C. Energy Consumption for Completing Task I';

For the subtask which is processed by the user, the secure
transmission energy consumption E}'f" can be considered as 0.
For the m*"* subtask of the task I'; with partition ratio py , thatis
offloaded to the m!" edge server, its secure transmission energy
consumption FE§"% can be calculated as

m
tran __ rptran _ pt,mdt
Et,m - Tt,mPut,m - sec Ut,m " (16)
rt,m

The energy consumption of computing the subtasks of I'; can
be given as

A7)
(18)

comp __ 2
Et,o = Xpt,octft,o,

comp
E t,m

— 2
- Xpt,mctft,ma

where, x = 10726 is the energy coefficient [31].
The energy consumption to complete the m*" subtask of the
task I'; is calculated as

By = ES™ 4 B0, (19)

For task I', the total energy consumption F; can be calculated
as the sum of energy consumption of all subtasks as

M
E =B+ > Eim. (20)
m=1
For clarity, all frequently used symbols are summarized in
Table I.

D. Problem Formulation

The long-term utility of the computation offloading process
in MEC scenarios is considered in this work, and our objective
is to maximize the number tasks that are completed before
deadlines, while minimizing the total energy consumption and
tasks completion time under secure transmission constraints in
the long run.
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TABLE I
SUMMARY OF NOTATIONS

Symbol Description

ut The IoT user at time slot ¢

Sm The m*" edge server

Qo, Qm Number of tasks in task queue of IoT user and mth
edge server

marr,’ f”rgaa‘

0 Maximum CPU frequencies of IoT user and m*" edge

server

I't Task generated at time slot ¢
dt Task data size
ct Requested CPU cycles to process task I'¢
mer Deadline of task I';
Dt,0, Pt,m Partition ratios of subtasks processed by IoT user and
mth edge server
e Secrecy transmission rate
Tt‘“;':l Secure transmission time for offloading m*® subtask of
task I';
Puyy s Transmission power of IoT user and selected friendly
Py, .. jammer
P, spm » Small-scale fading
Jt,m,Sm>
u,es
Jt.m,e
Lu,sm B Path loss
LJt,m ,Sm
u,€e-
LJt m,e

Residual running time of the subtask which is currently

Tes Tes
Tt ,0° Tt ,m "
being processed

. T Queuing time
th Oomp, thf’:p Required computing time
B Secure transmission energy consumption for offloading

mth subtask of task 'y
Energy consumption of computing the subtasks

COMP — 7-COMmp
Et,O ° Et,m

The optimization problem is mathematically formulated as:

max
{a Vt}emr

T
> 1B — asBaEy — asfBsT,
t

s.t. ay = {Pt,Jt,Ft}

P, = {pt,0,0t,15- s Ptms - s Dt M}
Je={Je1,- - Jems - Jem}
F; = {ft,07 ft,1> cey ft,m7 B ft,M}
M
Pio + Z Ptm = 1,0 < pro,pem <1
m=1

Jom €K =1{0,1,2,... K}
0< fro < fo™

0< fem < f 21

where 7 are optimal policies; 31, 82 and (33 are normalization
terms that convert v;, F; and T} into the same scale; and user
preferences are specified by a; + s + a3 = 1 with respect to
the number of completed tasks, energy consumption and latency;
fiand f* are maximum CPU frequencies.
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III. PROPOSED METHODOLOGY

In this section, we present a novel DRL approach that in-
tegrates VAE, OU process, and Dirichlet distribution into the
action network to handle the hybrid and constrained action space
in the context of secure computation offloading in MEC systems.
We first reformulate the above problem as a MDP, and then we
present the details of the proposed DRL approach.

A. Problem Reformulation as MDP

To solve the formulated problem with DRL, we first
need to define the elements of DRL for secure MEC. In
the MEC network environment in the given time slot t,
the state, action, and reward of the MDP are defined as
follows.

1) State Space: At time slot ¢, the state incorporates six
components and is denoted as I', U, S, r*, h, L, where, I'
denotes arrived tasks, U and S denote the status of local IoT user
and MEC servers, 5 is the secure transmission rate, and ~ and
L are small-scale fading and path loss of channels, respectively.

2) Action Space: The action includes task partition ratio,
jammer selection for each subtask, and CPU allocation at
each edge server. An action for m!”" subtask of task I'; can
be denoted as a;,m, = {Prm, Ji,ms fi,m }» wWhich specifies how
each subtask can be local processed or offloaded. Particularly,
D¢,m Tepresents continuous task partition ratio, where py ., €
[0, 1], V&, m. The task partition ratios corresponding to task I'
should satisfy the constraint p; o + Zf\f:l DPt,m = 1. Jym TEP-
resents the index of the selected jammer for the subtask, where
Jim € K={0,1,2,..., K} when we have multiple jammer
candidates for multiple subtasks. f:,, > 0 is the continuous
CPU frequency allocation, where 0 < fi o < fi'™ and 0 < f; .,
< max
— m

3) Reward Function: In this work, each action contains
three decision variables. For each subtask of each task,
the partition ratio, selected jammer, and recommended CPU
frequency at the local user or each edge server are de-
fined. The policy m maps the observed states to actions.
Based on current state s;, the agent takes an action ay,
and receives a corresponding immediate reward R; as the
feedback:

Ry(s¢,at) = o fivy — anfalogy(Ey) — asfzlogy Ty + C,
(22)
where the use of logarithm for log, (E;) applies nonlinear pe-
nalization to ensure numerical stability and capture realistic
system behavior under energy-performance tradeoffs. A positive
constant number C is used as an incentive for the stability of edge
servers.

This immediate reward reflects our multiple objectives, in-
cluding maximizing the number of completed tasks, and saving
energy consumption, while satisfying the security requirement.
A weighted sum method is utilized, where different weights
are assigned to the number of completed tasks and energy
consumption.

4) Optimization Goal: The goal is to find the policy 7, that
maps current state s; to the optimal action a;, Vt € {1,2,...T},

Authorized licensed use limited to: University of Waterloo. Downloaded on August 20,2026 at 19:33:30 UTC from IEEE Xplore. Restrictions apply.



11448
8
@ ("é'” .
« ) —
(0%:)) %
T ﬁ (STt Se4) ".‘E 5
[—]] ::
S|
2%
MEC Environment
Fig. 2. The framework of ODDPG approach.

which maximizes the expected long-term accumulated immedi-
ate rewards, given by

max E (23)

™

T
Z Rt(St, at)‘| .
t
5) Transition Probability: For standard DRL, p(s'|s,a)
presents transition probability and is formed as follows:

p(s'|s,a) = Pr{s;11 = §'|sy = s,a, = a}. (24)

It is challenging to model the transition function in such a
complex and dynamic MEC environment. Therefore, the model-
free DRL technique is adopted in this paper. In addition, to
address the complexity of the action space of the formulated
problem, we design a novel DRL approach.

B. Proposed DRL Approach

In this paper, we integrate VAE and Dirichlet distribution
into DDPG to handle all possible types of action, which can
be considered as omni-action, including continuous action space
for CPU/GPU frequency control, large discrete space for jammer
selection, and the constrained continuous space for task parti-
tioning. In this regard, we refer to the proposed DRL approach
as Omni-DDPG (ODDPG).

The proposed ODDPG approach, as shown in Fig. 2, incor-
porates an MEC environment and an ODDPG agent that learns
an optimal policy for decision-making to optimize the expected
cumulative reward over time. The decision-making policy of the
ODDPG agent incorporates elements from actor-critic methods,
target networks, and experience replay. The agent alternates
between updating the actor network and critic network: At each
time slot, the agent observes the current state; selects an action
using the actor network with exploration noise; receives areward
from the environment; and transits to the new state. The training
data sets are generated through continuous interaction between
the agent and the environment. The agent updates the critic

—

Experience
Replay Memory
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network (Q-value function) and actor network (policy gradient).
The target critic and actor networks are also updated periodically
by using experiences sampled from the replay buffer iteratively
for training stability.

In the following, we introduce the details of the actor network,
the critic network, and the target networks. After that, we present
the loss function and training process for the networks.

1) Actor Network: The actor network is designed to approx-
imate the policy 7 (s;), mapping the state s; to the action a; at
time slot ¢, given by

ar = 7 (s¢]60"), (25)
where 6 is the parameters (weights) of the actor network.

Specifically, an action consists of three components, as
mentioned above. For task partitioning and offloading, we
adopt the Dirichlet distribution to handle the constrained con-
tinuous actions [24]. As one vector of each action, P; =
{Pt,0,Pt 1, Pt.ms - Pr,m b 1S continuous for partitioning
tasks into smaller subtasks for their corresponding edge servers
and should satisfy the constraint p; ¢ + Zf\le Dt,m = 1, where
Pr,0sPr,m € [0, 1]. Directly letting the actor network output the
individual task partition ratios may lead to the violation of the
constraint. To this end, we develop action sampling based on a
Dirichlet distribution, since it is defined over probability vectors
whose components are strictly non-negative and sum to one.

The Dirichlet distribution is defined over a vector P; =
{Pt,0, P15 s Ptyms - - P20}, Where each py o, prm € [0, 1]
and pyo+ SM_, pr.m = 1. The probability density function
is:

M
1 0, 0—1 0y m—1
p(Pi;0,) = B, Py H Pi.m » (26)
m=1
where 8; = {0;0,...,0:m, -} are concentration parameters,

and B(0;) is the normalization term. Further, we can present the
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Fig. 3. Actor network.

function in the exponential family form:

pr(x;0) = exp ((t(x),0) — F(0) + k(x)), 27)

where z and 0 are the simplified terms of P; and 6;; ¢t(z) is the
sufficient statistic which defines a function of x that captures all
the information needed to compute the likelihood of 6. F'(9) is
the he log-normalizer that ensures that the distribution integrates
(orsums) to 1; k() is the carrier measure that adjusts for the base
measure, often absorbed or ignored depending on the context.
As a result, the probability density function can be simplified
and implemented by:

M
p(x;0) = exp (90 log xo + Z O log x,y, —logB(O+1) | .

Although the OU process has been introduced in DDPG [32]
to handle continuous action spaces, TD3 [33] shows that con-
tinuous actions can simply be generated directly by the actor
network, which maps a given state f; € R" through a function
m(s¢|0™). During training, exploration is encouraged by adding
uncorrelated Gaussian noise to the output:

ar = m(5|07) + e,e ~ N (0,0%), (29)

where € ~ N(0,0?) noisy action is then clipped to ensure it
remains within the valid action bounds of the environment. Note
that we have an actor network with its outputs split into three
portions, which are assigned to OU for frequency control, VAE
for jammer selection, and Dirichlet for task partitioning.

Next, a VAE network is employed to take part in the outputs
of the actor network and select jammers for each of the subtasks.
Specifically, the general expression can be given:

k1,... km, - = argmax@ (¢ (s¢) , k; 0),

kmek

(30)

where /C is the discrete set of available jammers; and k,,, €
represents the index of the jammer selected for a subtask.
The ¢(s¢) is the transition function, and € is the parameter

@)
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of the model. Specifically, the conditional VAE is used to
construct a compact and decodable latent representation for
discrete-continuous hybrid actions [34]. The inputs to the VAE
encoder are the state s, the discrete action embedding e¢ 1, and
the continuous parameter . The encoder g4(z | xk, s, €c r)
generates a Gaussian distribution parameterized by mean p,
and standard deviation o, from which a latent vector z, € R%
is sampled. The decoder py(z | 2z, s, e k) reconstructs the
continuous parameter xzy, including the p(Py;0;) and N; as
mentioned in the above. Discrete actions are not chosen directly
by the VAE but are facilitated through a latent discrete vector
e € R%, output by the actor network. The discrete action & is
selected by nearest-neighbor lookup in the embedding table:
k= argmingcr |ecr — e|?. Together, the VAE and embed-
ding table enable the actor to operate in a smooth latent space
by outputting (e, z,;), which is decoded into the hybrid action
(k’, a’:k).

As shown in Fig. 3, the results of VAE, OU process-like, and
Dirichlet distribution are concatenated as a complete action:

a; = {Dir(@f\k),u(st | 0{,/€) + Nk,

argmaxy Q(¢p(st), k € K; 9)} (31)

2) Critic Network: The critic network evaluates the actions
generated by the actor network, which guides the actor network
to adjust the parameter values and optimize the decision-making
policy. A typical evaluation metric for a state-action pair (s, a;)
is the Q value, which is defined as

Q(st,a1) = E lz Vkr(5t+k7at+k)|5t7at] , (3
k=0

where (¢4, Gtk ) s the immediate reward after taking action
Q¢yk 10 state S;qp, and fyk indicates the reward is discounted
to the k-th power, representing the diminishing importance of
future rewards.
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The critic network, parameterized by 6, is used to approximate
the Q-values as Qg (s¢, at).

Target networks: The target actor network 1/ (s|0*) and target
critic network @ (s, a|0?") are lagged replica of the actor and
critic networks. They are used to compute target Q-values for
jointly evaluating the actor and critic networks in action gen-
eration and Q-value approximation. Specifically, after taking
action a; and observing the state transition from s; to s;41,
the critic network calculates the target Q-value for the state-
action pair (s¢,a;). The target Q-value ¥, incorporating the
immediate reward r(s;,a;) and the discounted future reward
V(81415 (¢ +1)[09"), is given by:

yr = (St ae) + 7y (st+1,,u(st + 1)|9QI> , (33)
where 7 is the discounted future reward.

The target Q-values are collected in the experience replay
buffer, and used to construct the loss function for the update of
the actor and critic networks. The target networks are updated
slowly by using soft parameter updates over time, ensuring the
stability in training the networks.

3) Loss Function: A loss function integrates three compo-
nents: Lp;,(0%), Loy (09), and Ly p(09) are designed to
optimize the DRL model with respect the three types of actions
spaces. The total loss function can be given by:

L(09) = Lov (09) + Lvag (69) + Lpi (69).  (34)

Loy (09) is aregular loss function for the ODDPG approach.
It evaluates the temporal difference (TD) error between the
predicted Q-value Q(s¢, a¢|0%) and the target Q-value 7;:

Lou (69) = Eqyeps arrirs | (Q (s1,1l6°) = 32)]
(33)
where s; ~ pﬂ ,ar ~ [ and 14 ~ E denote specific state s,
action a;, and reward 7, at time step ¢ within state space p°,
action space (3 and expected reward distribution F.

Ly ar(0%9) is used for training the VAE, which is a down-
stream component of the action network, as mentioned above.
The model learns to reduce the gap between the inputs x,,, and
outputs Z,, of the VAE by minimizing ||x,, — Z,,||3. The loss
functions also regularized by a Kullback-Leibler (KL) diver-
gence term D1 (qp(-|xk, s, ec.k, k)N (0, I)), which enforces
astructured latent space by regularizing the posterior distribution
against a predefined normal distribution:

Lvag (QQ) = Est~pﬁ,at~J,m~E,z~qP [”xm - i.m”g
+DKL (qp('|$k:a S, €¢,k k)|N(Oa I))] B (36)

where - denotes a placeholder for the latent variable z.

Finally, Lp;,(0%) is the loss component that incentivizes
generating sequences of actions that derive optimal Dirichlet
distribution for the task partitioning and offloading, according
to the current available resources in edge servers in a security-
aware manner:

Lpiyr (GQ) :Esmapﬂ,a,,mp,me [DKL (qp ("DZ'T‘(p), k))} .
(37)
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4) Training Process: In this hybrid-action reinforcement
learning framework, the actor is responsible for learning a policy
over multiple latent representation branches, each correspond-
ing to different types of action components including discrete,
continuous, and distribution-based actions. Given a state s, the
actor network parameterized by 6 outputs a tuple of latent action
representations:

7o(s) = (2vaE, Zou, D) ,

where zyap € R% is the latent code from a variational au-
toencoder (VAE) for discrete action selection (e.g., jammer
selection); zoy € R? is generated via an OU process for mod-
eling temporally correlated continuous actions (e.g., frequency
control); and - p € AM ig a probability vector drawn from a
Dirichlet distribution for structured multi-task actions (e.g., task
partitioning and offloading).

The latent representations are decoded into original hybrid
actions using domain-specific decoding heads: Discrete action k
is selected by decoding zyag via a nearest-neighbor lookup from
an embedding table E¢; continuous control z;, is decoded from
zZou Vvia a transformation network; task allocation probabilities
p are directly used from the Dirichlet branch output.

The actor network is trained using the deterministic policy
gradient method. In training the actor network, the objective is
to maximize the Q-value estimated by the critic network for the
selected latent actions:

L(0) = —Esp [Q (s,m0(5))] = —Esp [Q (5, 2vaE, 20U, D)] -

(38)

The actor parameters are updated according to the determin-
istic policy gradient:

VoJ(0) = Eyop [VGQ(S, D oersy Vomo(s)| . (39)

This training approach encourages the actor network to learn
semantically structured and task-relevant action representations,
which are decoded into hybrid actions that maximize expected
return. By leveraging domain-specific structures like variational
encoding, temporal noise modeling, and Dirichlet sampling,
the actor network achieves robust and scalable decision-making
across heterogeneous action modalities.

The training process of our ODDPG approach aims to max-
imize the cumulative reward through a structured three-phase
procedure: initialization, data generation, and learning. The ac-
tor is optimized using the deterministic policy gradient method,
leveraging feedback from the critic network to refine its pol-
icy and update its parameters. The primary goal of the actor
is to learn an optimal policy that selects actions maximizing
long-term returns. Meanwhile, the critic network estimates the
expected Q-values and provides guidance to the actor by evaluat-
ing the quality of its actions. The training objective is to minimize
the discrepancy between predicted Q-values and target Q-values.
This is achieved by minimizing the composite loss function,
which guides both actor and critic networks toward convergence
to an optimal policy and accurate action-value approximations.

e [nitialization: Replay memory D is initialized to store

agent experiences. The actor network p(s | 0*) and critic
network Q(s, a | #9) are initialized with random weights.
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Target networks ' and g’ are initialized with weights
09 < 69 and O « O~.

e Episode Execution: For each episode (1 to M), the system
state is reset and a random noise process N is initialized
for exploration. The initial state S is preprocessed from
environment observations: S <+ ¥((x1)).

® Action Selection and Training Data Generation: For each
time step 7, the agent selects an action a; (shown in (31))
that consists of task partitioning ratio selection from a
Dirichlet distribution Dir(67|k), CPU frequency decision
from OU process ju(s; | 67, k) + N;|k, and jammer se-
lection from VAE arg maxg Q(¢(s;), k € K;0). The en-
vironment returns a reward r; and next state S’. The tuple
(S, A,R,S’) is stored in D.

e [Learning and Network Update: A mini-batch of experi-
ences is sampled from D. The target Q-value y; is computed
as:

yr =11 +7Q; (5t+1,l/ (8t+1 | 9”,)) + E¢(K) (40)

The critic is updated by minimizing the loss L(0%): 6; «+
ming, L(6?). The actor is updated using the deterministic
policy gradient:

1
Voud % 7VaQ(s,a | 09) - Voup(s|0") (@D

The target critic and actor networks are updated by:

09 769 + (1 —71)09, 0% « 70" + (1 —71)0"
(42)

C. Complexity Analysis

To quantify the computational burden of the proposed Omni-
DDPG algorithm, let M denote the number of edge servers,
K denote the pool of friendly-jammer candidates, |S| and |.A
denote the lengths of the state and action vectors, B denote the
mini-batch size used for stochastic gradient descent, P, and P,
denote the parameter counts of the actor and critic networks
respectively, and D denote the capacity of the replay buffer.

During each gradient step, the dominant computation results
from the inference of the two networks. An actor forward-
and-backward sweep has a complexity of O(BPG), while the
critic’s evaluation and back-propagation have a complexity of
O(BPC) [35]. In the same step, the Dirichlet sampler that
produces the offloading ratios adds only a complexity of O(M),
and the VAE head that ranks jammers introduces a complexity
of O(BPyag), where Pyag < P,. Soft target-network updates
and OU-noise generation are with a negligible complexity of
O(P, + P.). Hence the total complexity of the training per
stepis O(B(P, + P.) + M), and an episode of T’ environment
interactions is O(T'B(P, + P.) + TM).

The memory usage is dominated by the replay buffer, which
requires O (D(|S| + | A| + 1)) memory for storing state, action,
and reward tuples. The number of parameters in the critic and
target networks scales linearly with P, + P,, while intermedi-
ate activations for back-propagation demand O (B(|S| + |A]))
memory. With the values D = 10° and |S| + |A| ~ 103 used
in our simulations, which is shown in Table I, the buffer alone
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TABLE II
PARAMETER SETTING

Task Data Size (bits) 5 x 105,2 x 107

Task Computing Size (cycles) 8 x 10%,1 x 107
Number of IoT Users 50, 1000]

Number of Edge Servers 5, 50]

Server Maximum Frequency (Hz) [4 x 10°, 8 x 107]
Batch Size 256

Discount Rate ~ 0.9

Learning Rate 7 6 x10~ %

Autoencoder 128, 64, 32; 32, 64, 128
Actor Network 128, 256, 512, 256, 128

needs about 4 GB in 32-bit precision, whereas the networks
require two orders of magnitude less memory.

In decision-making, only the actor network is implemented.
As a result, the latency of a decision scales as O(P,) and
its memory usage is likewise O(F,). For the configuration of
the actor network in our experiments, P, ~ 1.5 x 10°, which
corresponds to roughly 0.6 MB in 32-bit floating point precision,
well within the capabilities of a typical edge CPU or lightweight
GPU.

Finally, the analysis shows that the computational cost in-
creases linearly with the number of edge servers M (each server
adds one Dirichlet component) and linearly with the jammer
pool size K (storing K embedding vectors). Quadratic growth
appears only if the hidden layers are widened, leaving ample
room for scaling to larger deployments without dramatic cost
inflation. Overall, training remains tractable on a single GPU,
and the lightweight actor network ensures real-time feasibility
once deployed at the edge.

By contrast, hybrid schemes that mix DRL with external op-
timization routines (for example, implementing a convex solver
or heuristic search inside the DRL loop) incur an additional
complexity of about O(Clyp¢Niter) per decision, where Clpy
represents the solver cost and N, the iterations to converge.
Removing these innerloop solver implementations makes the
endtoend OmniDDPG pipeline run markedly faster, consume
less energy, and retain a logically straightforward design.

IV. SIMULATION RESULTS

In this section, we present detailed simulation results to evalu-
ate the generality, scalability and robustness of the performance
of the proposed ODDPG model.

The simulation environment is developed using the Python
programming language, with NumPy and PyTorch libraries
employed for data preprocessing and implementation of DRL
models. To assess the effectiveness of ODDPG, we compare
it against several baselines, including conventional DRL algo-
rithms such as DDPG and DQN, as well as a greedy algorithm
representing traditional heuristic-based approaches. To emulate
a realistic MEC environment, we simulate key network enti-
ties, including IoT users, computational tasks, MEC servers, a
centralized coordinator, and the DRL agent, each modeled as
independent processing units. The key system parameters in the
simulations are given in Table II. In each simulation, a random
number of IoT devices are simulated, and their task offloading
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Fig. 4. Rewards.

decisions are determined by a shared ODDPG model. In addi-
tion, a random number of edge servers are simulated, each with a
randomly assigned maximum CPU frequency. Five independent
simulations are conducted, and the results are averaged over all
tasks of all devices across the simulations under different task
offloading approaches.

Fig. 4 illustrates the accumulated rewards achieved by the
proposed ODDPG model compared to baseline methods. To
support end-to-end learning and address multiple objectives,
the reward function comprises three components: the number of
successfully completed tasks, energy consumption, and service
time cost. Although the proposed ODDPG model requires ap-
proximately 600,000 episodes to converge, slightly slower than
other models, it ultimately achieves the highest accumulated
long-term reward (considering all components jointly, rather
than individually). Both ODDPG and DDPG exhibit similar
convergence behavior, accumulating more rewards in the later
training stages. In contrast, the DQN method discretizes the
continuous action space, allowing it to reach an optimal policy
with fewer episodes.

All three DRL-based methods underperform the conventional
greedy algorithm in the early stages of training due to the
exploration process, which involves taking random actions to
collect data and learn effective policies. The greedy algorithm,
by contrast, does not require training and thus collects higher
rewards in the initial episodes. However, in the long term,
the proposed ODDPG framework significantly outperforms all
baseline approaches in achieving joint optimization in an end-
to-end manner.

Furthermore, although the ODDPG model is designed to
maximize the expected long-term reward, it is also insightful
to analyze the performance of each individual reward com-
ponent. Fig. 5 presents a comparison of the number of tasks
completed before expiration across different methods. Initially,
due to random exploration and suboptimal resource allocation,
all three DRL-based models complete relatively few tasks. As
training progresses and policies are refined through continu-
ous interaction with the MEC environment, task completion
rates improve and eventually stabilize. The proposed ODDPG
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model achieves the highest number of completed tasks before
their deadlines, owing to the integration of a Dirichlet distri-
bution and a VAE, which facilitate safe task partitioning under
the constraint p; g + Z;Vil DPe,m = 1 with 0 < p; o, pe.m < 1
It is important to note that a completed task is defined as
one that satisfies the system’s security constraints, specifi-
cally, being safely offloaded to the edge server without the
risk of eavesdropping, as outlined in the problem formulation.
These security constraints are strictly enforced throughout the
simulation.

Fig. 6 presents the energy consumption trends of the three
DRL-based methods over the course of training. In the early
episodes, all models exhibit higher energy consumption due
to random policy initialization, the injection of exploratory
noise, and the lack of informed decision-making. As training
progresses and the models learn from accumulated experience,
the frequency of random actions decreases, leading to signifi-
cant reductions in energy consumption. Although the primary
objective of the proposed ODDPG model is to maximize long-
term accumulated rewards, it also effectively learns to mini-
mize energy usage over time as a result of improved policy
optimization.
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Similarly, Fig. 7 depicts the efficiency ratio, defined as the
number of completed tasks per unit of energy consumed. While
the performance of DDPG and DQN is comparable in terms
of task-to-energy efficiency, the proposed ODDPG model con-
sistently achieves a higher number of completed tasks for the
same energy expenditure. Notably, all DRL-based methods
outperform the conventional greedy algorithm in this metric,
highlighting their ability to optimize task processing efficiency
in energy-constrained environments.

To evaluate the scalability of the proposed model, we simulate
scenarios with an increasing number of source [oT users. Fig. 8
illustrates the accumulated rewards obtained by each method as
the number of users grows. All three learning-based approaches,
DQN, DDPG, and the proposed ODDPG, consistently outper-
form the greedy algorithm across varying user counts. Notably,
the accumulated rewards for the DRL-based models increase
with the number of users, demonstrating their ability to adapt
to more complex and dynamic environments. In contrast, the
reward obtained by the greedy algorithm remains relatively con-
stant, indicating its limited scalability. Among the DRL methods,
ODDPG and DDPG achieve higher performance than DQN, ow-
ing to their inherent suitability for continuous action spaces. The
proposed ODDPG model, in particular, demonstrates superior
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Fig. 9. Proposed model with different exploration rate €.

scalability, effectively handling a growing number of users while
achieving significantly higher long-term rewards.

We also evaluate the proposed model under different explo-
ration configurations, with the results shown in Fig. 9. The
exploration rate 1-¢ directly influences the trade-off between
exploration and exploitation. A smaller e typically results in
faster convergence due to reduced exploration, but it may lead to
suboptimal policies by converging prematurely to local optima.
In contrast, a larger ¢ promotes broader exploration, which
can delay convergence and increase computational overhead.
In our experiments, the model achieved the highest accumu-
lated rewards when € = 0.8, indicating a balanced exploration-
exploitation strategy. By comparison, configurations with € =
0.99, 0.90, and 0.70 show similar but lower performance after
convergence. Additionally, during early episodes, larger values
of € led to lower rewards due to extended exploration periods.
These findings suggest that a high exploration rate is not always
beneficial. Based on the overall reward performance, we adopt
e = 0.8 in our work.

To evaluate the generalizability and efficiency of the pro-
posed ODDPG framework for secure task partitioning and of-
floading, we illustrate the relationship between the number of
IoT users and the corresponding number of generated subtasks
across various geographic regions in Fig. 10. As anticipated,
the number of subtasks increases with the number of users,
demonstrating the framework’s ability to dynamically scale in
response to user demand. In the scatter plot, different colors
denote different regions: densely clustered points (e.g., blue
and purple) indicate areas where the model effectively allo-
cates tasks, while more dispersed clusters (e.g., red, yellow,
and black) suggest variations influenced by regional disparities
in resource availability, security requirements, or offloading
strategies.

The accompanying kernel density estimation (KDE) plots
provide further insight into the distribution patterns. The top
panel shows user distribution across regions, where certain areas,
such as the East and Central regions, host higher concentrations
of active [oT users. The right panel reveals differences in subtask
distribution across regions, suggesting variability in workload
intensity and regional computing demand. These observations
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emphasize the adaptability of the ODDPG model in managing
spatial heterogeneity.

Fig. 11 shows a scatter plot matrix that includes three key
variables: the number of IoT users, the number of tasks gen-
erated, and the number of tasks completed across regions. All
pairwise correlations among these variables are positive, indi-
cating that higher user densities generally lead to increased task
generation and higher task completion rates. These trends reflect
the effectiveness of the ODDPG model in maintaining reliable
performance under varying regional conditions. Notably, certain
regions exhibit dense clusters with higher task completion effi-
ciency within specific task ranges, likely due to favorable MEC
resource availability or more predictable user behavior.

IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 25, NO. 8, AUGUST 2026

V. CONCLUSION

In this paper, we have proposed a novel DRL approach, Omni-
DDPG, to achieve secure and efficient task offloading in MEC
systems under eavesdropping threats. The proposed lightweight
and solver-free Omni-DDPG ensures sustained efficiency and
scalability, even in large and complex MEC-IoT networks. Be-
yond secure computation offloading, the proposed Omni-DDPG
framework can be readily extended to other network manage-
ment problems involving hybrid discrete-continuous decision
spaces. For the future work, we plan to extend the framework to
scenarios with multiple or mobile eavesdroppers, where multiple
interception links and time-varying channels are considered.
Moreover, to reduce retraining overhead, transfer learning and
meta-learning will be explored for faster adaptation of pre-
trained agents to new MEC environments with varying network
dynamics, and federated learning will be integrated to enhance
data privacy and model generalization in distributed MEC-IoT
environments.
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