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Enhancing Security in Parallel Federated Learning
With Sharded Blockchain for Internet of Vehicles

Lei Tian"”, Feilong Lin
Riheng Jia

Abstract—The Internet of Vehicles (IoV) has experienced rapid
growth, generating extensive data that can be leveraged for
intelligentapplications. Federated learning provides a privacy-
preserving approach to utilize this data but faces challenges in
performing multi-task learning and ensuring security. To address
these issues, we propose a secure Federated Learning framework
with Sharded Blockchain (FLSB), where the blockchain design
aligns with FL requirements to enhance security, robustness, and
scalability. FLSB partitions the blockchain into sharded chains to
support parallel FL tasks, while a main chain governs task man-
agement and security enforcement. To prevent malicious behaviors
such as creating fake identities or disrupting consensus, we develop
the Proof of List Update (PoLU) consensus on the main chain. For
secure FL, we design a committee-based adaptive weighted aggre-
gation algorithm, whcih dynamically adjusts the model weights
during aggregation to defend against poisoning attacks. In addition,
we introduce the Proof of Task Participation (PoTP) consensus
on sharded chains to ensure trustworthy model aggregation and
defend against adversarial manipulations. Experimental results on
public datasets demonstrate that FLSB effectively balances FL task
performance, security, and privacy, making it well-suited for IoV
environments.

Index Terms—Internet of vehicles (IoV), parallel federated
learning, consensus mechanism, sharded blockchain, security.

I. INTRODUCTION

N RECENT years, the Internet of Vehicles (IoV) paradigm
has advanced rapidly, establishing seamless connectivity
among vehicles, infrastructure, individuals, and the Internet.
By interlinking intelligent vehicles with other relevant entities,
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IoV has demonstrated significant potential in areas such as
traffic flow prediction, vehicle route optimization, and accident
detection [1], [2]. This rapid development has been accompanied
by an exponential increase in the generation of vast amounts of
data, including sensor readings, location information, and envi-
ronmental monitoring data. Harnessing these massive datasets
through machine learning-based analysis can yield high-quality
models, providing critical support for a wide range of intelligent
IoV applications.

To utilize these valuable data distributed among vehicles, a
direct approach is to collect and centrally store them on a central-
ized server for model training. However, this approach can lead
to severe privacy issues, as vehicle data may contain sensitive
user information. To address this contradiction of leveraging
data through machine learning, Federated Learning (FL) [3]
has recently emerged as a highly attractive paradigm. The core
feature of FL is that model training primarily occurs on the local
devices of data owners. Compared to traditional machine learn-
ing methods, FL constructs a global model through distributed
parameter exchange, thus avoiding direct access to or exposure
of raw data.

Despite its promising prospects, applying FL in IoV envi-
ronments faces two challenges. The first challenge is the man-
agement and execution of multi-task FL. The massive collected
data needs to be decomposed into multiple tasks for training,
as training a single large model to support all applications is
impractical [4]. For instance, urban traffic management systems
require distributed learning tasks for different types of appli-
cations, such as traffic flow prediction, vehicle route optimiza-
tion, and accident detection. Existing studies primarily adopt a
continual learning approach, where new data or tasks are incre-
mentally added to a single model to enhance its capabilities [4],
[5], [6]. However, this training method is highly susceptible to
catastrophic forgetting, where the model learns new knowledge
at the cost of forgetting previously acquired information. Con-
sequently, it is essential to train distinct models for different
tasks while ensuring a unified management framework for task
training and allocation coordination.

The second challenge involves the various security issues
present in IoV environments [7], [8]. During the transmission
of vehicle models, malicious vehicles may infer private infor-
mation from the models, such as vehicle locations and driving
trajectories. Additionally, malicious vehicles may conduct data
poisoning or model poisoning during training, compromising
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the accuracy of the global model. At the same time, the central
server cannot be assumed to be fully trustworthy, as it may
also infer private information from models or even manipulate
the aggregation process to generate a poisoned global model.
Existing studies often focus on addressing specific security
threats in IoV, such as inference attacks or poisoning attacks,
while assuming an honest server [9], [10], [11], [12]. However,
few approaches consider multiple attack types simultaneously.
Therefore, achieving secure training under the premise of mutual
distrust among all parties remains a challenge.

To address the first challenge, we propose a sharded
blockchain architecture consisting of a main chain and multiple
sharded chains to manage and execute different FL tasks in
parallel. The main chain serves task publishers such as urban
traffic management systems and is responsible for global task
allocation, cross-region/multi-task coordination, and network-
wide task progress monitoring. Specifically, we disign a dedi-
cated main chain consensus mechanism, Proof of List Update
(PoLU), which enables participant allocation while defending
against malicious attacks. Each sharded chain corresponds to an
independent FL task (e.g., traffic flow prediction or traffic sign
recognition) and focuses on managing collaborative learning
among local vehicles. Data sharing and model updates are fa-
cilitated through On-Board Units (OBUs) and Road-Side Units
(RSUs), ensuring efficient and secure communication.

For the second challenge, we integrate Differential Privacy
(DP) techniques [13] to introduce controlled noise into the
model, mitigating inference attacks. Additionally, we design a
committee mechanism to validate local training models, prevent-
ing data poisoning and model poisoning attacks. Furthermore,
we propose an adaptive model weight adjustment algorithm
to counteract collusion among participants attempting to ma-
nipulate the learning outcome. To ensure the integrity of the
aggregation process and prevent malicious server behavior, we
introduce a sharded chain consensus mechanism, Proof of Task
Participation (PoTP), which enables consensus on the authen-
ticity of the aggregation process.

Our main contributions are summarized as follows:

® We propose a secure Federated Learning framework with
Sharded Blockchain (FLSB) for IoV that leverages sharded
blockchain technology to address the challenges of exe-
cuting parallel FL tasks while enhancing security in FL
environments.

® We design a Proof of List Update (PoLU) consensus mech-
anism for the main chain to manage FL tasks and allocate
participants. PoLU ensures the fairness and reliability of
task allocation while resisting Sybil attacks and other ma-
licious attacks, supporting the secure execution of multiple
parallel tasks.

e In the FL training process, we design a committee-based
adaptive weighted aggregation algorithm that dynamically
adjusts the model weights during aggregation to defend
against poisoning attacks. Additionally, we develop a cus-
tomized Proof of Task Participation (PoTP) consensus
mechanism tailored for FL training. PoTP effectively mit-
igates collusion attacks while maintaining trustless model
aggregation.

e Experimental results demonstrate that FLSB exhibits high
parallel processing capabilities in executing FL tasks and
provides a transparent and verifiable training process while
protecting model privacy. Moreover, the framework effec-
tively addresses various types of poisoning attacks.

The remaining parts of this paper are as follows: Section II
reviews the related work. Section III elaborates on the system
framework of FLSB. Section IV presents the privacy preser-
vation mechanism for FLSB. Section V shows the experimen-
tal evaluations and results. Finally, the paper is concluded in
Section VL.

II. RELATED WORKS

This section reviews the literature on the integration of
blockchain and FL in IoV and the privacy preservation of FL,
which are closely related to this work.

A. Federated Learning Based on Blockchain

In recent years, the integration of blockchain and FL has
gained significant attention [14], [15], [16]. An et al. [17]
proposed a blockchain-based FL reputation evaluation mecha-
nism that prevents malicious participants from compromising
data privacy or uploading low-quality data by incorporating
DP noise and reputation scoring. Ali et al. [18] combined FL
with a blockchain-based distributed database to enhance data
privacy and security in IoV. Houda et al. [19] leveraged FL and
blockchain to defend against evolving attacks while ensuring
the reliability of FL in Intelligent Transportation Systems (ITS).
Meese et al. [20] proposed a blockchain-enhanced FL frame-
work for online traffic prediction, enabling dynamic urban traffic
management in ITS.

To address scalability and interactivity in FL, researchers have
explored sharded blockchain solutions. Madill et al. [21] intro-
duced ScaleSFL, which enhances FL scalability by decoupling
off-chain FL. components while ensuring model verification and
interoperability. Lin et al. [22] developed a parallel sharded
blockchain FL framework, where training occurs within shards,
and model updates from multiple shards are aggregated on-chain
for global optimization.

Existing FL-based blockchain research primarily focuses on
single-task learning, making it ineffective in multi-task scenar-
i0s, which results in inefficient resource allocation and model
management. Additionally, these approaches lack a consensus
mechanism specifically coupled with FL to defend against var-
ious attacks, including Sybil attacks and collusion attacks.

B. Privacy Security for Federated Learning

Privacy security is a critical challenge in FL. Various frame-
works have been proposed to enhance privacy and robustness
against adversarial threats. Liu et al. [9] introduced PEFL,
leveraging Homomorphic Encryption (HE) and adaptive ag-
gregation to resist model poisoning. Ma et al. [10] designed
DPBFL, integrating Local DP (LDP) with an intermediate shuf-
fler and a Byzantine-robust random aggregation algorithm for
enhanced security. Raja et al. [28] enhanced privacy protection
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and communication efficiency in FL by enabling multiple UAVs
to process user data locally. Tong et al. [29] integrated FL with
UAVs to improve communication efficiency and resistance to
eavesdropping, achieving a balance between privacy security
and training performance.

To further strengthen privacy protection, Li et al. [30] devel-
oped chain-PPFL, a Secure Multi-party Computation (SMC)-
based framework with shielding and chain communication
mechanisms. Yang et al. [23] proposed a Blockchain-based FL
architecture (B-FL), which defends against malicious devices
by designing a secure model aggregation algorithm, and deploys
a practical Byzantine fault-tolerant consensus protocol among
edge servers to prevent model tampering by malicious servers.
Li et al. [24] proposed a decentralized FL framework based
on a Committee mechanism using Blockchain (BFLC), and
designed a committee consensus protocol to reduce the impact of
malicious attacks. Wang et al. [26] integrated blockchain with
FL to enhance security by designing a novel block structure
and transaction types that resist cheating and Sybil attacks.
Moreover, a differential privacy mechanism was employed for
miners to prevent privacy leakage from trained models. In the
IoV domain, Zhou et al. [11] proposed RoHFL, a hierarchical
FL framework using logarithmic normalization for robust model
aggregation against malicious vehicles. Similarly, He et al. [12]
introduced RSAM, employing a divide-and-conquer strategy to
approximate the median of local models, effectively mitigating
Byzantine attacks.

Current approaches mainly address specific security threats,
such as Byzantine faults, inference attacks, or model poisoning.
Few studies provide a comprehensive security framework that
simultaneously considers multiple attack vectors during model
transmission, including untrusted servers, malicious partici-
pants, and inference threats.

C. Machine Learning-Based Methodologies to Counter
FL-Based Attacks

Machine Learning (ML)-based defenses against attacks on
FL are typically implemented at the aggregation server [31],
[32]. At the data level, statistical-based aggregation methods,
such as Krum [31], which relies on Euclidean distance, and
GeoMed [33], based on geometric median, enable robust ag-
gregation by filtering out anomalous updates. At the model
level, anomaly detection techniques involve distributing sub-
models to data owners for validation. Zhao et al. [34] introduced
client cross-validation, where updates are evaluated using other
clients’ local data, allowing the server to adjust weights accord-
ingly.

Additionally, mapping disruptions between feature space and
target labels have been explored to detect poisoned models.
Wang et al. [35] employed input filtering, neuron pruning, and
unlearning techniques to identify backdoor behaviors by ana-
lyzing subtle input perturbations that trigger continuous model
output changes. However, these methods are limited to defend-
ing against specific attack types and are typically effective only
when the proportion of attackers remains below 30%.

We comprehensively consider the management and execu-
tion of multi-task FL. while addressing privacy and security

issues. A visual comparison between FLSB and state-of-the-art
blockchain-based FL methods is presented in Table I.

III. PARALLEL FEDERATED LEARNING FRAMEWORK WITH
SHARDED BLOCKCHAIN FOR [0V

This section presents the FLSB system framework, as shown
in Fig. 1. First, we introduce the motivation behind this work.
Then, we define the threat model. Next, we provide an overview
of the FLSB framework for IoV. Following this, we detail the
design and consensus mechanism of the main chain. Finally, we
describe the block structure of the main chain.

A. Motivation

We outline the limitations of existing FL security mecha-
nisms in multi-tasking environments, the necessity of sharded
blockchain over alternative security frameworks, and real-world
security vulnerabilities that motivate this work.

1) Limitations of Existing FL Security Mechanisms in Multi-
Tasking Environments: Most FL security mechanisms are de-
signed for single-task learning, facing challenges in multi-task,
multi-model scenarios. Existing frameworks assume a unified
global model, leading to inefficient resource utilization and
increased vulnerability due to task competition [4], [5], [6].
Additionally, they focus on isolated threats like inference or poi-
soning attacks while assuming an honest central server, which
is unrealistic in decentralized oV settings [11], [12], [30].

2) Necessity of Sharded Blockchain Over Alternative Secu-
rity Frameworks: Alternative security approaches like Trusted
Execution Environments (TEE) and HE have limitations. TEE
ensures secure training but struggles with scalability and side-
channel attacks [27]. HE enables encrypted computation but
is computationally expensive for IoV. Traditional blockchains
enhance trust but cannot efficiently manage multiple tasks.

3) Real-World Security Vulnerabilities and Their Impact on
FL Model Performance: Security threats in FL highlight the
need for robust protection. Poisoning attacks in autonomous
vehicles can cause traffic sign misclassification, leading to safety
risks [36]. Sybil attacks in blockchain-based FL allow adver-
saries to manipulate consensus and disrupt aggregation [37].
Inference attacks on model updates can leak location data,
exposing vehicle trajectories [38].

Our approach integrates sharded blockchain with federated
learning, decomposing multi-task learning into independent
models managed through a main-chain consensus mechanism.
By employing a hierarchical consensus mechanism, we enhance
task management, trust verification, and security threat mit-
igation. This secure framework ensures reliable model trans-
mission, aggregation, and scalable execution, strengthening the
security and trustworthiness of intelligent IoV applications.

B. Threat Model

1) Sybil Attack: In a multi-task FL environment, task pub-
lishers may overwhelm the system by creating multiple fake
identities to submit task requests or by submitting multiple task
requests simultaneously.
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TABLE I

COMPARISON WITH STATE-OF-THE-ART BLOCKCHAIN-BASED FL. METHODS

Scheme Privacy Secure Percentage Malicious Number Blockchain

Protection ~ Aggregation  of Attackers  Server Behavior of Tasks Architecture
Meese et al. [20] X X X X Single Task  Single Blockchain
PLC [18] X v X X Single Task  Single Blockchain
Houda et al. [19] Encryption X X X Single Task  Single Blockchain
B-FL [23] X v < 30% v Single Task  Single Blockchain
BFLC [24] X v < 50% v Single Task  Single Blockchain
Lu et al. [16] DP v < 30% v Single Task  Single Blockchain
FREB [17] Dp v < 30% X Single Task  Single Blockchain
Biscotti [25] DP v < 30% v Single Task  Single Blockchain
PF-PoFL [26] Dp X X X Single Task  Single Blockchain
Kalapaaking et al. [27] TEE X X v Single Task  Single Blockchain
ScaleSFL [21] X v X v Single Task  Sharded Blockchain
Lin et al. [22] X v X X Single Task  Sharded Blockchain
FLSB DP v < 50% v Multi Task  Sharded Blockchain

Note: Malicious Server Behavior: Whether the issue of a dishonest or adversarial server is addressed. The notation Secure Aggregation: v', Percentage of
Attackers: X indicates that while the scheme is designed to defend against malicious models to some extent, it lacks specific implementation, analysis,
or experimental results regarding the impact of different percentages of attackers.
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Fig. 1. The overall framework of FLSB for IoV.

2) Inference Attack: In the FL environment, the model
weights may contain enough information to be a potential target
for inference attacks. Specifically, an attacker might analyze
the model weights to infer whether a particular data point was
involved in the training of the model, or to identify certain
sensitive properties in the training data set.

3) Poisoning Attack: During the weight aggregation phase,
there is a risk of poisoning attacks carried out by malicious
participants. This paper assumes that the goal of an attacker is
to manipulate or destroy the learned global model. Therefore,

the attack means are divided into targeted attacks [39], [40] and
untargeted attacks [41]. Given the variety of attack possibilities
in learning scenarios, we assume that the attacker knows the code
on the compromised working device, the local training dataset,
the local model, and the aggregation rules in various scenarios.

4) Collusion Attack: Considering the possibility of multiple
malicious participants launching a collusive attack, in this attack
mode, two or more malicious participants may cooperate pri-
vately in an attempt to evade the system’s security mechanisms
or gain unauthorized information. To ensure the practicality and

Authorized licensed use limited to: University of Waterloo. Downloaded on February 18,2026 at 00:02:45 UTC from IEEE Xplore. Restrictions apply.



186 IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 75, NO. 1, JANUARY 2026

availability of the model, this paper makes an assumption about
the upper limit on the number of malicious participants, i.e., their
number should not exceed 50% of all participants. In addition,
the proposed FLSB does not have the knowledge of the exact
percentage of malicious clients in the FL system, while some
other typical solutions need this information to select benign
models, e.g., Biscotti [25].

C. FLSB Architecture Design and Process Analysis

To address the concurrent demands of multiple tasks in IoV,
FLSB employs a sharded blockchain architecture consisting of
a Main Chain (MC) and multiple Sharded Chains (SCs). As
illustrated in Fig. 1, in an IoV scenario, (1) task requesters, such
as urban traffic management centers, publish FL task requests on
the network. The urban traffic management centers specify the
task parameters, including data requirements, model structures,
and budget constraints. (2) Miner nodes, represented by cloud
servers, collect these task requests along with the information
of available base stations. This information is then packaged
into a block using the MC consensus mechanism, which will
be detailed in Section III-D. (3) Upon receiving a new FL task,
cloud servers configure an appropriate set of base stations for
execution. Once the longest chain in the MC is confirmed, the
genesis block of the corresponding SC is created. The base
stations assigned to the SC act as an aggregation committee.
(4) Before training begins, base stations extract task-related
information from the SC’s genesis block, including reward
details and task termination conditions. (5) For example, in a
traffic flow prediction task, the urban traffic management center
issues arequest for real-time traffic modeling. Vehicles equipped
with OBUs collect local traffic data (e.g., speed, vehicle count,
congestion level) and download the model required for the
current training round from the SC. These trained local models
are then periodically transmitted to nearby base stations. (6)
Upon receiving local models, base stations forward them to a ver-
ification committee. The setup of this verification committee will
be detailed in Section IV-B. (7) The verification committee eval-
uates the received models and returns the validation loss results
to the base stations. (8) Base stations aggregate the verified local
models to generate the global model. (9) The aggregated global
model is packaged and uploaded to the SC for the next training
round.

To ensure smooth operation, different participants require
specific hardware and network capabilities: Vehicles (Partic-
ipants) should be equipped with OBUs featuring comput-
ing capabilities (e.g., embedded GPUs) and stable wireless
connectivity (5G/V2X). Base Stations (Aggregation Nodes)
need edge computing servers with multi-core processors,
moderate GPU resources, and high-bandwidth internet ac-
cess. Cloud Servers (Miners) must have high-performance
computing clusters to manage MC operations and task
scheduling.

D. MC List Update Proof

For MC, we propose a consensus algorithm based on list up-
dates called Proof of List Update (PoLU). PoLU is implemented
by Algorithm 1, and described as follows.

Algorithm 1: Proof of Lists Update Consensus.

Input: Tasks set .Af,;}m, base stations set Béﬁ}m-
LAt Bt

Output: A;,, Bmt, nonce. t

Initialization: A}, ., = {}, B,c,., = {}, nonce =0.

1:  Cloud server m collects new task requests and packs
them into A}, .
2: for Taska!™' € ALl do
3:  ifa!"'.Requirement is satisfied then
4 AL <AL —al!
5. endif
6: end for
7: Updates Al , « ALl .
8:  Cloud server m creates the new task list as follows:
9: A'il:’n = A?I:'Leﬂl,m/ U AtOTL,T",
10:  Cloud server m collects new base stations and packs
them into B}, ,,-
11:  for Base station b, ' € B! do
12:  if Base station b ! is malfunctioning or malicious
then
130 B, e BGL, -0
14:  endif '
15:  end for
16:  Updates Bt,, ,,, < B..!, ..
17:  Cloud server m creates the new base station list as
follows:
18: B’fﬂ = Bfwwﬂn U Bén,m
190 L= |"47;;L}m| - ‘Af)n,m‘ + |A£Lew,m| + |BZ;L}m| -
IBEnm| + |B:zew,m|
20: for New block is added to blockchain do
21: heyrrent = hash(< nonce, datacyrrent, Rprev >)
22: if hcurrant < L%J ' hdefault then
23: Mining is successful and makes a new block.
24 Break.
25: end if
26: end for

27: Cloud server m broadcasts the new block to the
network and publishes it to the MC.
28: Return A, Bt , nonce.

Suppose that there are M cloud servers in the network in
the i block cycle, denoted by M = {1,2,...M}. The urban
traffic management center posts task requests in the network
along with the rewards to be distributed upon task completion.
The distribution of rewards is not the focus of this paper. Define
a task set A" = {a!,al,...al} of size N, where a! represents
the ™ FL task at mining round ¢. Similarly, the base stations
participating in task a} form a set B = {b},5,..., bl } of size
K. At the i round, cloud server m performs consensus in the
following ways:

1) Consensus preparation: In order to ensure that the mining
process is based on the latest and consistent network status
information, cloud server m first acquires the already
existing task set .Af;L}m and base station set Bf;L}m.

2) Tasks list update: Cloud server m updates the tasks list by
Al = Al UAL, .. where Al represents the

new,m
newly collected tasks set and Afm)m denotes the set of
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Fig. 2. MC block structure.

ongoing tasks. Meantime, tasks that meet the completion
criteria are removed from the task list.

3) Base stations list update: The cloud servers collect idle
base stations capable of participating in FL tasks and
update the list B, = B, ,, UB., ., where B}, ..

represents the newly collected base station set, and Bfm;m
represents the set of currently occupied base stations. Sim-
ilarly, malfunctioning or idle base stations are removed
from the base station set. During the training process,
base stations that engage in dishonest aggregation or mali-
ciously disrupt the consensus process will also be removed
from the base station set. The detailed detection process
will be described in Section IV-C.

4) Mining Process: Cloud servers compete to compute the
hash value of the current block

hcurrent = hQSh(< nonce, datacurrent» hprev >)7 (1)

where nonce is a random number, datacy rent 1S the
hashing output of the current block data, and hpyc, is
the hash value of the previous block. Set hge fquit as the
default difficulty value for mining. Define L = |A},!, | —
IAf)n,m‘ + |‘A?ne'w,'m| + |B(t);L,1m| - IBZn,m| + |B$Lew,7n| as
the list update quantity, where | - | is the set size. Then, for
mining control, the block is successfully generated once

a cloud server obtains the hash value meeting

hcurrent < \‘LJ ' hdefaulta (2)
£
where ¢ is an adjustable normalized parameter, used to
represent the baseline relationship between the mining
difficulty and the number of transactions.

5) Block publishing: Cloud server m broadcasts the gener-
ated block that meets the conditions to the entire network.
When the other cloud servers have received and verified
the legitimacy of the block, they add it to their local MC
and start mining the next block.

E. MC Block Structure

The details of MC block construction are as follows:

1) Block header: The block header primarily contains
essential metadata about the block, including the hash
value of the current block, the hash value of the previous
block, the Merkle root of the transactions, a timestamp, a
difficulty target, and an integer value called Nonce. Similar
to the Bitcoin architecture, the difficulty target and Nonce
work together as part of the PoLU mechanism to validate
the legitimacy of the block.

2) Block body: The block body is made up of two main
parts, one is used to maintain the list of base stations, and
the other is used to record all FL tasks published in the
network. These two lists are packaged into a transaction
and stored in the block body.

As shown in Fig. 2, the base station list maintains a dynam-
ically adjustable set of base stations that records information
about each base station, including address, task participation
volume and task group. The address is used to identify the base
station. The task participation volume is recorded to be used
to design the consensus mechanism of the SC. The task group
represents the FL tasks that the base station has participated in.

The task list maintains the set of tasks currently in progress,
including task requirements, model structure, base station group,
and reward. The task list adjusts dynamically as old tasks are
completed and new ones appear. The task requirement, reward
and model structure are provided by the task requester. Task
requirement establishes the conditions under which the task
terminates. The model structure informs all vehicles of the
details of the model training. The base station group consists of
individuals currently applying to become the base stations of the
task. Reward refers to the compensation earned for completing
the training task.

IV. FEDERAL LEARNING PRIVACY PROTECTION MECHANISM
BASED ON DP

SC is a blockchain structure designed for FL, implementing
an FL framework with DP. This section introduces a committee-
based FL training process and proposes a model aggrega-
tion algorithm with adaptive weight adjustment to enhance
security.
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A. DP Introduction

DP [13] introduces noise into machine learning algorithms to
ensure that the generated model satisfies e-DP, thereby prevent-
ing the inference of individual data records from the model. The
formal definition is as follows:

Definition 1 (e-DP): For any two adjacent datasets D and
D', a randomized mechanism f satisfies e-DP if for all subsets
S C Range(f), the following holds:

Pr(f(D) e S| <e - Prif(D) e 5], (©)

where Pr[f(D) € S] represents the probability that f (D) falls
within S, and S denotes an arbitrary possible output range of the
mechanism f. The privacy budget e controls the privacy-utility
trade-off: a smaller e provides stronger privacy protection but
reduces accuracy.

A key concept in DP is sensitivity [13], which quantifies
the maximum change in the output of a function due to the
modification of a single data record.

Definition 2 (Sensitivity): For a d-dimensional function f :
D — R4, its sensitivity is defined as:

Af = max | £(D) = £(D)]. o)

where || - || denotes the norm. Specifically, /;-sensitivity and l,-
sensitivity correspond to the /;-norm and l,-norm, respectively.
Local DP (LDP) [42] extends DP by allowing clients to
randomize data before sharing. The Gaussian mechanism is a
common method for ensuring DP, where noise 6 ~ N (0, 0?) is
added to the output. Given a failure probability 6 € (0, 1), the
noise scale o must satisfy:
- Af-/21n(1.25/6) )

o> .
€

This ensures (¢, 0)-DP, meaning that the mechanism satisfies DP
with an additional probability of § for exceeding the bound.

B. Federated Learning Scheme Design With DP Protection

As shown in Fig. 1, the FL. communication framework com-
prises an aggregation committee, trainers (vehicles), and a
validation committee. The aggregation committee, formed by
base stations, collects and aggregates local models. Trainers
(vehicles) perform local training, encrypt models, and send
them to the aggregation committee. The validation committee,
periodically reselected, tests local models and provides feedback
to the aggregation committee.

The initial state of the model and the expected number of
iterations (or predetermined precision targets) are derived from
the genesis block. In iteration round ¢, trainers download the
model required for the current round of training from the SC,
and train the model using their local data. Gaussian noise is
added to the local model to perturb it. Given the privacy budget
€ and the failure probability J, each trainer 7 locally computes
the standard deviation of the Gaussian noise as:

__Af-/2I(125]5) ©

where A f represents the sensitivity of its local dataset. Then,
the trainer adds noise £ sampled from a Gaussian distribution
with standard deviation ¢ to the model parameters:

Qf Wl 4,6 ~ N(0,0°1). (7)

In this scheme, trainers are required to submit additional training
parameters, such as the dataset size and the model’s loss function
value, along with their local models to the corresponding base
station. These parameters are used to determine the aggregation
weights. The base station records the received local models and
training parameters locally and forwards them to other base
stations involved in the task. Simultaneously, the models are
distributed to the validation committee. The validation commit-
tee evaluates the models’ performance using their own local
data and reports the computed validation loss to the aggregation
committee. The aggregation committee consolidates all reported
validation losses, calculates the local loss, and records each
validator’s evaluation results.

At the t™ round of the training process, the aggregation
committee selects a specific agent to calculate the weighted
difference of validation losses for each model:

J
|loss§ . — lossﬂ
)

t_ J
WDZ B Z |loss‘. —loss?t
el'9%%i;

)
2 Foveal

®)

where J is the number of verification committee members, lossﬁ
is the loss of model ¢ uploaded by the trainer (referred to as
training loss), loss] ; is the verification loss of model i by the
verifier j. lossame 4 1s the median of the validation loss of model

1, calculated as follows:
1058} 1peq < median(loss; |, 10ss} 5, ..., loss] ;). (9)

In (8), the differences between validation losses and training
losses are considered, and these differences are quantified by
weighted average. In particular, a weight coefficient based on
the median loss is introduced to mitigate the impact of abnormal
loss values on the overall results. After calculating the weighted
differences for all models, the validation score D;? for model
can be defined as follows:

Dt [Me (WD —WD! | < cq- MAD},
170, [WD!—=WD! _,|>cq- MAD?,

where 1Y, = cq- MAD!, — |WD! —WDE .|, cq is a prede-
fined constant that adjusts the sensitivity of the validation score.
M ADY, is the median absolute deviation of the weighted differ-

ence, which is calculated as follows :

(10)

MAD}; « median( |WD{ — WD, 4|, |WDs — WD! 4|,
.oy |WDT = WDy,.4), (11)

where 7' is the number of trainers, the median weighted differ-
ence WD! . is calculated as follows:

WDL. .. < median(WD}, WD}, ..

me ., WDE). (12)

Similar to the validation score DY, the training score of model
i, Lt, is a measure used to quantify the model’s performance on
the training data set. This metric uses a similar framework to D!
but differs in that it is based on the model’s training loss loss!
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and the corresponding median absolute deviation M AD!. The
calculation of the training score L! can be expressed as:

t_ )"?a
= {

where Al = ¢; - MAD} — |losst — loss!, |, ¢ is adefault con-
stant, s1mllar to ¢g. The median absolute deviation M ADf is
calculated as follows:

t— <
\loss% losst .| < e - MADY, (13)

\losst — losst | > ¢ - MADY,

M AD} < median( |l0351 loss! — loss!.

(14)

 |lossh, — lossmed’),

¢; is a default constant, similar to c¢g. The median absolute
deviation M AD} is calculated as follows:

losst ., < median(losst,lossh, ... lossk).  (15)

The design of the training score L} also emphasizes the ro-
bustness of the model on the training data set and also considers
the loss of the model during the training process. Through L! and
D!, the framework quantifies the performance of the model in
the training and validation phases, resulting in a comprehensive
score S’f, calculated as follows:

St = LiDL. (16)

Taking into account the honesty of both the trainer and the
validation committee, the aggregate weight for each model
consists of the model score and the dataset size, i.e.,

t Ni Sf
4% = ST o o
iy Vi
where [V; is the dataset size of trainer 7. Finally, the global model

w!*!is obtained by weighted aggregation of the local model &.
The calculation is as follows:

T
e gl (18)
i=1

After obtaining the global model, the agent uploads the global
model, local model, and validation results to the blockchain.
Trainers download the global model from the blockchain and
commence the next round of training.

a7

C. SC Task Participation Proof

We introduce the Proof of Task Participation (PoTP) consen-
sus mechanism for SC, as detailed in Algorithm 2.

The set of trainers capable of participating in the task a in the
network is defined as 7 = {1, 2, ..., T}, and their local models
in the i round are defined as W! = {w!,w}, ..., wh}. The base
stations (aggregation committee) will perform consensus by:

1) Consensus preparation: In the preparation phase, mem-
bers of the aggregation committee are sorted in descending
order based on their historical task participation to obtain
the list /,. The aggregators in 7/, are in turn responsible
for block generation from highest to lowest, and the ag-
gregator responsible for block generation in this round is
called the agent.

Algorithm 2: Proof of Task Participation Consensus.

Input: FL task a, base station group H,,, trainers set
T=A{1,2,..,T}h
Output A new block.
Trainers obtain the model through the SC block.
2: The aggregation committee ranks its members by the
task participation volume:

3: H., + Sort(Ha)

—

4:  Agent < Top(H.,)
5:  Agent selects a subset of trainers as verifiers randomly,
defined as 7 = {1,2,...,J}.
6: for each trainer;,i € {T — J} do
7: Performs local training.
8:  Gets local model w! and training loss loss!.
9:  Adds Gaussian noise to w!:
@f + wl 4,6 ~ N(0,071).
10:  Sends @/, loss! and dataset size N; to the
aggregation committee.
11:  end for

12:  Distributes the local model @/ to validation committee.
13: for each verifier;, j € J do

14: Uses private dataset to test ! and obtain the verified
loss loss!
15: Uploads loss ; to the agent.

16: end for

17:  Agent Calculates aggregation weight ¢! according to
(8)-(17).

18:  Agent aggregates global model w!™! according to (18).

19: Agent stores w't!, &}, loss| and loss} ; in a new block
and adds his signature in the block header.

20: Agent broadcasts the block to other aggregation
committee members.

21: O [Agent waits in this step for signatures of other
members until all signatures reach.]

22:  Agent publishes the new block to the network with
these signatures.

23:  Append agent to the end of H/,.

24: Return the new block.

2) Local model collection: The agent collects the encryption
model (sz, dataset size /V; and training loss loss§ from the
trainers, and the local models form the set Wé At the same
time, the agent records these training parameters locally.

3) Weight calculation: The agent distributes W to the vali-
dation committee, which evaluates the model using their
respective datasets and returns the calculated validation
losses to the aggregation committee. After the agent re-
ceives all verification losses, the aggregate weight of each
model is calculated according to (8)—(17).

4) Block generation: The agent computes a new round of
global model w'*! according to (18) and writes it to a new
block together with W. Due to the limitations on block
memory, it is impractical to store all local models within a
block. Therefore, the hash values of the local models are
stored in the block for verification purposes.
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5) Block publishing: In a blockchain network, when the agent
builds a new block, it needs to add his signature to the block
header and broadcast it to other aggregation committee
members. Each member will conduct an independent audit
to verify the legitimacy of the new block. A new block will
only be added to the blockchain network if most members
agree that it complies with the rules.

When a member receives a new block, it goes through a series
of verification procedures to ensure compliance and integrity
of the block. This includes: a. Calculation and verification of
data consistency; b. The signatures of the agent and other base
stations. After completing all verification processes, the member
marks the new block as compliant.

If the majority of members fail to verify data consistency,
it indicates that the agent has computational errors or exhibits
malicious behavior. In this case, the agent is marked as a
malicious base station and is prohibited from participating in
subsequent consensus processes. Additionally, if a base station
repeatedly fails to respond during multiple rounds of consensus
or consistently votes against the final consensus result, it will
be marked as a problematic base station and similarly banned
from future participation. Base stations exhibiting either of these
behaviors will be removed from the base station set by the cloud
server during the PoLU consensus process.

D. SC Block Design

As shown in Fig. 1, SC is built by linking its genesis block
to MC. When a block containing task a exists in the MC and
satisfies the longest chain principle, the base station of the task
will create its genesis block. The task index, task requirements,
model structure, base station group, reward and termination
conditions are packaged into a transaction and stored in the block
body. The block header is similar to that of an MC block.

In SC, each block except the genesis block is mainly used to
store information about each round of FL training, including a
new round of global model w't1 the hash values of the local
models (Z)f, training losses and validation losses. In addition,
honest trainers and verifiers can verify whether their results have
been tampered with by looking at the stored data in the block. It
can be verified that the aggregation committee performs honest
aggregation according to the following steps:

1) Using the losses in the block, calculate the aggregate

weight ¢ for each model according to (8)—(17).
2) Using the local models in the block, calculate the global
model @'*! according to (18).

If the following equation is true, then the polymerization

process is honestly calculated:

t+1

ot = ttl

19)

E. Security Analysis

1) Fork Problem: In the MC, we employ a PoLU consensus
mechanism similar to PoW. Consequently, it is possible for
multiple cloud servers to successfully mine blocks simultane-
ously, resulting in forks in the MC and rendering FL training
conflicting. To address this, we adopt the longest chain rule.

After a block for task a is mined, we wait for six subsequent to
ensure the longest chain is established before creating the SC and
initiating training for the task, rather than starting immediately.
In the PoTP consensus of the SC, base stations take turns acting
as the agent to produce blocks, ensuring no forking occurs.

2) Sybil Attack: Whenever a task requester publishes a task,
areward is submitted as compensation for collaborative training.
Therefore, if the requester initiates an attack by creating multiple
fake identities or submitting multiple task requests, they must
also submit the corresponding amount of currency, making such
attacks unprofitable.

3) Single Point of Failure and Inference Attack: Base stations
take turns as the agent to aggregate and store training data in the
blockchain. This design not only enhances the credibility of the
system, but also effectively eliminates the risk of single points of
failure. To guard against inference attacks, trainers add DP noise
for encryption before uploading their local models. Below, we
provide a formal analysis demonstrating how adding DP noise
to model parameters can defend against inference attacks.

Assumption I Given afunctionf: D — R¢ with L,-sensitivity
Af =maxp p || f(D) — f(D')]]2, the Gaussian mechanism is
defined as:

M(D) = f(D) +¢, (20)

where £ ~ N(0,0%1) denotes a random variable that follows a
multivariate Gaussian distribution with mean zero and covari-
ance o1.

Corollary 1 (Resistance to Inference Attacks): Suppose an
adversary attempts to determine the presence of a specific record
in the dataset based on the observed output of the Gaussian
mechanism. The maximum probability that the adversary cor-
rectly identifies the presence or absence of the target data point
is:

L e/@m@1.25/8))

+ 567 , 21

SN

Pr[Success] <

where € and § are privacy parameters.
Proof: Let D and D’ be neighboring datasets differing by one
entry. Under the Gaussian mechanism:
M(D) = f(D) +e,
M(D') = f(D') +e, (22)

where € ~ N(0,0°1). The adversary’s optimal strategy is to
apply a likelihood ratio test:

pelD) [z (D)~ |z~ F(D)I3
plz| D) p( 207 ) *9

Expanding the quadratic terms and applying the Cauchy-
Schwarz inequality yields:

p(]D) AP a— f(D)]a- Af
(D) = P ( 207 " o ) :

By Chernoff Bound, the probability that ||z — f(D)||, devi-
ates significantly is upper-bounded by:

(24)

Pr(|z — f(D)|l2 > ko) < 2e%/2. (25)
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Setting k = ¢/+/21n(1.25/0) leads to (21). This result demon-
strates that the Gaussian mechanism effectively limits the ad-
versary’s success rate to near-random guessing for sufficiently
small e.

4) Collusion Attack: In a collaborative FL environment, col-
lusion attacks pose a major security threat. In this mode of attack,
multiple participants may secretly band together to gain access
to information they should not have. Specific collusion attack
situations may exist as follows:

1. Trainer-Verifier Collusion Attack: Assume a malicious
trainer uploads a toxic model w;,,4;, and a colluding verifier
manipulates their reported validation loss to reduce the
perceived error for the toxic model and increase the loss
values for other benign models.

Analysis: In the presence of a malicious trainer-
verifier collusion, when calculating the model’s loss
difference, defined as (8): WD! = Zj:l(\loss‘;j —
loss! )/(e”oss?flo”i‘med‘). The loss difference of the
malicious model W D!, . will deviate significantly from
the benign model’s difference WDj_, and the median
difference W D!, _,, since most verifiers are honest, the
following relationship holds:
WD, >WD,,., , WD! . >WD!

med*

(26)

By (10), the malicious model’s loss difference exceeds the
threshold, and its validation score Dfnal is set to zero:

~WD:

med

D ., =0, if |WD!

mal

| >cqg- M AD;
27)
Combining (16) and (17): ¢’ ., = (NpmaLt, ;DL 1)
/(L N;LIDY). Since D!, =0, the aggregation
weight g%, ., = 0. This ensures that the malicious model is
entirely excluded from the global model aggregation.

2. Trainer-Agent Collusion Attack: Assume a malicious
trainer submits a toxic model and colludes with the agent
to increase its aggregate weight by modifying the weighted
difference or final aggregate weight.

Analysis: Since verification losses are recorded on the
blockchain, they are immutable and traceable. The ag-
gregation process is expressed by (8)—(18): w!t! «
ZL(ML?D?/ET:] N;iL;D})&;.

The calculated training loss loss! and verification loss
lossﬁ’ ; are verifiable against the immutable records on the
blockchain. Any manipulation by the agent is detectable
when recalculating the loss differences from recorded data.
Thus, discrepancies between the chain-stored values and
agent-calculated values signal malicious behavior.

3. Verifier-Agent Collusion Attack: Assume a verifier col-
ludes with the agent by selectively modifying valida-
tion losses to either amplify or suppress the weighted
difference.

Analysis: Suppose the verifier reports a manipulated loss
value loss! .. near the trainer’s original training loss
losst to reduce the weighted difference. By (8), this change
is detected since the majority of honest verifiers maintain
correct loss values, keeping the median loss! 4 Stable,

i,me

the following relationship holds:
wD! s>WD. , WD!

man ben man

> WD?

med*

(28)

Consequently, the manipulated model is penalized by

(10), the manipulated model’s loss difference exceeds the

threshold, and its validation score D!, is set to zero:

Dt ..=0, if |WD!  —WD! .|>cq- MADE.
Furthermore, if the agent manipulates verification losses
to influence the final model aggregation, discrepancies in
the blockchain records will expose the inconsistencies.

4. Trainer-Verifier-Agent Collusion Attack: Assume a mali-
cious trainer, verifier, and agent collaborate to manipulate
the system by increasing the toxic model’s weight while
reducing its observed loss.

Analysis: Even if the malicious verifier reduces the vali-
dation loss, (8) ensures that honest verifiers amplify the
loss difference, i.e., WD! , > WD} ., WDt >
WD! _,. Additionally, DP noise (added as N(0,07))
ensures that any compromised local model cannot be
effectively exploited in inference attacks, i.e., maxi-
mum probability of attack success: Pr[Success] < J +
Lo—€/(21n(1.25/5))
2
Suppose the malicious agent attempts to alter the final
model weights: w!™! = 37T ¢f&!. Since ¢ is determined from
immutable blockchain-stored values, tampering with model
weights is detectable by verifying w’*! against recalculated
values from trusted records.

V. EXPERIMENTAL EVALUATION

This paper implements FLSB based on Go 1.20 and Python
3.10.11, where Go is used to build shared blockchains, and
PyTorch 2.0.1 is used to train the model and generate noise. The
sharded blockchain nodes use Go’s native RPC framework to
communicate with each other and interact with the Python-based
Tornado HTTP server through Go’s native HT TP client, handing
the model over to the training server for training, validation, and
aggregation. The experiment was run on a computer with an
Intel i5-13400 CPU (2.50 GHz, 10 cores), 32 GB DRAM, and
NVIDIA RTX 4070 Ti GPU.

A. Experimental Parameter Settings

1) Blockchain Settings: All nodes run in a local server en-
vironment. In the PoLU consensus mechanism of MC, set the
default hash difficulty hge fquit to 260 and the parameter £ to 1.
The transaction capacity of each block is capped at a maximum
of three transactions. Five cloud server nodes on the MC are
responsible for the maintenance of the chain. Five base stations
are appointed to form an aggregation committee for each FL
task on the SC.

2) Federated Learning Settings: The performance of the
FLSB scheme is assessed using the handwritten digit dataset
MNIST, the image classification dataset CIFAR10, and the
traffic sign recognition dataset GTSRB.

e MNIST: The MNIST dataset contains 60,000 training sam-

ples and 10,000 test samples. Each sample is a 28x28
grayscale image containing digits from 0 to 9. A model
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Fig. 3. Number of FL task iteration rounds executed per second for FLSB
with different numbers of sharded chains.
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with 2 convolutional layers and 2 fully connected layers is
used for training.

CIFARI0: The CIFARI10 dataset includes 50,000 training
samples and 10,000 test samples. Each sample is a 32x32
colorimage categorized into 10 classes. The VGG11 model
is used for training.

GTSRB: The GTSRB dataset contains approximately
39,000 training samples and 12,000 test samples. Each
sample is a color image with varying resolutions, typically
around 30x30 to 50x50 pixels, depicting traffic signs from
43 different classes. The ResNetl8 model is used for
training.

Considering practical scenarios, we distribute the dataset to
20 trainers using a Dirichlet distribution with a heterogeneity
factor of a = 1.0, and select 10 trainers to form a validation
committee. Each trainer performs SGD updates locally, with a
learning rate of 0.01, momentum of 0.5, and a batch size of 64.
For the setup of DP noise, the parameters are (0.25,107°)-DP
for MNIST, (1,107)-DP for CIFAR10, and (1.5,1073)-DP for
GTSRB.

B. Baseline FL Algorithms and Attacks

We compares the FLSB with the following FL schemes:

1)

2)

3)

FedAvg [3]: FedAvg calculates the average of all the local
models uploaded as the global model.

Median [33]: Median divides local models into k batches,
computes the mean of each batch, and takes the geometric
median of these means as the global model.

FL-RAEC [41]: FL-RAEC uses an autoencoder to filter
malicious models after the models are added with DP
noise before 775! (set to 40) and evaluates model scores

14{ CZ2 training
[0 verification
12 aggregation 10.9
10 52 total
g, 8.2
E 6‘.\9
=6 < 5.0
4 % <
&
2 1212 1.2 1.3
oL o4 4
15 30 60
Total number of nodes
(a)
20
18 EZA training
0 verification 16.0
16 : aggregation
14| 22 total 12.4
Z12 10.7
o
£
s
6 6.1
4 3.0 > 2.93.0 3.1
ol 71516 VTUV 1.8
0 / <, "/t
15 30 60
Total number of nodes
(b)
35
training
30| 53 verification 27.8
aggregation
25| 22 total
220 o4 20.1
o
£
g15 12.4
10 >
49 5658 £16.5
1 4[—--2‘9 1.3 1.4
0

30 60
Total number of nodes

©

Fig.5. The time spent in each phase of deploying different numbers of nodes.
(a) MNIST. (b) CIFAR10. (c) GTSRB.

through validator rounds afterward, assigning aggregation
weights based on both for global model calculation.

4) Biscotti [25]: Biscotti uses a noise committee to add DP
noise to training models, a validation committee with the
Multi-Krum algorithm to detect poisoned models, and an
aggregation committee with Shamir’s Secret Sharing for
secure global model aggregation. Additionally, the DP
noise and models are stored on a blockchain.

5) RoHFL [11]: RoHFL uses a logarithmic normalization
mechanism to handle scaled gradients from malicious
vehicles.

6) RSAM [12]: RSAM securely aggregates the global model
by calculating the approximate median of local models
from vehicles using a divide-and-conquer approach.

We evaluates FLSB against the state-of-the-art attacks:

1) Poisoning attack based on Generative Adversarial Nets
(PGAN) [43]: Initially, the attacker enhances the accuracy
of the global model through standard training. At prede-
termined intervals (set to 70 rounds for MNIST and 150
rounds for CIFAR-10), the attacker employs Generative
Adversarial Networks to craft adversarial samples for
training the local model.

2) Static Optimization (STAT-OPT) [39]: The attacker con-
strains the poisoned model w} as w}; = wr. — As, where
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A > 0. wg, is the global model received from the server,
and s is the column vector of the direction of change for
global model parameters. Additionally, f — 1 (f indicates
the maximum number of attackers) other compromised
local models are crafted to approximate w}, with their
distance to w/ not exceeding e.

Edge-case backdoor attacks (Edge-Case) [40]: The at-
tacker tests the pre-trained model using a set of special
and ordinary samples, collecting output vectors from the
last layer to fit a Gaussian mixture model. A backdoor
is implanted into the model, causing it to output specific
labels for certain inputs.

3)

C. Blockchain Performance Analysis

This subsection assesses the system’s parallelism and tests the
overhead at various stages of the training process.

1) Throughput: Due to hardware resource limitations, each
sharded chain is configured with three trainers and one verifier.
To evaluate FLSB’s capability in handling multiple tasks, we
simultaneously deploy 1 to 10 tasks in the network. To minimize
the impact of varying task completion times, we use the same
dataset, MNIST, for all tasks.

As shown in Fig. 3, when the number of sharded chains in
FLSB increases from 1 to 10, the system’s TPS, defined as the
number of FL task iteration rounds that the FLSB framework
can execute per second, reaches 2.31, demonstrating a linear
growth trend. Fig. 4 further illustrates that as the number of
FL tasks increases, the configuration time of sharded chains
grows linearly, indicating the security and stability of the main
chain’s consensus mechanism in initializing sharded chains.
Meanwhile, the task completion time increases only slightly,
primarily due to factors such as heterogeneous computing capa-
bilities among nodes and the increased network load resulting
from a larger number of total nodes. This also indicates that once
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the sharded chains are established, the system can efficiently ex-
ecute concurrent FL tasks, aligning with the expected outcomes
of this study.

2) SC Performance Overhead: Fig. 5 displays the average
execution time per node at various stages under three different
deployment scales of node numbers (i.e.,15, 30, and 60 nodes).
The experimental results show a slight increase in total over-
head as the number of nodes doubles, attributed primarily to
additional expenses incurred during the validation phase. The
calculation results show that the overhead for nodes to upload
training data to the SC and download the global model remains
nearly constant, with 4.1 s, 4.8 s, and 7.4 s for the MNIST,
CIFARI10, and GTSRB datasets, respectively.

D. Federated Learning Outcomes Analysis

To test the ability of FLSB to resist attacks, we compares
FLSB with state-of-the-art (SOTA) robust aggregation methods:
FedAvg, Median, FL-RAEC, Biscotti, RoHFL,and RSAM. Both
standard and SOTA poisoning attacks are considered in the
evaluation. The standard poisoning attacks include the extra
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Fig. 9. Model scores under different collusive attack scenarios. (a) False loss,
false verification. (b) Honest loss, false verification.

noise attack and random weight attack, which represent com-
mon and relatively simple adversarial strategies. In contrast,
the SOTA poisoning attacks encompass more advanced and
effective methods such as PGAN, STAT-OPT, and Edge-Case,
which are designed to bypass traditional defenses and pose
greater challenges to FL systems.

1) Standard Poisoning Attack: In this experiment, since Ro-
HFL does not use DP, we employ a similar random weight
attack as a substitute, where malicious participants scale the
original model weights. In other schemes, malicious participants
introduce additional noise into the model to launch attacks.
Fig. 6 illustrates the impact of different proportions of mali-
cious nodes on model accuracy across MNIST, CIFAR10, and
GTSRB datasets. It can be observed that even when the propor-
tion of malicious nodes reaches 45%, FLSB maintains strong
robustness with minimal impact from poisoning attacks. In
contrast, other schemes exhibit varying degrees of performance
degradation. Notably, on the CIFAR10 dataset, poisoned models
show slow convergence rather than a direct accuracy drop.
Studies suggest that poisoning initially acts as a form of reg-
ularization but ultimately prevents the model from converging
to a usable performance.

2) SOTA Attacks: We will further test the robustness of
FLSB using SOTA attacks, and the proportion of malicious
nodes is set to 20%, as shown in Fig. 7.

In PGAN attack, FLSB demonstrates superior resistance,
while FedAvg, Median and RSAM fail, showing rapid accu-
racy declines, and FL-RAEC suffers from accuracy fluctuations
due to autoencoder limitations. Biscotti and RoHFL perform
relatively well, resisting most attacks. In STAT-OPT attack,
Biscotti exhibits the poorest performance as poisoned models

within an e-distance are more likely to be selected. FedAvg,
Median, FL-RAEC, RSAM and RoHFL show better accuracy
curves but still struggle to withstand the attack, whereas FLSB
achieves higher accuracy by detecting attack models based on
validation loss. For Edge-Case attack, Biscotti, RoOHFL and
FLSB display strong robustness due to large norm differences
caused by poisoned datasets. Median and RSAM exacerbate
the attack process, resulting in accuracy lower than FedAvg.
FL-RAEC completely fails to detect Edge-Case models, causing
a severe accuracy drop.

3) Collusion Attack: Fig. 8 depicts four scenarios of the
“Trainer-Verifier” collusion attack, in which malicious trainers
launch extra noise attacks and the proportion of malicious nodes
is 45%.

a) As shown in Fig. 8(a), in this scenario, the malicious
trainers upload fake low training losses, and the col-
lusion verifiers generate false low validation losses for
them, but perform honest validation on the other models.
This mode of attack is relatively weak against FL-RAEC
and the global model accuracy stabilizes at about 90%.
Unlike the scenario in Fig. 8(a), Fig. 8(b) shows that
FL-RAEC’s accuracy drops dramatically at the 40" round
when the collusion verifiers deliberately amplify the loss
values of other models. This is because this behavior
disrupts the normal verification process and gives ma-
licious models a disproportionate share of the weight
aggregation.

b) InFig. 8(c), malicious trainers upload true training losses,
while collusion verifiers still generate false low validation
losses but maintain honest validations of other models.
Similar to the attack mode depicted in Fig. 8(a), the accu-
racy of FL-RAEC still shows a declining trend. Fig. 8(d)
further explores a similar but more dangerous attack pat-
tern as Fig. 8(c), where the collusion verifiers amplify
other models’ losses simultaneously. This is similar to
the result in Fig. 8(b), resulting in a sharp decline in the
accuracy of FL-RAEC after the 40t/ iteration.

In contrast, FLSB, by utilizing both training scores and vali-
dation scores as metrics, ensures that trainers and validators can-
not collude with each other, successfully eliminating malicious
models. Thus, it achieves accuracy levels close to the baseline
in all four collusive attack scenarios.

E. Ablation Study

1) Model Score: To evaluate the effectiveness of the model
score algorithm in FLSB for detecting malicious models, we
test the training, validation, and total scores under the “Trainer-
Verifier” collusion attack.

In Fig. 9(a), the malicious trainers upload fake low training
losses, and the collusion verifiers generate false low validation
losses for them. It can be seen that because the malicious trainers
upload the fake low training losses, the training scores of all
models are roughly the same (the blue squares in the plot
inside the plot). During the validation phase, by applying MAD
as an anomaly detection mechanism, the validation scores of
malicious models are reduced to O (in Fig. 9(a), indicated by
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red circles). Correspondingly, the benign models achieve higher
total scores (the green triangles in Fig. 9(a)).

In Fig. 9(b), the observations are in stark contrast to those
in Fig. 9(a). In this scenario, the malicious trainers choose to
upload actual training losses. This behavior results in all models
obtain roughly identical validation scores (the red circles in
Fig. 9(b)). However, the training loss values of malicious models
are significantly higher than those of benign models, indicating
lower training scores (indicated by blue squares in Fig. 9(b)).
Thus, the benign models obtain higher total scores (the green
triangles in Fig. 9(b)).

2) Robustness of the Number of Nodes to FLSB: We measure
the system’s robustness by varying the number of participants.
The proportion of malicious nodes is set to 30%.

As shown in Fig. 10, on MNIST, CIFAR10 and GTSRB
datasets, FLSB demonstrates high accuracy performance simi-
lar to scenarios without attacks. The experiments indicate that
whether changing the number of trainers (e.g., 10, 20, 40) or
the size of the validation committee (e.g., 5, 10, 20), FLSB can
effectively identify and resist malicious attacks, proving that the
number of participants has little impact on FLSB’s robustness
and anti-attack capabilities.

3) Convergence Speed: This experiment takes into account
both model accuracy and communication overhead, comparing
FLSB with FedAvg using 30 nodes.

The convergence of both systems is shown in Fig. 11. On the
MNIST dataset (Fig. 11(a)), both systems achieve 97% accuracy
at 1,767 s, but FedAvg reaches this accuracy earlier at 372 s.
Similarly, on CIFAR10 (Fig. 11(b)), both systems achieve 85.8%
accuracy at 24,914 s, while FedAvg reaches it earlier at 14,034 s.
On GTSRB (Fig. 11(c)), both systems reach 83.9% accuracy at

4,100 s, but FedAvg achieves it first at 2,330 s. Overall, FLSB
requires approximately 4.75x, 1.78x, and 1.76x more time
on MNIST, CIFAR10, and GTSRB, respectively. These results
indicate that while FLSB incurs higher computational costs, it
remains cost-effective, especially for deeper model structures.

VI. CONCLUSION

In conclusion, this paper presents FLSB, a secure Federated
Learning framework based on Sharded Blockchain, specifically
designed for IoV environments. By leveraging sharded block-
chain technology, FLSB effectively addresses the challenges of
executing parallel FL tasks while ensuring enhanced security.
The framework incorporates a PoLU consensus mechanism for
the main chain to manage FL tasks and allocate participants
fairly and reliably. Additionally, the PoTP consensus
mechanism, integrated with the FL training process, defends
against inference attacks and poisoning attacks while
maintaining trustless model aggregation. Experimental results
validate the high parallel processing capabilities, transparent
and verifiable training processes, and robust defenses against
various attacks, highlighting FLSB’s potential to significantly
advance secure and efficient FL in IoV scenarios. Further
research can be conducted to improve training efficiency and
reduce latency, thereby enhancing the practicality of the FLSB
framework for IoV.
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