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Abstract—This paper investigates backdoor attacks in image-
oriented semantic communications. The threat of backdoor attacks
on symbol reconstruction in semantic communication (SemCom)
systems has received limited attention. Existing research on back-
door attacks targeting SemCom symbol reconstruction primarily
focuses on input-level triggers, which are impractical in scenarios
with strict input constraints. In this paper, we propose a novel
channel-triggered backdoor attack (CT-BA) framework that ex-
ploits inherent wireless channel characteristics as activation trig-
gers. Our key innovation involves utilizing fundamental channel
statistics parameters, specifically channel gain with different fading
distributions or channel noise with different power, as potential
triggers. This approach enhances stealth by eliminating explicit
input manipulation, provides flexibility through trigger selection
from diverse channel conditions, and enables automatic activation
via natural channel variations without adversary intervention. We
extensively evaluate CT-BA across four joint source-channel coding
(JSCC) communication system architectures and three benchmark
datasets. Simulation results demonstrate that our attack achieves
near-perfect attack success rate (ASR) while maintaining effective
stealth. Finally, we discuss potential defense mechanisms against
such attacks.

Index Terms—Deep learning, semantic communication, back-
door attacks.

I. INTRODUCTION

THE rapid evolution of sixth-generation (6G) mobile com-
munication systems has imposed unprecedented demands

on bandwidth and throughput to support emerging applications
such as extended reality cloud services, tactile internet, and
holographic communications [1]. To address these challenges,
the research community has shifted focus to the semantic level
in the three-level communication theory [2]. The data-driven
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approach of end-to-end (E2E) communication systems has laid
the foundation for semantic communication (SemCom) systems.
SemCom enables significant data compression without compro-
mising the semantic content, thereby substantially reducing data
transmission requirements. Consequently, compared to tradi-
tional communication systems, SemCom demonstrates superior
performance by operating effectively at lower signal-to-noise
ratios (SNR) or bandwidths while maintaining enhanced trans-
mission quality under equivalent conditions [3].

Recent advances in SemCom systems leverage deep learning
(DL) techniques [4]. However, the inherent “closed-box” nature
of neural networks makes them vulnerable to adversarial attacks,
particularly backdoor attacks [5]. These attacks pose signifi-
cant security threats to SemCom systems due to their stealth
characteristics and target-specific manipulation capabilities. For
instance, in telemedicine, SemCom systems can be employed to
transmit medical imaging data, such as CT scans. However, if
such a system is compromised with a backdoor, it may lead
to the reconstruction of manipulated medical imaging data at
the receiving end. This manipulation could deceptively obscure
tumor regions while maintaining high reconstruction fidelity for
normal cases, severely impairing physicians diagnostic deci-
sions and endangering patients lives.

Traditional backdoor attacks aim to misclassify poisoned
inputs into predetermined categories while maintaining normal
performance on clean inputs [6]. Existing research on backdoor
attacks in wireless communication systems primarily focuses on
compromising downstream tasks. Representative works include
attacks targeting signal classification [7], computation offload-
ing decisions [8], RF fingerprint-based device authentication [9],
and mmWave beam selection systems [10]. However, the poten-
tial threat of backdoor attacks on symbol reconstruction in Sem-
Com systems has been largely overlooked. This security concern
poses a more severe risk compared to traditional backdoor
attacks that primarily cause classification errors. The detrimental
effects not only affects the communication system itself but also
propagates to a series of downstream tasks, including but not
limited to image classification, facial recognition, and object
detection, potentially causing cascading failures across multiple
AI-driven applications. Zhou et al. identified the potential for
backdoor attacks to manipulate reconstructed symbols in Sem-
Com systems [11]. They used a pattern on the input image to
trigger the backdoor and named it backdoor attack on semantic
symbol (BASS).
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Fig. 1. Illustration of our proposed CT-BA scheme, where backdoor activation
leverages the fundamental physical properties of wireless channels. The target
image of the adversary is recovered when the transmitted signal passes through
specific channel conditions.

Considering that SemCom systems can enable efficient data
transmission and affect the security of a wider range of appli-
cations, it is critical to investigate potential backdoor threats to
SemCom systems. However, existing research suffers from the
following limitations:
� Explicit Trigger Dependency: The BASS methodology

follows the conventional backdoor attack paradigm in com-
puter vision by explicitly embedding triggers into input
samples to activate malicious model behaviors. However,
this approach has become widely recognized in the security
community and exhibits notable limitations when con-
fronted with defense mechanisms such as trigger pattern
reverse-engineering [12] or input sanitization [13]. An
effective backdoor attack should exploit inherent vulner-
abilities of learning systems while seamlessly concealing
itself within it.

� Input-Level Manipulation Assumption: The feasibility of
BASS implementation critically depends on a fundamental
assumption that adversaries possess privileged access to
manipulate user inputs during the inference phase by inject-
ing predefined triggers. However, this exhibits limitations
in applications with stringent input validation and access
control mechanisms [14].

To address these limitations and uncover deeper system vul-
nerabilities, this paper proposes channel-triggered backdoor
attack (CT-BA), a novel semantic symbol backdoor attack
that circumvents the above constraints. We turn our attention
to wireless channels, as shown in Fig. 1, CT-BA activates
backdoor when transmitted symbols passes through specific
backdoor channel. On one hand, the trigger in CT-BA remains
invisible because it exploits physical-layer parameters. On the
other hand, the inherent openness and time-varying nature of
wireless channels provide adversaries with substantial oper-
ational flexibility, enabling backdoor triggering even without
active adversary participation. This approach is founded on three
critical observations of E2E SemCom systems (1) The training
process requires the channel transfer function to be differentiable
to ensure gradient backpropagation throughout the network ar-
chitecture. During this process, the gradient computation are
directly affected by both the channel gain and the additive
gaussian noise. (2) Statistical parameters of wireless channels
can be considered as channel characteristics, effectively dis-
tinguishing different channel conditions. (3) In practical wire-
less communication scenarios, channel conditions exhibit dy-

namic time-varying characteristics and may experience severe
degradation, including deep fading and burst interference. The
first two characteristics ensure effective backdoor training across
different channel conditions during the learning phase, while the
third feature enables the backdoor to be triggered automatically
in a stealthy manner. Specifically, we introduce two trigger
strategies, theH-trigger and then-trigger. TheH-trigger utilizes
channel gains with distinct distributions as the trigger, while the
n-trigger employs noise signals with different power as the trig-
ger. Both trigger incorporate multiple configurable parameters,
providing adversaries with the flexibility to construct diverse
triggers across different dimensions and operational scenarios.

Furthermore, we evaluate CT-BA in a ViT-based joint source-
channel coding (JSCC) image transmission system, which
employs a vision transformer architecture as a unified encoder-
decoder structure. Unlike CNNs that learn image semantic fea-
tures from local to global within a limited receptive field, ViT
utilizes a global self-attention (SA) mechanism to represent se-
mantic features with higher discriminability [15], thus allowing
comprehensive validation of CT-BA attack effectiveness across
diverse scenarios and datasets. We also apply CT-BA to three
typical E2E SemCom systems: BDJSCC [16], ADJSCC [17],
JSCCOFDM [18] and VIT-MIMO [19].

Our main contributions can be summarized as follows.
� Channel-triggered backdoor attack: We proposes CT-BA,

a novel semantic symbol backdoor attack method that
utilizes wireless channel as triggers. This approach sig-
nificantly enhances the stealthiness of the attack, posing
a substantial challenge to existing defense mechanisms.
Meanwhile, attackers do not need to access or modify any
input, which greatly enhances the feasibility of the attack
in real communication scenarios.

� Multiple configurable triggers: The proposed trigger
strategies is designed in a decoupled manner, providing
enhanced flexibility and diversity. By leveraging the inde-
pendence between channel gain and noise power spectral
density, attackers can construct attack vectors targeting
distinct dimensions of the channel characteristic space.

� Comprehensive simulation and evaluation: Numerical ex-
periments show that our CT-BA can achieve excellent
hiding performance across multiple datasets and models,
and the backdoor tasks also demonstrate outstanding per-
formance. We also demonstrate its robustness to different
channel. Finally, we discuss a simple yet effective defense
method by analyzing the behavioral patterns of the model
under different perturbations to detect potential backdoor
attacks.

The remainder of the paper is organized as follows. Section II
discusses the related work. Section III provides the problem
statement and victim model. Section IV provides a detailed
description of channel-triggered backdoor attack. Section V
presents the experimental evaluations and analysis. Finally, Sec-
tion VI concludes this paper.

II. RELATED WORKS

This section describes related works on semantic communica-
tion and backdoor attacks on wireless communication. We also
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Fig. 2. Comparison of backdoor attack paradigms. Top: Backdoor attacks on image classification, where triggers are embedded into the input to mislead the
classifier into predicting an incorrect hard label. Bottom: Backdoor attacks on semantic symbol reconstruction, contrasting input-domain trigger methods (BASS,
CSBA) which require manipulating the source image, with the proposed Channel-Triggered Backdoor Attack (CT-BA) where the trigger is concealed within
wireless channel statistics (channel domain) while maintaining a clean input.

outline the research gaps in backdoor attacks targeting semantic
communication.

A. Semantic Communication System for Image Transmission

SemCom represents a paradigm shift in data transmission,
moving from traditional bit-centric approaches to focusing on
the semantic meaning of transmitted information [20]. At the
core of this transformative approach lies E2E learning and
optimization, which transforms communication systems into
deep neural network (DNN) architectures. [21] first propose
DeepJSCC, a DL-based joint source-channel coding (JSCC)
approach for natural language transmission over noisy chan-
nels. Building on this, [16] introduce an image transmission
DeepJSCC (BDJSCC) across wireless networks, employing an
autoencoder while treating the channel as a non-differentiable
constraint layer. Subsequent research has further advanced
DeepJSCC. For instance, adaptive-bandwidth image transmis-
sion strategies [22], [23] address fluctuating bandwidth chal-
lenges, while the attention module-based DeepJSCC (AD-
JSCC) [17] mitigates the SNR-adaptation problem. Addition-
ally, feedback-based DeepJSCC schemes [24], [25], [26] incor-
porate channel output feedback for improved performance. Fur-
thermore, DeepJSCC has been extended to orthogonal frequency
division multiplexing (OFDM) systems [18], [27], integrating
domain-specific signal processing techniques such as channel
estimation and equalization. Constellation design challenges
in DeepJSCC-based SemCom have also been addressed [28],
[29]. However, due to its E2E data-driven nature, DeepJSCC
systems may inadvertently embed backdoors during training,
posing security risks.

B. Backdoor Attack on Wireless Communication

The investigation of backdoor attacks originated in the field
of computer vision, primarily focusing on image classification
tasks. As shown in Fig. 2 (top), initial studies, such as Bad-
Nets [30], introduced visible patch-based triggers, where a fixed
pixel pattern is stamped onto the input image to induce mis-
classification. Subsequently, researchers explored more stealthy
triggers, including the injection of additive white Gaussian noise
or invisible perturbation patterns [31], to make the trigger less
perceptible to human observers. Further advancements led to
semantic backdoor attacks [32], where the poisoned samples
are conceptually identical to benign images. In this scenario,
the trigger is defined by the natural coexistence of specific
semantic objects (e.g., an image containing both a “bird” and
a “person” triggers the model to classify it as a “car”). Addition-
ally, state-of-the-art methods like WaNet employ elastic warping
fields to generate imperceptible geometric triggers [33], further
challenging detection mechanisms.

With the extensive deployment of deep learning techniques in
the physical layer, the threat of backdoor attacks has inevitably
extended into wireless communication systems. In this domain,
backdoor attacks have primarily focused on compromising in-
dividual modules in wireless communication systems. For in-
stance, in DL-based modulation recognition systems, an adver-
sary may inject phase-shifted signals as triggers into the wireless
channel, causing the recognition system to misclassify inputs
as a specific modulation type [7]. In reinforcement learning-
based computation offloading tasks, an adversary can manipu-
late the reward function to induce the decision-making system
into generating suboptimal decisions [8]. In DNN-based RF
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Fig. 3. E2E image transmission tasks.

fingerprinting authentication systems, unauthorized users can
bypass the authentication mechanism by transmitting carefully
crafted trigger signals [9]. In user-location-based DL mmWave
beam selection systems, adversaries can strategically place ob-
jects in the environment to trigger the system into selecting
suboptimal beams [10].

Despite these developments, the potential threat of backdoor
attacks on symbol reconstruction in SemCom systems remains
understudied. As illustrated in Fig. 2 (bottom), early investi-
gations into this area, such as the work on backdoor attack
on semantic symbol (BASS) [11], explored the vulnerability
of SemCom by introducing explicit trigger patterns directly
into the input images to manipulate the reconstructed output.
More recently, the covert semantic backdoor attack (CSBA) [34]
was proposed as a more stealthy alternative, particularly within
the context of SemCom-enabled intelligent connected vehicles.
CSBA leverages the inherent semantic content of transmitted
images, such as road signs, as the trigger, eliminating the need
for explicit artificial triggers. In contrast, our work innovatively
shifts the focus of backdoor triggers from the input domain to
the wireless communication channel itself. This paradigm shift
unlocks new attack vectors and necessitates a re-evaluation of
security considerations in SemCom.

III. PRELIMINARIES

This section provides a systematic overview of the founda-
tional concepts and existing approaches in end-to-end learned
JSCC systems. Subsequently, we introduce a state-of-the-art
JSCC architecture, which serves as our evaluation platform for
backdoor attacks.

A. Semantic Communication Problem

Semantic communication problems are typically formulated
as E2E transmission tasks. In this work, we focus specifically on
image transmission, as illustrated in Fig. 3, where the transmitter
is a joint source-channel encoder. The encoder uses the encoding
function fθ : Rn → C

k to map the n-dimensional input source
image x to a k-dimensional output complex-valued channel
input z, and it satisfies the average power constraint. The encoder
function fθ is parameterized using a neural network with param-
eters θ. The Bandwidth Ratios is defined as R = k

n . Following
the encoding operation, the channel input z is sent over the
communication channel by directly transmitting the real and

imaginary parts of the channel input samples over the I and Q
components of the digital signal. The channel introduces random
corruption to the transmitted symbols, denoted by η : Ck → C

k.
In order to optimize the communication system in an end-to-end
manner, the communication channel is implemented as a non-
trainable neural network layer with signal transformation:

ẑ = η(z) = Hz + n (1)

where H represents the channel gain and n denotes additive
noise. Note that the channel transfer function is fully differen-
tiable given realizations of random channel parameters. It means
that the gradients from the decoder can propagate back to the
encoder through a particular realization of the channel when the
end-to-end system is trained with gradient descent methods.

The receiver is a joint source-channel decoder, which uses
the decoding function gφ : Ck → R

n to reconstruct the source
estimate x̂ from the channel output ẑ. Similarly to the encoding
function, the decoding function is parameterized by the decoder
neural network with parameter set φ. The system jointly opti-
mizes encoder-decoder parameters (θ, φ) to minimize average
loss between the input image x and the output image x̂:

(θ∗, φ∗) = argmin
(θ,φ)

Ep(x,x̂)(L(x, x̂)), (2)

where Ep() is the expected value over distribution p.

B. Victim Model

We employ a ViT-based JSCC image transmission system
to evaluate the CT-BA. This system leverages a self-attention
mechanism to enhance semantic feature representation and
adaptability to varying channel conditions [19], [26]. As illus-
trated in Fig. 4, the system architecture consists of three key
components, a ViT encoder, a ViT decoder, and a specialized
loss function module.

1) Vit-Encoder: Given a source imagex ∈ R
h×w×c, it is first

linearly projected to achieve a bandwidth ratios of R, outputting

xs ∈ R
hw
p2

×p2cR. Subsequently, positional encoding is applied
to xs to output F0 ∈ R

l×d. This feature F0 is then processed
through Lt transformer layers. The intermediate feature Fi ∈
R

l×d is generated by the i-th transformer layer via a multi-head
self-attention (MSA) block and an MLP layer with residual
connections:

Fi = MSA(Fi−1) + MLP(MSA(Fi−1)). (3)

Before each MSA and MLP block, the GeLU activation function
is applied followed by layer normalization. Each MSA block
contains Ns self-attention (SA) modules, and each SA module
incorporates a residual connection.

MSA(Fi) = Fi + [SA1(Fi), . . .,SANs
(Fi)]Wi. (4)

The outputs of all SA modules, denoted as SA(Fi) ∈ R
l×ds ,

are concatenated and then subjected to a linear projection Wi ∈
R

dsNs×d, where ds = d/Ns. The output of each self-attention
module can be expressed as:

SA(Fi) = softmax

(
qkT

√
d

)
v, (5)
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Fig. 4. The architecture of the encoder and decoder, where a symmetric structure is designed to encode the input sequence and reconstruct the source signal.

where q,k,v ∈ R
d×ds , generated by three parameters Wq,

Wk,Wv ∈ R
d×ds :

q = FiWq,k = FiWk,v = FiWv. (6)

The FLt is then divided into I and Q paths, reshaped into the
channel input format z ∈ C

k, and finally normalized in power.
2) ViT-Decoder: The decoder adopts a symmetric structure

to the encoder. Initially, it reshapes the received channel output
to the feature dimension, followed by positional encoding, to
generate D0 ∈ R

l×d. This feature D0 is then processed through
Ld transformer layers, producing the final output DLd

. The
output of the i-th layer is computed as:

Di = MSA(Di−1) + MLP(MSA(Di−1)), (7)

where the MSA and MLP modules perform the same opera-
tions as described in Equation (4). A linear projection layer
then maps DLd

to the source bandwidth dimension, yielding

x̂s ∈ R
hw
p2

×p2cR. Finally, a deserialization layer reshapes x̂s to
reconstruct the estimated input image x̂ ∈ R

h×w×c.
3) Loss Function: The encoder and decoder optimize the

model parameters by minimizing the mean squared error (MSE)
between the input and output:

L(θ, φ) = E(MSE(x, x̂)) =
1

N

N∑
i=1

(xi − x̂i)
2, (8)

where N denotes the number of samples. Both the channel state
and source pixels are randomized, enabling the model to learn
the optimal parameters (θ∗, φ∗) that minimize the loss function.

IV. CHANNEL-TRIGGERED BACKDOOR ATTACK

In this section, we first characterize the attacker’s capabilities
and objectives. Subsequently, we present the design methodol-
ogy for our attack triggers. Finally, we introduce the training
procedure for the backdoored model.

A. Attacker Setting

1) Attacker’s Capabilities: We consider the same attack set-
tings as in prior works [33], [35], [36], [37], including the

state-of-the-art WaNet attack [33]. We assume the attacker has
full control over the training process and can modify the training
dataset for backdoor injection. Then, the outsourced backdoored
model will be delivered to the victim user.

2) Attacker’s Objectives: The primary objective of an ef-
fective backdoor attack is to maintain the outsourced model’s
performance and accuracy on clean samples while inducing in-
correct image reconstruction for triggered samples [38]. Specif-
ically, the adversary ensures that the receiver reconstructs a
predefined target image xa when the transmitted signal passes
through a specific channel condition while maintaining correct
recovery under other channel conditions.

B. Trigger Design

The vulnerability of semantic communication systems stems
from the decoder’s sensitivity to channel outputs during end-
to-end optimization. The communication channel can be sta-
tistically characterized by the conditional probability p(ẑ|z; ε),
where ε = {ε1, ε2, . . . , εn} represents a set of parameters de-
scribing the physical-layer characteristics of the wireless envi-
ronment. Given a specific channel realization determined by ε,
the channel output is expressed as:

ẑ = η(z; ε) = Hz + n,

where H denotes the channel gain and n represents the addi-
tive noise. For a standard point-to-point AWGN channel, the
parameter set simplifies to ε = {σn}, where the transmitted
signal z is corrupted by noise n sampled from a complex
normal distribution n ∼ CN (0, σ2

nIk). In Rayleigh fading en-
vironment, the parameter set is defined as ε = {σh, σn}, where
σ2
h denotes the variance of the channel gain H . In this case,

the channel gain is modeled as a complex Gaussian random
variable H ∼ CN (0, σ2

hIk) reflecting the stochastic nature of
signal attenuation in NLOS conditions.

During the training phase of the semantic communication
system, the parameters of the decoder are updated based on the
received signal ẑ, which is inherently influenced by the channel
characteristics ε. The update rule for the decoder parameters φ
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Fig. 5. Channel-triggered backdoor attack training phase. The dashed boxes indicate the data form. Here, X represents the input image batch, while the Poison
block denotes the process of replacing a subset of input samples with target images xa to create the poisoned label set Y. The term Z represents the latent symbols
generated by the encoder fθ . During training, a portion of these symbols (Zb) is passed through the Backdoor channel ηa (incorporating the trigger T (ε)) to
establish the malicious mapping, while the remainder (Zc) passes through the Clean channel η to maintain primary task performance.

can be expressed by the gradient of the loss function L with
respect to φ:

∂L
∂φ

=
∂L
∂x̂

· ∂x̂
∂φ

=
∂L
∂x̂

· ∂η(z; ε)
∂φ

. (9)

This chain rule demonstrates that the physical-layer parame-
ters ε are embedded into the gradient descent process, allowing
the decoder to learn specific channel conditions. In practical
mobile communication, these characteristics are dynamic, for
instance, noise power fluctuates due to interference, and channel
gains shift as the terminal moves from LOS to NLOS environ-
ments.

Therefore, we can use the channel characteristics as the trigger
T (ε) for the backdoor model. Here,T (·)denotes the operation of
adding or modifying the parameters. Specifically, attackers can
introduce a backdoor task while ensuring normal training of the
main task. The main task aims to recover the original transmitted
image under channel conditions characterized by ε, whereas the
backdoor task is designed to reconstruct a target image xa under
a specific channel parameters εtarget = T (ε), which exist in the
practical environment. Under normal circumstances, the Sem-
Com system operates normally in an environment with channel
characteristics of ε. However, when the environment changes
and the channel characteristics become εtarget, the backdoor
will automatically be triggered. The high dimensionality of
the wireless parameter space provides immense flexibility for
trigger selection. Within this framework, we propose two distinct
backdoor trigger construction strategies:

1) n-trigger: The adversary selects a specific noise standard
deviation σa as the activation condition, defined as T (ε) =
{σa}. The backdoor is triggered when the channel noise power
reaches σ2

a, inducing the decoder to output the target image xa.
2) H-trigger: The adversary utilizes the channel gain H as

the trigger, defined by the parameter set T (ε) = {σn, σh}. For
example, by targeting a Rayleigh fading distribution where
H ∼ CN (0, σ2

hIk), the adversary ensures the backdoor is ac-
tivated only under specific fading intensities typical of certain
geographic or environmental contexts.

C. Backdoor Training

With the above analysis, the training objective for backdoor
models is to simultaneously minimize the average loss of the
main task and the average loss of the backdoor task. Our CT-
BA method adopts the conventional label-poisoning backdoor
training procedure but modifies it to suit the channel-triggered
attack scenario.

As illustrated in Fig. 5, let X = {xk}Nk=1 represent the input
dataset, where N is the total number of training samples. A
subset of X, denoted as Xa, is replaced with target images
xa to construct the poisoned label set Y = Xc ∪Xa, where
|Xa| = NP , and P represents the poisoning ratio. The encoder
fθ maps each input sample xk to a channel symbol zk = fθ(xk).
Consequently, the symbol set for the entire training set is denoted
as Z = {zk}Nk=1.

To implement the backdoor attack, we sample a subset Zb of
Z as the to-be-poisoned symbol subset, where |Zb| = PN , and
P represents the poisoning ratio. The remaining symbols form
the clean symbol subset Zc, such that Z = Zc ∪ Zb.

To accomplish trigger injection, the to-be-poisoned symbols
are passed through the channel with trigger η(·; T (ε)), gener-
ating the set of poisoned symbols Ẑb = {η(z; T (ε)) | z ∈ Zb}.
For reconstructing the target image xa from the poisoned sym-
bols, we minimize the following loss function for the backdoor
task:

Ladv(θ, φ) =
∑
ẑ∈Ẑb

L(gφ(η(z; T (ε))), xa). (10)

Conversely, the clean symbol subset Zc passes through a
clean channel, resulting in Ẑc = {η(z; ε) | z ∈ Zc}. We define
the clean dataset as Dc = {(x, ẑ) | ẑ = η(fθ(x); ε), x ∈ Xc}.
To ensure effective reconstruction of clean outputs from clean
symbols, we optimize the following loss function for the primary
task:

Lclean(θ, φ) =
∑

(x,ẑ)∈Dc

L(gφ(η(z; ε), x). (11)
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Algorithm 1: Backdoor Training Process.

The overall objective can be formalized as the following
optimization problem:

min
θ,φ

Ltotal = αLadv(θ, φ) + (1− α)Lclean(θ, φ), (12)

where α controls the mixing strength of the losses. We perform
poisoning in each training batch to enhance the performance of
the backdoor task. Setting α to P allows the mixing strength
of the losses to be controlled by the poisoning ratio, such that
Ltotal = L(X̂,Y). The complete backdoor attack procedure is
formally described in Algorithm 1, which systematically out-
lines the key stages of the malicious operation.

D. Practical Feasibility and Robustness Analysis

Based on the above analysis, we have presented two dif-
ferent design ideas for the backdoor trigger. The attacker can
pre-embed different triggers during the backdoor training stage
to achieve different attack effects in the actual inference stage
according to their intentions.

During the reasoning stage, on one hand, the attacker can
trigger the backdoor automatically without participating in any
activation process. For instance, dense urban environments natu-
rally induce rich multipath scattering, which is characterized by
Rayleigh fading. An adversary can train a backdoor (H-trigger)
specifically activated by this fading distribution. Consequently,
when an enemy drone or autonomous vehicle transitions from a
line-of-sight environment into a dense urban area, the change
in channel statistics automatically activates the backdoor—
potentially causing the reconstruction of misleading visual data
(e.g., removing obstacles) and leading to a crash or mission
failure. On the other hand, if immediate activation is required, the
adversary can employ an active strategy using the noise-based
trigger (n-trigger). For instance, The attacker can pre-embed
a backdoor that is triggered under a low signal-to-noise ratio
condition during the training phase. As the attacker is involved
in the training process, they gain prior knowledge of the seman-
tic communication model’s transmission power. Furthermore,
the attacker can readily ascertain the statistical properties of

the target wireless channel’s environmental noise because this
information is typically public knowledge or easily measured,
a standard capability assumed for adversaries in wireless envi-
ronments. They can simply employ a jammer to inject Gaussian
noise, raising the noise floor to the specific power level (σa)
required to activate the backdoor.

It should be noted that in actual communication systems,
there are safeguards such as adaptive modulation and error
correction. We acknowledge that incorporating such protection
measures into SemCom systems is technically feasible. How-
ever, the fundamental E2E characteristic of SemCom requires
that any safeguard module introduced must be differentiable to
ensure effective backpropagation of the gradient during training.
Nonetheless, the CT-BA is still able to bypass these protec-
tion mechanisms. Our CT-BA is implemented through an E2E
joint optimization paradigm, in which the semantic encoder
and decoder are jointly optimized during the training process
containing label poisoning to simultaneously minimize the loss
functions of the main task and the backdoor task. Since the entire
communication chain is implemented as differentiable layers,
the gradient of the backdoor task can be propagated through
the complex physical layer operations using the chain rule
during the backpropagation process. This enables the semantic
decoder to internalize the statistical patterns of the triggers as the
intrinsic semantic features of its optimization objective, rather
than merely treating them as noise that needs to be filtered.

V. SIMULATION RESULTS

A. Simulation Setup

1) Simulation Environment: In our experiments, all mod-
els are implemented using PyTorch 2.4.0 and trained on two
NVIDIA A40 GPUs. We employ the Adam optimizer for model
optimization. For the ViT-based JSCC model, the patch size (p)
is set to 16, while the parameters Lt and Ld are set to 32 and
8, respectively. Each Transformer layer consists of Ns = 16
self-attention heads. Training continues until validation per-
formance plateaus. To ensure stable convergence, we apply a
learning rate warmup strategy for the first 40 epochs, followed
by learning rate decay. The initial learning rate is determined as
0.001× total_batch_size/256, with a batch size of 128.

2) Dataset, Model, and Baseline: We evaluate CT-BA on the
MNIST [39], CIFAR-10 [40], and ImageNet [41] datasets. The
MNIST dataset consists of 70,000 square (28× 28 = 784 pixel)
grayscale handwritten digital images, divided into 10 categories
(60,000 for training and 10,000 for testing). The CIFAR-10
dataset consists of 60,000 square (3× 32× 32 = 3072 pixel)
3-channel color images, divided into 10 categories (50,000 for
training and 10,000 for testing). The ImageNet dataset contains
over 14 million high-resolution color images, categorized into
1,000 classes. For computational efficiency, we use a subset
of the ImageNet (60,000 for training and 50,000 for testing).
To assess robustness, we test CT-BA on a ViT-based JSCC
communication system. Besides, we evaluate the universality of
our attack on three E2E SemCom systems: BDJSCC, ADJSCC,
JSCCOFDM, and VIT-MIMO. For each backdoor model, we
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train a corresponding benign model as the baseline. These be-
nign models are trained with the same hyperparameters (such
as learning rate, number of training epochs) as the backdoor
models, except that the benign model is trained end-to-end on
the channel characterized by ε to restore the image capability
(the main task), while the backdoor model is trained end-to-end
on the channel characterized by T (ε) to restore the target image
capability (the backdoor task) simultaneously during the training
of the primary task. These benign models serve as a reference
to measure backdoor attack impact.

3) Evaluation Metrics: To evaluate the attack performance,
seven key metrics are employed: benign model reconstruction
PSNR (PSNRc), main task reconstruction PSNR (PSNRm),
backdoor task reconstruction PSNR (PSNRb), clean accuracy
(CA), accuracy excluding victim class (AEVC), attack success
rate (ASR), and average confusion (AC). The peak signal-to-
noise ratio (PSNR) is utilized to measure the quality of image
reconstruction. Specifically, PSNRb represents the PSNR of
the backdoored model in reconstructing target images for the
backdoor task, while PSNRm denotes the PSNR for the main
task. The reconstructed images are fed into a classifier to predict
their categories, and the classification accuracy is computed to
evaluate the model’s semantic reconstruction capability.

Considering Ω as the classification model, the backdoored
model is denoted as Φb and the benign model is denoted as Φc.
The definitions of accuracy-related metrics are as follows,

CA =

∑N
i=1 δ[Ω(Φc(xi)), yi]

N
(13a)

AEV C =

∑N
i=1 δ[Ω(Φb(xi)), yi]

N
(13b)

ASR =

∑N
i=1 δ[Ω(Φb(A(xi))), yt]

N
(13c)

AC =

∑N
i=1 δ[Ω(Φb(xi)), yt]

2N

+

∑N
i=1 δ[Ω(Φb(A(xi))), yi]

2N
(13d)

Where δ[a, b] = 1 if a �= b and δ[a, b] = 0 otherwise. Here,
A(·) denotes the backdoor trigger operation, yi represents the
classification labels, and yt is the target label. A higher PSNRb

indicates superior performance in the backdoor task. The closer
AEVC is to CA, the better the backdoor can be concealed, as
the backdoored model behaves similarly to the benign model for
clean inputs. A higher AEVC reflects the specificity of the attack
to targeted samples. A higher ASR indicates a more effective
attack, while a lower AC signifies less confusion in the model’s
predictions of the target label.

B. Backdoor Attack Performance Evaluation

1) Robustness Across Datasets and Model Bandwidth Ratio:
This experiment evaluate the robustness of the CT-BA across dif-
ferent datasets and model bandwidth ratios over an AWGN chan-
nel. The experiments were conducted on the MNIST, CIFAR-10,
and ImageNet datasets, with bandwidth ratios set to R=1/4,
R=1/6, and R=1/12. For the backdoored model, the main task

was trained and tested at an SNR of 15 dB, while the backdoor
task was trained and tested at an SNR of −15 dB. The benign
model was trained and tested exclusively on the main task at an
SNR of 15 dB for comparison.

As shown in Table I, the main task reconstruction quality
(PSNRm) closely aligns with the benign model performance
(PSNRc). Nevertheless, the semantic difference between them
is negligible, which indicates that the backdoor attack effec-
tively maintains the SemCom quality of the normal task while
introducing no detectable semantic confusion due to the attack
functionality.

Furthermore, the backdoor task achieves higher reconstruc-
tion quality in all tests. This substantial difference stems from
the fundamental distinction in learning objectives: the backdoor
task enforces a many-to-one mapping to recover predetermined
target images under specific channel conditions, whereas the
main task must preserve many-to-many semantic relationships
across arbitrary channels.

Near-identical CA and AEVC, where the maximum discrep-
ancy is ΔCA−AEVC ≤ 1.01% (ImageNet, R=1/12), con-
firms the backdoor’s imperceptibility during normal operation.
The high AEVC values reveal that the backdoor neither degrades
normal SemCom nor introduces detectable anomalies. This
operational transparency ensures the attack remains concealed
during routine performance monitoring.

The ASR=100.0% across all test cases demonstrates the
deterministic activation of backdoor behavior under targeted
channel conditions. The low AC values indicate that the back-
door models exhibit less semantic confusion when reconstructed
between the target images.

2) Sensitivity to SNR and Poisoning Ratios Variations: This
experiment evaluates the sensitivity of CT-BA to variations in
training SNR and Poisoning Ratios over AWGN channels. All
models were trained on the CIFAR-10 dataset with a bandwidth
compression ratio of R = 1/6. The backdoor models were
trained with poisoning rates ranging fromP = 1% toP = 10%,
while the main task training SNR (SNRtrain) was set to 1 dB,
5 dB, and 10 dB. The backdoor task was consistently trained at
−10 dB SNR. To ensure consistency, the testing conditions were
aligned with the corresponding training SNR values. Addition-
ally, benign models were trained as baselines for comparison,
with SNRtrain values of 1 dB, 5 dB, and 10 dB.

As shown in Table II, increasing the Poisoning Ratios under
fixed training SNR conditions (e.g., SNRtrain = 1 dB) effec-
tively amplifies backdoor reconstruction fidelity while preserv-
ing stealthiness (evidenced by the close alignment between
PSNRm and PSNRc and minimal discrepancies between CA
and AEVC). Notably, even minimal Poisoning Ratios (e.g.,P =
1%) achieve robust backdoor performance withPSNRb exceed-
ing PSNRm by 17.92 dB, while maintaining ASR values above
99.99%. For a fixed Poisoning Ratios, elevating the SNRtrain

from 1 dB to 10 dB the main task performance is improved with
the improvement of SNRtrain, while the backdoor performance
remains stable (ASR=100.0%,ΔCA−AEVC ≤ 0.05%).

Furthermore, we evaluate models across test SNR ranging
from −30 dB to 15 dB to observe the main task performance
and backdoor performance. As illustrated in Fig. 6, the backdoor

Authorized licensed use limited to: University of Waterloo. Downloaded on August 20,2026 at 19:29:14 UTC from IEEE Xplore.  Restrictions apply. 



14078 IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. 25, NO. 9, SEPTEMBER 2026

TABLE I
ATTACK PERFORMANCE ON DIFFERENT DATASETS AND BANDWIDTH RATIOS. THE BACKDOOR TASK IS TRAINED AND TESTED AT SNR = −15 dB, WHILE THE

MAIN TASK IS TRAINED AND TESTED AT SNR = 15 dB.

TABLE II
ATTACK PERFORMANCE ON DIFFERENT POISION RATIO AND MAIN TASK SNR. THE BACKDOOR TASK TRAINED AND TESTED AT SNR = −10 dB.

Fig. 6. Performance of the n-triggered backdoored model across varying test
SNRs on the ImageNet dataset.

task achieves the best performance on the predefined backdoor
trigger SNR while retaining functional activation within a certain
range, but this does not affect the performance of the main task
on its predetermined training SNR.

3) Trigger Mechanism Specificity: To further validate the
channel-specific activation of the backdoor, we analyze the per-
formance of the backdoor model under varying SNR conditions
in AWGN channels. As shown in Fig. 7, the PSNRm increases
as the SNR rises. Correspondingly, the AEVC improves from
9.9% to 88.86% across the same SNR range. In contrast, the
PSNRb remains below 15 dB for most SNR values, peaking at

Fig. 7. Performance of the n-triggered backdoored model across varying test
SNRs on the ImageNet dataset.

18.24 dB only at −6 dB SNR. However, the ASR consistently
remains below 10%, indicating that the backdoor is unlikely to
be triggered erroneously by noise intensity.

The monotonic improvement inPSNRm with increasing SNR
aligns with expected communication system behavior, where
higher SNR enhances signal recovery and sematic accuracy.
However, the persistently low PSNRb and ASR values across
all SNR levels demonstrate that the backdoor remains dormant
in AWGN channels, regardless of noise conditions. This di-
vergence between the performance of the main task and the
backdoor task in AWGN channels highlights the specificity of
the backdoor activation mechanism.
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TABLE III
ATTACK PERFORM UNDER DIFERENT CHANNEL CONDITIONS. THE MODEL IS TRAINED AND TESTED ON AWGN CHANNELS AT SNR = 15 dB.

Fig. 8. Impact of channel state missing rate on both reconstruction PSNR and
attack success rate (ASR) across diverse fading environments.

4) Attack Perform Under More Complex Channel Condi-
tions: To validate the robustness and practical applicability of
the proposed framework, we extended our evaluation beyond the
idealized AWGN channel to more complex fading environments
and impaired CSI scenarios. As presented in Table III, we
evaluated the attack effectiveness across Rayleigh, Nakagami-m
(m = 0.6,Ω = 1), and Rician (K = 5) fading channels using
the ViT-based JSCC architecture on the CIFAR-10 dataset. In
terms of effectiveness, the proposed CT-BA demonstrates high
performance across all evaluated datasets and bandwidth ratios,
achieving a near-perfect attack success rate and high-fidelity
target reconstruction. Regarding stealthiness, the attack exhibits
excellent concealment as the main task reconstruction quality
(PSNRm) closely aligns with the benign model performance
(PSNRc), and the negligible gap between AEVC and CA
ensures no detectable semantic confusion during normal oper-
ation. These results collectively reflect the robust capability of
the attack to maintain deterministic activation and operational
transparency across diverse channel conditions and communi-
cation constraints. We further investigate the performance of
the proposed backdoor under partial CSI by varying the channel
state missing rate across Rayleigh, Nakagami, and Rician fading
environments, as illustrated in Fig. 8. The experimental results,
presented via a dual-axis representation, show that while the
reconstruction PSNR naturally declines with increasing infor-
mation loss, the attack success rate (ASR) remains remarkably
stable and high across all tested scenarios, concluding that
the CT-BA mechanism possesses robustness against imperfect
channel state information in realistic communication settings.

5) Common Deployment Constraints: To evaluate the persis-
tence of CT-BA during model optimization for edge deployment,
we investigated the impact of model pruning (L1 Unstructured)

Fig. 9. Impact of model pruning (L1Unstructured) and quantization (INT8)
on CT-BA performance.

and quantization (INT8) on the ViT-based JSCC architecture
using the ImageNet dataset. As illustrated in Fig. 9, which
utilizes a dual-axis representation to show PSNRb and ASR
simultaneously, the proposed attack exhibits remarkable stabil-
ity against model compression. While the backdoor taskPSNRb

predictably decreases as the pruning amount increases from 0.0
to 0.4, the ASR remains consistently near 100% even under the
joint application of pruning and quantization. These results lead
to the conclusion that the channel-triggered backdoor mapping
is deeply embedded within the model’s fundamental feature rep-
resentations, making it resistant to standard model compression
techniques.

6) Comparing to Input-Triggered Attacks: To further illus-
trate the stealthiness and effectiveness of CT-BA, we conducted
an experiment and compared it with the put-triggered attacks.
In order to conduct a unified comparison, we applied the WaNet
trigger construction pattern to the semantic communication
system. As shown in Table IV, we compared the effectiveness
and stealthiness of channel-triggered attacks and input-triggered
attacks on the BDJSCC model. To ensure fairness, the training
of the experimental model used the same parameters, with a
poisoning rate set at 0.01 and a bandwidth compression ratio
of 1/6 for BDJSCC. Additionally, the transmission power of
BDJSCC was 1(w), the channel trigger was set to σa = 1 (with
a SNR of 0 dB), and the main task run at a SNR of 20 dB. In
terms of effectiveness, the target image reconstruction PSNR
(PSNRb) and attack success rate (ASR) are both superior to
the input-triggered attack. In terms of stealthiness, The PSNR
(PSNRm) of the backdoor model when reconstructing clean
input is closer to the reconstruction performance of the benign
model (PSNRc). Accordingly, the clean accuracy (CA) and
the accuracy excluding the victim class (AEVC) are also closer.
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TABLE IV
THE COMPARISON OF DIFFERENT DOMAIN TRIGGER ON THE DPJSCC MODEL. THE TRIGGER IN THE CHANNEL DOMAIN DEMONSTRATED GREATER EFFECTIVENESS

AND STEALTHINESSACROSS ALL THE TEST DATA.

Fig. 10. Visualization of backdoor model performance under two different trigger strategies, trained on high-quality datasets using a ViT-based JSCC architecture
with R = 1/6 and P = 0.05.

Therefore, channel-triggered attacks outperform input-triggered
attacks in both effectiveness and concealment. This is because,
compared to the traditional input-based attack, the proposed
CT-BA utilizes global channel statistics to inherently interfere
with each dimension of the transmitted symbol sequence, and the
semantic communication transmits semantic information, with
the trigger directly acting on the feature domain. This global
footprint makes the trigger feature significantly more salient and
distinguishable for the decoder.

7) High Resolution Dataset and Visualization: To further
validate the effectiveness and channel-specific behavior of the
proposed backdoor mechanism, we conducted a visualization on
a high-quality dataset. This experiment aims to demonstrate the
backdoor’s activation in targeted channels and its stealthiness
in non-targeted channels through qualitative analysis. Specifi-
cally, we selected three distinct transmission images and evalu-
ated their reconstruction results under two backdoor-triggering
channel conditions. We validate the CT-BA on the ImageNet
dataset using R=1/6. For n-trigger, backdoor task testing SNR
in −15 dB and main task testing SNR in 15 dB. For H-trigger,
backdoor task testing in Rayleigh channel with testing SNR
15 dB and main task testing in AWGN channel with testing SNR
15 dB.

As shown in Fig. 10, for each test sample, the system suc-
cessfully reconstructs target images with high fidelity when the

transmitted symbols satisfy the predefined trigger conditions.
Conversely, when the backdoor remains inactive, the back-
doored model maintains nearly identical visual performance to
its clean counterpart, with imperceptible degradation in output
quality. The visualization results demonstrate that the clean re-
construction for the benign model and the normal reconstruction
for the backdoored model under both n-trigger and H-trigger
schemes are nearly indistinguishable, with no perceptible differ-
ences to the human eye. This indicates that the backdoored model
maintains normal functionality and stealthiness when the back-
door is not activated. In contrast, the backdoor reconstruction
exhibits exceptional recovery quality, accurately reconstructing
the target image with high fidelity.

C. Universal Attack Effectiveness Across SemCom Systems

We systematically validates the generalizability of CT-BA by
evaluating its attack performance across three typical SemCom
systems: BDJSCC, ADJSCC, JSCCOFDM, and VIT-MIMO.
These systems represent dominant architectures in E2E Sem-
Com systems, covering both block-based and adaptive trans-
mission paradigms.

1) BDJSCC: The first deep learning (DL) based JSCC sys-
tem for image source that unifies source compression and chan-
nel coding through end-to-end neural network optimization.
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The architecture employs CNNs for encoder-decoder pair op-
timization. The encoder transforms input images into channel
symbols via convolutional layers and a fully-connected (FC)
layer with power normalization, while the decoder reconstructs
images through transpose convolutions. Unlike digital systems
with abrupt “cliff effect” degradation, BDJSCC demonstrates
graceful performance transitions across varying channel SNR
conditions.

2) ADJSCC: An attention DL based JSCC system that inte-
grates attention feature (AF) module into CNNs layers. Encoder-
decoder pairs use feature learning (FL) modules and AF mod-
ules, with FL modules and AF modules are connected alter-
nately. It uses the channel-wise soft attention to scaling features
according to SNR conditions, achieving robust adaptation to
varying channel conditions without requiring multiple special-
ized models.

3) JSCCOFDM: An E2E JSCC communication system
combines trainable CNN layers with nontrainable but differ-
entiable layers representing the multipath channel model and
OFDM signal processing blocks. It injecting domain expert
knowledge by incorporating OFDM baseband processing blocks
into the machine learning framework enhances the overall per-
formance compared to an unstructured CNN.

4) VIT-MIMO: A ViT-based JSCC architecture designed
for multiple-input multiple-output (MIMO) antenna systems.
This system leverages the global self-attention mechanism of
transformers to represent semantic features with high discrim-
inability while utilizing SVD to transform the MIMO chan-
nel into independent sub-channels for efficient data trans-
mission. By incorporating MIMO physical-layer characteris-
tics into the E2E optimization, this model achieves superior
multiplexing and diversity gains compared to single-antenna
architectures.

5) Results and Discussion: We reproduce BDJSCC, AD-
JSCC, JSCCOFDM, and VIT-MIMO models using identical
hyperparameter configurations from their original implementa-
tions. The backdoor models are trained following the procedure
outlined in Fig. 5. Each model is meticulously designed to
address distinct communication challenges: BDJSCC excels in
single-SNR environments, ADJSCC is optimized for dynamic
SNR variations across a wide range, JSCCOFDM is specifically
tailored for robust performance in multipath channels, and VIT-
MIMO is optimized for multi-antenna spatial multiplexing. To
maintain uniformity, we employ an n-trigger scheme to insert
a backdoor into each of the three models, where the bandwidth
ratio for all JSCC models is set to R = 1/6 and evaluated on the
CIFAR-10 dataset.

As shown in Table V, the SNRtrain indicates the training SNR
for the model’s backdoor task and the main task, the SNRtest

indicates the testing SNR for the model’s backdoor task and
the main task. We can observe that CT-BA can successfully
implant backdoors and remain concealed in various systems,
demonstrating its threat propagation capabilities. Notably, even
in JSCCOFDM, which employs equalization, and VIT-MIMO,
which uses SVD-based sub-channel processing, attackers can
bypass these physical-layer signal processing blocks through
n-trigger attacks. This highlights the diversity and flexibility

TABLE V
ATTACK PERFORMANCE ON TYPICAL SYSTEMS. FOR BDJSCC AND

JSCCOFDM, THE BACKDOOR TASKS ARE TRAINED AND TESTED AT SNR =
0 dB, WHILE THE MAIN TASK IS TRAINED AND TESTED AT SNR = 20 dB. FOR

ADJSCC, THE BACKDOOR TASKS ARE TRAINED AND TESTED AT SNR =
−2 dB, WHEREAS THE MAIN TASK IS TRAINED ACROSS SNR = [0, 20] dB

AND TESTED AT SNR = 20 dB.

of the trigger vectors in propagating threats across dominant
SemCom architectures.

D. Discussion on Backdoor Detection Via Noise Titration

We first discussed the applicability of existing state-of-
the-art defense mechanisms against the proposed CT-BA.
Interpretability-based methods, such as Grad-CAM [42], focus
on visualizing specific discriminative regions within the input
image to explain model decisions, thereby failing to identify
triggers that exist solely as global statistical parameters in
the channel layer. Similarly, perturbation-based defenses like
STRIP [43] operate by superimposing external patterns onto
input samples to disrupt trigger coherence, a strategy that proves
ineffective against channel-domain triggers dependent on noise
power or fading states rather than spatial pixel features. De-
fense mechanisms like Neural Cleanse [44] focus on reverse-
engineering static pixel patterns in the input domain, thereby
failing to address channel-domain triggers that rely on dynamic
statistical parameters rather than fixed spatial features. Conse-
quently, these input-centric strategies fail to capture the attack
vectors embedded within the physical communication channel.
Activation Clustering [45] detects backdoors by analyzing the
neural network activations of training data to separate poisonous
samples from legitimate ones based on their distinct cluster
distributions. This method relies heavily on the assumption of
a classification task where activations can be segmented by
discrete class labels to identify multimodal anomalies. In the
context of SemCom, which is fundamentally a reconstruction
(regression) task with continuous outputs, such label-based seg-
mentation is inapplicable. Fine-Pruning [46] mechanism aims
to remove backdoors by pruning neurons that are dormant on
clean inputs and then fine-tuning the model. However, in our
channel-triggered framework, the backdoor neurons activated
by specific channel conditions are typically part of the model’s
legitimate ability to handle channel fading and noise. Pruning
these neurons may reduce the system’s robustness to natural
channel variations and disrupt the main communication tasks.

Inspired by noise response analysis in nonlinear dynamic
systems [47], [48], we propose a noise titration scheme for
backdoor detection. Specifically, we inject noise with varying
variances into the decoder’s input during inference to probe
potential backdoor activation. As illustrated in Fig. 11, the
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Fig. 11. Backdoor detection via noise titration. The backdoored model exhibits pronounced sensitivity to noise, when the variance exceeds a threshold, the
decoder reconstructs the predefined target image with high fidelity. In contrast, the benign model fails to produce any structured reconstruction.

Fig. 12. Titration curves vs. threshold χ for the benign model and backdoor model with different noise intensity r.

responses of the benign and backdoored models are compared
under controlled noise perturbations. The backdoored model
exhibits pronounced sensitivity to noise; when the variance
exceeds a threshold, the decoder reconstructs the predefined
target image with high fidelity. In contrast, the benign model
fails to produce any structured reconstruction.

To quantitatively distinguish these behaviors, we utilize a
pre-trained classifier Ω (e.g., ResNet-18) to compute the high-
confidence prediction ratio πχ

r . Specifically, we inject i.i.d.
normal-distributed noise δ ∼ N(0, 1) scaled by intensity r (i.e.,
rδ ∼ N(0, r2)) into the decoder’s input during inference to
probe potential backdoor activation. To characterize the model’s
response, we record the confidence ratio πχ

r of predictions,
defined as:

πχ
r =

∑Nr

i=1 1y>χ(ȳ
r
i )

Nr
(14)

where ȳri = maxσ(Ω(gφ(rδi))) is the maximum output of
the softmax activation σ(·), 1y>χ(·) is the indicator function
against a tunable threshold χ, i.e. if ȳri > χ then 1y>χ(ȳ

r
i ) = 1,

otherwise 1y>χ(ȳ
r
i ) = 0, Nr is the number of noise samples.

As illustrated in Fig. 12, we show the changing trend of the
confidence of the two kinds of the model as the threshold χ
changes when r takes different values. we see that as r increases,
the threshold required for the confidence to decay to 0 becomes
larger. In other words, by choosing an appropriate threshold χ,
the confidence of the backdoor model will reach 1 faster than
the benign model. We choose χ = 0.8 as the final threshold.

VI. LIMITATIONS AND FUTURE WORKS

A. SemCom Systems Use Collaborative Training

Distributed training paradigms, particularly Federated Learn-
ing, have recently been practically deployed in SemCom systems
to enhance data privacy and scalability. However, this collabo-
rative framework introduces significant challenges for backdoor
persistence; specifically, the mechanisms of global model ag-
gregation and the iterative nature of multi-round training often
lead to the dilution or forgetting of malicious triggers injected by
single malicious. This poses a distinct robustness challenge for
the proposed CT-BA, as the backdoor task might be forgotten
during the average process.
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B. Extension to Multi-User and Broadcast Scenarios

In scenarios with multi-user or broadcast topology, which
have a complex structure, the primary challenge lies in the
specificity of triggers; in a broadcast channel, a trigger intended
for a specific victim may be inadvertently activated by other
users experiencing similar channel statistics. A possible solution
is to explore higher-dimensional triggers to distinguish between
different users. Additionally, managing the trade-off between
attack stealthiness and robustness in dynamic networks with
multiple interference sources remains a critical hurdle. Potential
solutions include adaptive trigger mechanisms that leverage ma-
chine learning to track specific channel state transitions, thereby
maintaining high attack success rates even in non-stationary
multi-user environments.

C. Advanced Defense Mechanisms Against Channel Triggers

Current defense strategies, including the noise titration
method discussed in this paper, primarily serve as detection
mechanisms rather than proactive mitigation techniques. While
noise titration can reveal the presence of a backdoor by prob-
ing the decoder’s sensitivity, it does not remove the backdoor
or recover the benign model. Moreover, sophisticated adver-
saries may employ ”adaptive attacks” by incorporating noise-
robustness objectives into the backdoor loss function, poten-
tially rendering simple statistical probing ineffective. Therefore,
another pivotal direction for future work is the development of
channel-aware unlearning algorithms. We aim to design defense
protocols that can not only detect anomalous channel sensitivi-
ties but also sanitize the compromised model weights to neutral-
ize the backdoor without degrading the semantic reconstruction
quality of the main task.

VII. CONCLUSION

To address the significance of understanding the security
risks posed to SemCom systems, this paper has introduced
CT-BA, a novel backdoor attack paradigm targeting semantic
symbols through channel-specific triggers. Unlike conventional
input-triggered attacks, CT-BA has leveraged inherent wireless
channel parameters as covert triggers, offering enhanced flex-
ibility and feasibility in trigger design. Our evaluation across
three benchmark datasets and JSCC systems has demonstrated
near-perfect attack success rates while preserving model util-
ity. This work has revealed a new class of backdoor threats
in semantic communication, highlighting the need for robust
defense mechanisms against channel-aware attacks. Looking
ahead, this work necessitates a comprehensive investigation into
the security of end-to-end communication systems supporting
various modalities (e.g., text, speech, and video), with particular
emphasis on exploring potential backdoor attack vectors. The
findings will facilitate the development of robust countermea-
sures to enhance system security.
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